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Session Goal
This session is the opportunity for Large Hospital and Health
System compliance officers to engage in a collaborative
discussion of both new and chronic challenges to effective
compliance programs unique to such organizations, share
model practices and practical solutions. A panel of
experienced large system compliance professionals will
introduce and speak to such topics, engage the audience in
an interactive exchange of perspectives and approaches and
solicit from you additional issues of concern. You should take
away from this session an enhanced understanding of
such challenges common to compliance programs in large
organizations, new approaches to them and the wisdom of
your colleagues.
www.hcca-info.org | 888-580-8373
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Panelists:
Suzie Draper– VP – Business Ethics and Compliance – Intermountain
Healthcare



John Steiner– Chief Compliance Officer– Cancer Treatment Centers
of America



Paul Belton– VP – Corporate Compliance– Sharp HealthCare



Moderator:
Cheryl L. Wagonhurst – Law Office of Cheryl Wagonhurst
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Intermountain Healthcare





Serves Utah and southeastern Idaho
Not-for-profit healthcare system
22 hospitals
>185 clinics
– 24 community clinics for low-income, homeless and uninsured; 6
owned,18 receiving financial support




1,025 physician multi-specialty Intermountain Medical Group
Health insurance – SelectHealth
– 600,000 covered lives







Homecare and Hospice
Clinical Quality Board Goals
34,000 employees
Total assets of $6.3 billion
Total operating revenues of $4.7 billion
www.hcca-info.org | 888-580-8373
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Cancer Treatment Centers of America






National network of cancer hospitals founded in 1988
Serves patients from all 50 states, at specialty hospitals
located in Chicago, Tulsa, Philadelphia, Phoenix and Atlanta
Focuses on complex and advanced-stage cancer
Offers fully integrated approach to cancer treatment
– Traditional treatments like surgery, radiation and chemotherapy, and
complementary therapies like nutrition, acupuncture and mind-body
medicine to manage side effects, all under one roof






Known for delivering the Mother Standard® of care and
Patient Empowerment Medicine®
4,500 employees (called “stakeholders” at CTCA)
Partners with nearly 300 different organizations to educate,
support local communities and improve health and wellness

www.hcca-info.org | 888-580-8373

Sharp
About HealthCare
Sharp HealthCare
 2007 Malcolm Baldridge National Quality Award
 Not-for-profit integrated regional health care delivery
system based in San Diego, California
 4 acute care hospitals










3 specialty hospitals
2 affiliated medical groups
Health plan
Plus a full spectrum of other facilities and services
Home Care and Hospice

2,600 affiliated physicians
17,000 employees
2,106 volunteers
Fiscal Year 2012 Net Revenue: $2.7 billion
6
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Overview
I.
II.
III.

Operational Challenges
Hot Topics
Interactive Application – Your Case Studies
and Scenarios
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I. Operational Challenges
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I. Operational Challenges


Examples of Challenges:
– Ethical decision making
– Resources



Internal resources
External resources

– Efficiency




Leveraging
Creating the value proposition
Data Mining

– Protecting Compliance Turf

www.hcca-info.org | 888-580-8373
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Which department/function presents the
biggest operational challenge in your
organization?
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

Corporate and Governing Boards
Compliance Officer reporting structure
Human Resources
Information Privacy and Security
Interface between corporate and hospital departments
Internal Audit
Legal Department
Quality Department
Revenue Cycle Organization
Patient Financial Services/ Finance

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
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What interface or coordination between
departments of the hospital and the
corporate system causes you the most
problem? Coordination with:
1.
2.
3.
4.
5.
6.
7.

Human Resources (e.g., credential verification)
Intellectual Property/Clinical Innovations
Internal Audit
Investigations/external audit agencies
Legal Department
Specific issues involving clinical effectiveness (Quality)
Risk Management

0%
0%
0%
0%
0%
0%
0%
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Compliance Program Process

Identification:
Corporate staff – regulatory issue identification, clarity
Assessment:
Corporate staff – initial analysis
Corrective Action: Central subject matter experts
Communication: Central subject matter experts; bi-directional feedback
Implementation: Local subject matter/process experts
Monitoring:
Regional/local compliance teams
Sustainment:
Internal Audit; corporate staff

www.hcca-info.org | 888-580-8373
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Which element of your compliance program
seems to be the hardest to implement?
1.
2.
3.
4.
5.
6.
7.
8.

Board and Organizational Support
Standards of Conduct/Policies and Procedures
Education and Training
Monitoring and Auditing
Effective Lines of Communication/Reporting
Enforcement and Discipline
Corrective Action, Response and Prevention
Risk Assessment

0%
0%
0%
0%
0%
0%
0%
0%
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What challenges do you have in keeping
your Boards informed?
1. Compliance Officer reporting structure to Board
2. Members appreciating their roles and duties
3. Oversight committees supporting the compliance
program
4. Reporting information to boards (dashboards,
packets, reports)
5. Sophistication to understand issues and nuances
6. Information requirements from members (various
state Medicaid Provider ID requirements, COI/990,
agreements)

0%
0%
0%
0%
0%
0%
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Which of the following is the biggest
challenge for your organization regarding
Policies and Procedures?
1.
2.
3.
4.
5.
6.

Appropriate scope of policies for organization
Archiving of policies and departmental procedures
Documentation of compliance with policies
Employee understanding of policy application
Regular review and approval of policies
Variability in policy use and application across the
organization

0%
0%
0%
0%
0%
0%
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What challenges does your organization
experience in delivering effective
compliance education?
1.
2.
3.
4.
5.

Cost (time, development)
Delivery (online, just-in-time, new hires)
Employee engagement and knowledge retention
Focus and documentation of outcomes
Increasing requirements from oversight and
certification agencies
6. Keeping content fresh and creative
7. Vendor/Workforce (scope, delivery)

0%
0%
0%
0%
0%
0%
0%
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I. Operational Challenges –
Implementation of the Elements of an Effective Compliance Program:
Monitoring and Auditing

Type of Monitoring

Purpose:
(Triggering Event)

Results/Outcomes

Next Steps

Three Lines of Defense:
1. Process Monitors
2. Review of process and monitors by Compliance
3. Independent Audit (Internal Audit)

www.hcca-info.org | 888-580-8373
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In which area do you think your
organization has the best infrastructure
(monitoring and auditing)?
1. Appropriate engagement of legal counsel
2. Data mining – proactive response to government
concerns
3. Incorporation of auditing/monitoring into
organization’s compensation model
4. Regular dashboard reporting
5. Response to complaints or external audits
6. Routine process monitoring
7. System-wide learning

0%
0%
0%
0%
0%
0%
0%
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In which area do you think your
organization needs additional infrastructure
support (monitoring and auditing)?
1. Appropriate engagement of legal counsel
2. Data mining – proactive response to government
concerns
3. Incorporation of auditing/monitoring into
organization’s compensation model
4. Regular dashboard reporting
5. Response to complaints or external audits
6. Routine process monitoring
7. System-wide learning

0%
0%
0%
0%
0%
0%
0%
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How are most compliance concerns
reported in your organization?
1.
2.
3.
4.
5.
6.

Exit Interviews
Hotline
Monthly Reports
“Open Door” Policy
Web-Based Reporting Tools
Word of Mouth

0%
0%
0%
0%
0%
0%

www.hcca-info.org | 888-580-8373
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Do you feel that discipline for noncompliance (both omission and
commission) is applied consistently
within your organization?
0%
0%

1. Yes
2. No

www.hcca-info.org | 888-580-8373
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Are physicians sanctioned within
your organization (both omission
and commission)?
1. Yes
2. No

0%
0%

www.hcca-info.org | 888-580-8373
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I. Operational Challenges –
Implementation of the Elements of an Effective Compliance Program:
Corrective Action, Response and Prevention

www.hcca-info.org | 888-580-8373
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Which area of regulation implementation is
creating the most activity within your
organization?
1. Disaster Planning and Recovery (physical infrastructure,
Information Systems)
2. Ethics in Patient Referral Act (Stark Law)
3. Government Payor Audits – Reimbursement denials (e.g.,
2-midnight rule, medical necessity, coding)
4. IS Data Security – Security authentication and permissions
5. Limited English Proficiency (ADA, Title VI, Section 504)
6. Physician-Owned Distributorships (PODs)
7. Privacy Reporting/Data Breach/BAAs – Omnibus Act
8. PPACA – overpayments returned within 60 days

0%
0%
0%
0%
0%
0%
0%
0%
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Which of the following is most clearly
understood in your organization’s efforts
in creating a robust risk assessment?
1. Administrative/Operational accountability and
ownership
2. Clarity of oversight (central/entity)
3. Clarity of implementation accountability
(central/entity)
4. Effective collaboration with Internal Audit and/or
Legal
5. Issues identified for risk assessment
6. Role of the Compliance team

0%
0%
0%
0%
0%
0%
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Which of the following needs better
clarification in your organization’s efforts
in creating a robust risk assessment?
1. Administrative/Operational accountability and
ownership
2. Clarity of oversight (central/entity)
3. Clarity of implementation accountability
(central/entity)
4. Effective collaboration with Internal Audit and/or
Legal
5. Issues identified for risk assessment
6. Role of the Compliance team

0%
0%
0%
0%
0%
0%

www.hcca-info.org | 888-580-8373
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I. Operational Challenges –
An Effective Compliance Program:


Effectiveness (can you answer the tough
questions?)
– How do you know your organization is ethical?
– How do you know your compliance program is
effective?

www.hcca-info.org | 888-580-8373
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II. Hot Topics
Quality of Care



–
–
–
–
–
–

Impact of Accountable Care Act
Advising on Exchanges
Risk of Exposure – False Claims Act
Medicaid
Data mining
Enterprise Risk Management

www.hcca-info.org | 888-580-8373
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Hot Topics


Privacy



Impact of the Omnibus Act
Managing your BAA Process
Relationship between Privacy and IT/IS program




www.hcca-info.org | 888-580-8373
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Hot Topics





Physician Owned Entities
Reaction to OIG Fraud Alert
Relationships to POE
Promoting innovation by physicians

www.hcca-info.org | 888-580-8373
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Hot Topics



In vs. Observation v. Outpatient process
ICD-10-CM Implementation

www.hcca-info.org | 888-580-8373

32

II. Hot Topics


Coding/Billing
– Recovery Audit Contractors


National Expansion

– Medicare Audit Contractors
– MS DRG’s




Coding education and reviews; creative and cost effective methods for
training staff involved in the revenue cycle
Financial ramifications

– Clinical Documentation Programs
– Specialty Coding


Interventional Radiology/Cardiology

– Keeping up with the Jones’s – Is your charge master up to date?

www.hcca-info.org | 888-580-8373
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II. Hot Topics


Medicaid Enforcement
– Medicaid Integrity Programs
– Medicaid Integrity Contractors (MICs)


Audits, data mining, reporting tools, enforcement support

– Creation of independent Medicaid Inspector General
– State False Claims Acts
– New Penal Statutes

www.hcca-info.org | 888-580-8373
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II. Hot Topics


Physician arrangements with hospitals
–Challenges of physician/hospital alignment
–Gain sharing
–Arrangements with physician family members – who is
monitoring this?
–Information technology – what can/can’t be provided to
physicians
–Tracking physician non-incidental benefits, gifts, etc.

www.hcca-info.org | 888-580-8373
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II. Hot Topics


Clinical Trials
– Research Compliance Coordinating Committee:










Environmental Health Safety Director
Health Care Enterprise Chief Compliance Officer
Legal Counsel – Research
Office of Research Integrity Director
Office of Sponsored Projects Administration Director
Research Faculty (3)
Center for Clinical & Translational Sciences Director
Division of Laboratory Sciences Director
Controller’s Office

– Healthcare Operations Research Sub-Committee
www.hcca-info.org | 888-580-8373
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II. Hot Topics


Clinical Trials
– Standard of Care vs. Research Billing
– Software

www.hcca-info.org | 888-580-8373
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II. Hot Topics


Privacy & security
– New rules
– Identity theft




Counterfeit
Greater Oversight and Individual Penalties

www.hcca-info.org | 888-580-8373
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II. Hot Topics


Tax
– Tax exempt
– 990 reporting





Policy Reviews by Board
Transparency
Governance Structure

www.hcca-info.org | 888-580-8373
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II. Hot Topics


Networking of peer compliance and privacy officers
(similar size organizations)

www.hcca-info.org | 888-580-8373
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Chronic Issues
Coordination among CCO, GC and Internal Audit
It’s a Big Sand Box…
…room for all
…play nicely with each other



www.hcca-info.org | 888-580-8373
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Legal/Compliance/Internal Audit
•

Complimentary disciplines, perspectives, responsibilities in support of
Governance and Management
• Enterprise Perspective and Analysis
• Programmatic Operational Responsibilities
• Investigative and Controls Improvement

•

Independence does not equate to “My Turf”

•

Must Haves for Governance and Management
•
•

Clarity on roles and responsibilities of each function
Comfort that there is timely collaboration, coordination and
communication
• Transparency is required for internal and extends credibility of each
function
• See: “An Integrated Approach to Corporate Compliance” 2004
http://oig.hhs.gov/fraud/docs/complianceguidance/Tab%204E%20Appe
ndx-Final.pdf
www.hcca-info.org | 888-580-8373
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Privileging Compliance and Internal Audit Matters

Going for Shelter!
• Privileging Compliance and
Internal Audit matters
• Can you do it? Subject to
privilege?
• Can you preserve it?
Waivers abound
• Is it worth it?

www.hcca-info.org | 888-580-8373
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Emerging Issues:




Increased industry Consolidation: Management of
Compliance Issues in Due Diligence and Post
Close
The Migration of the Responsible Corporate Officer
Doctrine: Issues on the horizon for the CCO, GC,
Management and Governance

www.hcca-info.org | 888-580-8373
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Responsible Corp Officer Doctrine
Responsible Corporate Officer Doctrine – Potential
Government Application to Compliance
Investigations and Settlements
Issues: Effects on internal decision making process
to avoid appearances of conflict


–
–
–
–

Representation Issues
Role of the Compliance Officer
Increased referral to outside counsel?
Are you a Responsible Corporate Officer?

www.hcca-info.org | 888-580-8373

Compliance Officer and Internal
Politics


Korn Ferry Report – March, 2013



(www.kornferryinstitute.com/reports-insights)
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“More than a Top Cop: Chief Compliance Officers in
health care need to be good with strategy and
internal politics
Article based upon interviews with 100 health care
compliance executives
Three leading challenges:
1. Dealing with internal politics (48%)
2. Keeping up with regulatory changes (37%)
3. Dealing with physicians (15%)
www.hcca-info.org | 888-580-8373

15

III. Your Actual Case Studies and
Scenarios


46

One-third of the session is devoted to the
presentation of live discussion of your actual case
studies and scenarios

www.hcca-info.org | 888-580-8373
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Examples of Discussion Topics:




Approaches to Compliance Education in Complex
Organizations; how do large systems organize and
prioritize compliance education; HITECH Edu; FWA
Physician compensation arrangements; managing
authorities and internal controls; the role of
compliance in physician alignment strategies;

www.hcca-info.org | 888-580-8373

Examples of Discussion Topics
 Managing medical device recalls;
 Model practices, issues in coordination of
internal audit, compliance and legal;
 Structures and controls around enterprise risk
assessments and management in large or
diverse systems;
 Topic(s) related to the 7 elements.

www.hcca-info.org | 888-580-8373
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Contact Information














Cheryl Wagonhurst
Attorney at Law
Law Office of Cheryl Wagonhurst
Santa Barbara, CA
(805) 729-6720
cwagonhurst@wagonhurst.com



John Steiner
Chief Compliance Officer
Cancer Treatment Centers of America
Schaumburg, IL
(847) 342-6603
John.Steiner@ctca-hope.com










Suzie Draper
Vice President, Business Ethics and
Compliance
Intermountain Healthcare
Salt Lake City, UT 84111
(801) 442-1502
Suzie.Draper@imail.org

Paul Belton
Vice President, Corporate Compliance
Sharp HealthCare
 San Diego, CA
 Paul.Belton@sharp.com
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Questions and Answers

Questions?
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Compliance Program
Development: Where do you
Start?
Debbie Troklus, CHC-F, CHRC, CCEP-F, CHPC, CCEP-I
Managing Director, Aegis Compliance & Ethics Center
Sheryl Vacca, CHC-F, CHRC, CCEP-F, CHPC, CCEP-I
SVP/Chief Compliance and Audit Officer
University of California

www.hcca-info.org | 888-580-8373

Why are Compliance Programs Important?
• Raise Awareness
• Mitigation Factor
• Communicate Commitment
• Reduce Threat of Qui-Tams (Whistleblower)
• Makes Good Business Sense
• Minimizes impact of CIA
www.hcca-info.org | 888-580-8373
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How Comprehensive Should a Compliance Program Be?

• Medicare Billing
Compliance
• Medicaid
• Third Party Payors
• Employment/Labor Law
• Therapy Centers
• Safety
• EMTALA (Emergency
Medical Treatment &
Active Labor Act)

www.hcca-info.org | 888-580-8373

• HIPAA Privacy &
Security
• Research
• Stark
• Anti-kickback
• Sarbanes-Oxley
• Quality
• Accreditation
• Other Federal &/or
State Laws

3

1

OIG Guidance

•
•
•
•
•
•
•

Voluntary Disclosure
Hospital & Supplement
Laboratory
Home Health
Third Party Billing
DME
Hospice

•
•
•
•
•
•

Medicare + Choice
Nursing Facilities & Supplement
Ambulance
Pharma
Research (draft)
Physician Practice

www.hcca-info.org | 888-580-8373
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Compliance Program Development

What are the top 3 obstacles to
Effective Compliance Program
Implementation?

www.hcca-info.org | 888-580-8373
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What is a Compliance Program
A program which:
• Utilizes tools to prevent and/or detect violations of law or
policy
• Defines expectation for employees for ethical and proper
behaviors when conducting business
• Demonstrates the organization’s commitment to “doing
the right thing”
• Encourages problems to be reported
• Provides a mechanism for constant monitoring
• Promotes an ethical culture

www.hcca-info.org | 888-580-8373
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Untied States Sentencing Guidelines

• Effective November 1, 1991
• Revised November 2004 and 2010
• Control sentencing of organizations for most federal
criminal violations
• Sentencing credit for “effective programs to prevent and
detect violations of law”

www.hcca-info.org | 888-580-8373
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Nov 2004: FSG Revisions

• “culture” of compliance
• defining compliance standards & procedures
• spelling out compliance obligations
• adequate resources
• clarifying employee screening practices

www.hcca-info.org | 888-580-8373
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Recommendations, cont.

• Training an essential element
• Mandating means for anonymous reporting
• add, “specifically encourage prevention and deterrence
of violations of the law as part of compliance programs”
• “ongoing risk assessments” if credit expected

www.hcca-info.org | 888-580-8373
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Nov. 2010: FSG Revisions
• 1st: the organization must respond appropriately to the
criminal conduct, including restitution to the victims, selfreporting and cooperation with authorities.

• 2nd: the organization must assess its program and modify
it to make the program more effective. They seem to
encourage the use of an independent monitor to ensure
implementation of the changes.

www.hcca-info.org | 888-580-8373
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Nov. 2010: FSG Revisions
You can get credit for having an effective program,
provided you meet the new criteria:
• the head of the compliance program must report directly to
the governing authority or appropriate subgroup,
• the compliance program must discover the problem before
discovery outside the organization was reasonably likely,
• the organization must promptly report the problem to the
government, and
• no person with operational responsibility in the compliance
program participated in, condoned or was willfully ignorant
of the offense.

www.hcca-info.org | 888-580-8373
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Organizations Steps to an
Effective Compliance Program

www.hcca-info.org | 888-580-8373
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Organizational Relationships and Support
• Board
• Senior Leadership
• Management
• Providers
• Staff
• Budget
www.hcca-info.org | 888-580-8373
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Seven Essential Elements of a Compliance Program

“The Seven Elements of a compliance program are
important individually, but are most effective on an
interdependent basis.” CMS

www.hcca-info.org | 888-580-8373
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Seven Elements of an Effective Compliance Program

• Standards and Procedures
• Education and Training
• Oversight
• Monitoring and Auditing
• Reporting
• Enforcement and Discipline
• Response and Prevention
(Keep in mind that Risk Assessment and Effectiveness
Assessments are also important)
www.hcca-info.org | 888-580-8373
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Standards and Procedures

• Code of Conduct
– Simple, short and separate from policies and procedures
– Provide to all new employees, staff and vendors and during
annual compliance training
– Outline specific legal duty in ‘plain’ English
– Post prominently – posters and/or intranet
– Use of attestations
– Consider putting code in other languages

www.hcca-info.org | 888-580-8373
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Standards and Procedures
• Policies and Procedures
– Assure that you are not writing policies that should be the
management arena
– Senior leadership endorsed/approved including Board
– Follow institutional template
– Periodically reviewed and revised
– Responsible party is defined
– Education is provided to all affected staff
– Ongoing evaluation/revision
– Do not duplicate what might be already in place

www.hcca-info.org | 888-580-8373
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Oversight (Authority and Resources)

• Board’s Role
• Governing Board Committee, ie: Audit and Finance,
Compliance and Audit (whatever is appropriate title)
• Compliance Officer
• Compliance Committee
• Other Committees
• Distributed Compliance Positions
• Subject Matter Experts

www.hcca-info.org | 888-580-8373
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Education and Training
• Role of Compliance Officer in developing
• Specific to roles and responsibilities
• Use training to focus on key risk areas
• Physician training most effective with timely, personal
approach
• Essential to reinforcing importance of your compliance
program
• Required, ie: Deficit Reduction Act, Federal Acquisition
Regulations, etc.

www.hcca-info.org | 888-580-8373
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Group Discussion
• Describe what is currently being done in your
organization related to Oversight, Reporting Structure,
Structure for Compliance Program and Education and
Training.
• Identify 3 practices from the discussion which you
thought would be good ideas for implementation and
report these back to the session participants.

www.hcca-info.org | 888-580-8373
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Monitoring and Auditing
• Leverage existing resources on auditing and monitoring
activities
• Define for your institution the difference between auditing
and monitoring
• Annual Plan is developed from a risk assessment and
includes reviewing previous audits, monitors and other
pertinent internal and external information
• Addition of ad hoc projects
• Concurrent vs. Retrospective
• Sharing results across the organization

www.hcca-info.org | 888-580-8373
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7

Group Discussion
• Discuss your risk assessment process.
• Discuss how your risk assessment process helps identify
auditing and monitoring plan.
• Discuss budget you have specifically for this process.

www.hcca-info.org | 888-580-8373

22

Reporting and Investigation
Mechanism to report matters anonymously, ie: hotline
• Internal vs. external
• Caller knows how to receive updates and information
related to their matter
• Tracking of investigations and results
• Reporting to leadership
• Non-retaliation policy
• Confidentiality and Anonymity
• Use of performance reviews and exit interviews for
identifying potential areas of concern
www.hcca-info.org | 888-580-8373
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Reporting and Investigation (cont)
• Process for triaging investigations should be defined
• Considerations for attorney client privilege should be
given to high risk and/or sensitive matters
• Team to conduct investigations should be defined
• Investigators should be trained in procedures related to
interviews, objective methodologies and forensics, where
applicable
• Investigations are confidential
• Tracking of investigations and results
• Reporting to leadership
www.hcca-info.org | 888-580-8373
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Response and Prevention

• Internal Investigation
– Are their enough facts to
investigate?
– Consider “fact finding” as a
first step before deciding to
investigate
• Consult appropriate area for
potential methodologies, ie:
audit, legal, etc.
• Contact Legal Counsel if fact
finding warrants advice and/or
privilege

Considerations:
• Who will conduct interviews?
• Discovery possibilities
• Determine from facts as to
substantiation of allegations
• Monitor management’s actions
to resolve issue
• Possible follow up audit
• Document
retention/destruction policy

www.hcca-info.org | 888-580-8373

25

Group Discussion
• How do you decide when an investigation should be
done?
• Who conducts the investigation.
• Share 3 practices with the session participants on ideas
to implement at your home organization.

www.hcca-info.org | 888-580-8373
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Enforcement and Discipline

• Sanctions for non-compliant behaviors
• Fair and Consistent
• OIG Sanctions
• GSA Sanctions
• Incentives

www.hcca-info.org | 888-580-8373
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9

Attorney Client Privilege
• Protect process and initial data gathering
• Provides for internal assessment before determining
actions
• “Waiver of the privilege for the government acts as a
waiver for all purposes”

www.hcca-info.org | 888-580-8373
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Evaluating for Success

• Annual review of written program
• Continual review of policies and procedures
–
–
–
–

Are policies being followed?
Revisions necessary?
Awareness
Who is responsible?

• On-going risk assessment
• Effectiveness assessment

www.hcca-info.org | 888-580-8373
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Key Points for a Compliance Officer to Remember
1. It is important that the program be scalable to the resources
available to your organization
2. Risk Assessments are your “help” in identifying the organization’s
vulnerabilities and prioritizing them.
3. The program will be in evolution from day 1 so each key element of
the program will mature based on the time, skill and effort given as
you go.
4. Rome was not built in one day…compliance programs are also not
built in one day.
5. Build your framework and design, before responding to issues
(which incidentally were probably around long before you were).
6. DON’T DO THIS ALONE. Find an organization champion to be the
management voice to support your efforts.
7. Network for “sanity”….Identify peers in the profession who can be
safe and independent sounding boards for you.
www.hcca-info.org | 888-580-8373
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In summary….
 Independence for the Compliance Officer Role is critical to the
success of the role.
 Current models of compliance programs vary but regardless of
design, it is important that you have a direct reporting structure to
the governing board and/or CEO.
 The Federal Sentencing Guidelines and the 7 elements are a good
start for developing compliance programs. However, it is important
to conduct a risk assessment which is the basis for your focus within
each of the elements, ie: education and training, auditing and
monitoring
 Measures for success for the new compliance program in the first 2
years are mainly related to your process and design…is it working
as it should be. As the program evolves, outcome measurements
will be able to be obtained.

www.hcca-info.org | 888-580-8373
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Questions
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2/28/2014

Compliance in the Post
Acute Environment
March 30, 2014
Sue Coppola
Paula Sanders
Janine Valdez
Robin Dale
1

Objectives
The participant will learn:
• How to Create, Implement and Maintain a Compliance Program
• The Affordable Care Act compliance program elements Strategies
for improving communications between counsel, compliance,
operations and leadership
• The importance of identifying compliance metrics, auditing and
monitoring for post acute providers
• Specific compliance program challenges from the viewpoint of the
compliance officer and the complimentary roles of counsel and
compliance teams in creating and implementing critical
components
2

Compliance Before the Affordable Care
Act
 March 2000, the OIG published Compliance Program

Guidance (CPG) for Nursing Facilities
 September 30, 2008, the OIG released the first

Supplemental Compliance Program Guidance for Nursing
Facilities

3

1
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Compliance Before the Affordable Care
Act
 Together, the two CPGs provided facilities with a roadmap to

understanding the OIG’s expectations about what an effective
compliance program looked like at that time.
 The OIG recognized compliance is not “one-size fits all”, but

necessary, regardless of structure.
 The OIG specifically suggests that long-term care providers

other than skilled nursing facilities (“SNFs”), such as assisted living
providers, should find the Supplemental CPG “useful.”

4

ACA’s Impact
 Affordable Care Act (ACA), Sections 6102 and 6401
1. Requires compliance and ethics programs by March 3,

2013
2. Statutory provisions are self-implementing

CMS required to issue regulations thirty-six months after
passage of ACA
2. Regulations have not been issued but CMS will not
enforce through survey and certification until rule in
place
1.

5

ACA’s Impact
 The requirements echoes U.S. Sentencing Commission

(USS) Guidelines:
 “Minimal” requirements of an effective compliance

program is that the organization takes steps to:
Ensure the organization’s compliance and ethics program is
followed, including monitoring and audit to detect
criminal conduct;
 Evaluate periodically the effectiveness of the organization’s
compliance and ethics program


6
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Is Compliance Really Mandatory?
 Programs must be effective at promoting quality of care
 Establishing minimum required statutory elements which

are based on OIG CPGs and USSC Guidelines
 States are now focused on Compliance Programs for

Medicaid Provider

7

Is Compliance Really Mandatory?
 External Entities are inquiring about compliance and have

their own compliance requirements
 IRS (Form 990) for exempt organizations
 Financial institutions including REITs
 Auditors
 Insurance brokers and companies for general and professional

liability
 Accrediting agencies: JC, CARF, CACC
 Medicare Advantage Provider Agreements

8

Can We Predict Content of CMS
Regulations?
 Medicare Managed Care Manual, Chapter 21 – Compliance

Program Guidelines (2013).
 Prescription Drug Benefit Manual, Chapter 9 – Compliance

Program Guidelines (2013).

9
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Compliance Program Elements
1. Code of Conduct/Written Policies and Procedures
2. Compliance Officer and Compliance Committee


Must be high level personnel of organization with sufficient
resources and authority to assure compliance

3. Sanction Screening




OIG List of Excluded Entities and Individuals available at
http://oig.hhs.gov/exclusions/
System for Award Management (SAM) available at
www.sam.gov
Applicable State Exclusions Databases

4. Effective Education and Training
10

Compliance Program Elements
5. Internal Auditing and Monitoring and Effective Lines of
Communication



Use of a confidential Compliance Hotline is highly
recommended
Emphasize prohibition of retaliation or intimidation of those
reporting noncompliance

6. Enforcement System and Disciplinary Measures



Include reporting requirement
Emphasize that noncompliance can lead to disciplinary action
up to and including termination

7. Effective Measure to Respond to Detected Noncompliance
8. Periodic Reassessment of Compliance Program
11

Choosing Compliance Officer
1. “High level person”
2. Multiple roles in smaller organizations
3. Relationship to General Counsel/Legal and Chief Financial

Officer



Government perceives conflict of interest for compliance to
be subordinate to or combined with legal or finance
Most corporate integrity agreements prohibit subordinated
or combined roles

12
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Choosing Compliance Officer
Outsourcing

4.

Viable option for small organizations in some states
New York requires an employment relationship









Employee must be vested with responsibility for the day-to day
operation of compliance program
Employee’s duties may solely relate to compliance or may be
combined with other duties so long as compliance responsibilities are
satisfactorily carried out
Employee shall report directly to the entity’s chief executive or other
senior administrator and shall periodically report directly to the
governing body on activities of compliance program

13

Choosing Compliance Officer
5.

Skills:
 Communication and Collaboration
 Understanding of organizations operations
 Objective and independent
 Ability to cross all business lines

6.

Consider the size of the organization and what reporting
structure provides the greatest ability to be independent
and transparent
 Compliance transcends across the organization and individual

must have enough knowledge of each functional lines operations
to be effective
14

Risk Assessments
1. Establishes baseline
2. Helps identify risk areas as well as complaint areas
1.

Monitor Internal operations
Trends, spikes, additional development requests (ADRs), claims
denials, complaints

Program for Evaluating Patterns:

Payment Electronic Reports (PEPPER)

Licensure and certification survey results

Medicare Comparative Billing Reports (CBR)

Quality indicators- falls, weight loss, pressure ulcers, return to
hospitals


15
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Risk Assessments
1. Monitor external sources



OIG Work Plan, advisory opinions, fraud alerts
Medicare Recovery Auditors (RAs), Medicaid
Integrity Contractors (MICs), Zone Program
Integrity Contractors (ZPICs), Payment Error Rate
Measurement (PERM) Program, and Comprehensive
Error Rate Testing (CERT) reports and settlements

16

Risk Assessments
 NY and other State Compliance Programs cover wide

range of areas similar to OIG;
 Billing, payments, medical necessity and quality of care,

governance, mandatory reporting credentialing,
licensing, and other risk areas that are or should, with
due diligence be identified- loan covenants, HUD
requirements, resident refunds and other state
regulatory requirements
 Useful to create dashboards and annual work plans

17

Risk Assessments
 Often conducted by internal staff or external consultants





To provide privilege conduct under direction of counsel
Attorney may engage consultants to assist them in providing legal
advice to their clients, potentially extending attorney client privilege
and attorney work product protection
No accountant “privilege”—communications and work papers are
discoverable
o Accountants have a duty to disclose if they identify violations and
are not satisfied by the company’s response
o “10A” obligation to report company misconduct internally and
externally if the company does not satisfactorily resolve the issue
o If there are identified concerns on a compliance audit- a privileged
investigation may be initiated

18
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Risk Assessments
 Compliance and Performance Improvement and Quality

Assurance Committee should be synergistic
 Confidentiality and Transparency
 Inherent conflict
 Determine what needs to be protected, and from whom
 Be deliberative in deciding how and what to share
 Beware of e-mails and careless communications

19

Compliance Metrics
2014

20

Effective Measures for Each Element
 Creation of Dashboard
•

Inclusion/coordination with other operational reporting

 Reporting Structure

Transparency and Availability
• Review with Key Leadership

•

 Usage

21

•
•
•
•
•
•
•

of Data

Background Screening
Physician Screening
Education/Training Metrics
Disclosures Data
Monitoring Scores
Overpayments and Other Corrective Actions
HIPAA Incidents and Breaches

7
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Sample Dashboard

22

Sample Dashboard

23

Sample Dashboard

24

8
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Compliance Program Outcomes
 Two

•
•

broad expectations
Reduction of fraud
Improvement in overall quality of care

 Results in:
• Cost savings to government and
center/company
• Overall satisfaction with services

25

Quality Audit / Operational Audit
 Sample

Selection
• Random vs. Risk-based Selection: Locations,
Controls and Residents
 Independence/Objectivity
 Expertise
 Inter-rater Reliability
 Protocols and Tools
 Tests: Documentation/Observation/Interview
26

Quality Audit / Operational Audit
 Risk Assessment – What to Test?
 SNF Focus Areas – OIG Work Plan 2014
• Medicare Part A
• REHAB
• Accuracy of the MDS
• Medicare Part B Services During Part A Stay
• Rehospitalization
• State Verification of Deficiency Corrections

27
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Quality Audit / Operational Audit
 Phase VIII: Response
•

and Prevention

Follow up to Audit

 Performance

Improvement

Validation of Corrective Actions
• Validation of Effect of Corrective Actions

•

 Adjustment

to Audit Protocols

Feedback
• Determination of Effectiveness

•

28

RUGs Audit
 Regulatory Overview
 Review Process
•
•
•
•

Selecting audit sample
Medical Necessity
MDS Review
RUG Calculation

 Common Areas of Concern
• Rehab Support
• ADLs
• Certifications and Orders
29

Compliance Officers’ Views
 Specific Compliance Challenges
 Being given the opportunity to be proactive, rather than

30

reactive
 Perceived reluctance of leadership team to include
compliance in strategic planning and initiatives
 Obtaining buy-in and respect- the forum to be pro-active and
participatory
 Gaining knowledge about the day-to-day operations of the
organization
 Turf battles with “operations” and overlap with regulatory and
risk management – requires collaboration
 Difference between the need to “know” (monitor) and the
need to “act” (when plan is ineffective)

10
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Compliance Officers’ Views
 Specific Compliance Challenges
 Identifying metrics to monitor to be predictive
 Criteria for calling counsel
 Ability to conduct a complete and credible investigation
 Educating who do not know how to conduct investigations

when it is not a core part of their job
 Dual/multiple roles of many compliance officers
 Maintaining objectivity, independence and sanity
 Criteria for counsel to engage Compliance assistance

31

Program
Implementation Considerations
Role of Counsel
 Regulation Interpretation- Specific Issues, assistance with policy and

procedure language and review

 Updates regarding new or revised statutes and regulations
 Attorney/Client Privilege
 Compliance committee activity generally is not protected
 Having attorney attend every meeting does not extend attorney-client

protection

 If issue is significant, consider calling counsel to assist and assess and direct

investigation to obtain privilege

 Assistance with interactions: OIG, Department of Justice (DOJ), Office of

Civil Rights (OCR), State or Federal Agencies, Recovery Audits

 Legality vs practicality

Communicate and collaborate!
32

Role of Compliance Teams
1. Implementation/oversight/risk analysis and revision of the

2.
3.
4.
5.

compliance program----monitor effectiveness of programs
and policies
Independent investigation
Participating with counsel in reporting State/Federal
agencies
Reporting to management (highest level)
Coordination of compliance committee

Monitor effectiveness, independence, communication, collaboration and
education!
33
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Strategies For Improving Communications
Between Counsel, Compliance, Operations
and Leadership
 Education and re-education
 Staff turnover
 Complacency

 Non-punitive environment
 Mutual understanding of roles and transparency
 Can this matter be protected and how do we protect it

AND did we educate all those involved
 Reporting structure
 Communication, collaboration, patience
34

Contact Information
Susan Coppola
Sr. Vice President –
Compliance
Emeritus Senior Living
Sue.Coppola@emeritus.com
(206) 378-3270

Robin Dale
WHCA President/CEO
303 Cleveland Avenue SE
Tumwater, WA 98501
Office: 800-562-6170, ext. 101

Paula G. Sanders, Esquire
Principal & Chair, Health Care
Practice Group
Post & Schell, PC
psanders@postschell.com
717-612-6027

Janine Valdez
Senior Director of Compliance
Genesis HealthCare LLC
Janine.Valdez@genesishcc.com
(505) 468-2384

35
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HIPAA PRIVACY & SECURITY 101

TODAY’S SESSION
A Little Background and Context….
Enforcement Overview
 The Privacy Rule
 Breach Notification Requirements
 The Security Rule
 Resources



DISCLAIMER
The information provided in this
presentation is intended for
educational purposes only, does not
constitute legal advice, and does not
represent the official opinion of any
individual, department, division or
territory of the State of Colorado.
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HOUSEKEEPING NOTES:


This presentation incorporates changes to HIPAA
from:



Omnibus Rule – effective date of 9/23/2013
CLIA update to HIPAA– effective date of 4/7/2014;
compliance date of 10/6/2014 for CE labs



Due to volume of information, please hold
questions until the end!



We will take a break at approximately 10:20am;
please feel free to get up as needed. This is a
LONG session.

WHERE WE ARE TODAY WITH THE FINAL RULE

2 months

6 months

1 year
2014

January
25th
Final Rule
published
in Federal
Register

March
26th
Final Rule
Effective
Date

September
23rd
Compliance
Date

that were
already in
place!!

Note: timeline not to scale!

by
September
23, 2014
Compliance
Date for
Business
Associate
Agreements
or Contracts

STILL TO COME FROM ARRA/HITECH


Rulemaking:




Accounting of Disclosures
Rule
Method for sharing Penalty
Amounts With Harmed
Individuals



Guidance








Breach Safe Harbor Update
Breach Risk Assessment
Tool
Minimum Necessary
More on Marketing
More Factsheets on other
provisions
Permitted Mental Health
Disclosures
Security Rule Guidance
Updates

- Susan McAndrew, J.D. Deputy Director Health
Information Privacy Division, HHS/OCR; 22nd National
HIPAA Summit, February 5, 2014

2
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A LITTLE BACKGROUND
The Hippocratic Oath:
“What I may see or hear in the
course of the treatment or even
outside of the treatment in regard
to the life of men, which on no
account one must spread abroad,
I will keep to myself holding such
things shameful to be spoken
about.”
- Late 5th Century B.C.

PRIVACY DEFINED


In the United States:
 1890

U.S. Supreme Court justices Samuel Warren
and Louis Brandeis publish “The Right to Privacy” in
Harvard Law Review

 Defined

as “the right to be left alone”

 Constitution

does not specifically provide Right to

Privacy

PRIVACY PROTECTIONS IN THE UNITED STATES
Sector-specific model for protecting
personal data
Developed from attitude that allows
business to police itself as a matter of
its own self-interest - “laissez-faire”
Evolved over time into myriad of protection
laws, often overlapping regulations,
multitude of compliance regulations

3
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FEDERAL







STATE

42 CFR Part 2 (Part 2)
Genetic Information NonDiscrimination Act (GINA)
Gramm-Leach-Bliley Act
(GLBA)
Fair Credit Reporting Act
(FCRA)
Privacy Act of 1974
(regulates federal gov’t)
Family Educational Rights &
Privacy Act (FERPA)






Security Breach Notification
Laws
Minors’ Rights
Sensitive health conditions






Mental health
Aids/HIV status
Psychiatric treatment

Specific to certain entities



Regulates licensed providers
Insurance-specific regulations
(DOI)

SECTOR SPECIFIC U.S. LAWS DEALING WITH
PRIVACY

PRIVACY PROTECTIONS IN THE UNITED STATES


Fair Information
Practices Approach



Process-oriented
Major concepts:
Individual Participation,
Notice, Choice, Security



“Permissible Purpose”
Approach





Example: Gramm-LeachBliley Act (GLBA)

Limits data use to
purposes permitted under
law
Example: Fair Credit Reporting
Act (FCRA)

Newer Approach:
Combine the above to have elements of each!
Example: HIPAA

HEALTH INSURANCE PORTABILITY AND
ACCOUNTABILITY ACT OF 1996 (“HIPAA”),


Pub. L. No.
104-191,
110 Stat.
1936 (1996)



First federal
law
addressing
all types of
healthcare
information

4
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TWO OBJECTIVES OF HIPAA


Portability




Ensure that individuals
would be able to maintain
their health insurance
between jobs

Accountability


Combat fraud & abuse



Ensure Security and
Confidentiality of
individuals’
information/data



Mandate uniform standards
for electronic data
transmission of patient
health information

HIPAA’S ADMINISTRATIVE SIMPLIFICATION


HIPAA of 1996






Designed to improve
efficiency and
effectiveness of
health care system by
promoting electronic
exchange of health
information
Established national,
uniform baseline of
privacy and security
protections for
individuals’ health
information

HITECH Act (part of American
Recovery and Reinvestment Act
of 2009)





Strengthened and expanded
HIPAA protections
Accelerated adoption of
electronic health records
(EHRs) among providers
Supported efforts to rapidly
build capacity for exchanging
health information

HIPAA ADMINISTRATIVE SIMPLIFICATION
PART 160—GENERAL • Preemption (state law), Compliance,
Investigations, Enforcement, Civil
ADMINISTRATIVE
Money Penalties (CMPs)
REQUIREMENTS
PART 162—
ADMINISTRATIVE
REQUIREMENTS
PART 164—
SECURITY AND
PRIVACY

• Standard Unique Identifiers (health
plans, providers, employers),
Transactions & Code Sets
• Security, Breach Notification,
Privacy including Patient Rights

5
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PART 160 GENERAL ADMINISTRATIVE
REQUIREMENTS

Subpart A

General Provisions

Subpart B

Preemption of State Law

Subpart C
Subpart D

Compliance & Enforcement
Imposition of CMPs (Civil Money
Penalties)

Subpart E

Procedures for Hearings

PART 162 ADMINISTRATIVE REQUIREMENTS
Subpart A
Subpart B-C
Subpart D
Subpart E
Subpart F
Subpart G-H
Subpart I
Subpart J
Subpart K
Subpart L
Subpart M
Subpart N
Subpart O
Subpart P
Subpart Q
Subpart R
Subpart S

General Provisions
Reserved
Standard Unique Health Identifier for Health Care Providers
Standard Unique Health Identifier for Health Plans
Standard Unique Employer Identifier
Reserved
General Provisions for Transactions
Code Sets
Health Care Claims or Equivalent Encounter Information
Eligibility for a Health Plan
Referral Certification & Authorization
Health Care Claim Status
Enrollment & Disenrollment in a Health Plan
Health Care Electronic Funds (EFT) & Remittance Advice
Health Plan Premium Payments
Coordination of Benefits
Medicaid Pharmacy Subrogation

NOT PART OF TODAY’S CONVERSATION!

PART 164 SECURITY AND PRIVACY

Subpart A
Subpart B
Subpart C
Subpart D
Subpart E

General Provisions
Reserved
Security Standards for the Protection of
Electronic Protected Information
Notification in the Case of Breach of
Unsecured Protected Health Information
Privacy of Individually Identifiable Health
Information

6
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REGULATION TEXT


Unofficial Version, as amended through March
26, 2013
 http://www.hhs.gov/ocr/privacy/hipaa/administrat

ive/combined/hipaa-simplification-201303.pdf


Does not include recent CLIA update to HIPAA Covered
Entity-laboratories dealing with Patient Access to Records

ENFORCEMENT OF HIPAA

HIPAA ENFORCEMENT

Source: http://www.hhs.gov/about/regionmap.html

21
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HIPAA ENFORCEMENT


Civil Actions


By:

Types:


Criminal Actions


Office for Civil Rights
(OCR) of Dept. of Health
and Human Services
(HHS)
 State Attorney’s General






Civil Money Penalties



Settlements
Resolution Agreements
w/Corrective Action Plan

Referred by OCR to U.S.
Department Of Justice (DOJ)
 Against organizations
subject to HIPAA
 Against individuals

Since April 2003 –
OCR has referred 495
cases of potential
criminal violations to
DOJ

CIVIL ENFORCEMENT OF HIPAA – CES & BAS


Secretary will impose a civil
money penalty (CMP) for
violation of Administrative
Simplification Provision



Secretary must consider
mitigating or aggravating
factors



Given discretion to not
impose CMP if violation is
corrected and is NOT due to
willful neglect

Violations occurring
prior to September 18,
2009: lower penalty
structure
Violations occurring on
or after 9/18/2009:
higher penalty structure
(due to ARRA/HITECH)

CIVIL ENFORCEMENT OF HIPAA – KEY TERMS


Reasonable diligence - the business care and prudence expected
from a person seeking to satisfy a legal requirement under similar
circumstances



Reasonable cause - an act or omission in which a covered entity or
business associate knew, or by exercising reasonable diligence would have
known, that the act or omission violated an administrative simplification
provision, but in which the covered entity or business associate did not act
with willful neglect



Willful neglect - conscious, intentional failure or reckless indifference
to the obligation to comply with the administrative simplification provision
violated.

8
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CURRENT CIVIL MONEY PENALTY STRUCTURE
Violation Category

Each
violation

All such
violations of
identical
provision in
Calendar
Year

Did Not Know/Would
Not Have Known

$100 $50,000

$1.5M

Due to Reasonable
Cause

$1000 $50,000

$1.5M

Willful Neglect –
Corrected

$10,000 $50,000

$1.5M

Willful Neglect – Not
Corrected

$50,000

$1.5M

CIVIL ENFORCEMENT OF HIPAA
Resolution Agreement with Adult & Pediatric Dermatology, P.C. of
Massachusetts - December 20, 2013 ($150,000 and CAP)
Lesson: have policies and procedures in place to address breach
notification provisions of HITECH Act

HHS Settles with Health Plan in Photocopier Breach Case - August
14, 2013 ($1,215,780 and CAP)
Lesson: assess and identify potential security risks and vulnerabilities of
EPHI stored in photocopier hard drives – i.e. include all electronic PHI in
your security risk assessment

WellPoint Settles HIPAA Security Case for $1,700,000 - July 11,
2013 ($1.7M and CAP)
Lesson: ensure your web-based applications/databases are secured from
unauthorized access
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

CIVIL ENFORCEMENT OF HIPAA
Shasta Regional Medical Center Settles HIPAA Privacy Case for
$275,000 - June 13, 2013 ($275,000)
Lesson: don’t disclose PHI to multiple media outlets without a valid written
authorization regardless of what an individual has disclosed about
him/herself

Idaho State University Settles HIPAA Security Case for $400,000 May 21, 2013 ($400,000 and CAP)
Lesson: don’t disable firewall protections on servers without a really good
reason – and perform a security risk assessment!

HHS announces first HIPAA breach settlement involving less than
500 patients - December 31, 2012 ($50,000 and CAP)
Lesson: encrypt laptops – i.e. have policies or procedures in place to
address mobile device security as required by the Security Rule
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

9
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CIVIL ENFORCEMENT OF HIPAA
Massachusetts Provider Settles HIPAA Case for $1.5 Million –
September 17, 2012 ($1.5M and 3-year CAP)
Lesson: conduct a thorough analysis of the risk to confidentiality of ePHI
maintained on portable devices and restrict access to ePHI to authorized
users of portable devices

Alaska DHSS Settles HIPAA Security Case for $1,700,000 – June
26, 2012 ($1.7M and CAP)
Lesson: complete a risk analysis, implement risk management measures,
complete security training for workforce members, implement device and
media controls, addressed device and media encryption

HHS Settles Case with Phoenix Cardiac Surgery for Lack of HIPAA
Safeguards --April 13, 2012 ($100,000 and CAP)
Lesson: Secure cloud-based software that hosts PHI; take reasonable
steps to be in compliance with the Privacy and Security Rules
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

CIVIL ENFORCEMENT OF HIPAA
HHS settles HIPAA case with BCBST for $1.5 million --March 13, 2012
($1.5M and CAP)
 Lesson: implement appropriate administrative safeguards to adequately
protect PHI and review this when things change in your environment
(evaluation standard). Ensure adequate physical safeguards.
Resolution Agreement with the University of California at Los Angeles
Health System --July 6, 2011
 Lesson: ensure your employees know what ‘snooping’ is and why they
shouldn’t do it; enforce sanctions when they do.
Resolution Agreement with General Hospital Corp. & Massachusetts
General Physicians Organization, Inc.--February 14, 2011
 Lesson: Ensure appropriate safeguards and controls are in place with
respect to employees removing and transporting PHI offsite (paper PHI
counts!)
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

CIVIL ENFORCEMENT OF HIPAA
Civil Money Penalty issued to Cignet Health of Prince George's County,
MD--February 4, 2011
Lesson: provide Individuals with ACCESS to their records, as required by HIPAA;
COOPERATE with HHS when they are investigating you for HIPAA compliance!
Rodriguez: “one of our most important cases”; “blatant disregard of the [right of an
individual to obtain a copy of his or her health information] by a Covered Entity”

Resolution Agreement with Management Services Organization
Washington, Inc.--December 13, 2010 ($35,000 and 2-year CAP; OIG &
DOJ involved; potential False Claims Act violations)
Lesson: don’t market using PHI (MSO disclosed PHI to Washington Practice
Management, LLC, owned by MSO, which used the information for marketing
purposes)

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html
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CIVIL ENFORCEMENT OF HIPAA

Resolution Agreement with Rite Aid Corporation--July 27, 2010 ($1M and
CAP and FTC consent order for 20 years)
Lesson: don’t dispose of PHI in unsecured dumpsters

Resolution Agreement with CVS Pharmacy, Inc.--January 16, 2009 ($2.25M
and CAP and FTC consent order for 20 years)
Lesson: don’t dispose of PHI in unsecured dumpsters

Resolution Agreement with Providence Health & Services--July 16, 2008
Lesson: Ensure appropriate safeguards and controls in place with respect to
employees removing and transporting PHI offsite

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

CRIMINAL ENFORCEMENT OF INDIVIDUALS


“Knowingly"
obtain or
disclose PHI







up to $50K fine;
imprisonment up
to 1 year

Commit offense
under false
pretense



up to $100K fine
Imprisonment up
to 5 years

Offenses committed
with “intent to sell,
transfer, or use PHI
for commercial
advantage, personal
gain or malicious
harm”



Up to $250K fine
Imprisonment up to 10
years

CRIMINAL ENFORCEMENT


Codified at 42 U.S.C. § 1320d-6



DOJ’s three general categories of HIPAA privacy
violations that warrant criminal enforcement:
1.

Cases where medical records and identities are stolen
to commit massive health care frauds

2.

Cases where medical records are stolen for the
purpose of embarrassing or threatening to embarrass a
particular patient or health care entity

3.

Cases where criminal records are stolen to commit
financial fraud against financial institutions or other
businesses

11
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STATE ATTORNEYS GENERAL (SAGS)
ENFORCEMENT


HITECH gave SAGs the
authority to:


Bring civil actions on
behalf of state residents
for violations of HIPAA



Obtain damages on
behalf of state residents



Enjoin further violations
of the HIPAA Privacy and
Security Rules



Examples:


Connecticut AG - insurer
Health Net. Inc. for
$250,000 (July 2010)



Massachusetts AG - South
Shore Hospital for $750,000
(May 2012)



Minnesota Attorney General
against business associate
Accretive Health, Inc. (July
2012)

http://www.hhshipaasagtraining.com/ -- 2011 Training for State AGs

OTHER CONCERNS:


HIPAA has no private right of
action



Meaning: a private individual
cannot sue a health care
provider or health plan for
breaching their medical
privacy

However…

CLASS ACTION LAWSUITS


Against covered entities
for alleged failure to
adequately protect
individuals' PHI


UCLA Health System - hard
drive stolen from home of a
former UCLA physician;
reported breach (16,000
individuals)



Georgia hospital - loss of
unencrypted PHI of
>300,000 patients; reported
breach (Bombardieri v. Emory
Healthcare, Inc.,filed
6/4/2012)

12
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THIRD PARTY LAWSUITS
Plaintiffs using HIPAA
violation as a breach of
duty by the health care
professional in
negligence cases,
fiduciary duty cases,
and straight forward
violation of privacy
cases



Prior court decisions - dismissed
claims by plaintiffs based on
finding that threat of future harm
not enough




Paul v. Providence Health SystemOregon, 273 P.3d 106 (Or. 2012)

Watch out:


I.S v Washington Univ (E.D. Mo
2011) - Court found “plausible
injury” from breach against health
plan in Florida



R. K. v St. Mary’s Med Ctr, (2012) R. K. v St. Mary’s Med Ctr, (2012) Court found that HIPAA does not
preempt state laws and may be
used as basis of negligence claim
(used as the standard of care to
which a breach of duty is judged)

KEY DEFINITIONS UNDER PART 160









Covered entity
Business associate
Electronic protected
health information
Disclosure
Individually identifiable
health information (IIHI)
Genetic information









Organized Health Care
Organization (OHCA)
Protected health
information
Subcontractor
Use
Workforce

KEY CONCEPT – PREEMPTION OF STATE LAW
State laws contrary to HIPAA are preempted
(trumped) by HIPAA unless:
1.
2.
3.

Secretary determines it is necessary – example: to
prevent fraud or abuse
State law relates to privacy of individuals and is
more stringent
State law provides for reporting of disease, injury,
child abuse, for public health surveillance,
investigation, intervention, etc.

If not contrary, must comply with both!
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PREEMPTION DEFINITIONS
Contrary = it would be impossible to comply
with both state and federal laws; state law
stands as obstacle to purposes of HIPAA

More stringent = prohibits or restricts a use
or disclosure, permits greater rights of
access or amendment, provides greater
amount of information, increases privacy
protections, provides for retention or
reporting of more detailed information or
for a longer duration, provides greater
privacy protection for the individual....

RESPONSIBILITIES OF CES AND BAS


Maintain, and provide when asked,
records showing your compliance
with HIPAA



Cooperate with investigations and
compliance reviews of your policies,
procedures, or practices



Permit access to your facilities,
books, records, accounts, etc. to
ascertain compliance

Avoid “conscious,
intentional failure
or reckless
indifference to the
obligation to
comply with the
administrative
simplification
provision violated”
-- and you’ll never
have to worry
about any other
parts of the
Enforcement
Rule…
EVERYTHING WE LEARN AND DO FROM HERE ON
IS TO HELP YOU WORK TOWARDS AN EFFECTIVE
HIPAA COMPLIANCE PROGRAM
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PART 164: SECURITY, BREACH NOTIFICATION
AND PRIVACY RULES

PART 164 “PARTS”

PRIVACY RULE

SECURITY RULE


Protects ELECTRONIC
health information (EPHI)



Organizations must ensure
the availability,
confidentiality and integrity
of that information



Identifies what is to be
protected



Regulates what entities
subject to HIPAA (covered
entities) must do to
safeguard information



Outlines individual’s
Rights regarding their PHI

BREACH NOTIFICATION RULE


Requires WRITTEN NOTIFICATION to affected individual
and federal government (and the media if >500
individuals affected) if a breach of unsecured PHI occurs

WHAT IS PROTECTED?
Protected Health
Information (PHI):


Refers to individually
identifiable health information
maintained by certain entities



Relates to the past, present, or
future health condition,
treatment, or payment of a
client



Identifies the individual, or
could be used to identify the
individual



Can be transmitted or
maintained in any form or
medium


Paper, electronic, verbal
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THE MANY FORMS OF PHI









Paper copies / printed
copies
Telephone calls and voice
mail
Photos / videos
Verbal communication and
conversations
Fax transmissions
CDs, thumb drives
E-mail
Tattoos?

INDIVIDUAL IDENTIFIERS OF PHI
 Name

 Drivers’

 Address

 Vehicle

 Social

Security number
History
 Telephone number
 Fax number
 Account numbers
 Medical record number
 E-mail address
 Dates
 Medicaid Client ID #
 Family

license numbers
ID
 Pharmacy ID #
 Personal Assets
 Device identifiers and serial
numbers
 Biometric (finger or voice
print)
 Photographs
 Geographic indicators
 Any unique identifying
number, code or characteristic

Take all these out and you have deidentified data – not subject to HIPAA!

HEALTH INFORMATION – PAST, PRESENT,
FUTURE
United Health Care health plan member ID#
34-457633
 Chief diagnosis: diabetes
 Member of Elderly, Blind & Disabled Waiver
program
 Dx code 780.79
 Medical record #HO-934578
 Eligibility paperwork for CHP+ program
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WHAT IT TAKES TO MAKE PHI

health
information
identifier

Examples:

A list of social security numbers ONLY is not PHI

A list of patients’ names and dates of service at a physician’s
office is PHI
A list of patients’ full dates of birth (07/03/91) and their chief
complaint when presenting to a hospital is PHI
A list of medical codes is not PHI

WHO IS COVERED UNDER HIPAA?*


Covered Entities


Providers
Hospitals, physicians,
allied health providers,
mental health
practitioners, etc.
 WHO ELECTRONICALLY
BILL A STANDARD
TRANSACTION
REGULATED BY HIPAA







Business
Associates


And their
subcontractors
who handle PHI

Health plans
Health care
clearinghouses

KNOW WHO AND WHAT YOU ARE UNDER HIPAA
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ARE YOU A COVERED ENTITY?


Not sure?


http://www.cms.gov/Regulations-and-Guidance/HIPAA-AdministrativeSimplification/HIPAAGenInfo/Downloads/CoveredEntitycharts.pdf

ARE YOU A BUSINESS ASSOCIATE?
1)

Do you create, receive,
maintain, or transmit
PHI on behalf of a CE
(or another BA) for a
function or activity
regulated by the HIPAA
Rules?

…where the
provision of the
service involves
the disclosure of
PHI

Note: Does not include
disclosures to providers
for treatment purposes!

BUSINESS ASSOCIATES & THE PRIVACY RULE


BA is a BA by definition not by act of contracting with a CE



Directly liable for:
 Uses

and disclosures of PHI not in accord with its BAA or
Privacy Rule
 Failing to disclose PHI when required by Secretary to
investigate and determine BA’s compliance with HIPAA
 Failing to disclose PHI to CE, individual, or individual’s
designee as necessary to satisfy CE’s obligations with
respect to individual’s request for electronic copy of PHI
 Failing to make reasonable efforts to limit PHI to minimum
necessary to accomplish intended purpose
 Failing to enter into BAA with subcontractors that
create/receive PHI


Contractually liable for all other Privacy Rule obligations
included in their contracts with CEs
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BUSINESS ASSOCIATES & THE SECURITY
RULE


Must comply with ALL of Security Rule



Must review and modify security measures as needed
and update security measures accordingly

•

Must enter into contract with any subcontractors to
protect electronic PHI



Must report breaches of unsecured PHI to BA to report to CE
Requirements of BAAs apply to BAs and their subcontractors
in SAME MANNER as between CEs and BAs

Subcontractor - a person to whom a BA delegates a function, activity, or service,
other than in the capacity of a member of the BA’s workforce.

WRITTEN REQUIREMENT BETWEEN CEs AND
BAs AND BAs AND SUBCONTRACTOR BAs


Must enter into an
Agreement to ensure BA
will appropriately and
adequately safeguard
PHI



Commonly referred to
as: Business Associate
Agreement (BAA) or
Business Associate
Contract (BAC)

BAAs or BACs
have specific
requirements
under the
Privacy,
Security,
Breach and
Enforcement
Rules

KEY CONCEPT: ORGANIZATIONAL OPTIONS


Organized Health Care Arrangement (OHCA)



Affiliated Covered Entities (ACE)



Hybrid Covered Entity
You don’t have to be one of these, but you
may be!

KNOW YOUR STRUCTURE UNDER HIPAA – IT DOES
MAKE A DIFFERENCE!
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KEY CONCEPT: USE VS. DISCLOSURE
Use :

Disclosure :

Sharing
Employing
Applying
Utilizing
Examining
Analyzing

Releasing
Transferring
Providing access to
Divulging in any manner

Information is used when it
moves within an
organization

Information is disclosed
when it is transmitted
between or among
organizations

KEY CONCEPT: REQUIRED DISCLOSURES
To the
Individual
when
he/she
requests it

To the Federal
government when
they are
investigating an
Entity’s compliance
with HIPAA

HIPAA requires disclosure of PHI in only two
Instances
Every other disclosure is permissible under the
Rule

KEY CONCEPT: MINIMUM NECESSARY
PRINCIPLE


Requires Covered Entities to always limit any use,
disclosure or request of PHI to the minimum
necessary to accomplish the intended purpose
Handle PHI specific to your daily
job functions on a need-to-know
basis
Always consider minimum
necessary when sharing
individual’s PHI, even with coworkers
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BASIC TENETS OF HIPAA

Federal
Gov’t



Covered entities may use
patient information for
certain treatment and
business operations
(payment, health care
operations) = “TPO”



They must tell patients how
they will use the
information and implement
safeguards to protect it =
“Notice of Privacy
Practices”

Covered Entity

Patients have a right to
access their health
information and to
control where it goes
(with exceptions);
otherwise requires
“Authorization”

Patient



HOW HIPAA WORKS…

Treatment,
Payment,
Healthcare
Operations
Uses &
Disclosures
(164.506)

Uses &
Disclosures in
the Public
Interest
(164.512)

PHI

Uses &
Disclosures
with an
Opportunity for
Individual to
Agree or Object
(164.510)

Client
Authorization
(164.508)

And….incidental uses & disclosures

TREATMENT
The provision, coordination or management
of health care for an individual by providers
 Example: The sharing of information by a physician who is
providing healthcare to a patient to a specialist at a neighboring
hospital where the patient is schedule for surgery
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PAYMENT
Activities of a health care provider to obtain payment
or be reimbursed for the provision of health care to an
individual
Includes eligibility verification and collections activities


Example: a physician sending health information about a patient to the
patient’s insurance company to get paid for the services he/she
provided

HEALTH CARE OPERATIONS
Activities of a covered entity that are related to
the functions they perform
 Examples:

quality assessment and improvement
activities, case management, care coordination,
provider performance evaluation, credentialing,
accreditation, audits, fraud and abuse detection,
etc.

USES AND DISCLOSURES BASED ON TPO


CE may use or
disclose PHI for its
own treatment,
payment and
health care
operations







May disclose to health
care provider for
provider’s treatment
purposes
May disclose to CE or
provider for payment of CE
or provider
May disclose to another
CE for that CE’s health
care operations WITH
CERTAIN RESTRICTIONS!

22

2/26/2014

ALLOWABLE “PUBLIC INTEREST
DISCLOSURES”


Required by Law



Authorized public
health activities



Reporting on victims
of abuse, neglect, or
domestic violence



Health care oversight
activities (i.e. audits)



Workers’
compensation



Judicial and
administrative
proceedings



Law enforcement
purposes



Avert serious threat to
health and safety



Specialized government
functions (i.e. national
security issues)

Caution: these exceptions are narrowly
defined under HIPAA.

(Known as 164.512 exceptions)

OPPORTUNITY FOR INDIVIDUAL TO AGREE OR
OBJECT


Facility directories



For involvement in the individual’s care
and notification purposes






With individual is present
When individual is not present
For disaster relief purposes

About decedents to family members and
others involved in care


“Care or payment for care” -- in the exercise
of professional judgment

INCIDENTAL USE OR DISCLOSURE


Defined: a secondary
use or disclosure that
cannot reasonably be
prevented, is limited in
nature, and that occurs
as a result of another
use or disclosure that is
permitted by HIPAA



An incidental use or disclosure is not permitted
if it is a by-product of an underlying use or
disclosure which violates the Privacy Rule

HIPAA permits certain
incidental uses and
disclosures IF:


You have put in place:
 reasonable

safeguards
necessary
standard policies,
procedures & training

 minimum

164.502(a)(1)(iii)
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AUTHORIZATIONS
All other
disclosures
require a valid
written
authorization
from the
individual

AUTHORIZATION
CHECKLIST

WHEN HIPAA REQUIRES AN AUTHORIZATION
1.

Psychotherapy Notes


2.



Note:
AUTHORIZATIONS
MUST BE VALID!



Restrictions
around
combining for
different
purposes

Marketing


3.

Definition matters; Exceptions
exist

Definition matters; Exceptions
exist

Sale of PHI


Definition of “sale” key
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PSYCHOTHERAPY NOTES


Specific definition – know
it if you think you deal
with these notes

Right of access to these
notes by the individual
(patient) is NOT
REQUIRED by HIPAA



Almost always require
special Authorization to
release

HIPAA does NOT restrict
disclosure of these notes
to individuals/patients



Note: Authorization may
not be combined with any
other Authorization

CE has discretion as to
whether to disclose to
individual upon request
or withhold

MARKETING
…to make a communication about a
product or service that encourages
recipients of the communication to
purchase or use the product or
service
 Must

be a communication (written
or verbal)
 Must involve PHI

REQUIRES WRITTEN AUTHORIZATION
 Unless
1.

Face-to-face for health
care operations,
treatment, “or other
marketing
communication”
Even if you get
paid for these!

2. Promotional gift of
nominal value provided by
the CE



If marketing
involves
financial
remuneration
to CE from a 3rd
party, the
Authorization
must state this!
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STATUTORY EXCEPTION WITHIN DEFINITION
 ARRA

HITECH exception (2009):

 Communication

made to provide refill reminders or
communicate about a drug or biologic currently
being prescribed to patient, IF any financial
remuneration received by CE in exchange for
making the communication is reasonably related to
the CE’s cost of making the communication


reasonable = they are reasonably related to the CE’s cost of
making the communications, such as postage

OTHER EXCEPTIONS WITHIN DEFINITION


If CE does NOT receive financial remuneration in
exchange for making the communication:
1.

Treatment by health care provider

2.

To describe health-related product or service (or
payment for) provided by or included in plan of benefits
of CE making communication

3.

For case management or care coordination, contacting
of individuals with information about treatment
alternatives, and related functions (not treatment)

SO: If CE does receive financial remuneration in
exchange for making communication – requires
Authorization

FINANCIAL REMUNERATION


Direct or indirect payment from or on behalf of a 3rd
party whose product/service is being described
 Doesn’t

include any payment for treatment

 Non-financial

doesn’t count

remuneration (pizza, donuts, tickets)

 If

financial remuneration received by CE is for any
purpose other than for making the communication,
marketing doesn’t apply
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MARKETING – YES OR NO?
1.

2.

3.

4.

A national laboratory pays a hospital $110,000 to
send a letter to every address in its 7-county
service area
A non-profit foundation pays for a physician group
to send a letter to all of its patients encouraging
them to eat healthy, exercise and get their annual
physical exams
A state Medicaid agency sends a mailing about
expanded eligibility benefits to all current
Medicaid clients
A breast cancer foundation funds a hospital’s
mailing to patients to encouraging the use of new
mammography screening equipment developed by
Siemens AG.

MARKETING – YES OR NO?
5.

A woman living in Orland receives a letter from a drug
company promoting a treatment for her high cholesterol
a few weeks after visiting with her doctor

6.

A consumer products company pays a national hospital
chain to send a flyer, including a coupon, to a list of
names and addresses of elderly incontinent women

7.

A Utah-based pharmaceutical benefits management firm
uses patient data it received after taking a hospital CEO
to the Super Bowl to solicit business for its owner, a drug
store

8.

A speculator bids $4000 for patient records of a family
practice in South Carolina; among other uses or records,
businessman hopes to sell purchased records back to
the former patients

MARKETING FINAL REMINDERS


Must obtain valid Authorization before
using/disclosing PHI for marketing



If individual signs Authorization to receive
communications, CE may send them until individual
revokes it. If individual doesn’t sign Authorization, CE
may not send these types of communications



If BA receives financial remuneration from a 3rd party
in exchange for making communication about
product/service, this still counts as marketing



Caution: state laws may be more strict than HIPAA
when dealing with marketing
(e.g. California’s Confidentiality of Medical Information

Act)
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SALE OF PHI


Definition:




“a disclosure of PHI by a
CE where the CE directly
or indirectly receives
remuneration from or on
behalf of the recipient of
the PHI in exchange for
the PHI”



Exceptions:








Note: any remuneration,
not just “financial”

Treatment and Payment
Public health purposes
Transfer, merger or consolidation
of CE & related due diligence
Required by Law
To Business Associates for their
contracted activities

Exceptions with
RESTRICTIONS:




Research
To the individual
Reasonable cost-based
remuneration to cover cost to
prepare and transmit PHI

IN ORDER TO “SELL” AN INDIVIDUAL’S PHI
 Must

obtain an individual’s
authorization before CE may
disclose PHI in exchange for
remuneration


even if disclosure is for an
otherwise permitted disclosure
under the Privacy Rule

 Notice

of Privacy Practices
must mention the prohibition
on sale of PHI without the
express written authorization of
the individual

MARKETING








For a communication
Financial remuneration
(payment)
Applies to a “use or
disclosure”
Requires valid authorization
stating that CE is receiving
payment for making
communication
Exceptions exist
No note necessary in NPP

MARKETING VS. SALE

SALE OF PHI



For anything regarding PHI
Any remuneration



Applies to a “disclosure”



Requires valid authorization
stating CE will receive
remuneration from sale of
PHI
Exceptions exist
NPP must state
Authorization required for
Sale of PHI
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FUND RAISING


May use or disclose to BA or institutionally related
foundation:
1. Demographic

information relating to individual (name, address, other

contact information, age, gender, date of birth

2. Dates

of health care provided
3. Department of service information*
4. Treating physician*
5. Outcome information*
6. Health insurance status


…for the purpose of raising funds for its own benefit,
without an Authorization

*new under HITECH

FUND RAISING, CONT.


Requirements:


Include statement in Notice of Privacy Practices



Provide individual with clear & conspicuous opportunity to
opt out of further fundraising communications with each
communication



Op-out method may not cause individual undue burden or
more than nominal cost



May not condition treatment or payment on individual’s
choice



May not make fundraising communications to an
individual who has opted out

GENETIC INFORMATION NON-DISCRIMINATION
ACT OF 2008


GINA required Secretary of HHS to revise Privacy Rule



Genetic information is health information



HIPAA prohibits all health plans that are CEs under HIPAA
from using or disclosing PHI that is genetic information for
underwriting purposes




Excepts: long-term care plans from underwriting prohibition

Note: an authorization CANNOT be used to permit a use or
disclosure of genetic information for underwriting purposes!
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RESEARCH


Defined: a systematic
investigation, including
research development,
testing, and evaluation,
designed to develop or
contribute to
generalizable
knowledge



Can be considered
“sale of PHI” if
remuneration
received by the CE or
BA exceeds a
reasonable costbased fee to cover
cost to prepare &
transmit the PHI

RESEARCH


Requires:
1.

Written Authorization
from the individual

2.

Waiver of
Authorization from an
IRB or Privacy Board

3.

Only sharing of a LDS
of data with DUA (for
research, public
health or health care
operations only)



Authorizations
 Can be compound


Conditioned- and nonconditioned activities can
be combined on same
form




Must clearly differentiate
between two and provide
individual with opportunity to opt
in to research activities

Gets tricky; consult the
regulations or an expert in
this area

RESEARCH - LIMITED DATA SET
LDS excludes following identifiers

















Names
Postal address information, other than town or city, State, and zip
code
Telephone numbers
Fax numbers
Electronic mail addresses
Social security numbers
Medical record numbers
Health plan beneficiary numbers
Account numbers
Certificate/license numbers
Vehicle identifiers and serial numbers, including license plate
numbers
Device identifiers and serial numbers
Web Universal Resource Locators (URLs)
Internet Protocol (IP) address numbers
Biometric identifiers, including finger and voice prints
Full face photographic images and any comparable images.

30

2/26/2014

RESEARCH - LIMITED DATA SET


A CE may exchange LDS of PHI for purposes of
research, public health or health care operations
IF they enter into a Data Use Agreement (DUA)
with recipient



The DUA ensures that recipient of LDS will only
use or disclose the PHI for limited purposes



The DUA must contain certain required elements

DE-IDENTIFIED DATA




Health
information can
be de-identified
by removing
anything that
identifies the
individual



De-identified
data is not
subject to HIPAA

Two Methods:
1. “Safe Harbor” approach


2.

Remove 18 identifiers AND have
no knowledge that remaining
information could be used alone
or with other information to
identify an individual

Statistical approach


Qualified statistical or scientific
expert concludes that risk of reidentification is very small

http://www.hhs.gov/ocr/privacy/hipaa/underst
anding/coveredentities/Deidentification/guidance.html

PATIENTS RIGHTS UNDER HIPAA
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PATIENTS’ RIGHTS VIDEO FROM OCR

RIGHT TO RECEIVE NOTICE OF USES AND
DISCLOSURES OF INDIVIDUAL’S PHI


Right to adequate notice of uses and disclosures
of PHI that may be made by the CE



Right to notice of individual's rights



Right to know CE's legal duties with respect to PHI



Exceptions for group health plans and inmates

NOTICE OF PRIVACY PRACTICES


Applies to providers and health
plans



Revisions




Certain content requirements










Must promptly revise and distribute
Notice whenever a material change
is made to its privacy practices

How entity may use and disclose
PHI
Individual’s Rights and how to
exercise these Rights
CE’s legal duties with respect to
information, including statement
that entity is required by law to
maintain privacy of PHI
Whom individuals can contact for
further information about CE’s
privacy policies
An effective date
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PROVIDERS



All providers





Providers with direct treatment relationship







On request
If you have a website, must be posted there

By date of first service delivery
If have physical service delivery site:
 Have available at site for individuals to request to take with them
 Post Notice in clear and prominent location
If emergency - as soon as reasonably practicable after emergency

Must make good faith effort to obtain written
Acknowledgment of receipt of Notice

PROVIDING THE NOTICE TO INDIVIDUALS

HEALTH PLANS


To new enrollees at time of enrollment



At least every 3 years - must notify individuals then
covered of availability of Notice and how to obtain a copy

PROVIDING THE NOTICE TO INDIVIDUALS

NOTICE -- MISCELLANEOUS


Material revisions to Notice
require:






Providers


Revise Notice & remove all
copies of old Notice; replace
with new Notice



Provide new Notice to
individuals upon request and
at first treatment opportunity
(or electronically)

Electronic Notice




Joint Notice of Privacy
Practices


Health plans


Post revised Notice on website
by effective date



If no website, must send out to
all members covered by plan
within 60 days of revision (or
send information on how to
obtain copy)

Allowed if individual
agrees to receive it in
this manner



If part of an Organized
Health Care
Organization (OHCA)
you may have one of
these
Further requirements
on content
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PERSONAL REPRESENTATIVES


Person authorized under state/other law to act on
behalf of individual for healthcare-related decisions



Personal representative has ability to act for
individual and exercise individual’s Rights under
HIPAA



Exceptions:


Parents usually Personal Representative of their minor,
unemancipated children UNLESS minor has ability under
state law to consent for care



Abuse, neglect, or endangerment exception

RIGHT TO ACCESS, COPY, AND INSPECT HEALTH
CARE INFORMATION


Right to inspect and obtain copy of PHI about individual in
CE’s designated record set (DRS)






Must document your DRS
Must document titles of persons or office responsible for
receiving and processing requests
Right to access exists for as long as CE maintains it or until 50
years after death

Exceptions




Psychotherapy notes
Information prepared for litigation
CLIA records no longer exempted!



CE may deny access



Otherwise, must provide within 30 days (one 30 day
extension possible)



Unreviewable & Reviewable reasons exist

RIGHT TO ACCESS, COPY, AND INSPECT HEALTH
CARE INFORMATION


CE may deny access


Unreviewable Reasons to
Deny



Timeliness






Must provide within 30
days
One 30 day extension
possible

Reviewable Reasons to
Deny
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RIGHT TO ACCESS, COPY, AND INSPECT


Form of Access








“Form and format”
requested by individual, if
readily producible
If not, in readable hard
copy form or other form
and format as agreed to by
CE and individual
If maintained in one or
more designated record
sets electronically and
individual requests an
electronic copy CE, must
provide in electronic form!

Manner of Access


Individual may direct CE to
send DRS to a 3rd party



Individual's request must be
1) in writing, 2) signed by the
individual, and 3) clearly
identify person and where to
send PHI

RIGHT TO ACCESS, COPY, AND INSPECT


Allowable Fees



Must be reasonable and cost-based
Can only include:
1.
2.

3.





Labor for copying PHI (paper or electronic)
Supplies for creating paper copy or electronic media (if
individual requests portable media)
Postage

May prepare explanation or summary if individual
agrees to this - instead of providing DRS

Be Careful: state law may allow fees that aren’t
considered reasonable and cost-based by HHS!

RIGHT TO AMENDMENT



Right to amend information in CE’s DRS
CE has right to deny amendment under certain
circumstances








CE has 60 days to respond; can extend 30 more if
necessary
If amend, CE has duty to inform others




Was not created by CE (unless originator no longer available)
Isn’t part of DRS
Restricted from right to access
Is accurate and complete

persons identified by individual and business associates

If deny, denial can be lengthy and allows for
disagreement by Individual to be kept with DRS
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RIGHT TO REQUEST PRIVACY PROTECTIONS


Right of Individual to Request Restriction of Uses
and Disclosures


Must permit individuals to request restrictions for:
 Uses

or disclosures of PHI to carry out TPO
for involvement in individual's care and
notification purposes

 Disclosures





CE does not have to agree but if CE does agree, bound
by that restriction

EXCEPTION: CE PROVIDER MUST restrict information
from going to insurer if individual pays for item/service
out-of-pocket & in full and requests this!

RIGHT TO REQUEST PRIVACY PROTECTIONS,
CONT.


Right to Confidential Communications



Must permit individuals to request…
Must accommodate reasonable requests to receive
communications of PHI by alternative means or at
alternative locations



CE Provider may not ask why



Health plans may require individual to state doing
so would endanger the individual

RIGHT TO OBTAIN ACCOUNTING OF DISCLOSURES


Right to receive an accounting of disclosures of PHI made by CE in
prior 6 years



Exceptions:












Treatment, payment and health care operations
To individuals of PHI about them
Incident to a use/disclosure otherwise permitted or required by HIPAA
Pursuant to an Authorization
For facility's directory
To persons involved in individual's care or notification purposes
For national security or intelligence
To correctional institutions or law enforcement officials
Disclosures of limited data sets

Still to come: implementation of HITECH’s change to HIPAA to require
the accounting to include disclosures for “treatment, payment and
health care operations” from an “electronic health record”
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RIGHT TO OBTAIN ACCOUNTING OF DISCLOSURES


Content of Accounting








Date of disclosure
Name of entity or person
who received PHI and
address, if known
Brief description of PHI
Brief statement of
purpose



Timeliness




Fees


Grouping allowed for
routinely occurring and
research disclosures

CE has 60 days to provide
accounting, may have 30
day extension
CE may charge
reasonable, cost-based
fee after providing 1 copy
for free - for each
subsequent request by
same individual in 12
month period

Where is your LOG? Is it up-to-date?

RIGHT TO COMPLAIN


…about alleged
violations of the
regulations and CE’s
own policies



CE must provide a
process for individuals to
make complaints



CE must document all
complaints received, and
their disposition, if any

RIGHT TO BE NOTIFIED WHEN A BREACH OCCURS


CEs must state in Notice of Privacy Practices
that it will notify affected individuals following a
breach of unsecured PHI
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KEY CONCEPT: TRAINING


Must train:


All workforce members on policies and procedures
regarding PHI safeguards in order for them to carry out
their duties



Each new workforce member within a reasonable
period of time after he/she joins the entity



Each workforce member whose functions are affected
by material change in policies or procedures -- within a
reasonable period of time after the material change

KEY CONCEPT: SANCTIONS


Required that you have
them and apply them to
workforce members who
violate your policies and
procedures



Must train workforce to
understand sanctions
may apply



Must document sanctions
taken



One of the first things you
may be asked for in an
audit!

KEY CONCEPT: RETALIATION


Privacy Rule:




CE may not
intimidate, threaten,
coerce, discriminate
against, or take
other retaliatory
action against any
individual for…
The exercise by the
individual of any
Right established
under HIPAA



Enforcement Rule






CE may not threaten, intimidate,
coerce, harass, discriminate against,
or take any other retaliatory action
against any individual or other person
for…
Testifying, assisting, or participating in
an investigation, compliance review,
proceeding, or hearing under this part
Opposing any act or practice made
unlawful by HIPAA


…provided individual has good faith
belief that practice opposed is unlawful,
and manner of opposition is reasonable
and does not involve a disclosure of PHI
in violation of HIPAA
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POLICIES AND PROCEDURES “MUSTS”


Implement policies and procedures to comply with
standards, implementation specifications, or other
requirements



Be reasonably designed to ensure compliance



Change as necessary and appropriate to comply
with changes in the law



Document it all

BREACH NOTIFICATION RULE

WHAT IS A BREACH?


“The unauthorized acquisition, access, use or disclosure
of PHI…which compromises the security or privacy of the
PHI. ”




- ie when we lose information, it is stolen from us, etc.

HITECH requires us to tell:
 The client(s)
 The federal government
 The media (sometimes)
o

>500 clients’ data = immediate notification to the feds and notification
to prominent media outlets
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NOT A BREACH IF:


Electronic PHI is
encrypted (per federal
standards)



Paper PHI is shredded
so that it cannot be read
or otherwise
reconstructed

THE BASICS OF BREACH REPORTING


Are you
dealing with
PHI -- as
defined in
HIPAA?

#1

Is there a
Violation of the
Privacy Rule?



Does an
exception
apply?
3 statutory
exceptions
listed in IFR
stay the same
in Final Rule

#2

#3
119

RISK ASSESSMENT OPTION


Presumption is that
an acquisition,
access, use, or
disclosure of PHI in
a manner not
otherwise permitted
is a reportable
breach unless…



CE or BA must
demonstrate that
there is a low
probability that the
PHI has been
compromised based
on an assessment of
at least 4 factors in
order to NOT notify

Note: you do not have to do a risk assessment if you
are going to report the breach as per the regulations!
120
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RISK ASSESSMENT - 4 FACTORS

TYPE?

WHO?

• The nature and
extent of the
PHI involved
• Consider types
of identifiers
and likelihood
of reidentification

• The
unauthorized
person who
used the PHI
or to whom the
disclosure was
made

HOW OR
HOW MUCH?
• Whether the
PHI was
actually
acquired or
viewed

MITIGATION!
• The extent to
which the risk
to the PHI has
been mitigated

121

REPORTING OBLIGATIONS - INDIVIDUALS


Within NO LATER than 60 days, regardless of
number affected)



Written letter, by first-class mail (email ok if
individual has agreed to it)



Certain elements are required in letter – KNOW
THEM!



“Substitute Notice” required if you have
insufficient contact information


If involves 10 or more – special provisions apply
such as posting on website for 90 days

REPORTING OBLIGATIONS, CONT.


To Department of Health
and Human Services
(through OCR website)



To Media outlets


…if more than 500
individuals in a state or
jurisdiction are affected



500 or more individuals =
“immediate reporting”





<500 individuals affected
= reporting may be delayed
until 60 days after end of
calendar year in which
breach was discovered

“immediate reporting” =
concurrent with letters and
report to HHS



jurisdiction = a geographic
area smaller than a state
such as a county, city, or
town



Reporting required to
“prominent media outlets”
serving the State or jurisdiction
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MITIGATION


Covered entities have a duty to mitigate harmful
effects due to uses or disclosures of PHI



It is only possible to mitigate what is know!



As a Privacy/Compliance Officer, you must train your
workforce members and business associates on the
importance of detecting and reporting incidents,
breaches and violations of HIPAA to the CE (or upline
BA) as soon as possible

BUSINESS ASSOCIATES AND BREACH
REPORTING


Must report to CE (or upline business
associate) within NO LATER THAN 60 days



Stricter timeframes almost always called for in
business associate agreements



BEWARE (OR BE HAPPY?!) – HHS is going
straight to BAs when breaches occur!

FEDERAL BREACH WEBSITE (>500)
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SECURITY RULE

Electronic
systems and
devices which
create, receive,
maintain or
transmit
information
about a person’s
health records
must be
protected



Intended to be:


Technology neutral



Scalable



Protect the
confidentiality, integrity
and availability of
electronic PHI (EPHI)



Protect against any
reasonably anticipated
threats, hazards,
improper uses or
disclosures to EPHI

HIPAA’S SECURITY RULE
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WHEN DECIDING ON SECURITY MEASURES, YOU
NEED TO CONSIDER:
 Your

size, complexity, and capabilities

 Technical

infrastructure, hardware, and
software security capabilities

 Costs

of security measures (not your
security budget)

 Probability

and criticality of potential risks

to EPHI

SECURITY RULE CONT.


Standards (18):



CE or BA must
comply with
Standards



Implementation
Specifications (36)


Required



Addressable:







Examples: Integrity,
Workforce Security,
Encryption



You must implement it!
You must:


Assess if it is a reasonable and
appropriate safeguard in your
environment and implement it if
it is



If it isn’t - you must document
why it isn’t AND implement an
equivalent alternative measure
if reasonable and appropriate

Examples: Data backup plan,
unique user identification, access
control

STANDARDS - ADMINISTRATIVE


Security management process







Risk analysis
Risk management
Sanction policy
Information system activity review



Assigned security responsibility



Workforce security

Security awareness and training







Security incident procedures



Contingency plan







Authorization and/or supervision
Workforce clearance procedure
Termination procedures







Information access management




Isolating health care clearinghouse
functions
Access authorization
Access establishment and modification

Security reminders
Protection from malicious software
Log-in monitoring
Password management




Response and reporting

Data backup plan
Disaster recovery plan
Emergency mode operation plan
Testing and revision procedures
Applications and data criticality analysis



Evaluation



Business associate contracts and other
arrangements


Written contract or other arrangement
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STANDARDS - PHYSICAL


Facility Access Controls






Contingency operations
Facility security plan
Access control and
validation procedures
Maintenance records



Device and Media
Controls






Workstation Use



Workstation Security



Disposal
Media re-use
Accountability
Data backup and
storage

STANDARDS - TECHNICAL


Access Control











Unique user
identification
Emergency access
procedure
Automatic logoff
Encryption and
decryption

Integrity


Mechanism to
authenticate EPHI



Person or Entity
Authentication



Transmission Security


Audit Controls



Integrity controls
Encryption

MISCELLANEOUS


Policies and
Procedures


Implement
reasonable and
appropriate policies
and procedures to
comply with
standards,
implementation
specifications and
other requirements

Keep it all for 6 years from date of
creation or date last in effect
(whichever is later)



Documentation Requirements


Maintain P&P in written form



Maintain written documentation of
any required action, activity or
assessment



Workforce members who have
responsibility for implementing
security must have access to P&P



Review periodically



Update in response to
environmental or operational
changes that affect security of
EPHI

45

2/26/2014

WATCH OUT:




Maintenance is required!

You must review and
modify security measures,
as needed, to continue
provision of reasonable
and appropriate
protection of EPHI



Training is required!



How else are you going
to: “ensure compliance
with the Security Rule
by your workforce”

SECURITY OF INFORMATION


Threats are active,
evolving,
continuously moving
target



Control by
implementing
reasonable and
appropriate security
measures


Identify these
through your risk
analysis and risk
management
processes

THREAT




Anything that can have a
negative impact on EPHI


Intentional (e.g., malicious intent)



Unintentional (e.g., misconfigured
server, data entry error)

Sources:





Natural (e.g., floods, earthquakes, storms,
tornados)
Human (e.g., intentional such as identity
thieves, hackers, spyware authors;
unintentional such as data entry error,
accidental deletions)
Environmental (e.g., power surges and
spikes, hazmat contamination,
environmental pollution)

VULNERABILITY


A flaw or weakness in
a system security
procedure, design,
implementation, or
control that could be
intentionally or
unintentionally
exercised by a threat

KEY SECURITY DEFINITIONS
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THE DIFFERENCE BETWEEN THE TWO…


An organization may be
vulnerable to damage
from power spikes



Threats that could exploit
this vulnerability may be
overloaded circuits,
faulty building wiring,
dirty street power, or too
much load on the local
grid

Security controls could range from installing UPS systems, additional fuse
boxes, or standby generators, or rewiring the office
These additional security controls may help to mitigate the vulnerability but
not necessarily for each threat

RISK
The potential impact that a threat can
have on the confidentiality, integrity, and
availability on EPHI by exploiting a
vulnerability

Rank your risks as part
of your Risk Analysis!



Risk Analysis
164.308(a)(ii)(A)



Risk Management
164.308(a)(ii)(B)

RISK ASSESSMENT/RISK MANAGEMENT


9 Steps of Risk Analysis (OCR guidance)
Scope of the Analysis
Data Collection
 Identify and Document Potential Threats and
Vulnerabilities
 Assess Current Security Measures
 Determine the Likelihood of Threat Occurrence
 Determine the Potential Impact of Threat Occurrence
 Determine the Level of Risk
 Finalize Documentation
http://www.hhs.gov/ocr/privacy/hipaa/administra
tive/securityrule/rafinalguidancepdf.pdf
 Periodic Review and Updates
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SECURITY POLICIES AND PROCEDURES
CATEGORIES, IDEAS, SUGGESTIONS,
TEMPLATES, ETC…

ACCESS TO SYSTEMS CONTAINING PHI


New Workforce User Access Request





Acceptable Use Agreement





How is access requested? What forms are used?
What safeguards are put in place to ensure minimum necessary
access?

Have one and make sure workforce members sign it and you maintain
this documentation!
Best policy - no access to electronic systems until signed and trained
in it

Workforce User Modification/Termination




How do you do this in your organization to ensure access is terminated
ASAP when an employee leaves?
What about hostile terminations?
How do you ensure when an individual changes roles within your
organization that their system access is reevaluated to ensure
compliance with minimum necessary?

COVERED ENTITIES


Sign business associate
agreements (BAAs) & maintain
documentation



Consider a checklist, audit or
other function to monitor their
compliance??



Ensure BAs are entering into “at
least as strict” agreements for
uses and disclosures of your PHI
with Subcontractor BAs

BUSINESS ASSOCIATES


Make sure you
understand what you are
binding your organization
to when you sign BAAs



Have them in place with
any subcontractors who
handle PHI

BUSINESS ASSOCIATE MANAGEMENT
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PASSWORD MANAGEMENT


At least 9 characters


Require:
 Upper

case
case
 Numbers
 Symbols
 Lower



Examples of complex passwords:







RockiesS!@#
NeverBeenRockedEnough:)
NewStarWarsMay19!
“Francisco,that’sfuntosay”

Never, ever, ever share your password

2011 WORST
PASSWORDS
1. password
2. 123456
3.12345678
4. qwerty
5. abc123
6. monkey
7. 1234567
8. letmein
9. trustno1
10. Dragon
11. Baseball
12. 111111
13. iloveyou
14. master
15. sunshine

WORKSTATION USE


Automatically employed
safeguards








Automatic screensaver after 15
minutes
No administrative rights except
for specific, authorized
individuals
Easy notification system for
user issues
User acceptance of
understanding of appropriate
work station policies upon log-in
each time
Security banners



Employee responsibility
safeguards








Minimize PHI when
possible
No use of workstation
another user has logged
onto, no use of another
user’s ID/password
Lock computer when
leaving for any period of
time
Log off at conclusion of
each day
Save PHI to network
drives if necessary and
only for as long as
necessary

EMAILING







Confirm address before sending
Confidentiality clause attached to all externally
sent emails
BE VERY CAREFUL WITH SOCIAL SECURITY
NUMBERS
Email to many individuals at once– use “BCC”
Limit amount of information to minimum
necessary
When sending outside your organization –
ENCRYPT!
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VISITOR POLICY
 All

Visitors must sign a Visitor log & receive a
badge
 Visitors should be monitored while in your
facility
 Employees should be trained and reminded
to question identity and authority of any
unauthorized person in work area

MOBILE DEVICES


Only use organization-approved and
ENCRYPTED devices



Install remote-wipe capabilities



Require complex passwords



Ensure workforce knows who to
notify and by when if a device is lost
or stolen!

SYSTEM INTEGRITY
•

Safeguards such as
firewalls, anti-virus, antimalware, etc. will be
employed and routinely
checked to ensure
effectiveness

•

Implement system
patches ASAP

•

Hire a consultant to
periodically pen test
your systems

•

Security awareness for
workforce members
•

Everyone needs to be
aware!

•

Must have high alert for
malicious emails or spam

•

Must be trained to contact
IT support immediately if
they suspect something is
amiss with their
workstations
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ENCRYPTION OF WORKSTATIONS, LAPTOPS,
EMAIL, ETC.


Best practice -- everything containing PHI must be
encrypted if it leaves your facility
Emails
Information on CD ROMs
 Laptops
 Thumb drives





Paper PHI still an issue
Must safeguard appropriately when transferring out of
organization for site visits, etc.
 Electronic PHI is preferred as can be protected through
encryption


DESTRUCTION AND DISPOSAL OF
ELECTRONIC PHI


If you’re shredding paper PHI, make sure
you’re using a cross-cut shredder!



Media containing PHI that can’t be place in
shredder should be given to IT Support for
appropriate destruction



Semi-annual ‘shredding day’ at your
organization!

WHAT YOU SHOULD BE WORRIED ABOUT
1.
2.
3.
4.

5.

Your data – where is it?
Any data that can move that isn’t encrypted
Vendors -what are they doing with your data?
Buy in from the top
 Are you telling the C-Suite & Board when major
incidents happen? Do they care?
State laws that allow people to sue for HIPAA
violations
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WHAT YOU SHOULD BE WORRIED ABOUT, CONT.
How you define your “Designated Record Set”
and where it exists
EHRs/HIEs/Connectivity
Your Workforce

6.

7.
8.



Intentional and unintentional acts

9.

Minimum Necessary

10.

Forgetting about the Patient in all of this.

BUT REMEMBER…


Privacy regulations
changing
constantly



Security “best
practices” evolving
exponentially with
technology



Nobody has
enough resources
PRIVACY AND SECURITY COMPLIANCE IS A
JOURNEY, NOT A DESTINATION

Erika M. Bol
State of Colorado’s Department of Health
Care Policy & Financing
Erika.Bol@state.co.us

THE END
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RESOURCES - GENERAL


Federal Register for the
Final Omnibus Rule




https://www.federalregi
ster.gov/

Office for Civil Rights

www.hhs.gov/ocr/


Office of National
Coordinator

www.healthit.gov
Check out: HIT Policy

Committee Privacy & Security
Tiger Team Virtual Hearing on
Accounting for Disclosures
9/30/2013

RESOURCES –SECURITY RISK ASSESSMENTS

RESOURCES -- SECURITY RULE STANDARDS


http://scap.nist.gov/hipaa/
(desktop-based application)



Goal: help organizations better
understand, implement and assess
requirements of HIPAA Security
Rule



Target users: HIPAA covered
entities, business associates,
others



Addresses 45 implementation
specifications identified in HIPAA
Security Rule and covers basic
security practices, security failures,
risk management, and personnel
issues
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Documentation
Compliance for
ICD-10
STRATEGIES FOR COMPLIANCE
OFFICERS TO MINIMIZE PTS
(POST TRAUMATIC STRESS
SYNDROME) IN YOUR MEDICAL
STAFF
Betty B. Bibbins, MD, BSN, CHC, CI-CDI, CPEHR,
CPHIT
Founder, CEO
Executive Physician Educator
DocuComp® LLC
And
Nicole Harper, Ph.D., MBA, RHIA, CCS-P, C-CDI
Director Training & Dev/Process Improvement –
Revenue Cycle Operations
St. Vincent Health
Indianapolis, IN

Objectives
• Discuss strategies to engage physicians in effectively utilizing the
Electronic Medical Record and ICD-10 specificity of clinical
documentation with minimal chaos
• Learn how to develop educational processes to maximize
physician efficient, effective, and appropriate use of the
Electronic Medical Record
• Communicate effective methods for educating physicians in
clinical documentation of severity-of-illness and medical
necessity (for ICD-9 & ICD-10)

Physician Resistance to ICD-10
• Misconceptions
• Only used by hospitals
• “I only bill E & M and CPT codes”
• ICD-10 will be delayed or not implemented

• Preoccupied with navigating electronic health record
• Competing forces in medicine
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Overcoming Resistance
•Physician enlightenment

• Benefit “today” vs. Benefit “tomorrow”
• More effective documentation vs. more
documentation
• Enhanced efficiency with less documentation
•More with less

•Controlling clinical documentation vs. EHR
controlling documentation

Immediacy

Capitalizing Upon Benefits
• Increased Specificity = Increased Complexity
• “My patients are sicker”
• “My patients take longer to treat, hence longer length of stay”
• “My patients have more comorbid conditions”

• Increased complexity→ Increased medical decision-making
• Medical Decision Making – clinical judgment and thought
processes
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Increased Complexity
• Relative Value Units
• Practice Expense
• Malpractice Expense
• Physician Work Performed

Tangible Benefit

Increased
Complexity

Increased
Relative Value
Units-Potential

Clinical Judgment
• Clinical judgment – physician assessment of patient’s clinical
situation and response that is congruent with the physician
assessment
• Assessment prerequisite
• Clinical specificity indicative of true patient acuity, complexity and clinical
scenario
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Reality

HPI
Management
Tailored to
Patient’s
Needs

Physical
Exam

Complexity

Clinical
Formulation

Plan of Care

Provisional
Diagnoses

Complexity Does Matter
Less Complexity
• Acute pulmonary emboli
• Diverticulitis of colon
• Acute appendicitis

More Complexity
• Acute pulmonary embolism with acute
cor pulmonale
• Diverticulitis of small and large
intestine with perforation and abscess
with bleeding
• Acute appendicitis with generalized
peritonitis
• Acute appendicitis with localized
peritonitis
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Medical Decision-Making
• MDM
• The complexity of establishing a diagnosis and/or selecting a management
option.
• It is the E/M component in which providers assess, advise and assist their
patients in managing their health.
• The end result is an individual plan of care

• Sign & Symptom vs. Diagnosis

Medical Decision-Making (cont.)
• Three elements
• Number of diagnoses and management options
• Amount/Complexity of data to be reviewed
• Risk of significant complications, morbidity and/or mortality

Individual Components
• Number of diagnoses and management options
• The number and types of problems addressed during the encounter
• The complexity of establishing a diagnosis
• The management decisions made by the physician
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Individual Components (cont.)
• Amount and/or complexity of data to be reviewed
• The amount and/or complexity of data or other information that must be
obtained, reviewed and analyzed in order to establish a diagnosis is another
indicator of complexity of diagnostic or management problems.

• Examples of procedures that increase the difficulty of this
component include:
• Obtaining and reviewing old medical records and/or obtaining history from
sources other than the patient
• Seeking advice from others
• Discussing contradictory or unexpected diagnostic test results with another
physician
• Reviewing the image, tracing, test or specimen ordered to supplement
information.

Individual Components (cont.)
• Risk of significant complications, morbidity and/or mortality
• The determination of risk is complex and not readily quantifiable. The
assessment of risk of the presenting problem(s) is based on the risk related
to the disease process anticipated between the present encounter and the
next one. The highest level of risk with any one presenting problem(s) (as
well as associated comorbidities), diagnostic procedure(s) or management
options(s) determines the overall risk.

Qualifying Point

Patient
Assessment

Medical
DecisionMaking

Efficiency
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Efficiency
• Efficiency – providing and ordering a level of services that is
sufficient to meet a patient’s health care needs but not
excessive, given the patient’s health care status
• Ordering:
•
•
•
•

Right
Right
Right
Right

Test
Time
Reason
Documentation

Death of SGR
• Sustainable Growth Rate
• Budget oriented healthcare
• Volume based vs. Value based

• Migration to Value Based Purchasing
• Value= Quality/Cost

• Merit Based Incentive Payment (MIPS)

MIPS
• Merit Based Incentive Payment System
• Shifts Medicare reimbursement from fee-for-service to pay-for-performance
• Potential for physicians to earn bonus as high as 12% in 2018 and 27% by
2021
• Potential to face penalties of 4% 2018 and reaching 9% in 2021 if physician
falls below par, quality and cost
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MIPS (cont.)
• Combines three incentive programs
• Meaningful Use
• Physician Quality Reporting System (PQRS)
• Value - Based Payment Modifier

• Physicians assessed in 4 categories
•
•
•
•

Quality of care
EHR meaningful use
Use of healthcare resources(i.e., ordering too many tests)
Activities undertaken to improve clinical practice

MIPS (cont.)
• Physicians would receive score ranging from 0-100, based upon performance in each
category
• Can avoid payment under MIPS through participation in alternate payment model,
which puts them at risk of losing money
• Examples- ACO and Medical homes
• Potential to receive annual Medicare bonus of 5% from 2018 through 2023

Common Theme

Quality of Care

• Effective
• Quality
Documentation

EHR
Meaningful Use

• Proper Use of
• Software-GIGO

Appropriate
Use of
Resources

• Proper
Documentation
• Reflective Clinical
Judgment/MDM
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Driving Effectiveness

Driving Physician Efficiency
• Understanding the limitations of the EHR
• Physician guiding vs. EHR guiding documentation
• Cloned documentation

• Electronic Health Record Vision
• Billing vs. Quality and continuity of care
• Describe vs. Generalize
• Tell vs. Show

EHR Functionality Considerations
• Structured format vs. Free text
• Pros and Cons of each

• Structured templates
• Partially filled-in notes created in advance for the most common cases seen
by a clinic, department, and/or physician
• Allow for uniformity in data capture and in the standards of care provided
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EHR Functionality Considerations (cont.)
• Structured templates
•
•
•
•

Potential for canned note
Risk of populating with data not captured by physician
Can be unwieldy for notes about patients with multiple chronic conditions
Work well for acute care episodes for which there are clear clinical
guidelines, and for specialty care in which the range of diagnoses and
conditions is limited

EHR Functionality Considerations (cont.)
• Radio Buttons, Drop Down Lists, Check Boxes
• Allows for rapid point and click selection of structured data elements, useful
when through logic imbedded in the EHR, only the appropriate subset of
available data selection is displayed

• Best suited
• Yes/no questions such as those about smoking, drinking, drug use
• Drop down lists limited to clinical scenarios where only a few possible
descriptions, and for ruling out symptoms (no upper respiratory symptoms,
no GI symptoms)

• Disadvantages – tendency for too much “point and click”:
• Detracts from physician’s thought processes and capturing of the same

EHR Functionality Considerations (cont.)
• Manual Data Entry (Typing, free text templates)
• Free text
• Captures and approximates physician’s clinical judgment, medical decisionmaking and thought processes
• Works best for notes associated with clinical variation scenarios
• History of Present Illness, Assessment and Plan

• Slows down physicians – high priced data entry clerks
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EHR Functionality Considerations (cont.)
• Dictation, Voice Recognition
• Efficient to use-most rapid method for capturing a fully detailed narrative
with ease
• Promotes completeness of documentation-follows physician’s clinical thought
processes, less canned,
• Tailored and unique for each patient encounter
• Best suited for parts of note where these is significant degree of variation
that does not easily lend itself to pre-defined template

Motivating Physicians-Appropriate Use of EHR
• Physician responsibility to establish medical necessity for all
services rendered
•
•
•
•

Obligation to patient
Requirement for all payers
Good standard of medicine
Measures of efficiency and effectiveness
• Fee-for-service vs. Value Based Payment Model
• Population Management
• Outcomes measures, quality/costs and sharing of financial risk and rewards

Wave of the Future
• Bundled Payment for Care Improvement Initiative (BPCI)
• Efficiencies in delivery medicine
• Doing more with less
• Packaged payment
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BPCI

Episode

Services
included in
the bundle

Model 1

Model 2

Model 3

Model 4

All acute patients, all DRGs

Selected DRGs, hospital
plus post-acute period

Selected DRGs, post-acute
period only

Selected DRGs, hospital
plus readmissions

All Part A services paid as All non-hospice Part A and B All non-hospice Part A and B All non-hospice Part A and
part of the MS-DRG payment services during the initial services during the post-acute B services (including the
inpatient stay, post-acute

period and readmissions

period and readmissions

hospital and physician)
during initial inpatient stay
and readmissions

Payment

Retrospective

Retrospective

Retrospective

Prospective

Mindset Change

•Right Care

•Right Time

Patient
Care

Resource
Consumption

Outcomes

Value

•Right Setting

•Right
Documentation

Necessary Prerequisite
• Prerequisite for physician success
• Partnership and collaboration with healthcare systems
• Recognition of accountability
• Cost of care delivered
• Value of care delivered
• Clinical documentation effectiveness and accurate reflection of patient acuity,
severity of illness, risk of morbidity and mortality, medical necessity
• Direct financial outcomes and control of destiny
• Population health and management
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HCCA Compliance Institute
March 30, 2014
Exploring CMS’s Proposed Rule on Reporting
and Refunding Overpayments

Gary W. Eiland, Partner
King & Spalding LLP
Houston, Texas

Background on Government Approach to
Overpayments

2

Legal Obligations to Disclose and Refund
There is a long history of debate between the
provider and supplier communities and the
government regarding the duty to refund
overpayments and the methods to accomplish such
refunds.
• PPACA creates an express “report, notify, and
return” requirement for all Medicare and Medicaid
overpayments.
•

3
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Potential Criminal Liability
•

•

42 U.S.C. §1320a–7b(a)(3). Criminal penalties for acts
involving federal health care programs
(a) Making or Causing to be Made False Statements or
Representations-whoever—
(3) having knowledge of the occurrence of any event affecting
(A) his initial or continued right to any such benefit or
payment, or
(B) the initial or continued right to any such benefit or
payment of any other individual in whose behalf he has
applied for or is receiving such benefit or payment,
conceals or fails to disclose such event with an intent
fraudulently to secure such benefit or payment either in a
greater amount or quantity than is due or when no such
benefit or payment is authorized
Linked to exclusion statute at 42 U.S.C. §1320a–7(a)
4
Originally Enacted 1972

1998 OIG Compliance Program Guidance for
Hospitals
Responding to Detected Offenses and Developing Corrective Action Initiatives

•

―

“The hospital should take appropriate corrective action, including prompt
identification and restitution of any overpayment to the affected payor and the
imposition of proper disciplinary action. Failure to repay overpayments within
a reasonable period of time could be interpreted as an intentional attempt to
conceal the overpayment from the Government, thereby establishing an
independent basis for a criminal violation with respect to the hospital, as well
as any individuals who may have been involved.”

―

“The OIG Provider Self-disclosure Protocol suggests that after discovery of
“credible evidence of misconduct from any source and, after a reasonable
inquiry, [the hospital] has reason to believe that the misconduct may
violate…law, then the hospital promptly should report the existence of
misconduct to the appropriate governmental authority within a reasonable
period, but not more than sixty (60) days after determining that there is
credible evidence of a violation.”

―

Is there a difference between “determining” and “identified?”
OIG Provider Self-disclosure Protocol, 63 Fed. Reg. 58399 (Oct. 21, 1998)

5

Additional OIG Compliance Program
Guidance
•

OIG Compliance Program Guidance (CPG) for
various industry segments has provided that
overpayments should be “returned promptly” to the
affected payor.
― 1998 Home Health CPG
― 1999 Durable Medical Equipment, Prosthetics,
Orthotics and Supply Industry CPG
― 1999 Hospice CPG
― 2000 Skilled Nursing Facility CPG
― 2003 Ambulance Supplier CPG
6
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Review of Prior CMS Rulemaking . . .
•

•

This is not the first time CMS has issued a proposed rule
regarding overpayment reporting and refunding
requirements.
― 1998 Proposed Rule: Proposed criteria under which a
provider or supplier would have been released of
overpayment liability based on being “without fault.”
― 2002 Proposed Rule: Postured as a supplement to the
1998 Proposed Rule to “establish, in regulations, the
long standing responsibility of providers, suppliers,
individuals and also managed care organizations
contracting with us to report and return overpayments to
us.”
Neither rule was finalized.
7

Corporate Integrity Agreements and
Certification of Compliance Agreements
Providers and suppliers are often obligated to
report and refund overpayments under the terms of
their Corporate Integrity Agreements (CIAs) or
Certification of Compliance Agreements (CCAs).
― CIAs and CCAs often require that overpayments
be reported within 30 days of identification.
• Providers and suppliers may be subject to FCA
liability for failing to report and return
overpayments pursuant to the terms of their CIA or
CCA. See United States ex rel. Matheny v. Medco
Health Solutions, Inc. et al., No. 10-15406 (11th
Cir.) (Feb. 22, 2012).
•

8

Medicaid Overpayment Considerations
•

•
•

New York Medicaid OMIG Self-Disclosure Program
August 2012
― “The New York State Office of Medicaid Inspector
General (OMIG) originally issued self-disclosure
guidance for Medicaid Providers on March 12, 2009
and has made enhancements and added resources to the
process . . . Providers must determine whether the
repayment warrants a self-disclosure or whether it
would be better handled through administrative billing
processes.”
Claims older than 6 years from the date of the
overpayment are not subject to audit or self-disclosure.
OMIG requests that providers do not send a check for the
overpayment or void/adjust claims when submitting a selfdisclosure.
9
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Medicaid Overpayment Considerations
•

Georgia Medicaid
― “Once a provider has identified claims that are
potential overpayments, a self disclosure letter
detailing the potential overpayments should be
forwarded to the Program Integrity Unit within
the Office of Inspector General.”
― The suggested overpayment amount should not
be included in the self-disclosure.
“NO PAYMENT SHOULD BE SUBMITTED PRIOR TO THE
EXECUTION OF A SETTLEMENT AGREEMENT.”
Part I, Policies and Procedures for Medicaid/Peachcare for Kids.

―

10

Review of FERA and PPACA
Overpayment Reporting and
Refunding Requirements

11

Expansion of FCA Liability for Retention
of Overpayment Obligation
•
•
•

•

•

This may be the single most significant development for the
healthcare industry.
The FERA amendments to the FCA in 2009 expanded liability for
overpayments by amending section 3729(a)(7).
Previously, a “false claim, record, or statement” was required to
violate the FCA. Now, “knowing” and “improper” concealment or
avoidance of an obligation is sufficient.
Under FERA, if one knowingly and improperly retains an
overpayment form the Government, there is potential liability.
“Improperly” is not defined.

Section 6402, Effective March 23, 2010; 31 U.S.C. 3729(b)(3)

12
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What is an overpayment?
•

“Any funds that a person receives or retains under
title XVIII [Medicare] or XIX [Medicaid] to which
the person, after applicable reconciliation, is not
entitled under such title.”

PPACA § 6402(d); 42 U.S.C. § 1320a-7k(d)(4).

13

Expansion of FCA Liability for Retention
of Overpayment Obligation
The FERA amendments added a definition of
“obligation” to mean:
“an established duty,
whether or not fixed, arising from…the retention of
any overpayment.”
• The FCA’s requirement to report and return
overpayments is linked to the new definition of
“obligation” in the statute.
•

14

FERA Legislative History – Cost
Reporting and Other Reconciliations
•

•

The FERA Committee Report notes that this provision is
not intended to capture interim retention of an
overpayment permitted by a reconciliation process so long
as it is not the product of any willful act to increase interim
payments to which the entity is not entitled.
“This would include reconciliation processes established
under statutes, regulations, and rules that govern Medicare,
Medicaid, and various research grants and programs.”

155 Cong. Rec. H 5260, 5268 (daily ed. May 6, 2009); S. Rep. No. 111-10, at 15 (March 23, 2009)

15
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Overpayment Obligation – 60 Day Time
Period
PPACA provides a 60-day deadline for reporting and returning
overpayments and notifying the payor in writing of the reason for
the overpayment.
The deadline if the later of:

•

•

(A) the date which is 60 days after the date on which the
overpayment was identified;
or
− (B) the date any corresponding cost report is due, if applicable.
Effective for overpayments “identified” as of March 23, 2010
PPACA enactment date.
− Initial reports would have been due on May 22, 2010, and
sequentially thereafter.
−

•

Section 6402, Effective March 23, 2010

16

FCA Damages and Penalties
•

Damages equal to 3 times the amount of
the Government’s loss

•

Civil Penalty of $5,500 to $11,000 for
each violation

17

Civil Monetary Penalty and Exclusion
Failure to report and return an overpayment in
accordance with PPACA’s 60-day requirement
may subject a person to a civil monetary penalty
(CMP) of up to $10,000 for each item or service.
• In addition, a person may be subject to an
assessment of not more than 3 times the amount
claimed for each such item or service.
• The Secretary may also make an exclusion
determination in “the same proceeding.”
•

42 U.S.C. § 1320a-7a(a)(10).
18
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PPACA Raises Many Questions
•
•
•
•
•
•
•
•
•

When is a provider or supplier “not entitled” to funds?
When is an overpayment “identified”?
What does “after applicable reconciliation” mean?
Who can “identify” an overpayment?
When is the cost report deadline applicable?
What must be included in the overpayment report?
What if the overpayment cannot be quantified within 60days?
What if the provider or supplier intends to pursue a
voluntary disclosure?
What if a provider or supplier is pursuing an appeal?
19

CMS’s Proposed Rule

20

CMS Issues Proposed Rule

•

On February 16, 2012, CMS issued a Proposed Rule to implement
The Patient Protection and Affordable Care Act’s (PPACA’s)
overpayment reporting and refunding requirements.
In the Proposed Rule, CMS attempts to clarify some of the open
questions raised by PPACA’s overpayment reporting and refunding
requirements.
― CMS does not address all questions raised by PPACA; and
― CMS’s Proposed Rule introduces new questions.
The Proposed Rule contains several far reaching questions.
Comments were due on April 16, 2012

•

Final Rule still pending

•

•

•

21
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Scope of the Proposed Rule
The Proposed Rule applies to Medicare Part A and
Part B fee-for-service (FFS) overpayments.
• However, all Medicare and Medicaid providers and
suppliers are subject to Section 6402(d)’s reporting
and refunding requirements.
• The Proposed Rule offers insight into CMS’s
current thinking on how to interpret the reporting
and refunding requirements set forth in 6402(d).
•

22

Enforcement of PPACA’s Requirements
The FCA applies its scienter requirement to the
retention of an overpayment -- “knowingly and
improperly” avoiding an obligation to refund.
• In
contrast, the Proposed Rule grafts a
“knowledge” requirement onto the identification of
an overpayment -- acting in “reckless disregard” of
the existence of an overpayment.
•

23

The “Identification” of Overpayments
•

CMS proposes that a person has identified an overpayment
if:
―

•

“the person has actual knowledge of the existence
of the overpayment or acts in reckless disregard
or deliberate ignorance of the overpayment.”

CMS asserts that “Congress’ use of the term ‘knowing’ in
the [PPACA] was intended to apply to determining when a
provider or supplier has identified an overpayment.
[CMS] believe[s] defining ‘identification’ in this way
gives providers and suppliers an incentive to exercise
reasonable diligence to determine whether an overpayment
exists.”
24
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CMS Offers Examples of “Identification”
•

•

•

•

“A provider of services or supplier reviews billing or
payment records and learns that it incorrectly coded
certain services, resulting in increased reimbursement.”
“A provider of services or supplier learns that a patient
death occurred prior to the service date on a claim that has
been submitted for payment.”
“A provider of services or supplier learns that services
were provided by an unlicensed or excluded individual on
its behalf.”
“A provider of services or supplier performs an internal
audit and discovers that overpayments exist.”
25

CMS Offers Examples of “Identification”
•

•

“A provider of services or supplier is informed by a
government agency of an audit that discovered a
potential overpayment, and the provider or supplier fails
to make a reasonable inquiry. (When a government
agency informs a provider or supplier of a potential
overpayment, the provider or supplier has an obligation to
accept the finding or make a reasonable inquiry.)”
“A provider of services or supplier experiences a
significant increase in Medicare revenue and there is no
apparent reason (When there is reason to suspect an
overpayment, but a provider or supplier fails to make a
reasonable inquiry into whether an overpayment exists, it
may be found to have acted in reckless disregard or
deliberate ignorance of any overpayment.)”
26

Duty to Investigate Potential Overpayments
•

•

•

CMS states that a provider or supplier “may receive
information concerning a potential overpayment that
creates an obligation to make a reasonable inquiry to
determine whether an overpayment exists.”
“[F]ailure to make a reasonable inquiry, including failure
to conduct such inquiry with all deliberate speed after
obtaining the information, could result in the provider
knowingly retaining an overpayment because it acted in
reckless disregard or deliberate ignorance of whether it
received such an overpayment.”
It remains unclear whether a determination that an
overpayment likely exists when an amount cannot be
readily determined triggers the 60-day period.
27
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Open Questions . . .
The Proposed Rule does not address the circumstances that
would indicate that a provider or supplier has “improperly”
avoided the refund of an overpayment, which is a requirement
under the FCA.
CMS does not mention the relationship between the
identification of overpayments and the ability to quantify
overpayments.
CMS does not mention the claims appeal process as a form of
reconciliation.

•

•

•

―

For example, what about the statutory protection from
recoupment/repayment under § 935 of the Medicare
Modernization Act?

What if a contractor issues its findings but the demand letter is
not issued for several months?

•

28

Cost Report Considerations

29

Applicable Reconciliation Considerations
•

•

•
•

Both PPACA and the Proposed Rule limit the universe of
potential overpayments to certain funds recognized after
“applicable reconciliation” occurs.
The Proposed Rule attempts to clarify the meaning of
“applicable reconciliation,” which is not defined in
PPACA.
CMS proposes that “applicable reconciliation” will occur
with the provider’s submission of a cost report.
CMS further explains that applicable reconciliation “would
include an initial cost report submission or an amended
cost report.”

30
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Cost Report Considerations
If an overpayment is such that it would generally be reconciled on
the cost report by the provider, CMS proposes that the provider
would be permitted to report and return the overpayment either (1)
60 days from the identification of the overpayment or (2) on the date
the cost report is due, whichever is later. CMS provides the
following two examples:
― Example No. 1: Upcoding -- CMS proposes that “issues
involving upcoding must be reported and returned within 60
days of identification because the upcoded claims for payment
are not submitted to Medicare in the form of cost reports.”
― Example No. 2: Graduate Medical Education (GME) -CMS also proposes that “overpayments that would generally
be reconciled on the cost report, such as overpayments related
to GME payments, must be reported and returned either 60
days after it has been identified or on the date the cost report
is due, whichever is later.”

•

31

Applicable Reconciliation Considerations
•

CMS proposes two exceptions to the general rule
that the applicable reconciliation occurs with the
provider’s submission of a cost report:
―

―

(i)
Disproportionate Share Hospital (DSH) Payment
Adjustment -- in calculating DSH payments, CMS recognizes
that providers often receive more recent Supplemental Security
Income (SSI) ratio data after the submission of its cost report and
therefore the provider is not required to return any overpayment
resulting from the updated information until the final
reconciliation of the provider’s cost report; or
(ii) Outlier Reconciliation -- CMS also recognizes that in the
context of outlier reconciliation, providers will not be required to
estimate the change in reimbursement and return the estimated
overpayment until after the final reconciliation of a cost report.
32

Reporting Overpayments

33
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Overpayment Refund Process
•
•

•

Under PPACA, providers and suppliers must, notify,
report and refund identified overpayments.
CMS proposes for providers and suppliers to use the
“existing voluntary refund process,” which will be
renamed the “self-reported overpayment refund
process.”
CMS proposes that providers and suppliers must:
1.

Comply with the existing voluntary refund process outlined in Chapter
4 of the Medicare Financial Management Manual; and

2.

Utilize overpayment forms issued by local contractors such as fiscal
intermediaries, durable medical equipment Medicare administrative
contractors (DME MACs), and Medicare Part A and Part B
administrative contractors (A/B MACs).

34

Self-Reported Overpayment Refund Process
•

Under the Proposed Rule, an overpayment report “must”
include the following information:
1. Person’s name.
2. Person’s tax identification number.
3. How the error was discovered.
4. The reason for the overpayment.
5. The health insurance claim number, as appropriate.
6. Date of service.
7. Medicare claim control number, as appropriate.

35

Self-Reported Overpayment Refund Process
8.
9.
10.
11.
12.
13.

Medicare National Provider Identification (NPI) number.
Description of the corrective action plan to ensure the error
does not occur again.
Whether the person has a CIA with the Office of Inspector
General or is under the OIG Self-Disclosure Protocol.
The timeframe and the total amount of refund for the
period during which the problem existed that caused the
refund.
If a statistical sample was used to determine the overpayment
amount, a description of the statistically valid methodology
used to determine the overpayment.
A refund in the amount of the overpayment. A person may
request an extended repayment schedule as that term is
defined in 42 C.F.R. § 401.603.
36
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10 Year Look-Back Period

37

10 Year Look-Back Period
CMS proposes that overpayments must be reported
and returned only if a person identifies the
overpayment within 10 years of the date the
overpayment was received.
• CMS explains that it selected a 10 year look-back
period since this is the outer limit of the FCA
statute of limitations.
• CMS further proposes to amend the claims
reopening rules currently found at 42 C.F.R. §
405.980(b) to account for such a look-back period.
•

38

10 Year Look-Back Period
•

•

•

•

Inclusion of a 10 year look-back period could greatly
expand liability for routine errors which potentially result
in overpayments.
By proposing a 10 year look-back period, it is unclear
whether CMS expects providers and suppliers to utilize
such a look-back period when conducting audits.
CMS does not mention whether the reopening period
would be amended to permit a 10 year look-back period or
reopening for underpayments.
CMS also does not mention any changes to the cost report
reopening period at § 405.1885, which only permits
reopenings within three years of a final determination of a
fiscal intermediary.
39
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10 Year Look-Back Period
•

Comparison to other “Look-Back” Periods
― General government claims statute of limitations: 6
years. 28 U.S.C. § 2415.
― False Claims Act statute of limitations:
―
―

―
―

6 years, or
3 years from date when facts material to the claim were
known or should have been known by U.S. officials, but no
more than 10 years after the violation. 31 U.S.C. § 3731.

Reopening of claims for good cause: 4 years from
claims determination. 42 C.F.R. § 405.980.
Reopening of cost reports: 3 years from final
determination (e.g. NPR). 42 C.F.R. § 405.1885.
40

10 Year Look-Back Period
•

Other relevant comparisons:
― HIPAA record retention:
retain required
documentation for six years from the date of its
creation or the date when it last was in effect,
whichever is later. 45 C.F.R. § 164.316(b)(2).
― Providers submitting cost reports:
records
retained in their original or legally reproduced
form for a period of at least 5 years after the
closure of the cost report.
42 C.F.R. §
482.24(b)(1).
41

Implications for Health Care Providers to
Consider
•
•
•

Retention of funds during reconciliation period?
Internal discovery of an overpayment without voluntary disclosure?
How quickly must one act? When is an overpayment considered
identified?
― “The OIG Provider Self-disclosure Protocol suggests that after
discovery of “credible evidence of misconduct from any source
and, after a reasonable inquiry, [the hospital] has reason to
believe that the misconduct may violate…law, then the hospital
promptly should report the existence of misconduct to the
appropriate governmental authority within a reasonable period,
but not more than sixty (60) days after determining that there is
credible evidence of a violation.”
―

Is there a difference between “determining” and “identified?”

OIG Provider Self-disclosure Protocol, 63 Fed. Reg. 58399 (Oct. 21, 1998)

42
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Anti-Kickback Considerations

43

Anti-Kickback Considerations
CMS states that for providers and suppliers
compliance with the Anti-Kickback Statute is a
condition of payment, and “claims that include
items and services resulting from a violation of this
law are not payable and constitute false or
fraudulent claims for purposes of the FCA.”
• CMS proposes that providers who are not a party
to a kickback arrangement are “unlikely in most
instances to have ‘identified’ the overpayment that
has resulted from the kickback arrangement and
would therefore have no duty to report it or . . . to
repay it.”
•

44

Anti-Kickback Considerations
•

However, to the extent that a provider or supplier
who is not a party to a kickback arrangement has
“sufficient knowledge” of the arrangement to have
identified the resulting overpayment, CMS
proposes that the provider or supplier must report
the overpayment in accordance with these
regulations.

45
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Relationship With Other Reporting
Mechanisms

46

Intersection with Self-Disclosure Protocols
CMS recognizes the potential intersections between
PPACA’s reporting and refunding requirements
and existing self-disclosure protocols.
• CMS proposes exceptions to the proposed PPACA
reporting and refunding requirements for providers
pursuing the following protocols:
― Self-Referral Disclosure Protocol (SRDP)
― OIG Self-Disclosure Protocol (OIG SDP)
• CMS seeks comments on alternative approaches
that would allow providers and suppliers to avoid
making
multiple
reports
of
identified
overpayments.
•

47

Self-Referral Disclosure Protocol
The SRDP is a voluntary self-disclosure protocol,
under which providers of services and suppliers
may self-disclose actual or potential Stark
violations.
• CMS proposes the following for providers pursuing
the SRDP:
― Suspend the obligation to return overpayments
when CMS acknowledges receipt of a SRDP.
― However, the provider or supplier is still
obligated to report the overpayment.
•

48
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OIG Self-Disclosure Protocol
The OIG SDP is intended to be used by providers
who wish to voluntarily disclose self-discovered
evidence of potential violations of law.
• CMS proposes the following for providers pursuing
the OIG SDP:
― Suspend the obligation to return and report
overpayments when OIG acknowledges receipt
of a submission to the OIG SDP.
•

49

Additional Considerations
•

CMS does not propose to create an exception for
providers or suppliers reporting an overpayment to
the OIG pursuant to the terms and conditions of a
CIA.

50

Practical Tips

51
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Remember . . .
The Proposed Rule offers valuable insight into
CMS’s current thinking on how to implement
certain provisions of Section 6402(d).
• Medicare and Medicaid providers, suppliers, and
certain contractors are subject to PPACA’s
overpayment reporting and refunding requirements.
•

52

Policy Review
Audit Policies and Protocols
• Overpayment and Refund Policies
• Disclosure Protocols
•

53

Policy Review
•

Audit Policies and Protocols
― Who has the authority to initiate an audit?
―
―
―
―

Distinction between routine and non-routine audits?
Is the ability to use sampling and extrapolation
addressed?
Distinction between internal and external audits?
Distinction from audits conducted pursuant to the
attorney-client privilege?

Is an audit inventory maintained?
How are audit findings characterized and vetted?
― Are overpayments and disclosures addressed?
―
―

54
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Policy Review
•

Overpayment and Refund Policies
― Who has authority to identify an overpayment?
―

―

How is the identification process described?
―
―

―

―

Universe of individuals that are authorized to identify
“potential overpayments” should be broader than the universe
of individuals authorized to identify “actual overpayments.”
Internal investigations?
Review of reconciliation processes?

Are overpayments defined to exclude those
overpayments identified by third parties (e.g. RACs)
that are contested?
Does policy contemplate varying processes for
Medicare, Medicaid and commercials payors?

55

Policy Review
•

Disclosure Protocols
― Who has authority to initiate a “disclosure”?
― How is disclosure defined?
―
―

―

Enforcement agencies?
Government contractors?

Process
―
―

How are different facts and circumstances taken into
account?
Distinctions for various federal healthcare programs?
― Including

managed care entities?
56

Additional Practical Tips
Review comments submitted to CMS on
controversial provisions included in the Proposed
Rule.
• Review contractor voluntary refund processes.
― May be challenging for multi-state providers and
suppliers.
• Are
appropriate stakeholders within the
organization aware of PPACA’s overpayment
reporting and refunding requirements?
•

57
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Questions
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INTRODUCTION
The Department of Justice recovered more than $3.8 billion under the civil False Claims
Act (“FCA”) in fiscal year 2013, bringing total FCA recoveries to more than $38.9 billion since
1986, the year that far reaching amendments to this Civil War era statute were passed.1 Nearly
$2.9 billion recovered in 2013 was in qui tam cases brought by whistleblowers—private parties
known as “relators”—who recovered a total “relator’s share” of $345 million. The number of
qui tam suits filed in fiscal year 2013 rose to 752, which is 100 more than the record set the
previous fiscal year.
The Affordable Care Act strengthened the government’s focus on health care fraud and
allocated an additional $350 million to that effort over the next ten years, but the single most
effective weapon in the government’s arsenal continues to be the civil False Claims Act. 2 Of the
$3.8 billion in FCA recoveries in 2013, more than $2.6 billion was from the health care industry
(broadly defined to include pharmaceutical and medical device companies).3 As the Justice
Department has noted, the lion’s share of FCA recoveries in healthcare-related actions over the
past year were in the pharmaceutical and medical device industry:
Of the $2.6 billion in federal health care fraud recoveries, $1.8 billion were
from alleged false claims for drugs and medical devices under federally
insured health programs that, in addition to Medicare and Medicaid, include
TRICARE, which provides benefits for military personnel and their families,
veterans’ health care programs and the Federal Employees Health Benefits
Program. The department recovered an additional $443 million for state
Medicaid programs.4
In a recent speech to a pharmaceutical industry group, Assistant Attorney General Stuart
Delery emphasized the Justice Department’s comprehensive approach to health care fraud:
We are pursuing a broader range of health care fraud matters than ever before. We
have cracked down on elder abuse in nursing homes, bringing criminal and civil
cases against companies that harm seniors by providing grossly deficient care. We
have pursued doctors who put patients at risk by performing unnecessary
procedures to increase their bills, like a Florida dermatologist who performed
1

Although enacted in 1863 in response to allegations of fraud arising in the context of Civil War procurements, the
FCA became a significant enforcement tool only after Congress enacted watershed amendments in 1986, including
the provision of stiffer penalties and damages and the expansion of the rights of private citizens, known as qui tam
relators, to bring such suits.
2 The government’s increased focus on health care fraud is reflected in the ongoing coordination of civil and
criminal enforcement efforts by the Departments of Justice (“DOJ”) and Health and Human Services (“HHS”) under
the interagency Health Care Fraud Prevention and Enforcement Action Team (“HEAT”). See DOJ’s Dec. 2013
Press Release.
3 See Press Release, Dep’t of Justice, Justice Department Recovers $3.8 Billion from False Claims Cases in Fiscal
Year 2013 (Dec. 20, 2013) (“DOJ’s Dec. 2013 Press Release”).
4 DOJ’s Dec. 2014 Press Release.

thousands of unnecessary skin surgeries, participated in an illegal kickback
scheme, and ultimately paid one of the largest False Claims Act settlements ever
by an individual—$26.1 million. We have gone after the manufacturers of
defective medicines or medical devices, as in our criminal and civil cases against
a Boston Scientific subsidiary for knowingly selling defective cardiac
defibrillators. We have sued companies that produce sterile products in non-sterile
conditions, risking contamination and threatening patients with the possibility of
dangerous infections. In short, we have demonstrated a commitment to targeting
health care fraud and abuse wherever we find it.5
Substantive and procedural FCA amendments enacted in 2009 and 2010―in the Fraud
Enforcement and Recovery Act of 2009 (“FERA”), the Affordable Care Act (“ACA”), and the
Dodd-Frank Wall Street Reform and Consumer Protection Act (“Dodd-Frank”)―make it easier
for the government and qui tam relators to conduct investigations and obtain recoveries under the
FCA.6 Most of these amendments took effect upon their enactment and therefore apply to
conduct on or after that date. However, FERA’s liability amendments in Section 3729(a)(1)(B)
apply to “claims” pending as of June 7, 2008, and several procedural amendments specifically
apply to “cases” pending when the amendments were enacted. As a result, two different FCAs
may be involved in pending cases―the statute as it existed prior to the amendments in 2009 and
2010, and the statute after those amendments. Retroactivity issues have been raised in cases
involving conduct predating these amendments. Now that twenty-nine states plus the District of
Columbia have state false claims laws, false claims litigation often takes place at the federal,
state, and multi-state levels. Many of these state false claims acts are being amended to conform
to the federal statute, raising retroactivity issues under state as well as federal law.
Substantive areas of particular concern to health care providers and the health care
industry include upcoding, off-label promotion, lack of documentation of patient care, deficient
compliance training, worthless services, and the expanded use of the Antikickback Statute as
bases for FCA liability. In addition, after FERA’s 2009 amendments, the knowing nonpayment
of an “obligation”—defined to include “knowingly and improperly” retaining an “overpayment”
from a government health care program—is a basis for the FCA’s treble damages and penalties
under the “reverse false claim” theory of liability. An overpayment retained more than 60 days
after it was “identified” or the due date for the corresponding cost report is defined as an
“obligation” under the FCA according to the Affordable Care Act. These and other provisions
linking the FCA to government health care program requirements ensure that the FCA’s role in
health care fraud enforcement will only increase.
In addition to key provisions in the 1986 law, the most important changes under FERA,
the ACA, and Dodd-Frank are discussed, including:





FERA’s amendments to FCA liability;
FERA’s amendments to the FCA’s procedural provisions;
FERA’s retroactive application to pending FCA cases;
The ACA’s amendments to the “public disclosure” bar and the “original source”
exception; and

5 Press Release, Dep’t of Justice, Assistant Attorney General Stuart F. Delery Delivers the Keynote Address at the
CBI Pharmaceutical Compliance Congress (Jan. 29, 2014).
6 See FERA, Pub. L. No. 111-21 (2009); ACA, Pub. L. No. 111-148, 124 Stat. 119 (2010); Dodd-Frank Act, Pub.
L. No. 111-203, §3301, 124 Stat. 1376, 2079 (2010).



Dodd-Frank’s amendments to the FCA’s whistleblower provisions.

A number of other important recent developments are also addressed, including:







Liability based on false certifications;
Materiality;
Causation;
The FCA’s knowledge and intent standards;
The Wartime Suspension of Limitations Act; and
Damages and penalties.

For a full discussion of the FCA and decisional law under it, please refer to JOHN T. BOESE,
CIVIL FALSE CLAIMS AND QUI TAM ACTIONS (Wolters Kluwer Law & Business) (4th ed. & Supp.
2014-1) (“BOESE”). The current FCA, as amended, is attached as Appendix 1.
A. FCA Fundamentals
Some important features that are present in both versions of the FCA―before and after
FERA―should be noted at the outset:


Violations of the FCA give rise to potentially enormous economic liability. The law
provides that all damages are trebled. Each false claim submitted is subject to a
mandatory penalty of $5,500 and $11,000 per violation.



The FCA can be enforced not only by the powerful resources of the federal
government, but also through the use of private plaintiffs, referred to as qui tam
relators. The term "qui tam" is derived from a Latin phrase, "qui tam pro domino
rege quam pro se ipso," or “who pursues this action on our Lord the King’s behalf as
well as his own.” As this phrase indicates, the qui tam action arose in early English
common law as a device for permitting private individuals to litigate claims on the
sovereign's behalf. Like relators in modern FCA actions, early qui tam litigants not
only gained standing they otherwise would lack, but also a share of any recovery
obtained on the sovereign's behalf as a result of the qui tam action. Significant
amendments to the False Claims Act in 1986 strengthened the rights of relators, and
increased the bounties that may be awarded to successful relators, thus dramatically
increasing the incentives to filing suit. There are unique procedural steps involved
when a qui tam relator initiates FCA litigation, including the requirement that the
complaint must be filed under seal, and the United States may intervene and take over
the action.



Whether an FCA suit is initiated by the government or by a qui tam relator, the
liability, damages and penalties provisions remain the same. Defendants are also
liable for the attorneys' fees and costs of relators.



A number of state and local governments have adopted their own versions of false
claims acts, with qui tam enforcement. Although in the past these laws have varied

considerably from the federal FCA, most of them no longer do because they must
follow the federal model in order to receive an economic incentive under the Deficit
Reduction Act of 2005.7
It is also important to note what the False Claims Act does not cover. Although false tax
returns are almost certainly the most common false claim filed with the federal government, the
False Claims Act expressly excludes such claims from the scope of its coverage.8 This FCA “tax
bar” has been held to apply broadly whenever a false claim is made or a benefit is procured
under the Internal Revenue Code, and is not limited to false income tax claims.9 Recently,
however, New York amended its state FCA to allow qui tam enforcement of tax law violations.10
B. The 1986 Law
Prior to the 2009 and 2010 amendments, liability under the civil False Claims Act has
arisen primarily under the provisions of 31 U.S.C. §§ 3729(a)(1) - (7). The government (or the
qui tam relator) bears the burden of proving each element of a False Claims Act violation,
including damages, by the preponderance of the evidence.11 The four most commonly-invoked
liability provisions of the 1986 FCA are:


Section 3729(a)(1) establishes liability for so-called “direct” false claims
to the government;



Section 3729(a)(2) imposes liability for making false records or false
statements to support a false claim;



Section 3729(a)(3) involves conspiracy to get a false claim paid; and



Section 3729(a)(7), the so-called “reverse false claims provision,”
imposes liability for false records or statements made to reduce or avoid
an obligation to the government.

The remaining three subsections of Section 3729(a), subsections (a)(4), (a)(5) and (a)(6), tend to
be either redundant or to apply to situations that occur infrequently under modern government
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Pub. L. No. 109-171, §§ 6031-6033, 120 Stat. 4, 72-74 (2006) (to be codified at 42 U.S.C. §§ 1396a(a), 1396b(i),
1396h(a)).
8 31 U.S.C. § 3729(e) provides that “This section does not apply to claims, records, or statements made under the
Internal Revenue Code of 1954.”
9 United States ex rel. Lissack v. Sakura Global Capital Mkts., Inc., 377 F.3d 145 (2d Cir. 2004). Congress has
enacted a “tax qui tam” statute which provides a bounty to anyone who brings tax underpayments by certain
corporations and high-income individuals to the attention of the IRS. See Tax Relief and Health Care Act of
2006, Pub. L. No. 109-432, §406, 120 Stat. 2922, 2958 (Dec. 20, 2006) (H.R. 6111). See also BOESE,
§1.07[A][1].
10 See N.Y. State Fin. Law §189.4(a). See also FraudMail Alert No. 10-08-26, New York State FCA: New York’s
False Claims Act Now Equals or Exceeds Federal Fraud Law―False State Tax Returns Are Now Privately
Enforceable under State FCA, available at
http://friedlive.icvmgroup.net/siteFiles/Publications/Fried%20Frank%20FraudMail%20Alert.pdf.
11 31 U.S.C. § 3731(c).

contracting procedures. These sections of the FCA are seldom invoked, and therefore have not
been the subject of significant case law analysis.12
The 1986 amendments lowered the intent needed for an FCA violation to the
“recklessness” standard, established the burden of proof at a preponderance of the evidence, and
expanded the qui tam enforcement mechanism by:






increasing the relators’ share to up to 30 % of the government’s recovery;
removing the government knowledge bar and replacing it with public
disclosure/original source provisions;
adding a retaliation provision;
allowing qui tam participation after U.S. intervention; and
encouraging qui tam intervention if the U.S. declined to intervene.

C. The 2009 Amendments―FERA
Although Congress stated that its purpose in enacting FERA was to expand the FCA’s
liability provisions in order to reach frauds by financial institutions and other recipients of TARP
and economic stimulus funds, the 2009 amendments were not needed for that purpose because
financial institutions and stimulus funds were already covered by the existing FCA. FERA was
simply the vehicle for FCA amendments that had been languishing in Congress since well before
the financial crisis in 2008. The broader purpose of a general expansion of the FCA is reflected
in the amendments: they are not limited to mortgage and financial fraud, they have nothing to do
with financial markets, and they apply across the board to all recipients and payers of
government money or property, including health care providers and the health care industry.
The amendments expand FCA liability beyond previous limits by revising all seven of
the statute’s liability provisions and redefining key terms such as “claim,” “materiality,” and
“obligation.” While the key liability provisions of the FCA remain those addressing false claims,
false statements supporting false claims, conspiracy, and reverse false claims, FERA renumbered
and expanded these provisions to cover additional conduct. The new Sections 3729(a)(1)(A),
(a)(1)(B), (a)(1)(C), and (a)(1)(G), extend liability to any person who:
(A)
(B)
(C)

knowingly presents, or causes to be presented, a false or
fraudulent claim for payment or approval;
knowingly makes, uses, or causes to be made or used, a false
record or statement material to a false or fraudulent claim;
conspires to commit a violation of subparagraph (A), (B), (D),
(E), (F), or (G);
[ . . . ] or

(G)

12

knowingly makes, uses, or causes to be made or used, a false
record or statement material to an obligation to pay or transmit
money or property to the Government, or knowingly conceals or

For a review of the limited case law arising under subsections (a)(4), (a)(5), and (a)(6), see BOESE, §§ 2.01[D] [F].

knowingly and improperly avoids or decreases an obligation to
pay or transmit money or property to the Government.
A red-line version of the False Claims act is attached as Appendix 1, and use of this red-line is
critical to understanding the revisions. Many of the important details of the 2009 amendments
are discussed in a contemporaneously issued FraudMail Alert (attached as Appendix 2). A few
key illustrations of the expansion in FCA liability under FERA include the following:


Section 3729(a)(1)(A) amended Section 3729(a)(1)―under which liability for
false claims submitted directly to the federal government was established―so that
it no longer requires presentment of a false claim to the federal government.



Section 3729(a)(1)(B) amended Section 3729(a)(2) to remove the phrase “to get,”
on which the unanimous Supreme Court relied in Allison Engine Co. v. United
States ex rel. Sanders13 to limit FCA liability to false statements or claims made
by defendants for the purpose of getting the government to pay the claim. FERA
expressly applied this amendment retroactively to “claims” pending on or after
June 7, 2008 (which was two days before the Supreme Court’s decision in Allison
Engine). This attempt to apply the amendment retroactively to prior conduct has
been challenged, and courts are divided on its retroactive application in pending
cases.14



The language in Section 3729(a)(3) had been properly interpreted to limit liability
for conspiracy to violations of then-Section 3729(a)(1). Section 3729(a)(1)(C)
amended this provision to extend liability for conspiracy to commit a violation of
any other substantive section of the FCA.



Section 3729(a)(1)(G) expanded the scope of reverse false claims liability in the
prior law under Section 3729(a)(7) to include retention of an overpayment.

More key changes to FCA liability are included in FERA’s statutory definitions of “claim,”
“obligation,” and “material” in Section 3729(b), which are discussed below.

13
14

128 S. Ct. 2123 (U.S. 2008).
Compare Hopper v. Solvay Pharmaceuticals, Inc., 588 F.3d 1318, 1327 (11th Cir. 2009) (defining “claim” as a
demand for payment as under Section 3729(b)(2)(A) and finding that no such claims were pending as of June 7,
2008), and Allison Engine Co. v. United States ex rel. Sanders, No. 1:95CV970, 2009 WL 3626773 (S.D. Ohio
Oct. 27, 2009) (defining “claim” as a demand for payment, and finding that applying the amendment retroactively
would violate the Ex Post Facto Clause), and United States v. Science Applications Int’l Corp., No. 04-1543,
2009 WL 2929250 (D.D.C. Sept., 14, 2009), with United States ex rel. Kirk v. Schindler Elevator Corp., 601 F.3d
94 (2d Cir. 2010) (applying amendment retroactively because relator’s claim was pending as of June 7, 2008), and
United States ex rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5th Cir. 2010) (same). See also New York v.
Sprint Nextel Corp., No. 103917/2011 (N.Y. Sup. Ct. July 1, 2013) (slip op.) (ruling that the New York FCA’s tax
liability amendment was not sufficiently punitive in nature or effect to preclude its retroactive application under
the Ex Post Facto Clause); United States ex rel. Romano v. New York-Presbyterian Hosp., No. 00 Civ.
8792(LLS), 2008 WL 612691 (S.D.N.Y. Mar. 5, 2008) (ruling that the relator could not add state FCA claims to
federal claims that were based on Medicaid claims submitted more than six years prior to the New York FCA’s
effective date).

FERA expanded the Department of Justice’s power to issue civil investigative demands (“CIDs”)
and to use the information received in response to CIDs for an “official use.”15 Under this
expanded authority, the Attorney General’s authority to issue CIDs was delegated to the
Assistant Attorney General for the Civil Division,16 who then redelegated this authority to
certain senior enforcement officials in the Civil Division as well as to U.S. Attorneys in certain
cases.17 After this expansion, use of CIDs by both DOJ and U.S. Attorneys’ Offices has
increased, and in fiscal year 2011, DOJ authorized the issuance of 888 CIDs—more than ten
times the number issued during the two years before re-delegation combined.17
FERA also amended the FCA to permit the government’s complaint-in-intervention and
amendments to the complaint to relate back to the original qui tam complaint for statute of
limitations purposes.18 In addition, FERA revised the FCA’s retaliation provision so that it
protects contractors and agents in addition to employees. This means that an independent
contractor is covered by the retaliation provision, although how far this provision’s protections
extend is as yet undetermined.19
Key FCA provisions unchanged by FERA include: (1) the FCA’s standard of scienter,
which is “knowing” or “knowingly,” (2) the FCA’s definition of damages, and (3) the public
disclosure/original source jurisdictional bar provisions. In addition, FERA made no change in
the law on the question of whether government employees can be qui tam relators, and on the
application of Rule 9(b)’s pleading requirements to FCA complaints. However, as discussed
below, the Affordable Care Act amended the FCA’s public disclosure bar in 2010, and the DoddFrank Act further revised the FCA’s retaliation provision.
D. Recent Developments in FCA Liability, Qui Tam Enforcement, and Retaliation
Notable recent developments are reflected in the disputes underlying the questions
presented in several petitions for certiorari now pending before the Supreme Court, including:
whether, as FCA plaintiffs have contended, the Wartime Suspension of Limitations Act
(“WSLA”) applies to civil fraud actions and suspends the FCA’s statute of limitations (even in
unintervened qui tam actions brought by self-interested private relators where the disputed
claims did not involve war contracts); whether presentment of a false claim to a federal health
care plan must be alleged for the complaint to pass muster under Rule 9(b); and whether
dismissal of an earlier filed qui tam complaint means that the prior action is no longer “pending”
for purposes of applying the FCA’s first-to-file bar.20 Given the number of important
15

See Appendix 2 at 5 (discussing CID amendment).
See Order No. 3134-2010 (Jan. 15, 2010).
17 See Dep’t of Justice, Directive No. 1-10, Redelegation of Authority of Assistant Attorney General, Civil Division,
to Branch Directors, Heads of Offices and United States Attorneys in Civil Division Cases (Mar. 8, 2010) (to be
codified at 28 C.F.R. Part 0).
17 See Press Release, Dep’t. of Justice, Acting Assistant Attorney General Stuart F. Delery Speaks at the American
Bar Association’s Ninth National Institute on the Civil False Claims Act and Qui Tam Enforcement (June 7, 2012),
available at http://www.justice.gov/iso/opa/civil/speeches/2012/civ-speech-1206071.html.
18 See Appendix 2 at 5 (discussing relation-back amendment).
19 See id. at 4 (explaining FERA’s retaliation amendments).
20 See Petition for cert., Kellogg Brown & Root, Inc. v. United States ex rel. Carter, No. 12-1497 (filed June 24,
2013) (WSLA and first-to-file); Petition for cert., United States ex rel. Nathan v. Takeda Pharmaceuticals N. Am.,
Inc., No. 12-1349 (filed May 10, 2013) (presentment of a false claim).
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developments this year, only a few of the most significant can be briefly touched upon in these
pages. For a more exhaustive analysis of recent FCA developments, see JOHN T. BOESE, CIVIL
FALSE CLAIMS AND QUI TAM ACTIONS (Wolters Kluwer Law & Business) (4th ed. & Supp.
2014-1).
1. Claims and Presentment
Prior to FERA, Section 3729(a)(2) was interpreted to limit liability for false statements
supporting false claims to money or property that the government “provides” or “will
reimburse.” Some courts read this language to require the false claim to be subjected to a
government payment or approval process, but the circuits were split on that issue and on the
underlying question of whether “presentment” of the false claim to the government was required
under Section 3729(a)(2). To resolve the split, the Supreme Court granted certiorari on the
presentment question in Allison Engine Co. v. United States ex rel. Sanders.21 In a unanimous
decision, the Court held that presentment was not required under Section 3729(a)(2), but that
liability for false statements supporting false claims was limited to fraudulent statements that
were designed “to get” a false claim paid or approved “by the Government.” The Court found
that this limitation was necessary because, without a clear link to payment or approval by the
government, the FCA would be “boundless” and become an “all-purpose antifraud statute.”
FERA eliminated both the “to get” language and the “by the Government” limitation in
Section 3729(a)(2) as well as comparable language in Sections 3729(a)(3) and (a)(7). Now
Section 3729(a)(1)(B) liability is limited by a nexus to the government requirement in the
definition of “claim” in Section 3729(b)(2)(ii), which covers requests for funds to a contractor,
grantee, or other recipient, if the money or property requested “is to be spent or used on the
Government's behalf or to advance a Government program or interest.” FERA does not define
the key terms “used on the Government's behalf” or “to advance a Government program or
interest,” and therefore their meaning is left to the courts to determine on a case-by-case basis.
The presentment requirement remains in Section 3729(a)(1)(A), however, and the
definition of “claim” in Section 3729(b)(2)(A)(i) makes clear that presentment must be directly
to the government. The Fourth Circuit‘s decision in United States ex rel. Nathan v. Takeda
Pharm. N.A., Inc. emphasizes that this requirement is still of primary importance under Section
3729(a)(1)(A), and it must be pled with particularity under Rule 9(b) even when a fraudulent
scheme is alleged:
[T]he critical question is whether the defendant caused a false claim to be
presented to the government, because liability under the Act attaches only to a
claim actually presented to the government for payment, not to the underlying
fraudulent scheme.” 22
The Fourth Circuit compared the Nathan relator‘s allegations with those in United States ex rel.
Grubbs v. Kanneganti,23 and United States ex rel. Duxbury v. Ortho Biotech Products,24 and
21

128 S. Ct. 2123 (2008).
707 F.3d 451, 456 (4th Cir. 2013) (internal citations omitted)).
23 565 F.3d 180 (5th Cir. 2009).
24 579 F.3d 13 (1st Cir. 2009). It should be noted that the scope of the claims in Duxbury were strictly limited when
the First Circuit affirmed the district court’s order limiting discovery to the claims that survived dismissal and
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drew clear distinctions between allegations of fraudulent conduct that necessarily lead to an
inference that false claims were presented to the government and the allegations made by the
Nathan relator, which did not lead to the same inference. The relator in Nathan has asked the
Supreme Court to review the Fourth Circuit’s decision, and the Court has invited the Solicitor
General to submit a brief expressing the views of the United States on the question of whether
Rule 9(b) requires an FCA complaint to allege with particularity that specific false claims
actually were presented to the government.
2. Falsity and False Certification

Since the terms “false” and “fraudulent” are not specifically defined in the FCA, they
have been construed and interpreted by the courts with reference to their construction and
interpretation in other contexts, most notably in criminal cases brought under 18 U.S.C. §§ 287
and 1001. Establishing falsity under both the FCA and the criminal False Claims or False
Statements Act requires proof of “actual falsity.”25 In the FCA context, resolving disputed
questions of falsity often involves the interpretation of a law, regulation, contract, or agreement.
Many FCA cases are based not on facially false or improper claims, but rather on
allegedly false certifications of compliance with a law, regulation or contract provision. Some of
the most significant FCA developments each year arise in false certifications cases that involve
something quite different from direct overbilling or fraud allegations. FCA plaintiffs have used
the statute to litigate alleged regulatory and statutory violations, most of which lack a private
right of action, on the theory that the defendant falsely certified compliance with a regulatory
scheme and the government would not have paid the claim had it known about the
noncompliance.
FCA Liability based on implied false certifications has been rightly criticized and
subjected to significant limitation in a number of jurisdictions because it imposes potentially
enormous liability under the statute’s reckless disregard standard without the defendant’s making
an express false claim or false statement supporting a false claim. Decisions in the First, Fourth,
and Fifth Circuits have noted the false implied certification theory and have rejected it,
questioned its validity, or simply refused to apply it to the facts before the court.26 Many courts
have limited the application of this theory to situations in which the government has explicitly
conditioned its payment upon compliance with the statute or regulation violated, and have

precluding the relator from discovery on “nationwide” fraud that was outside the time frame and geographic location
of the original relator’s employment. See United States ex rel. Duxbury v. Ortho Biotech Prods., LP, 719 F.3d 31
(1st Cir. 2013).
25
26

See United States v. Diogo, 320 F.2d 898 (2d Cir. 1963); United States v. Lange, 528 F.2d 1280 (5th Cir. 1976).
See, e.g., United States ex rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5th Cir. 2010) (noting that the Fifth
Circuit had not recognized the false implied certification theory and the complaint did not provide a basis for
implying a false certification); United States ex rel. Graves v. ITT Educ. Servs., Inc., 11 Fed. Appx. 296, 297 n.2
(5th Cir. 2004); United States ex rel. Harrison v. Westinghouse Savannah River Co., 176 F.3d 776, 787 n.8 (4th
Cir. 1999); In re Pharmaceutical Indus. Average Wholesale Price Litig., 491 F. Supp. 2d 12, 17-19 (D. Mass.
2007). See also BOESE, § 2.03 (citing cases by circuit).

refused to infer a false claim if the claimant was not expressly required to certify compliance in
order to receive payment. 27
For example, in United States ex rel. Chesbrough v. Visiting Physicians Ass’n, relators
alleged that the defendant billed Medicare and Medicaid for purportedly substandard and
worthless radiology tests, and failed to preserve patients’ confidentiality as required by the
Health Insurance Portability and Accountability Act (“HIPAA”).28 The Sixth Circuit cited with
approval the Second Circuit’s conclusion in United States ex rel. Mikes v. Straus that the FCA
should not be interpreted to “enforce compliance with all medical regulations” such as those that
require resolving medical issues that are not requirements for reimbursement.29 The Sixth
Circuit held that, in order to plead and prove “falsity” under the implied false certification
theory, relators must establish that a statute or regulation conditioned payment on compliance.
Finding that relators failed to allege any Medicare or Medicaid regulation that mentioned the
purported objective, industry-wide radiology testing standards that they claimed were violated,
the court rejected the substandard testing allegations for failure to allege that payment was
conditioned on compliance with the standards. It also rejected relators’ HIPAA allegations for
the same failure, finding that the complaint made no mention of any statute or regulation that
conditioned payment of a claim on compliance with HIPAA’s patient confidentiality
provisions.30 While the court noted that billing for worthless or nondiagnostic testing could
violate a condition for Medicare reimbursement requiring the services to be “reasonable and
necessary” for diagnosis, it dismissed the nondiagnostic testing allegation because the complaint
failed to identify any such false claim that was actually submitted.31
Courts have interpreted “falsity” to cover kickback violations by third parties where the
claims were submitted by innocent hospitals.32 For example, in United States ex rel. Hutcheson
v. Blackstone Medical, Inc., a qui tam case that recently was settled, the allegations were that the
defendant, Blackstone, a medical device manufacturer, paid kickbacks to physicians who used
the devices in surgeries performed at a hospital. The First Circuit held that, although the hospital
was not a defendant and was presumed unaware of the kickbacks, the hospital’s claims submitted
to Medicare were false because the alleged kickbacks violated preconditions to Medicare’s
payment in the hospital’s provider agreements and cost reports. The court rejected the
defendant’s
argument
that a submitting entity's representations about its own legal compliance
cannot incorporate an implied representation concerning the behavior of nonsubmitting entities . . . . [W]e hold that Hutcheson's complaint, in alleging that
the hospital and physician claims represented compliance with a material
27

See, e.g., United States ex rel. Mikes v. Straus, 84 F. Supp. 2d 427, 435 (S.D.N.Y. 1999) (The “implied false
certification” theory applies “only in those exceptional circumstances where the claimant’s adherence to the
relevant statutory or regulatory mandates lies at the core of its agreement with the Government, or . . . where the
Government would have refused to pay had it been aware of the claimant’s non-compliance”); United States ex
rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5th Cir. 2010). See also BOESE, § 2.03 (citing cases by circuit).
28 655 F.3d 461 (6th Cir. 2011).
29 Id. at 469 (quoting Mikes, 274, F.3d 687, 699).
30 Id.at *5.
31 Id. at *8-9.
32 See, e.g., New York ex rel. Westmoreland v. Amgen Inc., 562 F.3d 103 (1st Cir. 2011); United States ex rel.
Hutcheson v. Blackstone Med., Inc., 647 F.3d 377 (1st Cir. 2011); Mason v. Medline Indus., Inc., No. 07CV5615,
2010 WL 653542 (N.D. Ill. Feb. 18, 2010) (finding that cost reports submitted by hospital were claims, and that
the FCA reached claims rendered false by kickbacks paid by a medical supply manufacturer and distributer).

condition of payment that was not in fact met, states a claim under the FCA
that the hospital and physician claims for payment at issue in this case were
materially false or fraudulent.33
Rather than determining whether the language and legislative history of the AKS or that of the
ACA established that AKS compliance was a material precondition of Medicare payment, the
First Circuit held that the hospital’s provider agreement and cost reports were sufficient to
support the FCA claim.
As the First Circuit observed in passing in Hutcheson, the Affordable Care Act amended
the Antikickback statute to provide that a Medicare or Medicaid claim that includes “items or
services resulting from a violation of” the AKS “constitutes a false or fraudulent claim for
purposes of” the FCA.34 This amendment forecloses some issues in FCA cases, but not others,
such as whether the items or services “result from” the AKS violation, and the issue of intent.35
Other recent decisions discussing the false certification theory of liability and the related
issue of intent include:

33



United States ex rel. Ketroser v. Mayo Found., 729 F.3d 825 (8th Cir. 2013)
(“[t]he absence of a clear requirement that a written report must underlie or
support each claim for surgical pathology services means that Relators
pleaded a claim of regulatory noncompliance, not a plausible claim that Mayo
submitted false or fraudulent claims for Medicare payment.”).



United States ex rel. Hobbs v. MedQuest Assocs., Inc., 711 F.3d 707 (6th Cir.
2013) (holding that “approved physician” and updating enrollment
information requirements were not conditions of Medicare payment).



In re Baycol Products Litig.: United States ex rel. Simpson v. Bayer
Healthcare, 732 F.3d 869 (8th Cir. 2013) (ruling that relator’s allegation that
pharmaceutical company fraudulently induced Defense Department to
contract for defendant’s statin drug to be prescribed at military facilities were
sufficient without tying the fraud to specific false claims, but that relator’s
false marketing claim required her to plead details of representative examples
of claims for reimbursement, which she failed to do).



United States ex rel. Williams v. Renal Care Group, Inc., 696 F.3d 518 (6th
Cir. 2012) (citing Southland, Wilkins, and Landers, and holding that “[t]he
False Claims Act is not a vehicle to police technical compliance with complex

Hutcheson, 647 F.3d 377, 379.
See Hutcheson, 647 F.3d at 392 n.17 (citing ACA, Pub. L. No. 111-148, 124 Stat. 119 (2010) (amending the
Medicare and Medicaid Patient Protection Act of 1987, 42 U.S.C. §1320a-7b (g)). See also United States ex rel.
Rost v. Pfizer, Inc., 736 F. Supp. 2d 367 (D. Mass. 2010) (noting that the ACA amendment to the AKS would
change the falsity analysis).
35 See, e.g., United States ex rel. Thomas v. Bailey, No. 4:06CV00465 JLH, 2008 WL 4853630, at *13 (E.D. Ark.
Nov. 6, 2008) (dismissing complaint that did not allege hospitals knew of physicians’ kickback violations). See
also New York ex rel. Westmoreland v. Amgen Inc., 652 F.3d 103, 115 n.12 (1st Cir. 2011) (noting that plaintiffs
alleged that providers acted with scienter in accepting alleged kickbacks). A second ACA amendment to the
Antikickback statute lowered the intent necessary to prove a kickback violation, providing that specific intent to
violate that law or actual knowledge of a kickback violation is not required. ACA, § 6402(f)(1).
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federal regulations”).


United States ex rel. Wilkins v. United Health Group, Inc., 659 F.3d 295 (3d
Cir. 2011) (ruling that compliance with Medicare marketing regulations was
not a condition of government payment under federal health insurance
programs, but that submitting claims to these programs while violating the
AKS was actionable under the FCA).



United States ex rel. Steury v. Cardinal Health, Inc., 625 F.3d 262 (5th Cir.
2010) (refusing to base FCA liability on the allegation that claims for payment
for allegedly defective intravenous fluid pumps were “false” because they
violated an implied warranty of merchantability).



Science Applications Int’l Corp. v. United States, 626 F.3d 1257 (D.C. Cir.
2010) (explicitly accepting the implied false certification theory and noting
that liability under this theory could be based on plaintiff’s showing that the
contractor “withheld information about its noncompliance with material
contractual requirements”).



Rodriguez v. Our Lady of Lourdes Med. Ctr., 552 F.3d 297, 304 (3d Cir.
2008) (finding that to state a claim under the false certification theory, “it is
necessary to allege not only a receipt of federal funds and a failure to comply
with applicable regulations, but also that payment of the federal funds was in
some way conditioned on compliance with those regulations").



United States ex rel. Conner v. Salina Reg'l Health Ctr., 543 F.3d 1211
(10th Cir. 2008) (hospital's certifications in annual cost reports to Medicare
that it was in compliance with all applicable Medicare statutes and regulations
were not false certifications that violated the FCA because they were
sweeping, general certifications that did not violate specific conditions of
payment).



United States ex rel. Gonzalez v. Fresenius Med. Care N. Am, 689 F.3d 470
(5th Cir. 2012) (absent fraudulent inducement, clinic had no liability under
Section 3729(a)(1) for “mere participation in a false billing scheme”).



United States ex rel. Jamison v. McKesson Corp., No. 2:08CV214-SA-JMV,
2012 WL 4499136 (N.D. Miss. Sept. 28, 2012) (noting that the Fifth Circuit
had not recognized the implied certification theory but finding that the
government’s allegations fell within the express certification theory).



United States ex rel. Parato v. Unadilla Healthcare Center, Inc., 2010 WL 146877,
at *7 (M.D.Ga. Jan. 11, 2010) (refusing to dismiss Parato’s false certification claim
because grant funding was expressly conditioned on compliance with certain
regulations, and finding that, “[i]n the context of a grant award, the distinction
between participation in the program and a condition of payment collapses”).



United States v. Rogan, 459 F. Supp. 2d 692 (N.D. Ill. 2006) (finding
defendant's false certifications of compliance with the AKS and Stark Acts
actionable under the FCA). This decision was affirmed by the Seventh Circuit

in United States v. Rogan, 517 F.3d 449 (7th Cir. 2008), but the district
court's false certification findings were not addressed on appeal.
As the cases above illustrate, to determine the “falsity” element in FCA liability, courts
often are faced with a dispute as to the meaning of the contractual or regulatory term allegedly
violated. In cases where the relevant term is ambiguous, courts have determined whether the
FCA defendant’s interpretation of the ambiguous term was reasonable, and if so, they have found
that the FCA’s intent standard was not met.36
3. Materiality
In determining whether a claim or statement is false or fraudulent, most courts have
required, either explicitly or implicitly, an additional factor commonly known as “materiality” in
order to find liability under the False Claims Act. As they have been confronted with an
increasing number of false certification cases, courts have sifted through regulatory, statutory,
and/or contractual violations in order to decide whether they are material to the government's
payment decisions or not. A conflict developed in the circuits over what the proper test for
materiality should be, with decisions discussing the issue falling into two groups: those that
required the government (or relator) to meet a higher standard of materiality (the “prerequisite to
payment” test) and those that required a lower standard (the “capable of influencing” or "natural
tendency to influence" test).
In United States ex rel. Mikes v. Straus,37 the Second Circuit provided a very stringent
test for materiality—ironically, while stating that it was not deciding whether materiality was an
essential element of FCA liability—which was dependent on whether the claim “certifies
compliance with a statute or regulation as a condition to governmental payment.” In United
States ex rel. Harrison v. Westinghouse Savannah River Co.,38 on the other hand, the Fourth
Circuit applied a lower standard, which based materiality on the “potential effect of the false
statement when it is made.” Recently, the Supreme Court strongly indicated in Allison Engine
Co. v. United States ex rel. Sanders39 that FCA liability under Section 3729(a)(2) required a
showing of “materiality,” and that a false statement must be a “condition of payment” in order to
satisfy this materiality requirement.

36 See,

e.g., United States ex rel. Ketroser v. Mayo Found., 729 F.3d 825 (8th Cir. 2013) (“Mayo’s reasonable
interpretation of any ambiguity inherent in the regulations belies the scienter necessary to establish a claim of
fraud under the FCA”); United States ex rel. K & R Ltd. P’ship v. Massachusetts Hous. Fin. Agency, 530 F.3d
980 (D.C. Cir. 2008); United States ex rel. Farmer v. City of Houston, 523 F.3d 332 (5th Cir. 2008). See also
Chapman Law Firm v. United States, No. 09-891C, 2012 WL 256090 (Fed. Cl. Jan. 18, 2012) (applying the
doctrine of contra proferentem to the ambiguous contract provision that was drafted by the government, accepting
the contractor’s reasonable interpretation, and denying the government’s motion for partial summary judgment on
the FCA claim). Cf. United States ex rel. Chilcott v. KBR, Inc., No. 09CV4018, 2013 WL 5781660 (C.D. Ill.
Oct. 25, 2013) (finding both interpretations facially reasonable, but drawing from the allegations the “reasonable
inference that [Reltator’s] interpretation is the correct one” and inferring that “Defendants did not simply choose,
in good faith, a reasonable interpretation among equal alternatives.”); United States ex rel. Oliver v. Parsons,195
F.3d 457 (9th Cir. 1999) (ruling that “[a] contractor relying on a good faith interpretation of a regulation is not
subject to liability, not because his or her interpretation was correct or reasonable, but because the good faith
nature of his or her action forecloses the possibility that the scienter requirement is met”).
37 274 F.3d 687, 697 (2d Cir. 2001).
38 352 F.3d 908, 916 (4th Cir. 2003).
39 128 S. Ct. 2123, 2125-26 (2008).

FERA adopted and incorporated a statutory definition of “material” in Section
3729(b)(4)—“having a natural tendency to influence, or be capable of influencing, the payment
or receipt of money or property.” Although this was the first time a statutory materiality
standard was written into the FCA, the standard itself is not new to FCA case law. Indeed, many
courts have interpreted it as strongly limiting FCA liability to false statements that directly affect
the government’s payment decision, and several courts have held that violations of “conditions
of participation” in a federal health care program did not result in FCA violations.
For example, in United States ex rel. Conner v. Salina Regional Health Center,40 the
Tenth Circuit found that the defendant hospital's certifications in annual cost reports to Medicare
that it was in compliance with all applicable Medicare statutes and regulations did not violate the
FCA because they were sweeping, general certifications that were not specific conditions of
payment. The court explained that the reach of the relator's theory of liability essentially
contended that “any failure by [the hospital] to comply with any underlying Medicare statute or
regulation during the provision of any Medicare-reimbursable service renders this certification
false, and the resulting payments fraudulent,” and thus it suffered from overbreadth.
Similarly, in United States ex rel. Landers v. Baptist Memorial Health Care Corp.,41 the
court noted that the defendants’ alleged noncompliance with Medicare's conditions of
participation could possibly lead to “corrective action or even termination,” and found that there
was no evidence showing it would make the defendants ineligible for Medicare payments or lead
to nonpayment of the claims. Applying the Sixth Circuit's “natural tendency” test of materiality
to the alleged false certifications of compliance with the conditions of participation, the court
found that the test was not satisfied because
Conditions of Participation do not condition payment on certifications of
compliance. Therefore, any alleged false certifications of compliance
would not have a natural tendency to influence the Government's payment
decisions.42
A recurring problem with the natural tendency test of materiality is that, in determining
whether the government could have refused to pay or approve a claim, it is rarely deemed
necessary under that standard to consider the government officials' actual responses to the
alleged false claims. For example, in United States v. Rogan,43 the Seventh Circuit applied the
“capable of influencing” test of materiality and found that testimony of a government official
showing that it would not have paid was not a required component of materiality. The
fundamental problem with this approach is that government officials involved in the transaction
are the ones that have the public interest in mind when deciding whether or not to pay the claim,
and that key interest can be left out if their knowledge is not examined at all under the relaxed
natural tendency test of materiality. For this reason, the author has proposed that courts will find
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42 Id. at 979. See United States ex rel. Williams v. Renal Care Group, Inc., 696 F.3d 518 (6th Cir. 2012) (ruling that
durable medical equipment supplier standards were “conditions of participation” that, even if violated, did not
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43 517 F.3d 449 (7th Cir. 2008).
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a legal way to reinstate the “prerequisite to payment” requirement.44 That result is precisely
what happened in Chesbrough, Steury, Ketroser, Hobbs, and the line of cases discussed in the
falsity section above.
4. Causation
Section 3729(a)(1) of the FCA imposes liability on any person who “knowingly presents,
or causes to be presented, to an officer or employee of the United States Government or a
member of the Armed Forces of the United States a false or fraudulent claim for payment or
approval.” Liability under this provision specifically requires a causal link between the
defendant and the false submission to the government, but the Act does not include a definition
of causation. Principles of causation from tort law have been applied by some courts, but their
application to FCA allegations can stretch these principles beyond their legal foundations. Since
the provisions of the civil FCA and the criminal false claims statute were historically the same
until relatively recently, and in view of the FCA's punitive nature, a strong argument can be
made for strictly construing undefined or ambiguous provisions such as causation under the FCA
as under criminal statutes. Although FERA changed the predicate of the “causes to be
presented” language in Section 3729(a)(1)(A) to include claims to recipients of federal funds, it
did not define or change the meaning of causation under the FCA.
Recently, in United States v. Caronia, the Second Circuit derailed the government’s
criminal prosecution of a pharmaceutical sales representative for conspiracy to promote a
“misbranded” drug in violation of the Food, Drug, and Cosmetics Act’s (“FDCA”) misbranding
provisions.47 The court vacated the defendant’s conviction based on finding that the
government’s construction and application of the FDCA’s misbranding provisions to the sales
representative’s truthful speech in promoting the drug for off-label use violated the
representative’s right to freedom of speech under the First Amendment. Although the
government argued that it was not penalizing the representative’s speech, the court found that the
misbranding provisions imposed content-based and speaker-based restrictions on truthful
commercial speech that triggered heightened scrutiny of the restrictions. The court concluded
that the government’s construction of the FDCA provisions could not withstand scrutiny because
it criminalized truthful promotion of off-label drug applications by this particular group of
speakers without directly advancing the government’s interest in the drug approval process, and
there were less restrictive ways of meeting that goal—such as providing guidance to physicians
and patients. The Caronia decision provides a basis for challenging similar misbranding claims
in civil suits because it makes no difference for First Amendment purposes whether the context
is criminal or civil. As a result, in the future, the government may examine the truthfulness issue
more carefully in off-label promotion claims that are based on speech (because there is no First
Amendment protection for untruthful commercial speech), and it may also focus on other offlabel promotional activities by pharmaceutical companies—such as employee training
programs—to show intent to misbrand.
Recent cases applying causation principles in FCA cases include the following:
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United States ex rel. Hutcheson v. Blackstone Med., Inc., 647 F.3d 377, 391 (1st Cir.
2011) (noting that “[o]nly persons who knowingly submit or cause the submission of a
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false or fraudulent claim can be held liable for violating the FCA,” that “[t]he term
‘causes’ is hardly boundless,” and that “it has been richly developed as a constraint in
various areas of the law”).


United States ex rel. Sikkenga v. Regence Bluecross Blueshield of Utah, 472 F.3d 702
(10th Cir. 2006) (applying tort standard of proximate cause to determine that Utah
Medicare carrier's acceptance of a disputed code assisted providers in continuing to file
false claims to Medicare). In a concurring opinion, Judge Hartz agreed that the complaint
encompassed an allegation that the carrier caused the providers to submit false claims,
but he would not apply tort principles to judge FCA causation because of the punitive
nature of the FCA and its long-term congruence with the criminal false claims statute. Id.
at 733-34.



United States ex rel. Schmidt v. Zimmer, Inc., 386 F.3d 235 (3d Cir. 2004) (noting that,
under causation principles of negligence law, jury could find that Zimmer caused false
filing if it was a “normal consequence of the situation created by” Zimmer's marketing
scheme).



United States ex rel. Tessitore v. Infomedics, Inc., 847 F. Supp. 2d 256 (D. Mass. 2012)
(rejecting relator’s theory—that drug manufacturer’s failure to report adverse events kept
FDA from requiring warnings sooner, causing more prescriptions for Paxil to be written
by physicians and more claims for reimbursement to the government—as an unsupported
hypothetical that called for inferences that went against the evidence).



United States ex rel. Freedman v. Suarez-Hoyos, MD, No. 8:04CV933-T-24 EAJ, 2012
WL 4344199 (M.D. Fla. Sept. 21, 2012) (citing Parke-Davis and ruling that liability
could attach to a kickback arrangement that was a substantial factor in causing
presentment of a false claim).



Massachusetts v. Shering-Plough Corp., No. 03-11865-PBS, 2011 WL 4436969, at *3
(D. Mass. Sept. 23, 2011) (finding that pharmacists’ claims were factually false but that
defendants had “no role in causing that independent falsehood”).



United States ex rel. Carpenter v. Abbott Labs., Inc., 723 F. Supp. 2d 395 (D. Mass.
2010) (finding allegations that defendant’s literature compared its drug favorably with
other drugs approved for off-label outpatient use and failed to reflect unfavorable
information about the drug were sufficient to pass the “substantial factor” test for
causation of claims to Medicare for off-label use).



United States ex rel. DeCesare v. Americare In Home Nursing, No. 1:05CV696, 2010
WL 5313315, at *13 (E.D. Va. Dec. 16, 2010) (finding that it was a “necessary,
foreseeable, and obvious consequence of VNSN's referrals that Medicare and Medicaid
claims would be filed,” and therefore that the complaint alleged that VNSN caused false
claims to be submitted under the “substantial factor” test).



United States ex rel. Strom v. Scios, Inc., 676 F. Supp. 2d 884, 891 (N.D. Cal. 2009)
(finding that the causation requirement of Rule 9(b) had been met by the allegation that
“Defendants' marketing activities created the market for the outpatient use of [the drug],

and . . . encouraged such a use even though they had no credible evidence that [the drug]
was effective in that context”).


United States ex rel. Drescher v. Highmark, Inc., 305 F. Supp. 2d 451 (E.D. Pa. 2004)
(cautioning the government that basing causation on medical insurers' incorrect denial or
incorrect payment of claims and subsequent submission of false claims by secondary
insurer was "novel" theory that would require evidence of direction and control on
medical insurer's part and few options on the part of secondary insurers).
5. Knowledge and Intent
Under Section 3729(b) of the FCA, "knowing" and "knowingly" are defined as:
(1) has actual knowledge of the information;
(2) acts in deliberate ignorance of the truth or falsity of the
information; or
(3) acts in reckless disregard of the truth or falsity of the
information,
and no proof of specific intent to defraud is required.

FERA made no substantive change in this definition.
a.

Allison Engine Intent

In Allison Engine Co. v. United States ex rel. Sanders, the Supreme Court found that the
“presentment” requirement that limits liability under Section 3729(a)(1) was not a requirement
under Section 3729(a)(2). In order to prevent the FCA from being used as an “all-purpose
antifraud statute,”45 however, the Court imposed another intent element, in addition to the FCA’s
“knowing” standard, that limited a defendant’s liability under Sections 3729(a)(2) and (a)(3) to
the “natural, ordinary, and reasonable consequences of his conduct.” The Court found that the
purpose of a false statement under Section 3729(a)(2) must be “to get” a false claim paid or
approved by the government, and that a conspiracy to defraud under Section 3729(a)(3) must be
for the purpose of “getting” a false claim allowed or paid. FERA’s FCA amendments removed
these references to purpose, substituting a materiality requirement for the “to get” language in
Section 3729(a)(1)(B) that the Supreme Court in Allison Engine relied upon in imposing the
additional intent requirement, and making a similar substitution in Section 3729(a)(1)(G). These
substantive alterations to the statute complicate FCA litigation and raise retroactivity issues in
some cases, as already noted above. FERA did not alter Section 3729(b)(1), which sets forth the
statutory intent standard in the definitions of “knowing” and “knowingly,” discussed below.
b. The “Reckless Disregard” Standard
The FCA’s actual knowledge and deliberate ignorance standards are rarely used by the
government to prove intent because the defendant's specific state of mind is the determining
45

553 U.S. 662, 672 (2008).

factor under them. Reckless disregard, on the other hand, has been described as aggravated gross
negligence, gross negligence-plus, or conduct that runs an unjustifiable risk of harm. 46 The
government has also argued that the FCA’s knowledge standard can be met with “collective
knowledge,” but that argument was soundly rejected by the D.C. Circuit in a recent decision, as
discussed below.
In Safeco Insurance Co. of America v. Burr, the Supreme Court held that the reckless
disregard standard was an objective one in a case interpreting a similar standard in the Fair
Credit Reporting Act ("FCRA").47 Under this objective standard, the Court found that a
defendant’s incorrect interpretation of an ambiguous statutory provision, if reasonable, does not
provide a basis for liability unless there was an unjustifiably high risk of violating the statute. In
United States ex rel. K & R Ltd. Partnership v. Massachusetts Housing Finance Agency, the
D.C. Circuit applied the definition of reckless disregard from the Supreme Court's Safeco
decision to an FCA case. 48 Safeco and K & R Ltd. make examinations of subjective intent
unnecessary in FCA cases involving reasonable interpretations of ambiguous requirements where
the government has not provided guidance.49
The government has argued that corporate “collective knowledge” is appropriate under
the False Claims Act because the Act is remedial rather than penal in nature. This fundamentally
misconstrues the nature of the statute, particularly in light of rulings characterizing FCA
damages and penalties as punitive. In United States v. Science Applications International Corp.,
the D.C. Circuit forcefully and definitively rejected the government’s argument that collective
knowledge can be used to prove intent under the False Claims Act.50 Exhibiting a clear grasp of
the high stakes involved in FCA liability, the panel unanimously held that collective knowledge
was “an inappropriate basis for [FCA] scienter” because
it effectively imposes liability, complete with treble damages and
substantial civil penalties, for a type of loose constructive knowledge that
is inconsistent with the Act’s language, structure, and purpose.51
As a result, the court found that the FCA’s scienter standard must be strictly enforced, and it
interpreted this standard to allow liability based on constructive knowledge only when
defendants act with “reckless disregard” or “deliberate ignorance,” noting that innocent mistakes
or negligence remain defenses to liability. Collective knowledge conflicts with this statutory
standard, the court concluded, because it lacks balance and precision, noting that it would allow
46
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48 530 F. 3d 980 (D.C. Cir. 2008). See also United States ex rel. Farmer v. City of Houston, 523 F.3d 333 (5th Cir.
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49 See also United States United States ex rel. Lockyer v. Hawaii Pacific Health Group Plan, 343 Fed. Appx. 279
(9th Cir. 2009) (good faith interpretation of “incident to” regulations foreclosed FCA liability); United States ex
rel. Bott v. Silicon Valley Colls., 262 Fed. Appx. 810 (9th Cir. 2008) (relators could not show scienter where
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Corinthian Colls., No. CV07-1984 PSG, 2009 WL 4730890 (C.D. Cal. Dec. 4, 2009) (finding that Colleges
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50 626 F.3d 1257 (D.C. Cir. 2010).
51 Id. at 1274.
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“a plaintiff to prove scienter by piecing together scraps of ‘innocent’
knowledge held by various corporate officials, even if those officials never
had contact with each other or knew what others were doing in connection
with a claim seeking government funds.” United States ex rel. Harrison v.
Westinghouse Savannah River Co., 452 F.2d 908, 918 n.9 (4th Cir. 2003). In
other words, even absent proof that corporate officials acted with deliberate
ignorance or reckless disregard for the truth by submitting a false claim as the
result of, for instance, a communication failure, the fact-finder could
determine that the corporation knowingly submitted a false claim.52
The court held that the proper standard for knowledge under the FCA excludes collective
knowledge. Because the district court’s instruction to the jury allowed it to find that SAIC
submitted false claims “knowingly” where no individual at SAIC had all of the knowledge
necessary for FCA liability, the court found that the district court’s instruction was erroneous and
prejudicial, and ordered a new trial.
The SAIC case includes one more element that is critical to the “knowledge” requirement
in FCA cases based on implied certifications that are alleged to be false. While deciding that the
D.C. Circuit would accept this basis for FCA liability, the court placed an important limit on its
use:
Establishing knowledge under this provision on the basis of implied
certification requires the plaintiff to prove that the defendant knows (1) that it
violated a contractual obligation, and (2) that its compliance with that
obligation was material to the government’s decision to pay.53
This new knowledge requirement is a critical limit on the use of the implied certification theory
of liability because it means that the government or the relator will have to prove the defendant
knew that the government’s paying agent considered the violation to be material. Only time will
tell if this rational limitation on false certification cases will be adopted by other circuits.
6. Reverse False Claims
Under Section 3729(a)(7), liability for a “reverse false claim” is triggered only when a
person
knowingly makes, uses, or causes to be made or used, a false record or
statement to conceal, avoid, or decrease an obligation to pay or transmit
money or property to the Government.
This requires the person to take an affirmative step to avoid an obligation to pay the government.
In United States ex rel. Bahrani v. ConAgra, Inc. (“Bahrani II”) the Tenth Circuit agreed with
the defendants that Allison Engine’s intent requirement was equally applicable to claims brought
under Section 3729(a)(7), even though the Supreme Court had not specifically resolved the
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issue.54 Thus, in order to prove liability under this section, in addition to taking an affirmative
step, the relator must also “establish that the defendant ‘made a false record or statement for the
purpose of’ concealing, avoiding, or decreasing an obligation to pay or transmit money or
property to the Government.”55 In ruling that Section 3729(a)(7) liability required proof of this
intent element and concluding that the jury specifically determined that the relator had not
proved the required Allison Engine intent element, the Tenth Circuit reversed the judgment
below in favor of the relator on the reverse false claims allegations in Bahrani II. The Tenth
Circuit also rejected the government’s argument that the five claims should be remanded, and
declined to order a new trial, concluding that:
[i]f every defendant who knows or should know about an obligation to pay
money is automatically deemed to have acted with the purpose of decreasing
the obligation, there is no purpose or intent standard left.56
FERA, however, eliminated the key words denoting purpose in Section 3729(a)(7)―“to
conceal, avoid, or decrease”―instead, basing liability under Section 3729(a)(1)(G) on making,
using, or causing a false record or statement that is “material” to an “obligation” to pay money to
the government. In addition, FERA provided an alternative basis for liability which requires
simply concealing, avoiding, or decreasing an “obligation” to pay the government without the
necessity of making any false statement.57 “Obligation” is defined as an established duty,
whether or not fixed, arising from a contract, grant, license, fee-based, or similar relationship, or
from retention of an overpayment. Precisely how a duty arises from retention of an overpayment
and when it becomes “established” is not clear under this statutory language. The Senate Report
explained that this language was not intended “to create liability for a simple retention of an
overpayment that is permitted by a statutory or regulatory process for reconciliation,” such as
those under a state-administered Medicaid program.58 In addition, the term “improperly” in
Section 3729(a)(1)(G) seems to limit this liability to a bad faith retention of an overpayment.59
While FERA imposed liability for retention of an overpayment under the FCA in these
general terms, the Affordable Care Act of 2010 directly linked retention of an overpayment
under Medicare or Medicaid to FCA liability. It defined an “overpayment” as any Medicare or
Medicaid funds “that a person receives or retains . . . to which the person, after applicable
reconciliation, is not entitled,” and established the deadline for reporting and returning an
overpayment as the later of either 60 days after an overpayment has been “identified” or the date
of a corresponding cost report.60 The ACA did not define the term “identified,” however, nor
did it use the FCA’s terms “knowing” or “knowingly.” Although overpayments returned within
the deadline are excluded from FCA liability, the ACA stated that an overpayment retained after
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reconciliation is an “obligation” under Section 3729(b)(3) of the FCA. The ACA provided no
lookback period for this FCA liability.
The Centers for Medicare and Medicaid Services (“CMS”) recently proposed rules that
address a number of these issues.61 First, the proposed rules adopt the FCA’s definition of
“knowing” or “knowingly” as the definition of the term “identified”:
[W]e propose that a person has identified an overpayment if the person has
actual knowledge of the existence of the overpayment or acts in reckless
disregard or deliberate ignorance of the overpayment.62
The proposed rules provide that the 60-day reporting requirement would run from the date on
which the overpayment was identified. For example, this period would begin when a provider or
supplier receives information that raises “an obligation to make a reasonable inquiry” as to
whether an overpayment exists.63 The information could come from such sources as a
government agency audit, an internal audit, or an anonymous compliance hotline complaint.
CMS further proposed that the obligation to report or return an overpayment should extend to
overpayments identified within 10 years of the date the overpayment was received.64 Various
factual disputes will undoubtedly arise if these standards are adopted, including: whether the
information provided was sufficient to raise a duty to inquire; whether a “reasonable inquiry”
was made; whether an overpayment actually existed; and whether a decision not to report and
return the payment was in reckless disregard of an obligation to do so. The potential
responsibility for making inquiries going back ten years and the 60-day deadline for making the
repayments raise additional concerns. Comments on the proposed rules were due in April 2012.
CMS has not issued a final rule.
7. The Wartime Suspension of Limitations Act
The Wartime Suspension of Limitations Act (“WSLA”) is a 60-year old criminal code
provision that purports to suspend the statute of limitations for “any offense” involving fraud
against the government when the United States is “at war.”65 In United States ex rel. Carter v.
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Halliburton Co.,66 a case involving allegations that defendants submitted false claims for
services provided to the U.S. military in Iraq, the Fourth Circuit became the first circuit court in
more than fifty years to apply the WSLA to a civil qui tam action and the first to apply it since
the 1986 FCA amendments. The panel in Carter was divided, with each judge writing a separate
opinion, including a vigorous dissent by Judge Agee. The panel majority held that the WSLA
applied to the relator’s civil claims in an unintervened qui tam action. It also ruled that the
United States had been “at war” since at least 2002, that the WSLA’s formal requirements for
terminating hostilities had not yet been met, and thus that the period of suspension was
continuing—an interpretation that allows what could amount to an indefinite tolling of the
FCA’s statute of limitations. The dissenting judge pointed out that applying the WSLA to a
private relator’s suit was inconsistent with the purpose of theWSLA, which gives the government
the unique power to toll limitations periods so that it can effectively police fraud offenses that
occur during “the fog of war,” arguing that
[t]he triggering and terminating provisions of the WSLA are both related to and
solely controlled [by] actions of the United States government: declaration of war
or congressional authorization for use of military force (to trigger) and
congressional resolution or Presidential proclamation (to terminate). In either
circumstance, Congress and the President possess the unique power to invoke the
WSLA to toll the limitations period for fraud offenses: a period when the same
government is thus released from a looming time bar to bring an FCA claim. The
private qui tam plaintiff has no connection with these decisions and it seems odd
to conclude that such a private plaintiff, absent a clear statutory direction, should
be entitled to the same limitations period as the necessary actor, the government.
There is no such clear statutory direction.
Noting that under the majority’s construction, “tolling will indeed extend indefinitely,” the
dissent found that “[s]uch an expansive limitations period applicable to private qui tam plaintiffs
is unsupported by statute, legislative history, or precedent.”
The defendants in Carter have sought certiorari on this issue, observing that “[i]t would
be difficult to invent a more sweeping, and troubling, holding,” and the Supreme Court has
invited the Solicitor General to file a brief expressing the views of the United States in Carter.67
Although not all modern FCA violations require “fraud,” the Justice Department as well as selfinterested qui tam relators have latched onto the WSLA, advocating its application to toll the
FCA’s statute of limitations not only in actions involving procurement fraud, but in other types
of civil FCA claims as well.68
Definitions of terms in section 103 of title 41 shall apply to similar terms used in this section. For
purposes of applying such definitions in this section, the term "war" includes a specific
authorization for the use of the Armed Forces, as described in section 5(b) of the War Powers
Resolution (50 U.S.C. 1544 (b)).
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701 F.3d 171 (4th Cir. 2013).
Petitioners’ Reply Br. at 2, Kellogg Brown & Root Servs., Inc. v. United States ex rel. Carter, No. 12-1497 (filed
Sept. 2013).
68 See, e.g., United States v. Wells Fargo, No. 12CV7527 (JMF), 2013 WL 5312564 (S.D.N.Y. Sept. 24, 2013)
(refusing to limit the WSLA to wartime procurement and finding that applying the WSLA to all frauds against the
United States, including FCA mortgage fraud claims unrelated to war, accorded with similar decisions by other
courts); United States ex rel. Emanuele v. Medicor Assocs., No 2013 SWL 3893323 (W.D. Pa. July 26, 2013)
(adopting Carter dissenting judge’s reasoning and holding qui tam relator’s Medicare/Medicaid kickback claims
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8. Damages and Penalties
FCA violations result in liability for:
a civil penalty of not less than $5,000 and not more than $10,000, . . . plus 3 times
the amount of damages which the Government sustains because of the [person’s]
act.”69
The measure of damages in a False Claims Act case is dependent on the nature of the alleged
fraud, but the test is always the same: the difference between what the government actually paid
and what it should have paid absent the FCA violation. In false certification cases, courts of
appeals appear to be divided regarding whether a broad “but for” test or an actual loss test of
causation is the proper measure of damages.
In United States v. Science Applications International Corp.,70 the D.C. Circuit vacated
the damages portion of the decision below because of a flawed jury instruction that required the
jury to assume that SAIC’s services had no value. That assumption was particularly egregious in
this case because the jury had already decided that actual damages to the government, as
measured for purposes of the alternative breach of contract claim, were $78, yet the district court
imposed FCA damages of $6.49 million. Reversing that portion of the lower court’s decision,
the circuit court held that there is no irrebuttable presumption that expert services and advice are
worthless if an organizational conflict of interest provision has been violated, and ruled that the
damages must take into account the value of the goods and services. The panel pointed out that,
under the benefit of the bargain framework that applied in this case, damages should be
calculated by determining the amount the government paid minus the value of the goods or
services provided, which is the standard measure under the FCA. Indeed, the evidence showed
that the government agency, NRC, continued to use SAIC’s work product after its contract with
SAIC was terminated in 1999, and an NRC project manager testified that SAIC’s “actual work
product ‘constituted the opposite of a conflict,’ . . . due to its transparency and fairly conservative
results.” The jury instruction erroneously removed this calculation from the case, and
established an irrebuttable presumption that the services of an expert are worthless where a
violation of a conflict of interest requirement has occurred. Because the district court’s
instruction to the jury required them to assume that SAIC’s services had no value, the court
vacated and remanded the damages for a new trial.

time barred); United States ex rel. Paulos v. Stryker Corp., No. 11-0041CV-W-ODS, 2013 U.S. Dist. LEXIS 82294
(W.D. Mo. June 12, 2013) (applying WLSA to allegations that pain pump claims lacked FDA approval); United
States v. BNP Paribas SA, No. H-11-3718, 2012 WL 3234233 (S.D. Tex. Aug. 6, 2012) (ruling that WSLA applied
to claims that defendants fraudulently procured USDA guarantees for exports of US commodities to ineligible
importers in Mexico); Second Amended Complaint, United States ex rel. O'Keefe v. Pfizer Inc., No. 11-cv-10065
(D. Mass. June 6, 2013) (invoking WSLA for $1 billion in Medicaid/Medicare claims dating to 1997); Complaint,
United States ex rel. Paradise v. Mass. Gen. Hosp., No. 1:13-cv-11070 (D. Mass. May 8, 2013) (citing WSLA in
alleging medical treatment claims dating to 1996); Complaint, United States ex rel. Landis v. Tailwind Sports
Corp., No. 1:10-cv-00976-RLW (D.D.C. Feb. 22, 2013) (intervened claims that Lance Armstrong and associates
engaged in doping to win bicycle races and obtain sponsorship funds from the U.S. Postal Services, based on
conduct dating to 1996). See also FraudMail Alert Nos. 13-10-09; 13-03-21; 12-08-16.
69 31 U.S.C. §3729(a)(1) (emphasis supplied).
70 626 F. 3d 1257 (D.C. Cir. 2010).

In United States v. Rogan,71 on the other hand, the district court did not apply a benefit of
the bargain analysis in evaluating damages in the context of Stark Act and AKS violations. The
court noted that the violations were “myriad” and “overwhelming,” and found that the
government would not have paid anything for the claims of patients referred by physicians that
had prohibited financial relationships with the hospital, citing the Stark Act. It measured the
damages as the entire federal share of these claims to Medicare and Medicaid.72 After they were
trebled, the damages were more than $50 million.
The physicians involved in the alleged kickbacks had already pled guilty in criminal
proceedings on the scheme. Under Stark, Rogan might have argued that the $16.8 million
overpayments should be disallowed and repaid rather than trebled under the FCA. Rogan, a
healthcare and hospital administrator, however, argued that he could not be liable under the Stark
Act because he was not a physician. The court rejected the argument, finding that the issue was
Rogan's violation of the FCA rather than the Stark Act. It also applied a particularly harsh
damages calculation under the FCA, rather than engaging in a benefit analysis, and trebled the
entire overpayment amount without considering the value of the services provided. In addition,
it found that there were 18,000 penalties, bringing the total damages and penalties to over $64
million. The Seventh Circuit affirmed the damages award in Rogan, adopting the lower court’s
decision that placed no value on the medical services provided during the period of the unlawful
payments for referrals and agreeing that “when the conditions [of the government’s payment] are
not satisfied, nothing is due.”
As the decisions above reflect, a key feature of FCA liability is its treble damages
provision. An important recent development on the application of this multiplier is the Seventh
Circuit’s revisitation of the question of whether net or gross damages are trebled when deducting
the value of goods or services received by the government. Historically, the Justice Department
advocated and employed the “gross trebling” method—which trebles the claim amount first and
afterward deducts the value of goods and services provided—but that method distorts the
government’s actual damages by severely diminishing the value of any benefit received. In
United States v. Anchor Mortgage Corp.,73 the Seventh Circuit held that the proper approach was
“net trebling”—which subtracts the value of goods or services provided before multiplying the
damages and thus accounts for the actual benefit that the government received. The Seventh
Circuit based its holding on the finding that no FCA language or policy supported departure from
the norm in civil litigation, where damages are based on net loss, and it rejected the Justice
Department’s misreading of the Supreme Court’s decision in United States v. Bornstein.74 There
is an emerging circuit split on this issue, given the Ninth Circuit’s decision in United States v.
Eghbal, 548 F.3d 1281 (9th Cir. 2008).
Without question, the remedy most feared under the False Claims Act is the $5,500$11,000 per claim penalty.75 FCA penalties are assessed on a per-claim basis regardless of the
71

459 F. Supp. 2d 692 (N.D. Ill. 2006), aff’d, 517 F.3d 449 (7th Cir. 2008).
Id. at 726-27.
73 711 F.3d 745 (7th Cir. 2013).
74 423 U.S. 303 (1976). In Bornstein, the Court supported using the traditional market value approach to measure
actual damages—and thus net trebling—but found that this approach did not apply to a third party’s settlement
payments to the government, which were deducted after damages were multiplied. 423 U.S. at 317 n.13.
75 Under the 1986 amendments, FCA penalties range from $5,000 to $10,000 per violation. However, on August
30, 1999, the Justice Department published a final rule that increased these penalties to a minimum of $5,500 and a
maximum of $11,000 for violations occurring after September 29, 1999. See 28 C.F.R. § 85.3 (a)(9) (2002).
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amount of the damages, except when the court finds that the result is an excessive civil penalty.76
A recent decision by the U.S. Court of Appeals for the Fourth Circuit in United States ex rel.
Bunk v. Gosselin World Wide Moving, N.V., unwittingly may have opened the door to a new and
unsettling era in qui tam litigation.77 Dispensing with decades of Supreme Court
jurisprudence—including one case argued by Chief Justice Roberts before he took the federal
bench—the Fourth Circuit ordered the trial court to impose $24 million in FCA penalties against
the defendants following a trial at which the relator pointedly sought no FCA damages and no
proof of economic harm to the United States was ever established. This result is squarely at odds
with a number of constitutional protections, particularly the Eighth Amendment’s Excessive
Fines Clause, as well as decisions applying that constitutional provision to FCA penalty
awards.78 The Fourth Circuit’s sole reliance on intangible and non-economic factors such as
“deterrent effects” and public policy considerations to override the traditional excessive fines
analysis lacks precedent and should result in en banc, and, if necessary, Supreme Court review.
9. Public Disclosure and Original Source
In 2010, Congress amended the FCA’s public disclosure bar as part of the comprehensive
health care reform initiative in the Affordable Care Act,79 adding new limitations to the public
disclosure provision in Section 3730(e)(4)(A) and expanding the original source exception in
Section 3730(e)(4)(B). Section 3730(e)(4) now provides:
(A) The court shall dismiss an action or claim under this section, unless opposed by the
Government, if substantially the same allegations or transactions as alleged in the action
or claim were publicly disclosed―
(i) in a Federal criminal, civil, or administrative hearing in which the Government
or its agent is a party;
(ii) in a congressional, Government Accountability Office, or other Federal report,
hearing, audit, or investigation; or
(iii) from the news media,
unless the action is brought by the Attorney General or the person bringing the action is
an original source of the information.
(B) For purposes of this paragraph, “original source” means an individual who has
either―
(i) prior to a public disclosure under subsection (e)(4)(A), has voluntarily disclosed to the
Government the information on which allegations or transactions in a claim are based, or
(ii) who has knowledge that is independent of and materially adds to the publicly
disclosed allegations or transactions, and who has voluntarily provided the information to
the Government before filing an action under this section.

76 See, e.g., United States v. Cabrera-Diaz, 106 F. Supp.2d 234 (D.P.R. 2000) (refusing to impose any penalties at
all, because they would be excessive). See also United States v. Mackby, 261 F.3d 821 (9th Cir. 2001) (holding that
FCA damages and penalties are subject to Eighth Amendment limitations).
77 No. 12-1369 (4th Cir. Dec. 19, 2013).
78 See FraudMail Alert No. 13-12-20, Fourth Circuit Holds That a $24 Million FCA Penalty is Not an “Excessive
Fine” Even Where the Relator Fails to Prove That the United States Suffered Any Economic Harm (Dec. 12, 2013).
79 ACA, Pub. L. No. 111- 148, 124 Stat. 119, 901-02 (2010) (amending 31 U.S.C. § 3730(e)(4)). See FraudMail
Alert No. 10-03-24, Here They Go Again―Newly Enacted Comprehensive Health Care Reform Law Contains More
FCA Amendments (attached as Appendix 3).

Under the 2010 bar, if “substantially the same” allegations or transactions were publicly
disclosed, then the qui tam relator must be an “original source,” unless the government opposes
dismissal. While the 1986 public disclosure bar was considered a threshold jurisdictional
determination,80 the 2010 amendments eliminate the word “jurisdiction,” and replace it with the
requirement that “the court shall dismiss . . . an action or claim.” Thus, instead of statutorily
withdrawing jurisdiction if the relator is not an original source of allegations that were publicly
disclosed, the new language directs the court to dismiss the qui tam action or claim, “unless
opposed by the Government.” It is not clear what action the government must take in order to
oppose dismissal under this new provision, and to date, there has been no published case in
which DOJ has exercised this power.81
In addition, the amendments narrow the definition of public disclosures to disclosures in
federal sources―that is, disclosures in federal criminal, civil, or administrative hearings under
Section 3730(e)(4)(A)(i), and in federal hearings, reports, audits, or investigations under Section
3730(e)(4)(A)(ii). These revisions effectively overrule the Supreme Court’s ruling in Graham
County Soil & Water Conservation District v. United States ex rel. Wilson, (“Graham County
II”)82 that qui tam allegations could be publicly disclosed by state and local sources, and
eliminate defenses based on disclosures from state and local government sources unless the
information is also disclosed in the news media or otherwise publicly disclosed. The defense to
public disclosures in federal hearings is further narrowed to hearings in which the government or
its agent is a party, thus excluding disclosures made in purely private litigation such as retaliation
or negligence actions.
The amendments also revise the original source exception. Rather than requiring the
original source to have both “direct” and “independent” knowledge of the alleged fraud, the
original source exception is met by knowledge that is “independent” of and “materially adds” to
the publicly disclosed allegations, which must be voluntarily disclosed to the government before
filing suit. The “materially adds” requirement is not specifically defined in the statute, but to the
extent that it could be met by someone other than an insider, it would represent a significant
change in the law. The first prong of the exception is met by voluntarily disclosing the
information underlying the allegations to the government prior to the public disclosure.
Because of the ACA’s silence on the issue of an effective date for these qui tam
amendments, the Supreme Court applied the presumption against retroactivity in Graham County
II, limiting the impact of the ACA’s public disclosure amendments in cases pending at the time
of enactment and leaving open the question of whether the amendments apply retroactively to
prior conduct where no qui tam case was pending.83
8. Whistleblower Retaliation
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See Rockwell Int’l Corp. v. United States ex rel. Stone, 127 S. Ct. 1397, 1406 (U.S. 2007).
Cf. 31 U.S.C. § 3730(b)(4)(B) (clearly setting forth procedures for the government to notify the court of its
decision not to take over a qui tam action).
82 130 S. Ct. 1396 (U.S. 2010). The reader should note that the author filed an amicus brief on behalf of the
Washington Legal Foundation and the Allied Educational Foundation in support of Petitioners in Graham County II.
83 See Graham County II, 130 S. Ct. 1396, 1400 n.1 (2010). To the extent that it is not effectively foreclosed under
Schumer, this will be a disputed issue, with defendants arguing, as they did in Schumer, that the qui tam
amendments should not be given retroactive effect because they would enlarge liability and eliminate defenses in
qui tam suits, and relators arguing in favor of retroactivity. See Hughes Aircraft Co. v. United States ex rel.
Schumer, 520 U.S. 939, 948 (1997).
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The FCA as amended in 1986 contained a whistleblower’s cause of action for retaliation
which provided that an employee who was discharged or otherwise discriminated against in the
terms or conditions of employment by an “employer” because of lawful acts done by the
“employee” in furtherance of an action under Section 3730 “shall be entitled to all relief
necessary to make the employee whole.” FERA revised the definition of both protected persons
and protected conduct in Section 3730(h). It removed the specific reference to the “employer”
(and thus the requirement of an employee-employer relationship) so that independent contractors
could bring retaliation actions under Section 3730(h).84 However, FERA’s revised definition of
protected conduct, under which lawful acts “in furtherance of an action under this section” was
replaced by the phrase “in furtherance of other efforts to stop 1 or more violations,” did not make
sense. This seemed to require the person to actually try to stop the fraud itself rather than simply
take steps toward filing a qui tam action.
The year after FERA’s FCA amendments were enacted, Congress once again revised the
definition of “protected conduct” under Section 3730(h) in the Dodd-Frank Wall Street Reform
and Consumer Protection Act.85 This revision restored the original definition of protected
conduct that covered lawful acts in furtherance of a qui tam suit, but also retained FERA’s “other
efforts to stop 1 or more violations.” Section 3730(h) now provides:
Any employee, contractor, or agent shall be entitled to all relief necessary
to make that employee, contractor, or agent whole if that employee,
contractor, or agent is discharged, demoted, suspended, threatened,
harassed, or in any other manner discriminated against in the terms and
conditions of employment because of lawful acts done by the employee,
contractor, or agent on behalf of the employee, contractor or agent, or
associated others in furtherance of an action under this section or other
efforts to stop 1 or more violations of this subchapter.
In addition, for the first time, Section 3730(h) was revised to provide a statute of limitations for
retaliation that requires the action to be brought within three years of the date when the
retaliation occurred.
III. State False Claims Acts
As a result of the Medicaid fraud provisions in the Deficit Reduction Act of 2005
("DRA") and an economic incentive in the DRA that encourages every state without a state false
claims act with qui tam provisions to adopt one, state legislatures have enacted state false claims
laws with provisions that mirror, or exceed, the federal FCA.86 There are now 29 of these state
laws, and they are increasing false claims visibility, enforcement actions, and recoveries. 87 The
states that have qui tam false claims statutes are: California, Colorado, Connecticut, Delaware,
Florida, Georgia, Hawaii, Illinois, Indiana, Iowa, Louisiana, Maryland, Massachusetts,
Michigan, Minnesota, Montana, Nevada, New Hampshire, New Jersey, New Mexico, New
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See BOESE, § 4.11[B][2][b] (discussing the term “employer” and the independent contractor issue).
Pub. L. No. 111-203, § 3301, 124 Stat. 1376 (2010). See FraudMail Alert No. 10-06-29, Here They Go Again,
Round III: Financial Reform Bill Contains More FCA Amendments (Attached as Appendix 4).
86 See Deficit Reduction Act of 2005, Pub. L. 109-171, § 6031 (2006). Updated guidelines for evaluating whether
state FCAs conform to the current federal FCA were issued by HHS OIG in 2013. See Dep’t of Health & Human
Servs., Office of Inspector General, OIG Guidelines for Evaluating State False Claims Acts (Mar. 15, 2013),
available at http://oig.hhs.gov/fraud/docs/falseclaimsact/guidelines-sfca.pdf.
87 See BOESE, Chapter 6 (discussing individual state and municipal false claims laws).
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York, North Carolina, Oklahoma, Rhode Island, Tennessee, Texas, Virginia, Washington, and
Wisconsin. The District of Columbia, New York City, Philadelphia, and Chicago also have false
claims laws with qui tam enforcement. Many states have begun the process of amending their
state false claims laws to include the far more onerous provisions in the FERA, ACA, and DoddFrank amendments in order to qualify for the DRA incentive.

Appendix 1

THE FEDERAL FALSE CLAIMS ACT
31 U.S.C. §§ 3729-3733
As amended by:
The Fraud Enforcement and Recovery Act of 2009, Pub. L. No. 111-21, § 4, 123 Stat.
1617, 1621 (2009) (signed by the President on May 20, 2009)
The Patient Protection and Affordable Care Act, Pub. L. No. 111-148, § 1303, 124 Stat.
119, 168 (2010) (signed by the President on Mar. 23, 2010)
The Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 111-203,
§ 1079A, 124 Stat. 1376, 2077 (2010) (signed by the President on July 21, 2010).
§ 3729. False claims
(a)

LIABILITY FOR CERTAIN ACTS.—Any
(1)

IN GENERAL.—Subject to paragraph (2), any person who—
(1A)

knowingly presents, or causes to be presented, to an officer or
employee of the United States Government or a member of the
Armed Forces of the United States a false or fraudulent claim for
payment or approval;

(2B)

knowingly makes, uses, or causes to be made or used, a false
record or statement material to get a false or fraudulent claim paid
or approved by the Government;

(3C)

conspires to defraud the Government by getting a false or
fraudulent claim allowed or paidcommit a violation of
subparagraph (A), (B), (D), (E), (F), or (G);

(4D)

has possession, custody, or control of property or money used, or
to be used, by the Government and, intending to defraud the
Government or willfully to conceal the property, knowingly
delivers, or causes to be delivered, less property than the amount
for which the person receives a certificate or receiptthan all of that
money or property;

(5E)

is authorized to make or deliver a document certifying receipt of
property used, or to be used, by the Government and, intending to
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defraud the Government, makes or delivers the receipt without
completely knowing that the information on the receipt is true;
(6F)

knowingly buys, or receives as a pledge of an obligation or debt,
public property from an officer or employee of the Government, or
a member of the Armed Forces, who lawfully may not sell or
pledge the property; or

(7G)

knowingly makes, uses, or causes to be made or used, a false
record or statement material to conceal, avoid, or decrease an
obligation to pay or transmit money or property to the
Government, or knowingly conceals or knowingly and improperly
avoids or decreases an obligation to pay or transmit money or
property to the Government,

is liable to the United States Government for a civil penalty of not less
than $5,000 and not more than $10,000, as adjusted by the Federal Civil
Penalties Inflation Adjustment Act of 1990 (28 U.S.C. 2461 note; Public
Law 104-410), plus 3 times the amount of damages which the Government
sustains because of the act of that person, except that if.
(2)

REDUCED DAMAGES.—If the court finds that—
(A)

the person committing the violation of this subsection furnished
officials of the United States responsible for investigating false
claims violations with all information known to such person about
the violation within 30 days after the date on which the defendant
first obtained the information;

(B)

such person fully cooperated with any Government investigation of
such violation; and

(C)

at the time such person furnished the United States with the
information about the violation, no criminal prosecution, civil
action, or administrative action had commenced under this title
with respect to such violation, and the person did not have actual
knowledge of the existence of an investigation into such violation,

the court may assess not less than 2 times the amount of damages which
the Government sustains because of the act of thethat person.
(3)

(b)

COSTS OF CIVIL ACTIONS.—A person violating this subsection shall also be
liable to the United States Government for the costs of a civil action
brought to recover any such penalty or damages.

KNOWING AND KNOWINGLY DEFINEDDEFINITIONS.—For purposes of this section,

—
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(1)

the termsterms “knowing” and “knowingly” ”—
(A)

(B)
(c)

(1i)

has actual knowledge of the information;

(2ii)

acts in deliberate ignorance of the truth or falsity of the
information; or

(3iii)

acts in reckless disregard of the truth or falsity of the
information,; and

require no proof of specific intent to defraud is required.;

CLAIM DEFINED.—For purposes of this section,(2) the term “claim”
includes”—
(A)

(B)

(3)

mean that a person, with respect to information—

means any request or demand, whether under a contract or
otherwise, for money or property which and whether or not the
United States has title to the money or property, that—
(i)

is presented to an officer, employee, or agent of the United
States; or

(ii)

is made to a contractor, grantee, or other recipient, if the
money or property is to be spent or used on the
Government’s behalf or to advance a Government program
or interest, and if the United States Government —
(I)

provides or has provided any portion of the money
or property which is requested or demanded,; or if
the Government

(II)

will reimburse such contractor, grantee, or other
recipient for any portion of the money or property
which is requested or demanded; and

does not include requests or demands for money or property that
the Government has paid to an individual as compensation for
Federal employment or as an income subsidy with no restrictions
on that individual’s use of the money or property;

the term “obligation” means an established duty, whether or not fixed,
arising from an express or implied contractual, grantor-grantee, or
licensor-licensee relationship, from a fee-based or similar relationship,
from statute or regulation, or from the retention of any overpayment; and
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(4)

the term “material” means having a natural tendency to influence, or be
capable of influencing, the payment or receipt of money or property.

(dc) EXEMPTION FROM DISCLOSURE.—Any information furnished pursuant to
subparagraphs (A) through (C) of subsection (a)(2) shall be exempt from disclosure under
section 552 of title 5.
(ed) EXCLUSION.—This section does not apply to claims, records, or statements made
under the Internal Revenue Code of 1986.
§ 3730. Civil actions for false claims
(a)
RESPONSIBILITIES OF THE ATTORNEY GENERAL.—The Attorney General diligently
shall investigate a violation under section 3729. If the Attorney General finds that a person has
violated or is violating section 3729, the Attorney General may bring a civil action under this
section against the person.
(b)

ACTIONS BY PRIVATE PERSONS.—
(1)

A person may bring a civil action for a violation of section 3729 for the
person and for the United States Government. The action shall be brought
in the name of the Government. The action may be dismissed only if the
court and the Attorney General give written consent to the dismissal and
their reasons for consenting.

(2)

A copy of the complaint and written disclosure of substantially all material
evidence and information the person possesses shall be served on the
Government pursuant to Rule 4(d)(4) of the Federal Rules of Civil
Procedure. The complaint shall be filed in camera, shall remain under seal
for at least 60 days, and shall not be served on the defendant until the court
so orders. The Government may elect to intervene and proceed with the
action within 60 days after it receives both the complaint and the material
evidence and information.

(3)

The Government may, for good cause shown, move the court for
extensions of the time during which the complaint remains under seal
under paragraph (2). Any such motions may be supported by affidavits or
other submissions in camera. The defendant shall not be required to
respond to any complaint filed under this section until 20 days after the
complaint is unsealed and served upon the defendant pursuant to Rule 4 of
the Federal Rules of Civil Procedure.

(4)

Before the expiration of the 60-day period or any extensions obtained
under paragraph (3), the Government shall—
(A)

proceed with the action, in which case the action shall be
conducted by the Government; or
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(B)

(5)

(c)

notify the court that it declines to take over the action, in which
case the person bringing the action shall have the right to conduct
the action.

When a person brings an action under this subsection, no person other
than the Government may intervene or bring a related action based on the
facts underlying the pending action.

RIGHTS OF THE PARTIES TO QUI TAM ACTIONS.—
(1)

If the Government proceeds with the action, it shall have the primary
responsibility for prosecuting the action, and shall not be bound by an act
of the person bringing the action. Such person shall have the right to
continue as a party to the action, subject to the limitations set forth in
paragraph (2).

(2)

(A)

The Government may dismiss the action notwithstanding the
objections of the person initiating the action if the person has been
notified by the Government of the filing of the motion and the
court has provided the person with an opportunity for a hearing on
the motion.

(B)

The Government may settle the action with the defendant
notwithstanding the objections of the person initiating the action if
the court determines, after a hearing, that the proposed settlement
is fair, adequate, and reasonable under all the circumstances. Upon
a showing of good cause, such hearing may be held in camera.

(C)

Upon a showing by the Government that unrestricted participation
during the course of the litigation by the person initiating the
action would interfere with or unduly delay the Government’s
prosecution of the case, or would be repetitious, irrelevant, or for
purposes of harassment, the court may, in its discretion, impose
limitations on the person’s participation, such as—

(D)

(i)

limiting the number of witnesses the person may call;

(ii)

limiting the length of the testimony of such witnesses;

(iii)

limiting the person’s cross-examination of witnesses; or

(iv)

otherwise limiting the participation by the person in the
litigation.

Upon a showing by the defendant that unrestricted participation
during the course of the litigation by the person initiating the
action would be for purposes of harassment or would cause the
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defendant undue burden or unnecessary expense, the court may
limit the participation by the person in the litigation.

(d)

(3)

If the Government elects not to proceed with the action, the person who
initiated the action shall have the right to conduct the action. If the
Government so requests, it shall be served with copies of all pleadings
filed in the action and shall be supplied with copies of all deposition
transcripts (at the Government’s expense). When a person proceeds with
the action, the court, without limiting the status and rights of the person
initiating the action, may nevertheless permit the Government to intervene
at a later date upon a showing of good cause.

(4)

Whether or not the Government proceeds with the action, upon a showing
by the Government that certain actions of discovery by the person
initiating the action would interfere with the Government’s investigation
or prosecution of a criminal or civil matter arising out of the same facts,
the court may stay such discovery for a period of not more than 60 days.
Such a showing shall be conducted in camera. The court may extend the
60-day period upon a further showing in camera that the Government has
pursued the criminal or civil investigation or proceedings with reasonable
diligence and any proposed discovery in the civil action will interfere with
the ongoing criminal or civil investigation or proceedings.

(5)

Notwithstanding subsection (b), the Government may elect to pursue its
claim through any alternate remedy available to the Government,
including any administrative proceeding to determine a civil money
penalty. If any such alternate remedy is pursued in another proceeding, the
person initiating the action shall have the same rights in such proceeding
as such person would have had if the action had continued under this
section. Any finding of fact or conclusion of law made in such other
proceeding that has become final shall be conclusive on all parties to an
action under this section. For purposes of the preceding sentence, a finding
or conclusion is final if it has been finally determined on appeal to the
appropriate court of the United States, if all time for filing such an appeal
with respect to the finding or conclusion has expired, or if the finding or
conclusion is not subject to judicial review.

AWARD TO QUI TAM PLAINTIFF.—
(1)

If the Government proceeds with an action brought by a person under
subsection (b), such person shall, subject to the second sentence of this
paragraph, receive at least 15 percent but not more than 25 percent of the
proceeds of the action or settlement of the claim, depending upon the
extent to which the person substantially contributed to the prosecution of
the action. Where the action is one which the court finds to be based
primarily on disclosures of specific information (other than information
provided by the person bringing the action) relating to allegations or
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transactions in a criminal, civil, or administrative hearing, in a
congressional, administrative, or Government [General] Accounting
Office report, hearing, audit, or investigation, or from the news media, the
court may award such sums as it considers appropriate, but in no case
more than 10 percent of the proceeds, taking into account the significance
of the information and the role of the person bringing the action in
advancing the case to litigation. Any payment to a person under the first or
second sentence of this paragraph shall be made from the proceeds. Any
such person shall also receive an amount for reasonable expenses which
the court finds to have been necessarily incurred, plus reasonable
attorneys’ fees and costs. All such expenses, fees, and costs shall be
awarded against the defendant.

(e)

(2)

If the Government does not proceed with an action under this section, the
person bringing the action or settling the claim shall receive an amount
which the court decides is reasonable for collecting the civil penalty and
damages. The amount shall be not less than 25 percent and not more than
30 percent of the proceeds of the action or settlement and shall be paid out
of such proceeds. Such person shall also receive an amount for reasonable
expenses which the court finds to have been necessarily incurred, plus
reasonable attorneys’ fees and costs. All such expenses, fees, and costs
shall be awarded against the defendant.

(3)

Whether or not the Government proceeds with the action, if the court finds
that the action was brought by a person who planned and initiated the
violation of section 3729 upon which the action was brought, then the
court may, to the extent the court considers appropriate, reduce the share
of the proceeds of the action which the person would otherwise receive
under paragraph (1) or (2) of this subsection, taking into account the role
of that person in advancing the case to litigation and any relevant
circumstances pertaining to the violation. If the person bringing the action
is convicted of criminal conduct arising from his or her role in the
violation of section 3729, that person shall be dismissed from the civil
action and shall not receive any share of the proceeds of the action. Such
dismissal shall not prejudice the right of the United States to continue the
action, represented by the Department of Justice.

(4)

If the Government does not proceed with the action and the person
bringing the action conducts the action, the court may award to the
defendant its reasonable attorneys’ fees and expenses if the defendant
prevails in the action and the court finds that the claim of the person
bringing the action was clearly frivolous, clearly vexatious, or brought
primarily for purposes of harassment.

CERTAIN ACTIONS BARRED.—
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(1)

(2)

(3)

No court shall have jurisdiction over an action brought by a former or
present member of the armed forces under subsection (b) of this section
against a member of the armed forces arising out of such person’s service
in the armed forces.
(A)

No court shall have jurisdiction over an action brought under
subsection (b) against a Member of Congress, a member of the
judiciary, or a senior executive branch official if the action is based
on evidence or information known to the Government when the
action was brought.

(B)

For purposes of this paragraph, “senior executive branch official”
means any officer or employee listed in paragraphs (1) through (8)
of section 101(f) of the Ethics in Government Act of 1978 (5
U.S.C. App.).

In no event may a person bring an action under subsection (b) which is
based upon allegations or transactions which are the subject of a civil suit
or an administrative civil money penalty proceeding in which the
Government is already a party.

(4)(A) NoThe court shall have jurisdiction overdismiss an action
or claim under this section based upon the public disclosure of,
unless opposed by the Government, if substantially the same
allegations or transactions as alleged in the action or claim were
publicly disclosed-(i) in a Federal criminal, civil, or administrative hearing, in which
the Government or its agent is a party;
(ii) in a congressional, administrative, or Government
Accountabinglity Office, or other Federal report, hearing, audit, or
investigation,; or
(iii) from the news media,
unless the action is brought by the Attorney General or the person
bringing the action is an original source of the information.
(B) For purposes of this paragraph, “original source” means an
individual who has direct and independent knowledge ofeither (i)
prior to a public disclosure under subsection (e)(4)(a), has
voluntarily disclosed to the Government the information on which
the allegations are basedallegations or transactions in a claim are
based, or (2) who has knowledge that is independent of and
materially adds to the publicly disclosed allegations or transactions,
and who has voluntarily provided the information to the
Government before filing an action under this section which is
based on the information.
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(f)

GOVERNMENT NOT LIABLE FOR CERTAIN EXPENSES.—The Government is not
liable for expenses which a person incurs in bringing an action under this section.

(g)

FEES AND EXPENSES TO PREVAILING DEFENDANT.—In civil actions brought under
this section by the United States, the provisions of section 2412(d) of title 28 shall
apply.

(h)

Any employee who (h)

Relief From Retaliatory Actions. ―

(1) IN GENERAL. ― Any employee, contractor, or agent shall be entitled to all
relief necessary to make that employee, contractor, or agent whole if that
employee, contractor, or agent is discharged, demoted, suspended, threatened,
harassed, or in any other manner discriminated against in the terms and conditions
of employment by his or her employer because of lawful acts done by the
employee on behalf of the employee or, contractor, agent, or associated others in
furtherance of an action under this section, including investigation for, initiation
of, testimony for, or assistance in an action filed or to be filed under this section,
shall be entitled to all relief necessary to make the employee whole. Such relief or
other efforts to stop 1 or more violations of this subchapter.
(2) RELIEF. ―Relief under paragraph (1) shall include reinstatement with the
same seniority status suchthat employee, contractor, or agent would have had but
for the discrimination, 2 times the amount of back pay, interest on the back pay,
and compensation for any special damages sustained as a result of the
discrimination, including litigation costs and reasonable attorneys'’ fees. An
employee may bring an action under this subsection may be brought in the
appropriate district court of the United States for the relief provided in this
subsection.
(3) LIMITATION ON BRINGING CIVIL ACTION. ―A civil action under this
subsection may not be brought more than 3 years after the date when the
retaliation occurred.
§ 3731. False claims procedure
(a)
A subpena [subpoena] requiring the attendance of a witness at a trial or hearing
conducted under section 3730 of this title may be served at any place in the United States.
(b)

A civil action under section 3730 may not be brought—
(1)

more than 6 years after the date on which the violation of section 3729 is
committed, or

(2)

more than 3 years after the date when facts material to the right of action
are known or reasonably should have been known by the official of the
United States charged with responsibility to act in the circumstances, but
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in no event more than 10 years after the date on which the violation is
committed, whichever occurs last.
(c)
If the Government elects to intervene and proceed with an action brought under
3730(b), the Government may file its own complaint or amend the complaint of a person who
has brought an action under section 3730(b) to clarify or add detail to the claims in which the
Government is intervening and to add any additional claims with respect to which the
Government contends it is entitled to relief. For statute of limitations purposes, any such
Government pleading shall relate back to the filing date of the complaint of the person who
originally brought the action, to the extent that the claim of the Government arises out of the
conduct, transactions, or occurrences set forth, or attempted to be set forth, in the prior complaint
of that person.
(c)(d) In any action brought under section 3730, the United States shall be required to
prove all essential elements of the cause of action, including damages, by a preponderance of the
evidence.
(de) Notwithstanding any other provision of law, the Federal Rules of Criminal
Procedure, or the Federal Rules of Evidence, a final judgment rendered in favor of the United
States in any criminal proceeding charging fraud or false statements, whether upon a verdict after
trial or upon a plea of guilty or nolo contendere, shall estop the defendant from denying the
essential elements of the offense in any action which involves the same transaction as in the
criminal proceeding and which is brought under subsection (a) or (b) of section 3730.
§ 3732. False claims jurisdiction
(a)
ACTIONS UNDER SECTION 3730.—Any action under section 3730 may be brought
in any judicial district in which the defendant or, in the case of multiple defendants, any one
defendant can be found, resides, transacts business, or in which any act proscribed by section
3729 occurred. A summons as required by the Federal Rules of Civil Procedure shall be issued
by the appropriate district court and served at any place within or outside the United States.
(b)
CLAIMS UNDER STATE LAW.—The district courts shall have jurisdiction over any
action brought under the laws of any State for the recovery of funds paid by a State or local
government if the action arises from the same transaction or occurrence as an action brought
under section 3730.
(c)
SERVICE ON STATE OF LOCAL AUTHORITIES.—With respect to any State or local
government that is named as a co-plaintiff with the United States in an action brought under
subsection (b), a seal on the action ordered by the court under section 3730(b) shall not preclude
the Government or the person bringing the action from serving the complaint, any other
pleadings, or the written disclosure of substantially all material evidence and information
possessed by the person bringing the action on the law enforcement authorities that are
authorized under the law of that State or local government to investigate and prosecute such
actions on behalf of such governments, except that such seal applies to the law enforcement
authorities so served to the same extent as the seal applies to other parties in the action.
§ 3733. Civil investigative demands
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(a)

IN GENERAL.—
(1)

ISSUANCE AND SERVICE.—Whenever the Attorney General, or a designee
(for purposes of this section), has reason to believe that any person may be
in possession, custody, or control of any documentary material or
information relevant to a false claims law investigation, the Attorney
General, or a designee, may, before commencing a civil proceeding under
section 3730(a) or other false claims law, or making an election under
section 3730(b), issue in writing and cause to be served upon such person,
a civil investigative demand requiring such person—
(A)

to produce such documentary material for inspection and copying,

(B)

to answer in writing written interrogatories with respect to such
documentary material or information,

(C)

to give oral testimony concerning such documentary material or
information, or

(D)

to furnish any combination of such material, answers, or testimony.

The Attorney General may not delegate the authority to issue civil
investigative demands under this subsection. Whenever a civil
investigative demand is an express demand for any product of discovery,
the Attorney General, the Deputy Attorney General, or an Assistant
Attorney General shall cause to be served, in any manner authorized by
this section, a copy of such demand upon the person from whom the
discovery was obtained and shall notify the person to whom such demand
is issued of the date on which such copy was served. Any information
obtained by the Attorney General or a designee of the Attorney General
under this section may be shared with any qui tam relator if the Attorney
General or designee determine it is necessary as part of any false claims
act investigation.
(2)

CONTENTS AND DEADLINES.—
(A)

Each civil investigative demand issued under paragraph (1) shall
state the nature of the conduct constituting the alleged violation of
a false claims law which is under investigation, and the applicable
provision of law alleged to be violated.

(B)

If such demand is for the production of documentary material, the
demand shall—
(i)

describe each class of documentary material to be produced
with such definiteness and certainty as to permit such
material to be fairly identified;
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(C)

(D)

(E)

(ii)

prescribe a return date for each such class which will
provide a reasonable period of time within which the
material so demanded may be assembled and made
available for inspection and copying; and

(iii)

identify the false claims law investigator to whom such
material shall be made available.

If such demand is for answers to written interrogatories, the
demand shall—
(i)

set forth with specificity the written interrogatories to be
answered;

(ii)

prescribe dates at which time answers to written
interrogatories shall be submitted; and

(iii)

identify the false claims law investigator to whom such
answers shall be submitted.

If such demand is for the giving of oral testimony, the demand
shall—
(i)

prescribe a date, time, and place at which oral testimony
shall be commenced;

(ii)

identify a false claims law investigator who shall conduct
the examination and the custodian to whom the transcript
of such examination shall be submitted;

(iii)

specify that such attendance and testimony are necessary to
the conduct of the investigation;

(iv)

notify the person receiving the demand of the right to be
accompanied by an attorney and any other representative;
and

(v)

describe the general purpose for which the demand is being
issued and the general nature of the testimony, including
the primary areas of inquiry, which will be taken pursuant
to the demand.

Any civil investigative demand issued under this section which is
an express demand for any product of discovery shall not be
returned or returnable until 20 days after a copy of such demand
has been served upon the person from whom the discovery was
obtained.
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(b)

The date prescribed for the commencement of oral testimony
pursuant to a civil investigative demand issued under this section
shall be a date which is not less than seven days after the date on
which demand is received, unless the Attorney General or an
Assistant Attorney General designated by the Attorney General
determines that exceptional circumstances are present which
warrant the commencement of such testimony within a lesser
period of time.

(G)

The Attorney General shall not authorize the issuance under this
section of more than one civil investigative demand for oral
testimony by the same person unless the person requests otherwise
or unless the Attorney General, after investigation, notifies that
person in writing that an additional demand for oral testimony is
necessary. The Attorney General may not, notwithstanding section
510 of title 28, authorize the performance, by any other officer,
employee, or agency, of any function vested in the Attorney
General under this subparagraph.

PROTECTED MATERIAL OR INFORMATION.—
(1)

(2)

(c)

(F)

IN GENERAL.—A civil investigative demand issued under subsection (a)
may not require the production of any documentary material, the
submission of any answers to written interrogatories, or the giving of any
oral testimony if such material, answers, or testimony would be protected
from disclosure under—
(A)

the standards applicable to subpoenas or subpoenas duces tecum
issued by a court of the United States to aid in a grand jury
investigation; or

(B)

the standards applicable to discovery requests under the Federal
Rules of Civil Procedure, to the extent that the application of such
standards to any such demand is appropriate and consistent with
the provisions and purposes of this section.

EFFECT ON OTHER ORDERS, RULES, AND LAWS.—Any such demand which
is an express demand for any product of discovery supersedes any
inconsistent order, rule, or provision of law (other than this section)
preventing or restraining disclosure of such product of discovery to any
person. Disclosure of any product of discovery pursuant to any such
express demand does not constitute a waiver of any right or privilege
which the person making such disclosure may be entitled to invoke to
resist discovery of trial preparation materials.

SERVICE; JURISDICTION.—
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(d)

(1)

BY WHOM SERVED.—Any civil investigative demand issued under
subsection (a) may be served by a false claims law investigator, or by a
United States marshal or a deputy marshal, at any place within the
territorial jurisdiction of any court of the United States.

(2)

SERVICE IN FOREIGN COUNTRIES.—Any such demand or any petition filed
under subsection (j) may be served upon any person who is not found
within the territorial jurisdiction of any court of the United States in such
manner as the Federal Rules of Civil Procedure prescribe for service in a
foreign country. To the extent that the courts of the United States can
assert jurisdiction over any such person consistent with due process, the
United States District Court for the District of Columbia shall have the
same jurisdiction to take any action respecting compliance with this
section by any such person that such court would have if such person were
personally within the jurisdiction of such court.

SERVICE UPON LEGAL ENTITIES AND NATURAL PERSONs.—
(1)

(2)

LEGAL ENTITIES.—Service of any civil investigative demand issued under
subsection (a) or of any petition filed under subsection (j) may be made
upon a partnership, corporation, association, or other legal entity by—
(A)

delivering an executed copy of such demand or petition to any
partner, executive officer, managing agent, or general agent of the
partnership, corporation, association, or entity, or to any agent
authorized by appointment or by law to receive service of process
on behalf of such partnership, corporation, association, or entity;

(B)

delivering an executed copy of such demand or petition to the
principal office or place of business of the partnership, corporation,
association, or entity; or

(C)

depositing an executed copy of such demand or petition in the
United States mails by registered or certified mail, with a return
receipt requested, addressed to such partnership, corporation,
association, or entity at its principal office or place of business.

NATURAL PERSONS.—Service of any such demand or petition may be
made upon any natural person by—
(A)

delivering an executed copy of such demand or petition to the
person; or

(B)

depositing an executed copy of such demand or petition in the
United States mails by registered or certified mail, with a return
receipt requested, addressed to the person at the person’s residence
or principal office or place of business.
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(e)
PROOF OF SERVICE.—A verified return by the individual serving any civil
investigative demand issued under subsection (a) or any petition filed under subsection (j) setting
forth the manner of such service shall be proof of such service. In the case of service by
registered or certified mail, such return shall be accompanied by the return post office receipt of
delivery of such demand.
(f)

DOCUMENTARY MATERIAL.—
(1)

SWORN CERTIFICATES.—The production of documentary material in
response to a civil investigative demand served under this section shall be
made under a sworn certificate, in such form as the demand designates,
by—
(A)

in the case of a natural person, the person to whom the demand is
directed, or

(B)

in the case of a person other than a natural person, a person having
knowledge of the facts and circumstances relating to such
production and authorized to act on behalf of such person.

The certificate shall state that all of the documentary material required by
the demand and in the possession, custody, or control of the person to
whom the demand is directed has been produced and made available to the
false claims law investigator identified in the demand.
(2)

PRODUCTION OF MATERIALS.—Any person upon whom any civil
investigative demand for the production of documentary material has been
served under this section shall make such material available for inspection
and copying to the false claims law investigator identified in such demand
at the principal place of business of such person, or at such other place as
the false claims law investigator and the person thereafter may agree and
prescribe in writing, or as the court may direct under subsection (j)(1).
Such material shall be made so available on the return date specified in
such demand, or on such later date as the false claims law investigator
may prescribe in writing. Such person may, upon written agreement
between the person and the false claims law investigator, substitute copies
for originals of all or any part of such material.

(g)
INTERROGATORIES.—Each interrogatory in a civil investigative demand served
under this section shall be answered separately and fully in writing under oath and shall be
submitted under a sworn certificate, in such form as the demand designates, by—
(1)

in the case of a natural person, the person to whom the demand is directed,
or

(2)

in the case of a person other than a natural person, the person or persons
responsible for answering each interrogatory.
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If any interrogatory is objected to, the reasons for the objection shall be stated in the certificate
instead of an answer. The certificate shall state that all information required by the demand and
in the possession, custody, control, or knowledge of the person to whom the demand is directed
has been submitted. To the extent that any information is not furnished, the information shall be
identified and reasons set forth with particularity regarding the reasons why the information was
not furnished.
(h)

ORAL EXAMINATIONS.—
(1)

PROCEDURES.—The examination of any person pursuant to a civil
investigative demand for oral testimony served under this section shall be
taken before an officer authorized to administer oaths and affirmations by
the laws of the United States or of the place where the examination is held.
The officer before whom the testimony is to be taken shall put the witness
on oath or affirmation and shall, personally or by someone acting under
the direction of the officer and in the officer’s presence, record the
testimony of the witness. The testimony shall be taken stenographically
and shall be transcribed. When the testimony is fully transcribed, the
officer before whom the testimony is taken shall promptly transmit a copy
of the transcript of the testimony to the custodian. This subsection shall
not preclude the taking of testimony by any means authorized by, and in a
manner consistent with, the Federal Rules of Civil Procedure.

(2)

PERSONS PRESENT.—The false claims law investigator conducting the
examination shall exclude from the place where the examination is held all
persons except the person giving the testimony, the attorney for and any
other representative of the person giving the testimony, the attorney for the
Government, any person who may be agreed upon by the attorney for the
Government and the person giving the testimony, the officer before whom
the testimony is to be taken, and any stenographer taking such testimony.

(3)

WHERE TESTIMONY TAKEN.—The oral testimony of any person taken
pursuant to a civil investigative demand served under this section shall be
taken in the judicial district of the United States within which such person
resides, is found, or transacts business, or in such other place as may be
agreed upon by the false claims law investigator conducting the
examination and such person.

(4)

TRANSCRIPT OF TESTIMONY.—When the testimony is fully transcribed, the
false claims law investigator or the officer before whom the testimony is
taken shall afford the witness, who may be accompanied by counsel, a
reasonable opportunity to examine and read the transcript, unless such
examination and reading are waived by the witness. Any changes in form
or substance which the witness desires to make shall be entered and
identified upon the transcript by the officer or the false claims law
investigator, with a statement of the reasons given by the witness for
making such changes. The transcript shall then be signed by the witness,
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unless the witness in writing waives the signing, is ill, cannot be found, or
refuses to sign. If the transcript is not signed by the witness within 30 days
after being afforded a reasonable opportunity to examine it, the officer or
the false claims law investigator shall sign it and state on the record the
fact of the waiver, illness, absence of the witness, or the refusal to sign,
together with the reasons, if any, given therefor.
(5)

CERTIFICATION AND DELIVERY TO CUSTODIAN.—The officer before whom
the testimony is taken shall certify on the transcript that the witness was
sworn by the officer and that the transcript is a true record of the testimony
given by the witness, and the officer or false claims law investigator shall
promptly deliver the transcript, or send the transcript by registered or
certified mail, to the custodian.

(6)

FURNISHING OR INSPECTION OF TRANSCRIPT BY WITNESS.—Upon payment
of reasonable charges therefor, the false claims law investigator shall
furnish a copy of the transcript to the witness only, except that the
Attorney General, the Deputy Attorney General, or an Assistant Attorney
General may, for good cause, limit such witness to inspection of the
official transcript of the witness’ testimony.

(7)

CONDUCT OF ORAL TESTIMONY.—
(A)

Any person compelled to appear for oral testimony under a civil
investigative demand issued under subsection (a) may be
accompanied, represented, and advised by counsel. Counsel may
advise such person, in confidence, with respect to any question
asked of such person. Such person or counsel may object on the
record to any question, in whole or in part, and shall briefly state
for the record the reason for the objection. An objection may be
made, received, and entered upon the record when it is claimed
that such person is entitled to refuse to answer the question on the
grounds of any constitutional or other legal right or privilege,
including the privilege against self-incrimination. Such person may
not otherwise object to or refuse to answer any question, and may
not directly or through counsel otherwise interrupt the oral
examination. If such person refuses to answer any question, a
petition may be filed in the district court of the United States under
subsection (j)(1) for an order compelling such person to answer
such question.

(B)

If such person refuses to answer any question on the grounds of the
privilege against self-incrimination, the testimony of such person
may be compelled in accordance with the provisions of part V of
title 18 [18 USCS §§ 6001 et seq.].

17

(8)

(i)

WITNESS FEES AND ALLOWANCES.—Any person appearing for oral
testimony under a civil investigative demand issued under subsection (a)
shall be entitled to the same fees and allowances which are paid to
witnesses in the district courts of the United States.

CUSTODIANS OF DOCUMENTS, ANSWERS, AND TRANSCRIPTS.—
(1)

DESIGNATION.—The Attorney General shall designate a false claims law
investigator to serve as custodian of documentary material, answers to
interrogatories, and transcripts of oral testimony received under this
section, and shall designate such additional false claims law investigators
as the Attorney General determines from time to time to be necessary to
serve as deputies to the custodian.

(2)

RESPONSIBILITY FOR MATERIALS; DISCLOSURE.—
(A)

A false claims law investigator who receives any documentary
material, answers to interrogatories, or transcripts of oral testimony
under this section shall transmit them to the custodian. The
custodian shall take physical possession of such material, answers,
or transcripts and shall be responsible for the use made of them and
for the return of documentary material under paragraph (4).

(B)

The custodian may cause the preparation of such copies of such
documentary material, answers to interrogatories, or transcripts of
oral testimony as may be required for official use by any false
claims law investigator, or other officer or employee of the
Department of Justice, who is authorized for such use under
regulations which the Attorney General shall issue. Such material,
answers, and transcripts may be used by any such authorized false
claims law investigator or other officer or employee in connection
with the taking of oral testimony under this section.

(C)

Except as otherwise provided in this subsection, no documentary
material, answers to interrogatories, or transcripts of oral
testimony, or copies thereof, while in the possession of the
custodian, shall be available for examination by any individual
other than a false claims law investigator or other officer or
employee of the Department of Justice authorized under
subparagraph (B). The prohibition in the preceding sentence on the
availability of material, answers, or transcripts shall not apply if
consent is given by the person who produced such material,
answers, or transcripts, or, in the case of any product of discovery
produced pursuant to an express demand for such material, consent
is given by the person from whom the discovery was obtained.
Nothing in this subparagraph is intended to prevent disclosure to
the Congress, including any committee or subcommittee of the
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Congress, or to any other agency of the United States for use by
such agency in furtherance of its statutory responsibilities.
Disclosure of information to any such other agency shall be
allowed only upon application, made by the Attorney General to a
United States district court, showing substantial need for the use of
the information by such agency in furtherance of its statutory
responsibilities.
(D)

While in the possession of the custodian and under such reasonable
terms and conditions as the Attorney General shall prescribe—
(i)

documentary material and answers to interrogatories shall
be available for examination by the person who produced
such material or answers, or by a representative of that
person authorized by that person to examine such material
and answers; and

(ii)

transcripts of oral testimony shall be available for
examination by the person who produced such testimony,
or by a representative of that person authorized by that
person to examine such transcripts.

(3)

USE OF MATERIAL, ANSWERS, OR TRANSCRIPTS IN OTHER PROCEEDINGS.—
Whenever any attorney of the Department of Justice has been designated
to appear before any court, grand jury, or Federal agency in any case or
proceeding, the custodian of any documentary material, answers to
interrogatories, or transcripts of oral testimony received under this section
may deliver to such attorney such material, answers, or transcripts for
official use in connection with any such case or proceeding as such
attorney determines to be required. Upon the completion of any such case
or proceeding, such attorney shall return to the custodian any such
material, answers, or transcripts so delivered which have not passed into
the control of such court, grand jury, or agency through introduction into
the record of such case or proceeding.

(4)

CONDITIONS FOR RETURN OF MATERIAL.—If any documentary material has
been produced by any person in the course of any false claims law
investigation pursuant to a civil investigative demand under this section,
and—
(A)

any case or proceeding before the court or grand jury arising out of
such investigation, or any proceeding before any Federal agency
involving such material, has been completed, or

(B)

no case or proceeding in which such material may be used has
been commenced within a reasonable time after completion of the
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examination and analysis of all documentary material and other
information assembled in the course of such investigation,
the custodian shall, upon written request of the person who produced such
material, return to such person any such material (other than copies
furnished to the false claims law investigator under subsection (f)(2) or
made for the Department of Justice under paragraph (2)(B)) which has not
passed into the control of any court, grand jury, or agency through
introduction into the record of such case or proceeding.
(5)

APPOINTMENT OF SUCCESSOR CUSTODIANS.—In the event of the death,
disability, or separation from service in the Department of Justice of the
custodian of any documentary material, answers to interrogatories, or
transcripts of oral testimony produced pursuant to a civil investigative
demand under this section, or in the event of the official relief of such
custodian from responsibility for the custody and control of such material,
answers, or transcripts, the Attorney General shall promptly—
(A)

designate another false claims law investigator to serve as
custodian of such material, answers, or transcripts, and

(B)

transmit in writing to the person who produced such material,
answers, or testimony notice of the identity and address of the
successor so designated.

Any person who is designated to be a successor under this paragraph shall
have, with regard to such material, answers, or transcripts, the same duties
and responsibilities as were imposed by this section upon that person’s
predecessor in office, except that the successor shall not be held
responsible for any default or dereliction which occurred before that
designation.
(j)

JUDICIAL PROCEEDINGS.—
(1)

PETITION FOR ENFORCEMENT.—Whenever any person fails to comply with
any civil investigative demand issued under subsection (a), or whenever
satisfactory copying or reproduction of any material requested in such
demand cannot be done and such person refuses to surrender such
material, the Attorney General may file, in the district court of the United
States for any judicial district in which such person resides, is found, or
transacts business, and serve upon such person a petition for an order of
such court for the enforcement of the civil investigative demand.

(2)

PETITION TO MODIFY OR SET ASIDE DEMAND.—
(A)

Any person who has received a civil investigative demand issued
under subsection (a) may file, in the district court of the United
States for the judicial district within which such person resides, is
20

found, or transacts business, and serve upon the false claims law
investigator identified in such demand a petition for an order of the
court to modify or set aside such demand. In the case of a petition
addressed to an express demand for any product of discovery, a
petition to modify or set aside such demand may be brought only
in the district court of the United States for the judicial district in
which the proceeding in which such discovery was obtained is or
was last pending. Any petition under this subparagraph must be
filed—

(B)

(3)

(i)

within 20 days after the date of service of the civil
investigative demand, or at any time before the return date
specified in the demand, whichever date is earlier, or

(ii)

within such longer period as may be prescribed in writing
by any false claims law investigator identified in the
demand.

The petition shall specify each ground upon which the petitioner
relies in seeking relief under subparagraph (A), and may be based
upon any failure of the demand to comply with the provisions of
this section or upon any constitutional or other legal right or
privilege of such person. During the pendency of the petition in the
court, the court may stay, as it deems proper, the running of the
time allowed for compliance with the demand, in whole or in part,
except that the person filing the petition shall comply with any
portions of the demand not sought to be modified or set aside.

PETITION TO MODIFY OR SET ASIDE DEMAND FOR PRODUCT OF
DISCOVERY.—
(A)

In the case of any civil investigative demand issued under
subsection (a) which is an express demand for any product of
discovery, the person from whom such discovery was obtained
may file, in the district court of the United States for the judicial
district in which the proceeding in which such discovery was
obtained is or was last pending, and serve upon any false claims
law investigator identified in the demand and upon the recipient of
the demand, a petition for an order of such court to modify or set
aside those portions of the demand requiring production of any
such product of discovery. Any petition under this subparagraph
must be filed—
(i)

within 20 days after the date of service of the civil
investigative demand, or at any time before the return date
specified in the demand, whichever date is earlier, or
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(ii)

(B)

within such longer period as may be prescribed in writing
by any false claims law investigator identified in the
demand.

The petition shall specify each ground upon which the petitioner
relies in seeking relief under subparagraph (A), and may be based
upon any failure of the portions of the demand from which relief is
sought to comply with the provisions of this section, or upon any
constitutional or other legal right or privilege of the petitioner.
During the pendency of the petition, the court may stay, as it
deems proper, compliance with the demand and the running of the
time allowed for compliance with the demand.

(4)

PETITION TO REQUIRE PERFORMANCE BY CUSTODIAN OF DUTIES.—At any
time during which any custodian is in custody or control of any
documentary material or answers to interrogatories produced, or
transcripts of oral testimony given, by any person in compliance with any
civil investigative demand issued under subsection (a), such person, and in
the case of an express demand for any product of discovery, the person
from whom such discovery was obtained, may file, in the district court of
the United States for the judicial district within which the office of such
custodian is situated, and serve upon such custodian, a petition for an
order of such court to require the performance by the custodian of any
duty imposed upon the custodian by this section.

(5)

JURISDICTION.—Whenever any petition is filed in any district court of the
United States under this subsection, such court shall have jurisdiction to
hear and determine the matter so presented, and to enter such order or
orders as may be required to carry out the provisions of this section. Any
final order so entered shall be subject to appeal under section 1291 of title
28. Any disobedience of any final order entered under this section by any
court shall be punished as a contempt of the court.

(6)

APPLICABILITY OF FEDERAL RULES OF CIVIL PROCEDURE.—The Federal
Rules of Civil Procedure shall apply to any petition under this subsection,
to the extent that such rules are not inconsistent with the provisions of this
section.

(k)
DISCLOSURE EXEMPTION.—Any documentary material, answers to written
interrogatories, or oral testimony provided under any civil investigative demand issued under
subsection (a) shall be exempt from disclosure under section 552 of title 5.
(l)

DEFINITIONS.—For purposes of this section—
(1)

the term “false claims law” means—
(A)

this section and sections 3729 through 3732; and
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(B)

any Act of Congress enacted after the date of the enactment of this
section [enacted Oct. 27, 1986] which prohibits, or makes available
to the United States in any court of the United States any civil
remedy with respect to, any false claim against, bribery of, or
corruption of any officer or employee of the United States;

(2)

the term “false claims law investigation” means any inquiry conducted by
any false claims law investigator for the purpose of ascertaining whether
any person is or has been engaged in any violation of a false claims law;

(3)

the term “false claims law investigator” means any attorney or investigator
employed by the Department of Justice who is charged with the duty of
enforcing or carrying into effect any false claims law, or any officer or
employee of the United States acting under the direction and supervision
of such attorney or investigator in connection with a false claims law
investigation;

(4)

the term “person” means any natural person, partnership, corporation,
association, or other legal entity, including any State or political
subdivision of a State;

(5)

the term “documentary material” includes the original or any copy of any
book, record, report, memorandum, paper, communication, tabulation,
chart, or other document, or data compilations stored in or accessible
through computer or other information retrieval systems, together with
instructions and all other materials necessary to use or interpret such data
compilations, and any product of discovery;

(6)

the term “custodian” means the custodian, or any deputy custodian,
designated by the Attorney General under subsection (i)(1); and

(7)

the term “product of discovery” includes—

(8)

(A)

the original or duplicate of any deposition, interrogatory,
document, thing, result of the inspection of land or other property,
examination, or admission, which is obtained by any method of
discovery in any judicial or administrative proceeding of an
adversarial nature;

(B)

any digest, analysis, selection, compilation, or derivation of any
item listed in subparagraph (A); and

(C)

any index or other manner of access to any item listed in
subparagraph (A); and

the term “official use” means any use that is consistent with the law, and
the regulations and policies of the Department of Justice, including use in
connection with internal Department of Justice memoranda and reports;
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communications between the Department of Justice and a Federal, State,
or local government agency, or a contractor of a Federal, State, or local
government agency, undertaken in furtherance of a Department of Justice
investigation or prosecution of a case; interviews of any qui tam relator or
other witness; oral examinations; depositions; preparation for and response
to civil discovery requests; introduction into the record of a case or
proceeding; applications, motions, memoranda and briefs submitted to a
court or other tribunal; and communications with Government
investigators, auditors, consultants and experts, the counsel of other
parties, arbitrators and mediators, concerning an investigation, case or
proceeding.
*

*

*

S. 386 Section 4(f):
EFFECTIVE DATE AND APPLICATION.—The amendments made by this section shall take
effect on the date of enactment of the Act and shall apply to conduct on or after the date of
enactment, except that—
(1)

subparagraph ( B) of section 3729(a)(1) of title 31, United States Code, as
added by subsection (a)(1), shall take effect as if enacted on June 7, 2008,
and apply to all claims under the False Claims Act (31 U.S.C. 3729 et
seq.) that are pending on or after that date; and

(2) section 3731(b) of title 31, as amended by subsection (b); section 3733, of title 31, as
amended by subsection (c); and section 3732 of title 31, as amended by subsection (e); shall
apply to cases pending on the date of enactment.
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CIVIL FALSE CLAIMS ACT: Here They Go
Again--Newly Enacted Comprehensive Health
Care Reform Law Contains More FCA
Amendments
In May of last year, Congress enacted a dramatic revision to the substantive provisions of the civil
False Claims Act, but left alone the key jurisdictional “public disclosure / original source” bar put in
place by Congress in 1986 to avoid parasitic qui tam suits. See FraudMail Alert No. 09-05-21
(discussing FCA amendments in the Fraud Recovery and Enforcement Act of 2009 (“FERA”)). In
the FCA amendments in FERA, Congress refused to weaken the public disclosure bar, but that
restraint did not last a full year.
The Patient Protection and Affordable Care Act, signed into law by the President on March 23,
2010, directly amends the FCA’s public disclosure bar and original source exception to expand
private enforcement of qui tam actions beyond these long-established boundaries. The FCArelated amendments are not limited to FCA actions against health care companies, but instead
apply to all individuals and organizations covered by the FCA. The new law also contains
confusing provisions that attempt to bootstrap FCA definitions such as “knowingly” and “obligation”
to enforcement actions against participants in health care programs without amending the FCA.
Similarly, it defines certain conditions of eligibility as “material” conditions of entitlement to receive
payment, a designation that does not necessarily accord with FCA case law on conditions of
eligibility. There is no substantive legislative history on these FCA-related provisions and
amendments, which is unfortunate for those trying to understand and abide by them. As with past
FCA amendments, these changes will trigger extensive litigation, and courts will be forced to
grapple with how to apply them in the years to come.
A red-line version of the new public disclosure provision can be found here.
The FCA’s Public Disclosure Bar is Amended
The FCA’s public disclosure bar is amended in major ways. The new law
provides:
(4)(A) The court shall dismiss an action or claim under this section, unless
opposed by the Government, if substantially the same allegations or transactions
as alleged in the action or claim were publicly disclosed-Fried Frank FraudMail Alert® No. 10-03-24
Copyright © 2010 Fried, Frank, Harris, Shriver & Jacobson LLP. All rights reserved. Qui Tam practice group.
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(i) in a Federal criminal, civil, or administrative hearing in which the
Government or its agent is a party;
(ii) in a congressional, Government Accountability Office, or other Federal report,
hearing, audit, or investigation; or
(iii) from the news media,unless the action is brought by the Attorney General or
the person bringing the action is an original source of the information.
(B) For purposes of this paragraph, “original source” means an individual who
either (i) prior to a public disclosure under subsection (e)(4)(a), has voluntarily
disclosed to the Government the information on which allegations or
transactions in a claim are based, or (2) who has knowledge that is
independent of and materially adds to the publicly disclosed allegations or
transactions, and who has voluntarily provided the information to the
Government before filing an action under this section.
H.R. 3590, § 10104(j), 111th Cong. (2009) (emphasis added).
The new public disclosure bar maintains the essential structure of the prior bar by requiring a
court to dismiss a whistleblower’s qui tam suit if the allegations were “publicly disclosed,” unless
the relator is an “original source” of the information underlying the allegations. However, the
reach of the new public disclosure provision is limited by the following revisions:
•Dismissal is not required if the government opposes it;
•Only federal hearings in which the government “or its agent” is a party are considered public
disclosures of qui tam allegations;
•Only a federal report, hearing, audit or investigation qualifies as a public disclosure.
While the word “jurisdiction” has been removed, the use of the words “shall dismiss” means that
the provision is similar to jurisdiction in that this issue should be resolved before the substantive
case goes forward. Because the public disclosure bar is limited to federal hearings, however,
fewer proceedings will be considered “public” and trigger the bar; fewer reports, audits, or
investigations will trigger it for the same reason. Thus, although the question of whether a state
report qualifies as a public disclosure is currently pending before the Supreme Court in Graham
County Soil & Water Conservation District v. United States ex rel. Wilson, No. 08-304, that issue
would be moot in future cases to which the amendment applies. See FraudMail Alert No. 09-1130 Importantly, the “news media” prong of the public disclosure bar is unchanged.
.

The new “original source” amendments also expand the exception to the public disclosure bar by
eliminating the requirement that a person must have “direct” knowledge of the information
underlying the allegations. This revision, however, does not eliminate the need for some firsthand
knowledge, which is the very essence of a true whistleblower; otherwise, it would allow anyone
who acquired information secondhand from public sources to bring a qui tam suit and share in any
recovery. With the new changes, a person with such “independent” knowledge must “materially
add” to the publicly disclosed allegations to qualify as an original source. It is not clear exactly
what is intended by the language “materially add,” which is not defined in the law. There does
Fried Frank FraudMail Alert® No. 10-03-24
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not appear to be any intent by Congress, however, to overturn the result in
Rockwell International Corp. v. United States ex rel. Stone, 549 U.S. 457 (2007),
where the Supreme Court required the relator’s knowledge to encompass the
allegations of fraud that were actually tried in the case, rather than simply to
predict the ineffectiveness of a planned method of waste disposal that was never
used. See FraudMail Alert Nos. 07-04-11 and 07-03-27. More importantly, the
dual purposes of the bar--encouraging whistleblowers to alert the government to
fraud while preventing parasitic suits--which date back to the statute’s origins,
appear to remain intact after this revision.
Nothing in the new amendments to the FCA appears to express congressional
intent for any of these changes to apply retroactively. Under the teaching of
Hughes Aircraft Co. v. United States ex rel. Schumer, 520 U.S. 939 (1997), that
should mean that this new language would apply only to conduct occurring after
March 23, 2010.
Attempts to Apply FCA Liability and Definitions in New Health Care Contexts
The other FCA “amendments” in the new health law are truly bizarre. The new
law attempts to apply several of the FCA’s definitions to various health care
transactions without amending the FCA’s liability provisions to cover these
transactions. For example, a program integrity provision governing enforcement of
retained overpayments states that an overpayment retained beyond the deadline for
reporting and returning it is an “obligation” as defined in the FCA. See H.R. 3590,
§ 6402(a). The provision also states that “knowingly” is defined as it is defined for
purposes of the FCA, but the term “knowingly” does not appear in the provision on
overpayments. Rather, the new provision requires reporting or return of an
overpayment within 60 days after it was “identified”--a term that the provision
does not define.
Despite this attempt to attach FCA liability using the definitions (or lack thereof)
provided in the new enforcement provisions, the FCA itself governs liability based
on “knowingly” avoiding or decreasing an “obligation.” Under the FCA,
“obligation” is defined to include retention of an overpayment, but the FCA’s
reverse false claims liability is limited to “knowingly and improperly” avoiding or
decreasing an obligation, which requires the element of bad faith rather than the
“identification”--however that term is defined--of an overpayment. See John T.
Boese, Civil False Claims and Qui Tam Actions § 2.01[L] (Aspen Law &
Business) (3d ed. 2006 & Supp. 2010-1).
The amendments provide a sense of the Congress relating to false claims and
“payments made by, through, or in connection with an Exchange.” For example,
the law’s tax credit and cost-sharing reduction provisions, which apply to health
insurance exchanges, contain the statement that any payment in connection
with an exchange that includes federal funds is subject to the FCA. The
amendments contain language that would raise the FCA damages for such false
claims to exchanges to an amount “not less than 3 times and not more than 6
times the amount of damages which the Government sustains,” but in another
amendment, that language is declared null and void. See H.R. 3590, §
10104(j)(1)
Fried Frank FraudMail Alert® No. 10-03-24
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Finally, the amendments provide:

Compliance with the requirements of this Act concerning
eligibility for a health insurance issuer to participate in the
Exchange shall be a material condition of an issuer’s
entitlement to receive payments, including payments of
premium tax credits and cost-sharing reductions, through the
Exchange.
H.R. 3590, § 1313(a)(6). This provision equates requirements for eligibility-whether important, unimportant, general, or specific--with a material condition of
entitlement to payment. But, under the FCA, conditions of eligibility are not
necessarily conditions of payment without a strong showing of materiality. See,
e.g., United States ex rel. Conner v. Salina Reg’l Health Ctr., 543 F.3d 1211
(10th Cir. 2008); United States ex rel. Landers v. Baptist Mem’l Health Care
Corp., 525 F. Supp. 2d 972 (W.D. Tenn. 2007). While these conditions of
eligibility--many of which are yet to be established--may indeed be material under
the FCA, a general statement that includes all of them does not necessarily
suffice under the FCA. See John T. Boese, Civil False Claims and Qui Tam
Actions, § 2.04 & n. 637 (citing cases). Also, the new law does not explain whether
or how improper tax credit claims could be subject to FCA liability in light of the
FCA’s tax exception. See 31 U.S.C. § 3729(d).
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FALSE CLAIMS ACT PRIMER
HCCA Compliance Institute
Sunday, March 30, 2014

I.

Elements of a False Claims Act Violation
A.

A Direct (Affirmative) False Claim
Most False Claims Act cases involve direct or affirmative false claims – where
the defendant knowingly submits a false claim for money or property to the
United States. There are four primary elements of a direct false claim:
1.

Claim
A claim is defined as any request for money or property made to
either (i) the Government, or (ii) a third party (like a contractor or grantee)
that receives federal money or property if it is to be used to advance a
government interest or program.

2.

3.

Falsity
a.

A claim is generally considered to be false if it seeks money or
property to which the claimant is not entitled due to a violation of a
statute, regulation, or contract.

b.

Examples of false claims in the health care context include claims
for (i) unnecessary services, (ii) services that are upcoded,
(iii) services submitted in violation of the Anti-kickback or Stark
statutes.

c.

There is a continuing debate among the courts as to whether an
express false statement or certification is required to render a claim
false. The majority of courts have held that an express false
statement or certification is not required.

Materiality
A false claim is material if it has a natural tendency to affect the
Government’s decision whether to pay the claim.
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4.

–

Knowledge
Knowledge is defined as actual knowledge, reckless disregard, or
deliberate ignorance.

B.

A Reverse False Claim
The False Claims Act also imposes liability for concealing or avoiding an
obligation to pay money or property to the United States. This is commonly
referred to as a “reverse” false claim, because the money or property flows to
the United States, which is the reverse of a direct false claim. The three
primary elements of a reverse false claim are:
1.

Obligation
An obligation is defined as a contractual, statutory, or similar duty to pay
money or property, and includes the duty to repay an overpayment.

2.

Improper concealment or avoidance
Previously, the reverse false claim provision required the use of a false
statement to avoid an obligation to pay. Congress eliminated that
requirement in 2009, and a false statement is no longer required for
reverse false claims liability.

3.

Knowledge
This term has the same meaning that it does in the direct false claim
context.

C.

Damages and Penalties
1. A defendant that violates the False Claims Act is liable for damages
equal to three times the amount of the Government’s loss.
2. A defendant is also liable for a civil penalty of between $5,500 and
$11,000 for each violation.

D.

Statute of Limitations
A False Claims Act case may be pursued within (i) 6 years from the false
claim, or (ii) 3 years from when the Government learns of the false claim (but
no more than 10 years after the false claim).

-3

E.

–

Historical Recoveries
1. In 2013, the United States recovered $3.8 billion under the False
Claims Act (the second highest recovery in a single year and the fourth
consecutive year that recoveries exceeded $3 billion). Of this
amount, $2.6 billion was recovered in health care fraud cases.
2. Since 1986, when the False Claims Act was substantially amended, the
United States has recovered more than $38 billion (more than $26 billion
in health care fraud cases).

II.

The False Claims Act’s Qui Tam Provisions
A.

Qui Tam Actions
The False Claims Act authorizes private whistleblowers (called “relators”) to file
suits (called “qui tam” actions) on behalf of the United States, and to share in any
recovery.

B.

Filing Procedure
1. A qui tam action is originally filed under seal and served only on the United
States (and not on the defendant).
2. The United States has at least 60 days (which may be extended) to investigate
the relator’s allegations, and to elect whether to intervene and take over the
lawsuit, or to let the relator pursue the action on his/her own.
3. Once the United States elects whether to intervene, the action is unsealed and
served on the defendant. The case then proceeds like any other False Claims
Act case.

C.

Relator’s Share
1. If the United States intervenes in the qui tam action, the relator is entitled to
between 15 and 25 percent of any recovery.
2. If the United States does not intervene, the relator is entitled to between 25 and
30 percent of any recovery.
3. The relator is also entitled to recover attorney’s fees and costs from the
defendant.
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D.

–

Limitations on Qui Tam Actions
1. The FCA bars qui tam actions in certain circumstances, including if the action
repeats claims previously filed by another relator or the government, or if the
action is based on publicly disclosed information.
2. The government is also empowered to dismiss qui tam actions that are contrary
to the public interest.

E.

Historical Recoveries
1. Since 1986, qui tam recoveries have exceeded $27 billion, and the United States
has awarded relators more than $4.2 billion.
2. During that same period, more than 9,500 qui tam cases have been filed (752 in
the last year alone).

F.

Retaliation Claims
1. The False Claims Act authorizes a relator to file a claim on his/her own behalf
if the relator was retaliated against for pursuing a False Claims Act action.
2. If the relator’s retaliation claim is successful, the relator is entitled to
reinstatement, and double any lost pay.

III.

The Investigation of a False Claims Act Case
A.

Qui Tam versus Non-Qui Tam
The Government generally investigates qui tam and non-qui tam cases similarly.
In a qui tam case, the Government will likely begin its investigation by
interviewing the relator. In a non-qui tam case, the Government will begin by
speaking with the source of the information – whether it is the referring agency, a
confidential informant, or in some cases, a voluntary disclosure by the defendant.

B.

Use of Subpoenas and Civil Investigative Demands
1.

The Government will frequently use either IG subpoenas or Civil
Investigative Demands in connection with its investigation.

2.

IG Subpoenas may be used to obtain documents and other tangible things.

3.

Civil Investigative Demands are special subpoenas authorized by the
False Claims Act. Civil Investigative Demands may be used to obtain not
only documents, but also answers to interrogatories and testimony.
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4.

C.

–

Congress amended the False Claims Act’s Civil Investigative Demand
provisions in 2009, making it easier for the Department to use this
discovery tool. Accordingly, Civil Investigative Demands, particularly
for testimony, are increasingly being used in support of the Government’s
False Claims Act investigations.

Partial Unsealing of Qui Tam Action
In qui tam cases, the Government will frequently request a partial unsealing of the
case at some point during the investigation to obtain the defendant’s views of the
allegations and, when appropriate, to explore the possibility of a settlement.

IV.

Litigation of a False Claims Act Case
A. Jury Trials
A defendant in a False Claims Act case has a right to a jury trial.
B.

Relator’s Participation
The False Claims Act authorizes a relator in a qui tam case to participate fully in
the action, and frequently the relator’s counsel will litigate the case side-by-side
with the Government’s attorneys.

C.

Relator’s Pursuit of Unadopted Claims
Where the Government declines to take over a qui tam action in whole or in part,
the relator is authorized to litigate the unadopted claims on his/her own, and many
times the relator will elect to do so. Historically, however, the overwhelming
majority of qui tam recoveries have occurred in cases where the Government has
elected to intervene.

V.

Settlement of a False Claims Act Case
A. Settlement Terms
1. The Government’s typical practice is that it will only settle and release claims
for which it is being paid.
2. The Government typically insists on tax-neutral language.
3. In health care cases, the Government will frequently insist on a Compliance
Agreement as part of a settlement.
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–

B. Relator’s Right to Object
Although a relator has a right to object to the Government’s proposed settlement of a
qui tam action, the Government may nevertheless settle such an action if it
establishes that the proposed settlement is fair, adequate, and reasonable.
C. Settlement of Declined Cases
The Government has a right to object to the settlement of a declined qui tam action
that it believes is not in the public interest. The courts are divided on whether such
an objection is binding on the courts.
VI.

State False Claims Acts
Many states and localities have their own False Claims Act statutes. They typically
look very similar to the federal statute. In qui tam cases, where State funds may be
implicated (for example, where the alleged fraud involves Medicaid funds), relators are
increasingly filing suit under both the federal and state statutes. Accordingly, you may
be dealing with multiple sovereign entities in the same action, which can add a further
layer of complexity to both the litigation and resolution of the case.
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Catholic Health Services of Long Island
Catholic Health Services of Long Island (CHS) was founded in 1997 by the Diocese of
Rockville Centre and encompasses facilities and services that originated as charitable
institutions under the sponsorship of religious sponsors. CHS serves hundreds of
thousands of Long Island residents each year, providing care that extends from the
beginning of life to helping people live their final years in comfort, grace and dignity.

CHS is an integrated system encompassing some of the region’s finest health and human
services agencies. With six acute care hospitals, three skilled nursing facilities, a home
health agency, hospice and a community-based agency for persons with special needs.
CHS’s high standards have resulted in a nearly 24% market share.
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CHS Statistics
2013
 80,057 hospital admissions
 5,549 newborn deliveries
 302,823 home care visits
 56,182 ambulatory surgeries
 27,851 inpatient surgeries
 382,806 ambulatory outpatient visits
 8,930 cardiac catheterizations

System Highlights
1,928 certified hospital beds
790 nursing home beds
Almost 17,000 employees
More than 4,600 medical staff
More than 3,000 volunteers
$2 billion in revenues

 2,996 coronary angioplasties
 1,029 open heart surgeries
 236,814 emergency department visits
 136,321 hospice days of care
 Tens of thousands of rehabilitation visits
 Day and residential services for 2,150 individuals with special needs,
behavioral/mental health concerns and substance abuse issues

 Data mining is defined as the use of techniques
and technology to derive or predict patterns
from large amounts of data
 Data mining allows healthcare systems to use
their own data to proactively identify trends that
could possibly lead to lost revenue and reduced
cash flow
 Data mining can also be used
to uncover specific results such
as potential overpayments
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 Auditing - A formal, systematic and disciplined
approach designed to evaluate and improve the
effectiveness of processes and related controls
 Monitoring - An ongoing process to ensure policies
and procedures are working as intended
 Monitoring efforts are driven by auditing results

Risk Assessment
A risk assessment is the identification, measurement, and
prioritization of compliance risks that would have a material
consequence on an organization's ability to achieve
objectives. A compliance work plan outlines current focus
areas and states the primary objectives of each project.










Office of the Inspector General (OIG) Work Plan
Office of the Medicaid Inspector General Work Plan
External Governmental Reviews
Industry Literature
Government Enforcement Trends
High Volume Procedures
DRG Trends
Administrators, department heads, and managers are consulted to
help identify potential risks.
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Assess

Monitor

Evaluate

Measure

Manage

Risk Rating
Identified risks are measured by looking at the
potential financial, legal, and reputational impact
to the organization. Current controls are also
taken into consideration to determine vulnerability
with respect to each risk.

Based on the above, risk items are prioritized into one of the following categories:

high, moderate, and low.

 Issue under review by RAC
 Identified as a low risk item on our risk assessment and was
added as an item on the CHS 2012 workplan
 OIG audit letters received by two CHS hospitals
 A total of three claims were identified by the OIG as
being coded incorrectly
 Compliance identified RAC criteria to perform a baseline
audit
 Monthly monitoring was instituted as a result of the audit
 In 2013,the OIG added this topic to their workplan
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 Understanding how your organization’s information
technology (IT) systems work
 Which system will give you the information
needed?
• McKesson STAR
• HANYS – Healthcare Association of NY State
 Determining the scope of your report
 Interpreting your results

 New Office/Outpatient Visit vs.
Established Office/Outpatient Visit
 Emergency Department Triage Only
 Three Day Payment Window
 Surgical Units Greater than One
 Same Day Readmissions
 Modifiers 59 & 25
 Outpatient Claims Greater than $25,000
 Mechanical Ventilation Greater than 96 Hours
 Cancelled Surgeries
 Sepsis
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Questions?
Lisa Giglia
Compliance Analyst
(631) 465-4186
lisa.giglia@chsli.org
Laura Massa, RHIA, CTR
Compliance Data
Specialist
(631) 465-6312
laura.massa@chsli.org
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SAMPLE REPORT
Mechanical Ventilator Greater Than 96 Hours
For the Month Ended December 31, 2013
Account #
123456789
123452345
123479534
147843224
145678765
234545657

Patient
Patient A
Patient B
Patient C
Patient D
Patient E
Patient F

Admit Date
12/4/2013
12/6/2013
12/3/2013
12/6/2013
12/10/2013
12/16/2013

Discharge Date LOS
12/10/2013
6
12/9/2013
3
12/7/2013
4
12/14/2013
8
12/16/2013
6
12/23/2013
7

Attending Physician
Physician A
Physician B
Physician C
Physician D
Physician E
Physician F

Primary Insurance
750100
MEDICARE PART A
750100
MEDICARE PART A
750100
MEDICARE PART A
750100
MEDICARE PART A
750100
MEDICARE PART A
750100
MEDICARE PART A

Discharge Code
3
3
3
20
1
2

SAMPLE AUDIT TOOL

Ventilator Greater Than 96 Hours Audit Tool

Site:_________________________________

Date:_______________________

Reviewer(s):___________________________

Reviewer Initials
1. Length of Stay
A. Admission Date
B. Discharge Date
C. Total Length of Stay
2. Intubation
A. Start Time
B. Stop Time
C. Total number of hours intubated

Account #

Account #

LG

LG

12/6/2013
12/9/2013
3

12/3/2013
12/7/2013
4

12/6/13 0945
12/9/13 1032
72 hours 47 minutes

12/3/13 0900
12/7/13 1120
98 hours and 20 minutes

Policy - Mechanical Ventilator Support Great that 96 Hours

Background:
Ventilator support greater than ninety-six (96) hours, an issue under review by the Medicare
Recovery Audit Contractor (RAC), was listed in the top identified issues by the Recovery Audit
resulting in identified overpayments for Region A, which includes New York State.
The goals of RAC audits are to (1) detect and correct past improper payments in the Medicare
fee-for-service program and (2) provide information to the Centers for Medicare and Medicaid
(CMS) and to the Medicare claims processing contractors that could help protect the Medicare
trust funds by preventing future improper payments. CMS tracks vulnerabilities, known as major
findings, which are identified by the Recovery Audit program for the purposes of developing
corrective actions. These major findings are tracked and corrective actions are monitored and
adjusted as necessary. CMS posts top major findings on the Recovery Audit website and
produces quarterly newsletters to educate providers. This also allows providers to understand
where improper payments are occurring so they can develop additional corrective actions.
In addition, the U.S. Department of Health and Human Services (HHS), Office of Inspector
General (OIG), is conducting reviews of Medicare payments for inpatient services with an
objective of determining whether Medicare payments for inpatient claims with certain Medicare
Severity-Diagnosis Related Groups (MS-DRG) that require mechanical ventilation are
appropriate.
Purpose:
Hospital XYZ is committed to maintaining high quality care and service as well as integrity in its
financial and business operations. Therefore, Hospital XYZ shall ensure compliance with
Medicare Program billing standards governing ventilator support greater than ninety-six (96)
hours.
Policy:
Ventilation hours begin with the intubation of the patient (or time of admittance if the patient is
admitted while on mechanical ventilation) and continue until the tracheal tube is removed, the
patient is discharged/transferred, or the ventilation is discontinued after a weaning period. All
cases that have a primary or secondary ICD-9-CM procedure code of 96.72 (Continuous invasive
mechanical ventilation for 96 consecutive hours or more) and a length of stay less than five (5)
days will be reviewed for appropriateness.
Procedure:
A monthly report of Medicare and Medicaid accounts discharged during the month with a
primary or secondary ICD-9-CM procedure code of 96.72 will be generated. Accounts having a
length of stay five (5) days or less will reviewed in conjunction with the Entity HIM staff.
Progress notes as well as the ventilation flow sheets will be reviewed to collect the time of
intubation or start time of ventilation and the extubation or stop time of ventilation for each
patient. The number of hours intubated will be calculated determine whether the claim was
properly coded based upon the number of hours intubated.

SAMPLE REPORT
Original Report
New vs. Established Office/Outpatient E Code
QB_CD_ACS_OP_MEDICARE_CPT run on 07.12.13 (HEAT tx# 6010377)
Hosp A Medicare O/P discharges from 05.01.08 thru 04.30.13 w CPT codes 99201-99205 (& mod) and 99211-99215 (& mod)
Report looked for previous Hosp A acct within 3 yrs of the service date of original acct.
If $0 chg and dollar amt chg for same CPT, only dollar amt populates.

PATIENT NAME

ACCT NBR

DSCHRG DT
5/5/2008
5/12/2008
5/14/2008
5/17/2008
5/19/2008
5/19/2008
6/2/2008
6/2/2008
6/4/2008
6/13/2008
6/16/2008
6/19/2008
7/2/2008
7/7/2008
7/16/2008
7/18/2008
7/18/2008
7/23/2008
7/28/2008
7/28/2008
7/30/2008
8/8/2008
8/13/2008
8/18/2008
9/22/2008
10/29/2008

SERV DT
5/5/2008
5/12/2008
5/14/2008
5/17/2008
5/19/2008
5/19/2008
6/2/2008
6/2/2008
6/4/2008
6/13/2008
6/16/2008
6/19/2008
7/2/2008
7/7/2008
7/16/2008
7/18/2008
7/18/2008
7/23/2008
7/28/2008
7/28/2008
7/30/2008
8/8/2008
8/13/2008
8/18/2008
9/22/2008
10/29/2008

CHG AMT
$0.00
$0.00
$0.00
$145.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00

CPT CD
99214
99205
99214
99211
99214
99205
99214
99214
99214
99214
99214
99204
99215
99205
99204
99214
99204
99205
99214
99214
99214
99214
99204
99205
99214
99214

CHG|LOC
SLS
SLS
SLS
RDS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS
SLS

DEPT
SSLP
SSLP
SSLP
SEL
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP
SSLP

P/TYPE
SRF
SRF
SRF
SAS
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF
SRF

COMBINED
BILL

CHARGES FROM
ACCT AND PTYPE

PREV ACCT DISCH DATE
4/18/2008
10/9/2006
4/3/2008
5/4/2008
4/17/2008
5/1/2008
5/13/2008
5/15/2008
4/2/2008
4/11/2008
6/3/2008

PREV ACCT

PREV P/TYPE
SRF
SRF
SRF
SER
SRF
SRF
SRF
SRF
SRF
SRF
SRF

6/4/2008
4/3/2008
12/22/2006
7/8/2008
3/23/2007

SRF
SER
SEN
SRF
SAS

7/12/2008
7/18/2008
7/22/2008
7/19/2008
2/26/2007

SRF
SRF
SRF
SRF
SEN

9/12/2008
5/29/2008

SRF
SRF

SAMPLE REPORT
Medicare Outpatient Accounts
Discharged from 05.01.08 through 04.30.13
Incorrectly charged as a New Visit
(has a previous visit within 3 years)
PATIENT
NAME
Patient A
Patient B
Patient C
Patient D
Patient E
Patient F
Patient G

ACCT NBR
DSCHRG DT
A1234567890
01/11/10
A1234567890
02/17/10
A1234567890
02/23/10
A1234567890
03/10/10
A1234567890
04/30/10
A1234567890
06/29/11
A1234567890
02/05/13

SERV DT CHG AMT
01/11/10 $645.00
02/17/10 $645.00
02/23/10 $645.00
03/10/10 $645.00
04/30/10 $535.00
06/29/11 $535.00
02/05/13 $425.00

Patient I
Patient J
Patient K
Patient L
Patient M
Patient N

A1234567890
A1234567890
A1234567890
A1234567890
A1234567890
A1234567890

07/13/11
10/14/11
10/19/12
04/29/13
12/11/12
09/27/10

07/14/11
10/14/11
10/19/12
04/29/13
12/11/12
09/27/10

CPT CD
9920525
99205
99205
9920525
9920425
99204
99203

CHG|LOC
CLS
CLS
CLS
CLS
CLS
WCS
WCS

$535.00
99204 WCS
$535.00
99204 WCS
$535.00
99204 WCS
$535.00
99204 WCS
$425.00 9920325 WCS
$535.00 9920425 WCS

DEPT
SWC
SWC
SWC
SWC
SWC
SWC
SWC

CHARGES FROM
P/TYPE ACCT AND PTYPE
SCL
SCL
SCL
SAS
SAS
SCL
SCL

SWC
SWC
SWC
SWC
SWC
SWC

SCL
SCL
SCL
SCL
SAS
SCL

A1234567890 SRF

PREV ACCT
DISCH DATE
01/04/10
11/17/09
12/11/07
05/15/08
11/16/09
06/29/08
11/17/10

PREV
ACCOUNT
A1234567890
A1234567890
A1234567890
A1234567890
A1234567890
A1234567890
A1234567890

PREV
P/TYPE
SAS
SLW
SRF
SIP
SER
SER
SER
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Compliance at the Strategy Table
Deann M. Baker, CHC, CCEP, CHRC
Sutter Care at Home Compliance Officer, Sutter Health

Dwight Claustre, CHC-F, CHRC
Director, Aegis Compliance and Ethics Center, LLP

Deborah Smith, PHD,MBB,MCA
COO Administrator Zwiebel Center
1

2014 HCCA Compliance Institute

Discussion Topics
 Strategy and planning methods.
 Alignment of compliance with corporate goals and metrics.
 Methods to weave compliance into the fabric of the

organization to impact culture and create sustainable results.
 Building trust and partnerships through collaboration.
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Why Does it Matter?
 It’s important we are all working from the same plan or we

will have communication challenges.
 Compliance Leadership present during strategic planning

mitigates risks to the organization including potential rework.
 Strategic goals and initiatives need to align with regulations,

accreditation standards, and other requirements.
 Establishing an alliance between corporate strategy and

compliance ensures sustainable results.
3

2014 HCCA Compliance Institute

1

3/18/2014

Audience Poll
Roles in the audience?
 CEOs, CFOs, CIOs, CMOs, CNOs,

COOs, CQOs ?

 Department Directors/Managers?
 Nursing& Physician?
 Chief Strategy Officer or Strategy Dept.?
 Consultants?
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Quote
“Even small Healthcare Institutions are
complex, barely manageable places…Large
Healthcare Institutions may be the most
complex organizations in Human History.”
“What you can measure you can manage.” Peter Drucker
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Transitioning from Today to Tomorrow
Healthcare
Service
Reimbursement

Combating Illness

Improving Wellness

Local Reporting

National Reporting

Volume based

Performance based

Venue

Hospital based

Integrated, Outpatient, Community

Records

Paper

Electronic

Treatment

One size fits all

Providers

Collaborators of Care

Directors of Care

1990
6

Personalized, Population Health

2000

2012

2020
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Assumption
The current state of any hospital is an effect of the
decisions of human beings.

The main thing that is controlling the rate at which
a company grows, and it’s strength and stability, is
how much attention Executives can put on:
1. The quality of the decisions they make
2. The speed they can respond to issues inside and
outside of the company

7

2014 HCCA Compliance Institute

Question for Your Executives
Have you asked your Executives how many things they are
working on?
 Question #1: How many initiatives has your Executive Team been
ask to complete over the last 1-3 years?
Answer: The actual answer is 10-100-1000.
 Question #2: How many of the initiatives produced results and
impacted the bottom line?
Answer: Rarely did anyone answer more than 1% of the initiatives
actually produced true results. It was most common to hear the
enthusiastically answer of “Almost all were to complex and still being
worked on.”
8
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Executive Struggles
At the same time, I have to ensure profits by managing my costs. I
can’t hire more people so I must limit my initiatives.

Manage Cost

9

Limit/Reduce
Initiatives
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Executive Struggle
Executives think: “I’m paid to ensure the Hospital thrives, but I’m in a bind
because I can’t do both!!”

Improving Results

Add More
Initiatives

Provide World
Class Service
Limit/Reduce
Initiatives

Manage Cost
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We Build It By Starting With a Blue
Print….A Plan

11

2014 HCCA Compliance Institute

Strategy Terminology
MISSION
Why we exist
VALUES
What we believe in and how
we will behave

12

VISION
What we want to be

The BASIC ELEMENTS of
Strategy

STRATEGY
What our competitive
game plan will be

OBJECTIVE = How / ends

BALANCED SCORECARD
How we will monitor
and implement that plan

TARGET = desired level of
performance

MESAURE= item tracked to
determine achievement

INITIATIVE = funded activities and
plans for achieving objectives

2014 HCCA Compliance Institute

4

3/18/2014

Strategic Planning Session
Process

Deliverables
• Facilitation of Planning
Session…Translation of vision to
prioritized requirements

Discuss Future
State Vision
Translate Vision To
Strategy

• Current State Assessment
 Operational
 Clinical- Service Line
 Market
 Master Planning

Translate Strategy
to Delivery
Requirements

• Presentation of Key Findings / Gap
Analysis from Session

Assess Current
State Capability

• Facilitation of Action after
Session…Translate strategy to
action

Gap Analysis &
Action Plan

• Facilitation of Strategic Partnering
Session…Critical Success Factors /
Action Steps

Strategic Partner
Relationship
13
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The Right “Intelligence” Tools
Successful strategy implementation depends on:
Market Intelligence (MI) = Market Share: Demographics,
Disease, Population, Census, Spend
Business Intelligence (BI)= Analytics, Monitoring, Reporting

Strategic Intelligence (SI) = Planning, Schedule, Execution

Performance Intelligence (PI) =Gap Analysis, VSA, Constraint
Analysis, Waste, Defects, Errors
14
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Planning Process ScheduleAre you Connected?

Environmental
Assessment

Board
Retreat

Technology
Assessment

Executive
Retreat

Clinical
Assessment

Leadership
Meetings

Growth
Assessment

Finalize
Assessments

Cascading
Events

Monthly Meetings to Celebrate Green, Review Yellow and Fix Red
Q1
Reports

Q2
Reports

Q3
Reports

Q4
Reports

Annual Report for Board and Community
15
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Strategy Introductions
 Strategic Planning is designed to provide the outline and
initiative of gathering the necessary information to
develop a Strategic Plan for Your Company. It is to be the
stimulus for the development of your company's actual
Strategic Plan.

“Any plan is only as good as the effort and
commitment that is put into it.”

16

2014 HCCA Compliance Institute

Functions
 Strategic planning is the method that determines what things need to be

done. It provides the goals and objectives of business.
 Without strategic planning your company is operating without clear

purpose and direction.
 Strategic Planning and goal setting are essential parts of every business. A

plan of action must be established with definite goals and objectives so that
the work effort and resources are directed in a controlled and coordinated
manner.

17
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Functions
 A good Strategic Plan establishes goals and objectives that can

be achieved.
 Good Leaders direct their personnel.
 They make decisions and changes as required keeping the business progressing

toward its present goals and objectives.
 Without a plan, a business tends to run on historical

experience or on a crisis management basis.
 Leaders reach in different directions due to lack of clear common goals.
 This creates confusion, inefficiency, excessive costs and reduction of profits.
 The lack of a plan also limits growth. Efforts are based on day-by-day

situations without planning for growth.

18
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Basic Process
 The first part of the process is to develop an accurate assessment of the

company and the people involved.
 This involves the gathering of information from within Your Company and

some evaluation of the skill and ability of its personnel. The purpose of this
is to examine where the company is now. What is its condition? What assets
are available? What are its weak points (internally)?
 The second part of the process involves an examination of

factors outside the company. These are things that can affect the
success of the plan and are not under the control of the company.
 What about government regulations?
 What about new technology, and the new product lines they generate?

These questions need to be answered along with others that are related to
the proposed plan.
19
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The Strategy Process
MISSION
BUSINESS PLANS
•Environmental drivers
•Resource requirements
•Cost / Benefit analysis
•Key priorities
•Measures, Targets & Action
Plans

Continuous Process
VISION
\

STRATEGY
•Board expectations
•Environmental assessment
•Market analysis
•Trends / regulations
•Facts / assumptions
•Stakeholder buy-in

VALUES

Business Intelligence
•Performance management
•Strategy execution and
management
•Focus & alignment with strategy
•Strategic feedback and learning
Objectives
Measures
Targets

BUDGETS
STRATEGIC
INITIATIVES
•BSC performance drivers
•Time-bound
•Requires resources
•Actions that provide focus
& alignment with strategy

20

STATIC

1-3 YEARS

•System & Division
Operational Budgets
•Capital Budgets (equipment
& facilities) – New Business
& Replacement/maintenance
•Strategic Initiative Budgets

ANNUAL

Outline for Strategic Planning
 Mission Statement narrowly defines its purpose and should be

considered a guidepost. It is the company's reason for existing and
carefully defines the business.
 Strategies are specific methods that will be used to accomplish the
goals. Strategies are the "HOW" in the plan.
 Action Steps are the step by step plan of how to accomplish the
stated goals. It assigns the necessary assets, authority, and
responsibility along with a timetable including completion and
reporting dates.

21
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Outline for Strategic Planning
 Long Range Goals are usually done for a period of 3 or 5 years.

Management must ask itself the following:
 Where do we want to be in the long range as we have defined it?
 What profit levels can we reasonably expect to achieve?
 What resources do we need to achieve the stated goals?
 At what time periods will we need the resources?
 How will we finance the plan? What will the capital requirement be?
 What are our profit goals and profit strategies?

22
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Outline for Strategic Planning
 Market Forces are carefully analyzed to determine and categorize those

factors that will generate demand for the company's services now and in
the future.
 This is market segmentation and is useful because it may:
 Uncover previously overlooked markets.
 Be helpful in deciding where to concentrate the company's increased sales

efforts.
 Identify specific new target markets.
 After identifying the market segments, a decision should be made to target

some of the segments. Using a "What If?" scenario, determine the effects of
potential decline, increase, etc., and what the company must do to meet its
goals in these market segments.

23
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Outline for Strategic Planning
Market Potential is reviewed across Markets available to
determine how Your Company can effectively service them with
its existing capacity.
• After determining the market objectives for each of the three
years of the plans, plans must be formulated for the Personnel,
Facilities, and Financial Requirements to support the projected
growth.
• Labor: Do we have the personnel available to support the
growth, or will we have to increase staff? If we increase, from
where will they come? Are our compensation programs
competitive? What will the training needs be?
•
24
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Outline for Strategic Planning
• Facilities: Do we have the equipment and space to support the volume

forecast? What replacements will be required? What new or expanded
facilities will be required?
 Financial: What are the three-year cash requirements necessary to support
the projected growth? Will major capital expenditures be required? Will
long-term borrowing be required? Is it available? At what costs? How will
cost of living factors affect our costs? Do we have administrative personnel
and facilities to support the volume figures? Where do we acquire them? At
what cost?
 Strategy and Tactics: Formalize your strategy and tactics. Strategy
comprises the long-range objectives to be achieved in the long-range plan.
Tactics are measures taken to reach short-term goals.
25
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Financial, People, Equipment,
Facilities
 Finances:
 What are our Revenue Goals
 What is our Revenue Strategy
 Projected increases from an inflationary and partially from expanding

the customer base and new types of business
 People: Executives, Leaders, Supervisors, Employees
 Equipment and facilities improvement costs required for the next

several years for improvements.
 Source of funds
 Profit strategy
26
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Outline for Strategic Planning
 Competition Awareness is as important as knowing your

company.
 Know your competitor's strengths and weaknesses,
Market Share, Geographic coverage, etc.
 A "Competitor's Library" is a useful base. Additional
information can be obtained through Trade Associations,
Chambers of Commerce, Trade Journals, Dunn &
Bradstreet Reports, and
other Compiled Business Analysis.

27
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Strategy Prioritization Matrix
Criteria: At multiple times throughout the strategy life cycle
consideration will be given and assessed for impact, level of difficulty,
risk and prioritized accordingly
High
High Impact,
Low Risk/Difficulty

High Impact,
High Risk/Difficulty

Level
of
Impact
Low Impact,
Low Risk/Difficulty

Low
28
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Low Impact,
High Risk/Difficulty

Degree
of
Risk/Difficulty

High

IMPLEMENTATION, MEASUREMENT,
FOLLOW-UP
 When the basic analysis both inside and outside the company

has been completed and all relevant factors considered it will be
time to put the plan in writing.
 The following steps should be taken:
 Write a detailed plan
 Assign a plan administrator.
 Prepare a master calendar with deadlines
 Assign assets, authority, and responsibility
 Review, Evaluate, take corrective action or change as determined by events.

 Monitor with reports and meetings as necessary
29
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IMPLEMENTATION, MEASUREMENT,
FOLLOW-UP
 Failure to achieve a specific goal or action step

requires a review of the plan. Learn from your
efforts and make corrections that will improve
your planning process.
 The goal may have been wrong
 Poor effort or execution
 Wrong timing
 Conditions may have changed
 Wrong strategy
 Inadequate assets
30
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Development of Goals and Objectives
 What business are we in?
 What business do we want to be in?
 What services do we currently offer?
 Why do our customers use us?
 What are we doing right?
 What are our strengths?
 As I see them? As our customer sees them? As our competitor

sees them?
 What is our target market?

2014 HCCA Compliance Institute
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Development of Goals and Objectives
 What is our market share?
 Who and/or what is our competition? List the strengths and

weaknesses of the top three.
 Did we grow in the past year? What factors contributed to the

growth (or lack of growth?)
 What portion of our business for each type of service provided

produce?
 What portion of our profit is produced by any of these services?
 Which expenses have increased as a percent of sales over the last

three years?
 Which expenses have decreased as a percentage of sales over the last

three years?
32
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Critical Alignment for Monitoring
Divisions

Goals

Strategies

Initiatives
Case Mgmt Model

Site 1

Quality

Evidence Based
Medicine

Palliative Care

Site 2

Build
Partnerships

Physician Alignment
Mission

Corporate

Finance

Improve
Operating
Efficiency

CMS indicators
Report Never Events

EMR
Process Improvement

Communication

Metrics/Goals

Process
Improvement
Cost Containment
Staffing Excellence

Metric Tracking
Mortality
Physician Sat
Physician Sat
OP Sat
IP Sat
ED Patient Sat
Interdepartmental Sat
Capital
Day in AR
EBITDA
DNFB
FTE/AOB
Billing Accuracy

Site 3

Site 4

33

People

Growth

Community

Invest in Our
People

Satisfaction
Leadership
Development

Build Strategy
around
Regions

Care Coordination

Develop
System
Awareness

System Awareness

Increase
Corporate
Responsibility

Community
Participation

Associate Sat
Vacancy
Annual Turnover
90 Day Turnover
IP Market Share
OP Market Share
Adjusted Admissions
New Business

Community
Commitment
VP/Exec Involvement
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Compliance Involved in Design &
Validation of Strategy

34

Summary
 A well-developed, three-year plan will take a lot of

effort and commitment to develop.
 Planning and setting goals is the first function of a

company. Whether documented or not, there must be
a purpose to be accomplished by the business.
 Naturally, the first goal of any company is to survive,
the second is to grow.

35
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Weaving Compliance Into The Fabric
of Your Organization Through Strategy
Strategy: “a carefully devised plan of action to achieve a
goal, or the art of developing or carrying out such a plan”

36
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The Executives and Compliance
Officers are a Team

37
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Compliance Alliance With Strategy
 Costs that come with crisis,

choices, and chances.
 Is the compliance program

aligned with the organization
strategy?

38
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Demonstrating Our Value
Risks to fulfilling the organizations mission:
 Departments
 Processes
 People
 Roles and…
 Rules

39
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Demonstrating Our Value
• Organizations are required to

•
•
•
•
40

comply with certain rules when
they participate.
Is your organization considering
the risks?
How is that done?
New line of business? Did they
include compliance at the table?
Are they walking a fine line?
2014 HCCA Compliance Institute

Leadership needs to prepare for STORMS
Healthcare Storm is coming!!! Take Cover! Strategy has to be Flexible!
Typical operating and regulatory challenges are concerning Executives
Rising Cost
Of Capital

Aging Population

Performance
Publically
Reported

Access to
Care limited

Operating Cost
Increasing

CMS predicts 15% Hospitals
Closed by 2014
Revenues & Investment
Incomes Decline

Rising Technology &
Supply Cost

Labor Cost &
Shortages

41
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Compliance Conditions Met Through An
Organizational Plan

42
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Compliance Resources “we can build it”
 Standards that support the compliance cause:
 Federal Sentencing Guidelines (FSG)
 OIG Work Plans (OIG)
 Compliance Program Guidance (CPG)
 Corporate Integrity Agreements (CIA)
 Conditions of Participation (CoP)
 Patient Protection and Affordable Care Act (PPACA)
 More…

43
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Elements of An Effective Compliance Program
High Level Oversight
(Compliance Officer Role &
Compliance Committee)

Assessment of
Effectiveness

& Governance

(Compliance Program
Evaluation)

(Develop and Disseminate
Policies & Standards of
Business Conduct)

Compliance elements
in place

Auditing
&Monitoring

(Ongoing Testing of
Controls to Address Risk)

(Large Scale Evaluation and
Prioritization of Risks and
Identification of Mitigation
Strategies )

Create Fair &
Ethical Culture

Leadership
commitment to
participate

Risk Assessment

An effective
compliance program

Detection, Remediation &
Enforcement

44

Establish Standards

(Board of Directors)

(Timely response to misconduct, Screening,
Sanctions and Corrective Action Plans)

(Incentives for
Performance “Create a Do
The Right Thing” Tone )

Open Lines of
Communications

(Confidential Message Line ,
Surveys and Exit Interviews)

Education/Training
(Role. Values &
Risk/Regulatory Based)

2014 HCCA Compliance Institute

Our Landscape
 Organizational Plan

(to live up to the “Code” & fulfill and
protect the mission)
 Strategy: How to influence workforce to
meet the mission, vision, goals
 Risk: Regulations, laws, accreditation and
organizations policies.
 Resources: Internal expertise, external
needs, costs & allocation
 Accountability: Metrics, evaluation,
reporting, and incentivizing completion and
create just culture.
45
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Risk Assessment
 Risk assessed through discussion, interviews and evaluation

and the areas to consider when establishing a plan:
 Risk impact
 Risk likelihood
 Internal controls
 Internal trends
 External trends
 Corrective Action Plans

 Risk Assessment defines the compliance annual work plan
 How can that help with working with our partners and align

with strategy?
46
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Controls Environment
• A process affected by an

organizations board of
directors, management, and
other individuals, designed to
provide reasonable assurance
regarding the achievement of
the objectives.
• It must be part of the

strategy to develop a plan
that will last the storms.
47

Risk Assessment & prioritization help
identify how to reach objectives

2014 HCCA Compliance Institute

Controls Environment
• Preventative
• Directive
• Detective

48
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Controls Environment
Hard Controls

Soft Controls

•Formal

•Informal

•Objective

•Subjective

•Measurable

•Subtle

•Documented “plan”

•The environment

The Federal Register Compliance Program Guidance
from the OIG address the internal controls environment
49
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Departments + Processes + Requirements
= Risks to the Organization’s Mission
• Departments:
• Human Resources
• Contracting & Procurement
• Medical Staff Office
• Risk Management
• Legal Department
• Quality
• Information Technology

50

• Processes:
• On-boarding & Exiting
• Exclusions Screening
• Payments/Agreements
• Licensing
• Credentialing/Privileging
• New Technology
• New Services
• Regulatory Changes

2014 HCCA Compliance Institute

Accountability..
 ..through compliance metrics and defined responsibilities

and alignment with the organization’s strategy and our
“compliance map”.

51
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Data Analysis Cycle
• Compliance goals include:
• Identification of measures
• Collection
• Evaluation
• Learning
• Improving
• Monitoring
• Reporting
• Rewarding (incentivize)

52
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Incentives
• FSG = (6) The organization's

compliance and ethics program shall
be promoted and enforced
consistently throughout the
organization through (A) appropriate
incentives to perform in accordance
with the compliance and ethics
program;

53
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Compliance Metrics & Evaluation
 Discuss handout documents and next slides

54
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Human Resources
 People Goals =
 hiring and maintaining qualified workforce
 maintaining a satisfied workforce
 Risk area =
 excluded individuals or criminal history
 consistent sanctions
 Compliance strategy =
 Monitoring activities
 FSG = The organization shall use reasonable efforts not to include within the
substantial authority personnel of the organization any individual whom the
organization knew, or should have known through the exercise of due diligence,
has engaged in illegal activities or other conduct inconsistent with an effective
compliance and ethics program.
55
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Human Resources
 People Strategy and Goal =
 Create an ethical (Just) culture and behavior standards
 Risk =
 Inconsistent discipline and unreported issues (fear of retaliation)
 Compliance Strategy =
 Monitor disciplinary actions and exit surveys
 FSG = (b) Due diligence and the promotion of an organizational
culture that encourages ethical conduct and a commitment to
compliance with the law within the meaning of subsection (a)
minimally require the following:

56
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Supporting a Just and Fair Culture
(its not just about the data & plan)
● Commit to establish and maintain an environment

that is respectful, fair and just for all (patients,
families, staff and providers) when looking at
outcomes.
● A just and fair culture looks at system opportunities

and supports the patients, families, staff and
providers through a process to evaluate why an
error occurred.
Resource:

●
Dr. Lucian Leape Professor, Harvard School of Public Health
Testimony before Congress on Health Care Quality Improvement
http://www.health.ny.gov/professionals/patients/patient_safety/conference/2007/docs/patient_safety_and_
the_just_culture.pdf - Also “The Just Culture Organization” link is available on the resource page.

57
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Quality – Clinical Standards
 Strategy: Evidence based Medicine=
 Meet quality standards established through CoP
 Risk to achieving the goal=
 CMS quality outcomes and timely reports, HACs, and other
 Compliance strategy =
 Audit the monitor and report activities of requirements
 CPGs & CIAs address quality: FR Compliance Programs Guidance in
section A. “Benefits of a Compliance Program” – “The OIG believes a
comprehensive compliance program provides a mechanism that brings the public
and private sectors together to reach mutual goals of reducing fraud and abuse,
enhancing operational functions, improving the quality of health care
services….”
58
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Contracts & Procurement
 Financial goals =
 Meet a specific financial outcome, improved process or
efficiencies
 Risk to achieving the goal=
 Stark, Anti-kickback, Exclusions, DRA….
 Compliance strategy =
 Monitor contracts, payments, procurement…
 FSG = The organization shall take reasonable steps—
 (A) to ensure that the organization's compliance and ethics
program is followed, including monitoring and auditing to
detect criminal conduct;
59
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Development and Education
 People strategy and goal =
 Maintain a qualified workforce
 Risk to achieving the goal =
 Workforce knowledge to maintain skills and qualifications
 Compliance strategy =
 Monitor and report workforce participation
 FSG = The organization shall take reasonable steps to communicate
periodically and in a practical manner its standards and procedures,
and other aspects of the compliance and ethics program, to the
individuals referred to in subparagraph (B) by conducting effective
training programs and otherwise disseminating information
appropriate to such individuals' respective roles and responsibilities.
60
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A Seat At The Table
 Is to have a voice and opportunity to participate in

discussions regarding corporate business strategy and
therefore have influence.

61

2014 HCCA Compliance Institute

The Challenges We Encounter
 Bullying can be an occasional issue we encounter.
 Corporate/Institutional bullying is when it is

entrenched in an organization and becomes accepted
as part of the workplace culture.
 Corporate bullying can be blame without factual

justification, unfounded criticism, or being treated
different than the rest of your peer group.

62
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The Challenges We Encounter
 Competition: Means to

compete for something;
engage in a contest; measure
oneself against others.

 Competition often creates

conflict a natural “fight or
flight” phenomenon.

 Competition: conflict is seen

as a contest with a winner
and a loser.

63
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Emotional Intelligence?

64

 Pause

 Self Awareness

 Perspective

 Self Management

 Prepare

 Social Awareness

 Present

 Relationship Management
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Communication Is Key
 Compliance Today’s Exhale by Shawn DeGroot

“In the compliance field we are blessed (or cursed, depending
on personal perspective) with delivering messages to a
variety of audiences. We listen, educate, investigate, question,
ponder and respond. We routinely digest regulatory
information in preparation for the next question during and
investigation or to provide training to an audience. Our
verbal messages can be succinct and clear, yet misinterpreted
if incongruence exists with our body language.”

65

2014 HCCA Compliance Institute

Communication Strategy
 Negotiate
 Cooperate
 Challenge assumptions
 Provide accurate and

honest information
 Develop and use your

emotional intelligence
skills

Cooperation: the conflict is seen as a joint
problem to solve.

 Its’ ok to …..
66
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Communication

67
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It Can Feel Like This
 Compliance Professionals can

help change the perspective.
 It’s not just about what is legal

but the risk environment and
appetite of the organization.
 Its not about saying NO, it’s
about helping evaluate HOW.
 Management is being told (even
by regulators) to be innovative
but sometimes the regulations
create red tape.
68
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Our Code of Ethics
 Keep our role in perspective.
 We can’t mange people or

business operations but we can
manage ourselves through the
circumstances we encounter.

69
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Effect : Sustainable Results
Together
Everyone
Accomplishes
More

70
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A Few Resources
 “Leadership: The Power of Emotional Intelligence” by Daniel

Coleman
 “Results that Last” by Quint Studer
 “Straight A Leadership” by Quint Studer
 “Crucial Conversations” by Kerry Patterson
 TheJust Culture Organization www.justcutlure.org;
 HCCA & SCCE publications and resources:
 Compliance Professional Manual, Compliance Today, Surveys,

Videos, Books and more
 Linked-In Groups and conversations
71

2014 HCCA Compliance Institute

24

New Business/Service Compliance Checklist
Dignity Health
New Business/Service Compliance Checklist
Facility:

New Business/Service Line:

Target Opening/Start Date:

Has System Compliance Director been notified?

Element

Resources

Action Required

Yes

No

Comments

Date
Complete

Regulatory
Have Federal and State
requirements (including program
licensing) been assessed/reviewed
for this program/service?

Policy 6.110 Licensing,
Certification and Accreditation

Have Joint Commission
requirements been
assessed/reviewed for this
program/service (if applicable)?
Are Policies and Procedures
required for Joint Commission or
State Requirements completed &
approved?
Are any notifications required to
CMS (Medicare/Medicaid) prior to
start up of program/service?
Has business license been
obtained (if required)?
Have physical plant requirements
been met?

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
Page 1 of 9, revised Feb 20, 2013

New Business/Service Compliance Checklist

Element

Resources

Action Required

Comments

Date
Complete

Physician Supervision Rules
Memo

Have the CMS Physician
Supervision requirements for
provider-based diagnostic and
therapeutic services been
evaluated and put in place as
required?

Physician Supervision Rules
Flowchart
The Physician Supervision
Documentation Tool
Provider-Based Requirements

Is this a “Provider-Based” entity?
Provider-Based Checklists

If yes, complete the applicable
checklists.

Medical Staff
Is the physician or non-physician
(NPP) privileged and credentialed
to provide the services in this new
service line?
Has the scope of practice for all
non-physician practitioners (NPP)
been reviewed to ensure they are
licensed to provide this service(s)?
Have the anticipated
ordering/referring physicians been
verified in PECOS?

Physician Assistant’s Scope of
Practice
American College of Nurse
Practitioners
Medicare Provider Ordering and
Referring Report

Have state physician supervision
requirements been met?

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
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New Business/Service Compliance Checklist

Element

Resources

Action Required

Comments

Date
Complete

Joint Ventures
Is the program/service a Joint
Venture?
Have you reviewed the HIPAA
Considerations in structuring the
joint venture?

HIPAA Considerations in
structuring a joint venture

HIPAA
Has the new business service
been added to the HIPAA
organization chart? Contact your
FPO.
If access, use or disclosure of
Dignity Health data is involved has
a privacy impact assessment been
completed by the FPO?

Legal / Contracting
Has Dignity Health Legal been
notified of new service line
development?
Does the Medical Director contract
meet all requirements as stated in
Dignity Health Physician
Transaction policy?

Dignity Health Policy 70.5.001
Physician Transactions

Has Managed Care reviewed all
contracts as needed?

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
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New Business/Service Compliance Checklist

Element

Resources

Action Required

Comments

Date
Complete

Has Legal reviewed all contracts
for services including physicians,
vendors, third party billing
companies, and any other
contracted services?
If leasing office space to a
physician have real estate leases
been reviewed by Legal and /or
Corporate Real Estate to ensure
compliance with Dignity Health
Physician Transaction policy and
to ensure that current Fair Market
Value has been assessed and
documented?
Is the service/program/business
owned in part or in whole by a
physician?

Documentation / Medical Records
Does the system for storage and
retrieval of medical records ensure
records are available for audit and
medical record requests by
payers?

Dignity Health Policy 70.2.020
Record Retention

Does the electronic billing system
allow for adequate back-up and
data retrieval to ensure
compliance with Dignity Health
Record Retention policy? 70.2.020

Dignity Health Policy 70.2.020
Record Retention

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
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New Business/Service Compliance Checklist

Element

Resources

If using an EMR for professional
services, have the documentation
templates been reviewed to
ensure E&M documentation
guidelines will be met?

Action Required

Comments

Date
Complete

Documentation Guidelines for
E&M Services

Professional Claim Billing/Coding
Will this service be performed by a
physician?
Have individual physician NPI’s
been validated?
If one or more of the performing
providers is non-physician
practitioner (NPP), what name and
NPI will appear on the CMS1500
claim form for each payer type?

Dignity Health Policy 70.4.001
“Incident to” Services

If the Non Physician Practitioner is
employed by the hospital, please
contact the Dignity Health System
Compliance Director for Clinics
Have CPT/HCPCS codes and
documentation requirements been
identified and reviewed by a
Dignity Health or DHMF Coding
Compliance Manager?
Have encounter forms been
created/updated and reviewed by
a Dignity Health or DHMF Coding
Compliance Manager?

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
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New Business/Service Compliance Checklist

Element

Resources

Do non-Medicare payers have
specific coding/reimbursement
requirements? If so, have these
requirements been documented as
outlined in the Dignity Health
policy 70.4.016 “Payer Specific
Coding Instructions”?

Action Required

Comments

Date
Complete

70.4.016 “Payer Specific Coding
Instructions”?

Has the practice management
system been updated to include
the new CPT codes and fees?
If a contract billing service is to be
utilized, has this been reviewed by
Dignity Health Compliance to
ensure all CMS
(Medicare/Medicaid) requirements
have been met?
Does the new service/business
meet the Medicare/Medicaid
program requirements for billing
including review of applicable
LCD’s/NCD’s and/or CMS
transmittals?
Has a New Provider/Program audit
be arranged with Dignity Health or
DHMF Compliance Manager?

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p
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New Business/Service Compliance Checklist

Element

Resources

Action Required

Comments

Date
Complete

Facility Charging / Coding / Billing
Have you reviewed the charging,
coding and billing forms, policies
and practices with a Dignity Health
Coding Compliance Manager?
Who will be responsible for the
assignment of ICD-9 diagnosis
codes? Is this person properly
educated, qualified and
competency tested?
Has a 60-90 day (post program
start up) compliance audit of
coding, charging and
documentation been scheduled to
ensure errors/problems are
identified and corrected early in
the start up phase of the service?
Who will validate CPT/HCSPCS
codes against the clinical
documentation?
Have all items on CDM been
reviewed and audited for accuracy
of codes, descriptions, and to
ensure that any unique CMS
(Medicare/Medicaid) requirements
have been met in conjunction with
System CDM team?
Has CDM’s been tested to ensure
the appropriate charge description
and associated charges appear
correctly on the claim/patient’s bill?
Has a charge reconciliation
process been implemented?
D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
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New Business/Service Compliance Checklist

Element

Resources

Action Required

Comments

Date
Complete

Is there a process in place for the
billing staff to return claims that
were incorrect on initial submission
to the hospital for correction?
If a contract billing service is to be
utilized, has this been reviewed by
Dignity Health Compliance to
ensure all CMS
(Medicare/Medicaid) requirements
have been met?
Have the system and documents
utilized to input charges been
reviewed for accuracy and to
ensure all CMS
(Medicare/Medicaid) requirements
have been met?
Has the denial management plan
been reviewed to ensure any
charging/billing errors are
identified and corrected?
Has the cancel/credit tracking
system been reviewed to ensure
that all overpayments will be
identified and promptly returned to
the payer?
Has a system been implemented
to ensure that any outpatient
charges related to the acute
hospitalization are identified and
meet the requirements of the
3-day rule?

Dignity Health Policy 70.2.010
Three Day Window

D i g n i t y





J u s t i c e

C o l l a b o r a t i o n



S t e w a r d s h i p
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New Business/Service Compliance Checklist

Element

Resources

Has system been implemented to
ensure that ABN’s (Advanced
Beneficiary Notice), MSP
(Medicare Secondary Payer) and
CMS Conditions of
Admission/Participation are
properly utilized?

Action Required

Comments

Date
Complete

70.2.003 Medicare Secondary
Payer Screening
70.2.021 Advanced Beneficiary
Notices
CMS Conditions of Participation

Are E&M leveling criteria
established and associated
policies and procedures
completed?
Are encounter form/charge form
policies and procedures
completed?
Does the new service/business
meet the Medicare/Medicaid
program requirements for billing
including review of applicable
LCD’s/NCD’s and/or CMS
transmittals?

CMS Transmittals

Leadership
Have Service Line / Business
leaders attended (or enrolled in)
the Dignity Health Physician
Transaction Training?

D i g n i t y



J u s t i c e



C o l l a b o r a t i o n



S t e w a r d s h i p



E x c e l l e n c e
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Corporate Compliance
The time is always right to do what is right

New Service Line Compliance Checklist Guidelines
Background: Certain programs and services provided in the inpatient, outpatient, home care or the
clinic environment, may have unique regulatory, documentation, coding or billing requirements.
Additionally, prior to the provision of services, it is essential to review and implement the range of
processes that are necessary to ensure the correct charging, billing and oversight of those services. This
checklist has been developed to assist in the comprehensive review of new programs and services that
the hospital has not previously offered. A listing of examples of program and service types is included
at the end of this document.
1. When the hospital completes the Integrity Program Disclosure Report each month, the President,
CFO and Facility Compliance Liaison (FCL) will complete the section to include notification of
any new programs, services lines or businesses that are currently being considered by the
hospital. The Integrity Program Disclosure Report will then be electronically forwarded to the
Dignity Health Legal Dept representative. The Legal Dept. will then forward the Integrity
Program Disclosure Report to the appropriate System Compliance Director and Legal team.
2. The System Compliance Director will contact the appropriate Compliance lead and/or the
hospital FCL to coordinate the completion of the checklist. The FCL and business/service
manager/director will review each item on the checklist for applicability to their new
business/service to ensure that various CMS, regulatory and Dignity Health policy requirements
have been considered. The System Compliance Director will participate in the review of and the
completion of the Checklist at the hospital’s request. Appropriately the System Compliance
Director or FCL will notify the Coding Compliance Director to assure they conduct the
necessary review and audit upfront to assure proper coding and charge structure established and
education provided
3. Once completed, the FCL will then review the checklist, identify any compliance risk areas, and
follow up with the System Compliance Director for assistance, if necessary.
4. The FCL is required to maintain the completed checklist for future reference, if necessary.
5. The FCL at each facility will regularly notify their System Compliance Director of any changes
in leadership of that department/service and upon closure of the business/service.
6. The Dignity Health Compliance Department will maintain a current listing of these programs by
facility.
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Corporate Compliance
The time is always right to do what is right

7. It is recommended that the FCL contact their System Compliance Director prior to completing
the Checklist to determine if additional resources are necessary for review of a new service.
Compliance resources available to assist and provide support are as follows:
Jerome Ingrande

Dawnese Kindelt






Hospital Outpatient Clinic
CHWMF
Free-standing Clinics
Any service line for which Dignity Health is responsible for
processing of professional claims, either by Dignity Health staff or
through an outsourced billing company; including inpatient services
Acute Inpatient
 Home Care
 Physician
Rehab
Supervision
 Hospice
Ambulance
 Physician
 Lab
Services
Transactions
 Pharmacy
DSMT



Mary Ann LeVesque










Dignity
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Charging
Coding
Documentation



Lisa Silveria









Behavioral
Health
Billing
Cardiac Rehab
Cardiology & Cath
Lab
Charging
CIA
Contracting
DSMT

Collaboration

Electronic Health
Records
HIM





Electronic Health
Records
Emergency
Department
Infusion Therapy
Investigational
Device billing
Lab
Physician
Transactions









Stewardship











Infusion Therapy
Wound Care &
HBO

Radiology
Regulatory
Respiratory
Therapy
Skilled Nursing
Sub-acute
Telemedicine
Wound Care &
HBO

Excellence
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8. The following are examples of new business/services that may have unique documentation,
coding and/or billing requirements and should be reported to your System Compliance Director
and for which you should utilize the Checklist:













Acute Chemical Dependency detox
Acute Inpatient Rehabilitation
Bariatric Surgery programs
Behavioral Health services
Cardiac Rehabilitation
Clinics (provider based, rural, other)
Community Lab Draw Stations
Cyber Knife
Diabetic Self-Management Teaching
(DSMT)
Dialysis Centers
Gamma Knife
Home Health, Hospice

Dignity
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Collaboration











Hospital-owned Ambulance Services
Hyperbaric Oxygen (HBO)
Outpatient Chemotherapy
Outpatient Infusion Therapy
Outpatient Radiation Therapy
Outreach labs
Pain Management Clinics
Reference labs
Skilled Nursing, Distinct part SNF, Subacute
Telemedicine
Wound Care clinics






Stewardship



Excellence
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CHECKLIST A
REQUIREMENTS FOR MEETING PROVIDER – BASED STATUS
All Facilities (On Campus & Off-Campus1)
Dignity Health Hospital
(Main Provider):
REQUIREMENTS
1. Licensure




2.

Clinical
Services
Integrated






3.

Financially
Integrated





4.

5.

Public
Awareness

Obligations




Provider-Based
Department/Clinic:
STANDARDS
Site must be listed on hospital’s operating
certificate
Exceptions:
 If State requires separate license or
 State requires no license
Medical staff privileges at main provider
Same monitoring and oversight as for other
hospital departments
Medical records: unified retrieval system: can
identify the patient was a patient in the
hospital system and get the records; doesn’t
require same computer system
Patients treated at the clinic have access to
full range of services at main provider
Costs of site are included on hospital’s cost
report in appropriate cost center(s)
Shared income and expenses
On trial balance of main provider

Held out to public as part of the hospital
Signage listing name of hospital (not name of
parent company)
 Registration documents listing name of
hospital
 If share space, hospital should occupy
discrete space or block time, so patient
understands it is receiving services from the
hospital (not a physician office)
See separate obligations page










EVIDENCE
Operating certificate
(including license
number and expiration
date)

DOCUMENT NAME
A1.1
Operating License

Medical staff bylaws; list
of MDs and where
privileged
Policies and procedures
Org. chart (to show
oversight)
Data showing referrals
between I/P and O/P

A2.1a
A2.1b

Medical Staff Bylaws
Privileged MDs

 Standard Met
 Standard Not Met

A2.2

Actions Needed:

A2.3
A2.4

Records Retrieval
Policy
Organization Chart
Referrals IP vs OP

Cost report
Chart of accounts/trial
balance (List of cost center

A3.1

Cost Centers

 Standard Met
 Standard Not Met

Actions Needed:

Actions Needed:

with clinic cost center
highlighted will meet
requirements for this item.)








Patient registration forms
and/or new patient
packet; bills
Signage/logo
Letterhead
Web site
Phone directory (yellow
pages)
Ads

ASSESSMENT
 Standard Met
 Standard Not Met

A4.1

Registration Forms

 Standard Met
 Standard Not Met

A4.2
A4.3
A4.4
A4.5

Logo / Signage
Letterhead
Web Site
Phone Directory

Actions Needed:

A4.6

Ads

1
Campus= Main provider’s building and adjacent buildings, other buildings w/in 250 yards, or as Regional Office determines. Note: If hospitals merge, only one site is the “main provider.” Other sites are considered offcampus, unless Regional Office determines otherwise.

CHECKLIST B
REQUIREMENTS FOR MEETING PROVIDER – BASED STATUS (Checklist)
“Off-Campus” Locations, Additional Requirements

Dignity Health Hospital
(Main Provider):
REQUIREMENTS
1. Ownership and
Control





2.

Administration
and Supervision







Provider-Based
Department/Clinic:
STANDARDS
100% owned
Same governing body (directors) and
organizational documents
Main provider has final responsibility for
administrative decisions, and final approval
of contracts, personnel actions, and personnel
policies of clinic staff, and medical staff
appointments
Direct supervision by hospital, with same
frequency, intensity, and accountability as
between hospital and other departments
Monitoring and oversight by hospital
Certain administrative functions are
integrated; the clinic sites obtain the
following services from the hospital, either
through hospital employees or contracted out
services, with contract management handled
by staff of main provider:
o
Billing
o
Records
o
Human resources
o
Payroll
o
Employee benefit package
o
Salary Structure
o
Purchasing
Can be handled under different contracts, so
long as contract is managed by hospital




EVIDENCE
Certificate of
incorporation
Bylaws

DOCUMENT NAME
Certificate of
Incorporation
B1.2
Bylaws
B1.1

ASSESSMENT
 Standard Met
 Standard Not Met
Actions Needed:







Org. chart
Job descriptions with
reporting relationship
Policies and procedures
List of functions
performed by main
provider
Contracts

Should be included w/Checklist
A
B2.2
Job Descriptions

 Standard Met
 Standard Not Met
Actions Needed:

B2.3
B2.4

Policies
Functions

B2.5

Contracts

CHECKLIST B
REQUIREMENTS FOR MEETING PROVIDER – BASED STATUS (Checklist)
“Off-Campus” Locations, Additional Requirements
REQUIREMENTS
3. Geographic
Location




4.

No Joint
Ventures





5.

If Management
Contract



STANDARDS
Within 35 miles of main provider (straight
line, not road miles), or
Exception if DSH is greater than 11.75% and
o Owned or operated by state or local
government
o Is a public benefit corporation or
o Has a contract with the government to
operate clinics to assure access to lowincome patients
Exception if meets 75% test
Joint ventures are permitted in on-campus
locations only

Off-campus meet the following criteria:
o The provider, not the management
company, must employ all direct patient
care staff
o The facility must be integrated
administratively with the main provider,
and the main provider must have
significant control over the operations of
the facility
o The management contract must be held
by the main provider itself, not by parent
organization




EVIDENCE
Maps
Googlemaps / MapQuest

B3.1

DOCUMENT NAME
Map

ASSESSMENT
 Standard Met
 Standard Not Met
Actions Needed:



100% ownership

B4.1

Hospital Campus Map





Management contract
Payroll records
Contract for staffing

B5.1
B5.2
B5.3

Management Contract
Payroll Records
Staffing Contract

 Standard Met
 Standard Not Met
Actions Needed:
 Standard Met
 Standard Not Met
Actions Needed:

CHECKLIST C
OBLIGATIONS OF PROVIDER-BASED SITES
(Applies to both On-Campus and Off-Campus Sites)

Dignity Health Hospital
(Main Provider):
REQUIREMENTS
1. 1. EMTALA




Provider-Based
Department/Clinic:
STANDARDS
Comply with the anti-dumping rules
Applies to off-campus sites if dedicated
“emergency department”



EVIDENCE
EMTALA policy

C1.1

DOCUMENT NAME
EMTALA Policy

ASSESSMENT
 Standard Met
 Standard Not Met
Actions Needed:

2.

3.

4.

5.

Site-of-Service

Provider
agreement

NonDiscrimination
provisions

Billing of
Medicare
Patients









Hospital obligation to assure physicians use
correct site-of-service. On line 24b of the
CMS 1500 form, the physician should record
“22” for the hospital outpatient setting or
“23” for the hospital emergency room rather
than “11” for office setting.
Hospital outpatient department must comply
with all the terms of the hospital’s provider
agreement

Physicians who work in hospital outpatient
departments or hospital-based entities are
obligated to comply with the nondiscrimination provisions of Title XVIII.

Hospital outpatient departments must treat all
Medicare patients as hospital outpatients for
billing purposes. The department must not
treat some Medicare patients as hospital
outpatients and others as physician office
patients.






Billing Policies
Auditing and monitoring
Physician contracts
Medical staff bylaws

C2.1
Billing Policies
C2.2
Site-of-Service Audit
C2.3
Physician Contracts
Should be included w/Checklist
A

 Standard Met
 Standard Not Met



Policies or other
documentation that
indicates the department
complies with the
Medicare Agreement and
Conditions of
participation.

C3.1

 Standard Met
 Standard Not Met



Policies

C4.1




Physician contracts
Medical staff bylaws





Policy showing
compliance with
Provider Agreement
(example: EMTALA
policy)

Actions Needed:

Actions Needed:

Non-discrimination
policy
C4.2
Physician Contracts
Should be included w/Checklist
A

 Standard Met
 Standard Not Met

Policies

C5.1

 Standard Met
 Standard Not Met

Physician contracts
Auditing and Monitoring

C5.2
C5.3

Medicare Billing
Policies
Physician Contracts
MC OP Audit

Actions Needed:

Actions Needed:

CHECKLIST C
OBLIGATIONS OF PROVIDER-BASED SITES
(Applies to both On-Campus and Off-Campus Sites)
REQUIREMENTS
6. Payment
Window



7.

Informing
Beneficiaries



8.

Health and
Safety



STANDARDS
If a patient admitted to the hospital as an
inpatient after receiving treatment in the
hospital outpatient department or hospitalbased entity, payments for these services in
the hospital outpatient department or
hospital-based entity are subject to the
payment window provisions applicable to
PPS hospitals.
Hospital must give Medicare patients at offcampus provider-based sites written notice of
two co-pays before rendering services.
Hospital outpatient departments must meet
applicable hospital health and safety rules for
Medicare participating hospitals.



EVIDENCE
Policies



Auditing and Monitoring

DOCUMENT NAME
Three-Day Window
Policy
C6.2
Three-Day Window
Audit

ASSESSMENT
 Standard Met
 Standard Not Met

 Standard Met
 Standard Not Met

C6.1




Co-pay notice
Policies

C7.1
C7.2
policy

Dual co-pay notice
Medicare Notices



Policies applicable to the
provider based
department/entity

C8.1

Policy (e.g. Medication
Reconciliation,
EMTALA, etc.)

Actions Needed:

Actions Needed:
 Standard Met
 Standard Not Met
Actions Needed:

Critical Alignment for Monitoring
Divisions

Goals

Strategies

Initiatives
Case Mgmt Model

Site 1

Quality

Evidence Based
Medicine

EMR
Process Improvement
Palliative Care

Site 2

Corporate

Communication

Build
Partnerships

Physician Alignment
Mission

Finance

Improve
Operating
Efficiency

Metrics/Goals
CMS indicators
Report Never Events
Metric Tracking
Mortality
Physician Sat
OP Sat
Physician
IP Sat Sat
ED Patient Sat
Interdepartmental Sat

Process Improvement

Capital
Day in AR

Cost Containment

EBITDA
DNFB

Staffing Excellence

FTE/AOB
Billing Accuracy

Site 3

Site 4

People

Satisfaction
Leadership
Development

Build Strategy
around Regions

Care Coordination

Develop System
Awareness

System Awareness

Increase
Corporate
Responsibility

Community
Participation

Associate Sat
Vacancy
Annual Turnover
90 Day Turnover
IP Market Share
OP Market Share
Adjusted Admissions

Growth

Community
2014 HCCA Institute

Invest in Our
People

New Business

Community
Commitment

1

VP/Exec Involvement
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2012 GUIDELINES MANUAL
CHAPTER EIGHT - SENTENCING OF
ORGANIZATIONS
PART B - REMEDYING HARM FROM CRIMINAL CONDUCT,
AND EFFECTIVE COMPLIANCE AND ETHICS PROGRAM

2.

EFFECTIVE COMPLIANCE AND ETHICS PROGRAM

Historical Note: Effective November 1, 2004 (see Appendix C, amendment 673).

§8B2.1.

Effective Compliance and Ethics Program
(a)
To have an effective compliance and ethics program, for purposes of
subsection (f) of §8C2.5 (Culpability Score) and subsection (b)(1) of §8D1.4
(Recommended Conditions of Probation - Organizations), an organization
shall—
(1)
and

exercise due diligence to prevent and detect criminal conduct;

(2)
otherwise promote an organizational culture that encourages
ethical conduct and a commitment to compliance with the law.
Such compliance and ethics program shall be reasonably designed,
implemented, and enforced so that the program is generally effective in
preventing and detecting criminal conduct. The failure to prevent or detect the
instant offense does not necessarily mean that the program is not generally
effective in preventing and detecting criminal conduct.
(b)
Due diligence and the promotion of an organizational culture that
encourages ethical conduct and a commitment to compliance with the law
within the meaning of subsection (a) minimally require the following:
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(1)
The organization shall establish standards and procedures to
prevent and detect criminal conduct.
(2)
(A)
The organization's governing authority shall be
knowledgeable about the content and operation of the compliance and
ethics program and shall exercise reasonable oversight with respect to
the implementation and effectiveness of the compliance and ethics
program.
(B)
High-level personnel of the organization shall ensure
that the organization has an effective compliance and ethics
program, as described in this guideline. Specific individual(s)
within high-level personnel shall be assigned overall
responsibility for the compliance and ethics program.
(C)
Specific individual(s) within the organization shall be
delegated day-to-day operational responsibility for the
compliance and ethics program. Individual(s) with operational
responsibility shall report periodically to high-level personnel
and, as appropriate, to the governing authority, or an appropriate
subgroup of the governing authority, on the effectiveness of the
compliance and ethics program. To carry out such operational
responsibility, such individual(s) shall be given adequate
resources, appropriate authority, and direct access to the
governing authority or an appropriate subgroup of the governing
authority.
(3)
The organization shall use reasonable efforts not to include
within the substantial authority personnel of the organization any
individual whom the organization knew, or should have known through
the exercise of due diligence, has engaged in illegal activities or other
conduct inconsistent with an effective compliance and ethics program.
(4)
(A)
The organization shall take reasonable steps to
communicate periodically and in a practical manner its standards and
procedures, and other aspects of the compliance and ethics program, to
the individuals referred to in subparagraph (B) by conducting effective
training programs and otherwise disseminating information appropriate
to such individuals' respective roles and responsibilities.
(B)
The individuals referred to in subparagraph (A) are the
members of the governing authority, high-level personnel,
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substantial authority personnel, the organization's employees,
and, as appropriate, the organization's agents.
(5)

The organization shall take reasonable steps—
(A)
to ensure that the organization's compliance and ethics
program is followed, including monitoring and auditing to
detect criminal conduct;
(B)
to evaluate periodically the effectiveness of the
organization's compliance and ethics program; and
(C)
to have and publicize a system, which may include
mechanisms that allow for anonymity or confidentiality,
whereby the organization's employees and agents may report or
seek guidance regarding potential or actual criminal conduct
without fear of retaliation.

(6)
The organization's compliance and ethics program shall be
promoted and enforced consistently throughout the organization
through (A) appropriate incentives to perform in accordance with the
compliance and ethics program; and (B) appropriate disciplinary
measures for engaging in criminal conduct and for failing to take
reasonable steps to prevent or detect criminal conduct.
(7)
After criminal conduct has been detected, the organization shall
take reasonable steps to respond appropriately to the criminal conduct
and to prevent further similar criminal conduct, including making any
necessary modifications to the organization's compliance and ethics
program.
(c)
In implementing subsection (b), the organization shall periodically
assess the risk of criminal conduct and shall take appropriate steps to design,
implement, or modify each requirement set forth in subsection (b) to reduce
the risk of criminal conduct identified through this process.

Commentary
Application Notes:
1.

Definitions.—For purposes of this guideline:
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"Compliance and ethics program" means a program designed to prevent and detect
criminal conduct.
"Governing authority" means the (A) the Board of Directors; or (B) if the
organization does not have a Board of Directors, the highest-level governing body
of the organization.
"High-level personnel of the organization" and "substantial authority personnel"
have the meaning given those terms in the Commentary to §8A1.2 (Application
Instructions - Organizations).
"Standards and procedures" means standards of conduct and internal controls that
are reasonably capable of reducing the likelihood of criminal conduct.
2.

Factors to Consider in Meeting Requirements of this Guideline.—
(A) In General.—Each of the requirements set forth in this guideline shall be met
by an organization; however, in determining what specific actions are necessary to
meet those requirements, factors that shall be considered include: (i) applicable
industry practice or the standards called for by any applicable governmental
regulation; (ii) the size of the organization; and (iii) similar misconduct.
(B) Applicable Governmental Regulation and Industry Practice.—An
organization's failure to incorporate and follow applicable industry practice or the
standards called for by any applicable governmental regulation weighs against a
finding of an effective compliance and ethics program.
(C) The Size of the Organization.—
(i) In General.—The formality and scope of actions that an organization
shall take to meet the requirements of this guideline, including the necessary
features of the organization's standards and procedures, depend on the size of
the organization.
(ii) Large Organizations.—A large organization generally shall devote more
formal operations and greater resources in meeting the requirements of this
guideline than shall a small organization. As appropriate, a large
organization should encourage small organizations (especially those that
have, or seek to have, a business relationship with the large organization) to
implement effective compliance and ethics programs.
(iii) Small Organizations.—In meeting the requirements of this guideline,
small organizations shall demonstrate the same degree of commitment to
ethical conduct and compliance with the law as large organizations.
However, a small organization may meet the requirements of this guideline
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with less formality and fewer resources than would be expected of large
organizations. In appropriate circumstances, reliance on existing resources
and simple systems can demonstrate a degree of commitment that, for a large
organization, would only be demonstrated through more formally planned and
implemented systems.
Examples of the informality and use of fewer resources with which a small
organization may meet the requirements of this guideline include the
following: (I) the governing authority's discharge of its responsibility for
oversight of the compliance and ethics program by directly managing the
organization's compliance and ethics efforts; (II) training employees through
informal staff meetings, and monitoring through regular "walk-arounds" or
continuous observation while managing the organization; (III) using available
personnel, rather than employing separate staff, to carry out the compliance
and ethics program; and (IV) modeling its own compliance and ethics
program on existing, well-regarded compliance and ethics programs and best
practices of other similar organizations.
(D) Recurrence of Similar Misconduct.—Recurrence of similar misconduct creates
doubt regarding whether the organization took reasonable steps to meet the
requirements of this guideline. For purposes of this subparagraph, "similar
misconduct" has the meaning given that term in the Commentary to §8A1.2
(Application Instructions - Organizations).
3.
Application of Subsection (b)(2).—High-level personnel and substantial authority
personnel of the organization shall be knowledgeable about the content and operation of
the compliance and ethics program, shall perform their assigned duties consistent with the
exercise of due diligence, and shall promote an organizational culture that encourages
ethical conduct and a commitment to compliance with the law.
If the specific individual(s) assigned overall responsibility for the compliance and ethics
program does not have day-to-day operational responsibility for the program, then the
individual(s) with day-to-day operational responsibility for the program typically should,
no less than annually, give the governing authority or an appropriate subgroup thereof
information on the implementation and effectiveness of the compliance and ethics
program.
4.

Application of Subsection (b)(3).—
(A) Consistency with Other Law.—Nothing in subsection (b)(3) is intended to
require conduct inconsistent with any Federal, State, or local law, including any law
governing employment or hiring practices.
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(B) Implementation.—In implementing subsection (b)(3), the organization shall
hire and promote individuals so as to ensure that all individuals within the highlevel personnel and substantial authority personnel of the organization will perform
their assigned duties in a manner consistent with the exercise of due diligence and
the promotion of an organizational culture that encourages ethical conduct and a
commitment to compliance with the law under subsection (a). With respect to the
hiring or promotion of such individuals, an organization shall consider the
relatedness of the individual's illegal activities and other misconduct (i.e., other
conduct inconsistent with an effective compliance and ethics program) to the
specific responsibilities the individual is anticipated to be assigned and other factors
such as: (i) the recency of the individual's illegal activities and other misconduct;
and (ii) whether the individual has engaged in other such illegal activities and other
such misconduct.
5.
Application of Subsection (b)(6).—Adequate discipline of individuals responsible for
an offense is a necessary component of enforcement; however, the form of discipline that
will be appropriate will be case specific.
6.

Application of Subsection (b)(7).—Subsection (b)(7) has two aspects.

First, the organization should respond appropriately to the criminal conduct. The
organization should take reasonable steps, as warranted under the circumstances, to
remedy the harm resulting from the criminal conduct. These steps may include, where
appropriate, providing restitution to identifiable victims, as well as other forms of
remediation. Other reasonable steps to respond appropriately to the criminal conduct
may include self-reporting and cooperation with authorities.
Second, the organization should act appropriately to prevent further similar criminal
conduct, including assessing the compliance and ethics program and making
modifications necessary to ensure the program is effective. The steps taken should be
consistent with subsections (b)(5) and (c) and may include the use of an outside
professional advisor to ensure adequate assessment and implementation of any
modifications.
7.
Application of Subsection (c).—To meet the requirements of subsection (c), an
organization shall:
(A) Assess periodically the risk that criminal conduct will occur, including
assessing the following:
(i)

The nature and seriousness of such criminal conduct.

(ii) The likelihood that certain criminal conduct may occur because of the
nature of the organization's business. If, because of the nature of an
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organization's business, there is a substantial risk that certain types of
criminal conduct may occur, the organization shall take reasonable steps to
prevent and detect that type of criminal conduct. For example, an
organization that, due to the nature of its business, employs sales personnel
who have flexibility to set prices shall establish standards and procedures
designed to prevent and detect price-fixing. An organization that, due to the
nature of its business, employs sales personnel who have flexibility to
represent the material characteristics of a product shall establish standards
and procedures designed to prevent and detect fraud.
(iii) The prior history of the organization. The prior history of an
organization may indicate types of criminal conduct that it shall take actions
to prevent and detect.
(B) Prioritize periodically, as appropriate, the actions taken pursuant to any
requirement set forth in subsection (b), in order to focus on preventing and detecting
the criminal conduct identified under subparagraph (A) of this note as most serious,
and most likely, to occur.
(C) Modify, as appropriate, the actions taken pursuant to any requirement set forth
in subsection (b) to reduce the risk of criminal conduct identified under
subparagraph (A) of this note as most serious, and most likely, to occur.
Background: This section sets forth the requirements for an effective compliance and
ethics program. This section responds to section 805(a)(2)(5) of the Sarbanes-Oxley Act
of 2002, Public Law 107–204, which directed the Commission to review and amend, as
appropriate, the guidelines and related policy statements to ensure that the guidelines that
apply to organizations in this chapter "are sufficient to deter and punish organizational
criminal misconduct."
The requirements set forth in this guideline are intended to achieve reasonable prevention
and detection of criminal conduct for which the organization would be vicariously liable.
The prior diligence of an organization in seeking to prevent and detect criminal conduct
has a direct bearing on the appropriate penalties and probation terms for the organization
if it is convicted and sentenced for a criminal offense.
Historical Note: Effective November 1, 2004 (see Appendix C, amendment 673). Amended effective November
1, 2010 (see Appendix C, amendment 744); November 1, 2011 (see Appendix C, amendment 758).

EFFECTIVE November 1, 2012
United States Sentencing Commission
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Meaningful Use as it Relates to
HIPAA Compliance

©2014 CliftonLarsonAllen LLP
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Sunday March 30, 2014, 9am‐noon
HCCA Conference, San Diego

Objectives and Agenda
• Understand the statutory and regulatory background
and purpose of HIPAA
• Understand what meaningful use is and how it
affects HIPAA
• Gain an understanding of the key provisions and
learn how to complete a risk analysis for meaningful
use and HIPAA
• Your questions answered

©2014 CliftonLarsonAllen LLP

CLAconnect.com

©2014 CliftonLarsonAllen LLP

2

Understand the statutory and
regulatory background and purpose
of HIPAA

3

1

HIPAA Requirements
Under the Health Information Technology for Economic and Clinical Health Act
(HITECH) enacted as part of the American Recovery and Reinvestment Act of 2009
(ARRA), one of the core Meaningful Use (MU) measures for both Eligible Professionals
and Eligible Hospitals alike is the requirement for healthcare providers to “Conduct or
review a security risk analysis… and implement security updates as necessary, and
correct identified security deficiencies prior to or during the EHR reporting period to
meet this measure.”

©2014 CliftonLarsonAllen LLP
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This measure is, therefore, a key task healthcare providers must conduct before
attesting to their ability to meet all Stage 1 requirements. Additionally, the risk
analysis requirement in the HIPAA Security Rule is not only an integral part of meeting
“meaningful use” for HITECH but also for being in compliance with the law.
All e‐PHI created, received, maintained, or transmitted by an organization is subject to
the Security Rule. The Security Rule requires entities to evaluate risks and
vulnerabilities in their environments and to implement reasonable and appropriate
security measures to protect against reasonably anticipated threats or hazards to the
security or integrity of e‐PHI. Risk analysis is the first step in that process.

HIPAA Requirements
The Security Rule requires entities to evaluate risks and vulnerabilities in their
technology environments and to implement reasonable and appropriate security
measures to protect e‐PHI. The Office for Civil Rights (OCR), the security watchdog for
the Department of Health and Human Services (HHS), in particular, is responsible for
issuing annual guidance on the provisions in the HIPAA Security Rule. The OCR is also
the body responsible for ensuring CEs are complying with the intent of the security
rule. From a compliance perspective then, it may seem especially wise to take heed to
what the OCR is saying.

©2014 CliftonLarsonAllen LLP
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Understand what meaningful use is
and how it affects HIPAA

6

2

Meaningful Use
• The enhanced set of protections finalized in the omnibus HIPAA
privacy and security rule now becomes the new baseline for
anyone who handles health information.
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• It does not change meaningful use requirements, but combined,
the two may drive more providers to protect patient data.

Meaningful Use
• Meaningful use (MU), in a health information technology (HIT) context,
defines the use of electronic health records (EHR) and related technology
within a healthcare organization. Achieving meaningful use also helps
determine whether an organization will receive payments from the
federal government under either the Medicare EHR Incentive Program or
the Medicaid EHR Incentive Program.

©2014 CliftonLarsonAllen LLP
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• According to the provisions of the Health Information Technology for
Economic and Clinical Health (HITECH) Act of 2009, organizations that are
eligible for the Medicare EHR Incentive Program and achieve meaningful
use by 2014 will be eligible for incentive payments; those who have failed
to achieve that standard by 2015 may be penalized. To receive the
maximum reimbursement, physicians and hospitals must achieve Stage 1
of meaningful use of EHR for at least a 90‐day period within the 2011 or
2012 federal fiscal year and for the entire year thereafter.

Meaningful Use
• Those eligible for the Medicaid program must demonstrate meaningful
use by 2016 in order to receive incentive payments.

©2014 CliftonLarsonAllen LLP
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• The Centers for Medicare Medicaid Services (CMS) worked with the Office
of the National Coordinator for Health IT and other parts of Department
of Health and Human Services (HHS) to establish regulations for Stage 1 of
the meaningful use incentive program.
• The working group will also establish criteria to determine Stages 2 and 3
of meaningful use. Criteria for Stage 2 of meaningful use will begin in
2014, and criteria for Stage 3 of meaningful use will be defined at a later
date.

9

3

How Do I Comply with Meaningful Use Requirements?
• Your EHR or EHR components must meet ONC’s standards and
implementation specifications, at a minimum, to be certified to support
the achievement of meaningful use Stage 1 by eligible health care
providers under the EHR Incentive Program regulations. Along with many
other criteria, ONC requires that an EHR meet nine security criteria to be
certified.
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How Do I Comply with Meaningful Use Requirements?
• To receive the incentive payments, you must also demonstrate that you
have met the criteria for the EHR Incentive Program’s privacy and security
objective. This objective, “ensure adequate privacy and security
protections of personal health information,” is the fifth and final health
policy priority of the EHR Incentive Program. The measure for Stage 1
aligns with HIPAA’s administrative safeguard to conduct a security risk
assessment and correct any identified deficiencies. In fact, the EHR
Incentive Program’s only privacy and security measure for Stage 1 is to:

©2014 CliftonLarsonAllen LLP
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– Conduct or review a security risk assessment of the certified EHR technology, and
correct identified security deficiencies and provide security updates as part of an
ongoing risk management process.

How Do I Comply with Meaningful Use Requirements?
• Attest to the security risk analysis MU objective.
• HIPAA privacy and security requirements are embedded in CMS EHR
Incentive Programs.
• As a result, eligible providers must “attest” that they have met certain
measures or requirements regarding privacy and security of health
information on their EHRs.
• So conduct your security risk analysis, then register and attest. Remember
you are attesting to have corrected and deficiencies identified during the
risk analysis.
• Document your changes/corrections, as you could be audited.

©2014 CliftonLarsonAllen LLP
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NOTE: Reviews are required for each EHR period (1 year/90 days).
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How Do I Comply with Meaningful Use Requirements?
• The EHR Incentive Program and the HIPAA Security Rule do not mandate
how the risk analysis and updates should be done. Instead, this is left up
to the provider or organization. There are numerous methods for
performing risk analysis and risk management. Below are commonly
recommended steps for performing these tasks:
–
–
–
–
–
–
–
–
–
–
–
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Indentify the scope of the analysis
Gather data
Identify and document potential threats and vulnerabilities
Assess current security measures
Determine the likelihood of threat occurrence
Determine the potential impact of threat occurrence
Determine the level of risk
Identify security measure and finalize documentation
Develop and implement a risk management plan
Implement security measures
Evaluate and maintain security measures

How Do I Comply with Meaningful Use Requirements?
• The risk analysis and risk management process must be conducted at least
once prior to the beginning of the EHR reporting period. You will need to
attest to CMS or your State that you have conducted this analysis and
have taken any corrective action that needs to take place in order to
eliminate the security deficiency or deficiencies identified in the risk
analysis. Your local REC can be a resource in identifying the tools and
performing the required risk analysis and mitigation.

©2014 CliftonLarsonAllen LLP
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How Do I Comply with Meaningful Use Requirements?
• In meaningful use Stage 2, providers have two security requirements:
Perform a security risk assessment and attest to that, and explicitly
address encryption.

©2014 CliftonLarsonAllen LLP
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• Those things are not affected by any changes in HIPAA. The security rule
remains structurally the same. It’s risk‐based.
• The increased enforcement in the final rule, including audits, increased
penalties and the expansion to business associates to comply like covered
entities.

15
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HIPAA & Meaningful Use Quiz

Gain an understanding of the key
provisions and learn how to
complete a risk analysis for
meaningful use and HIPAA

©2014 CliftonLarsonAllen LLP
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Risk Analysis
• The Office of Civil Rights (OCR) is responsible for issuing guidance on the
provisions in the HIPAA Security Rule (45 CFR § 164.302‐318).

©2014 CliftonLarsonAllen LLP
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• Guidance covers administrative, physical and technical safeguards for
secure E‐PHI.
• The risk analysis requirement is laid out in § 164.308 (a).
• All E‐PHI created, received, maintained or transmitted is subject to the
HIPAA Security Rule.
• Risk analysis is one of four required implementation specifications.
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Risk Analysis
• Conducting a risk analysis is the first step in identifying and implementing
safeguards that comply with the standards and specifications in the
Security Rule.
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• One size does not fit all. You need to determine the most appropriate way
to achieve compliance.
• The Security Rule does not prescribe a specific risk analysis methodology
and focuses on the objectives of the analysis.
• Conduct an accurate and thorough assessment of the potential risks and
vulnerabilities to the confidentiality, integrity, and availability of
electronic protected health information held by the organization.

Risk Analysis
• The outcome of the risk analysis process is a critical factor in assessing
whether an implementation specification or an equivalent measure is
reasonable and appropriate.

©2014 CliftonLarsonAllen LLP
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• The information/results of the risk analysis should be used to ensure:
–
–
–
–

Personnel screening processes
Data backup and how
Data authentication to protect data integrity
Protect health information transmissions

Elements of a Risk Analysis
•
•
•
•
•
•
•
•
•

Scope
Data Collection
Identify and Document Potential Threats and Vulnerabilities
Assess Current Security Measures
Determine Likelihood of Threat Occurrence
Determine Potential Impact
Determine Level of Risk
Document
Periodic Review and Update to the Risk Assessment

©2014 CliftonLarsonAllen LLP
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Best Practices for a Risk Analysis
•

Document, Document, Document
–
–
–

•
•
•

Process
Results
Remediation

Conduct the Risk Analysis
Develop action plans to address risks, threats and vulnerabilities
Address the 5 components
–
–
–
–
–

•
•
•
•
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Administrative
Physical
Technical
Policies and Procedures
Organizational Standards

Manage the risks
Educate and train your workforce
Develop communication protocols
Update any contracts with patients and third party agreements

Document, Document, Document
• Keep all “relevant” records that support attestation
–
–
–
–
–
–
–

©2014 CliftonLarsonAllen LLP
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Completed checklists/questionnaires
Risk analysis final report
Remediation plans, and any updates
BAA support
Training/education efforts
Results of testing, monitoring and review
Policies, procedures

• Does not have to be electronic
• Document your decision
• Keep everything together

Considerations
• Cloud Computing

©2014 CliftonLarsonAllen LLP
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– Where is your data? Who has it?

• ASP’s
• Impacts of major change
– Practice
– Electronic system (i.e. HIEs)

•
•
•
•

Reassessments are expected
Continuous monitoring element to the overall program
Contingency planning
Checklist as a security preview/preliminary sense/help everyone get
ready.
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A Mini Case Study
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Your Questions Answered
Sue Ulrey, Principal
Sue.Ulrey@CLAconnect.com
(317) 569‐6110
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Discharge Planning
Case Studies
Taken from actual CMS 2567’s

Patient 1
Overview:
• Patient was admitted on a 72 hour hold for psychiatric
evaluation due to symptoms of psychosis, auditory
hallucinations and suicidal ideation
• Patient’s diagnoses:
– Psychotic disorder, polysubstance abuse, opioid abuse,
mild mental retardation, and chronic pain
• Patient had several congenital bone and joint defects, chronic
back pain and used a wheelchair to assist in mobility.
• The patient was homeless
• Patient was placed on psychiatric medications that included
– Thorazine for a psychotic disorder
– Klonopin for anxiety
– Cymbalta for depression

Overview: continued
• Patient was unable to care for himself and did not have the
ability to focus or concentrate
– Had physical limitations and restrictions with mobility
– Ability to learn was below average
– Exhibited a high risk for psychosocial problems which
included housing, living situation, isolation, and social
problems
• Patient wanted to go to a group home because he forgot
where he was or how to get home
• He previously stayed at an assisted living facility in the city
and he wanted to go back there.
• Discharge Planner: Assist the patient with possible
discharge to the assisted living facility with follow‐up for
after care and the facility’s outpatient clinic

1
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Initial treatment plan:
• Evaluate the patient
– for any concerning psychosis or mood symptoms
– for suicidal/homicidal ideation
– response to medication

• Discharge planner to assist with dispositional needs
– Could benefit from group home placement, perhaps
assisted living as he has been to this facility in the past
• Start medications
• Medical consult
• Consider inpatient admission for psych testing and more
dispositional needs

Progress Note & Discharge
In one of the psychiatric progress notes
• There is an indication that patient wanted to go to a different state to find
a group home
– (it was also noted the patient was upset, anxious, and hearing voices)
• Physician orders that day (documented) to discharge the patient to the
Greyhound bus station by taxi with a three‐day supply of medications as
well as Ensure and snacks with the patient for a 15 hour bus ride
• Discharge planner:
– the patient expressed a desire to return to an assisted living facility or
group home in his current city
– indicated that he called for placement but the facility refused to accept
the patient.
• The Discharge planner acknowledged no other group homes or assisted
living facilities were contacted
• Patient was discharged to the Greyhound bus station via taxi with a three‐
day supply of medication. Discharge instructions were explained to the
patient

Discharge Planning
• What do we think of this discharge plan?
• If you were the Compliance Officer, what would you do?
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Record Review
• There was no documented evidence in the medical
record
– of instructions provided to the patient that included an
appointment made, addresses, phone numbers, and
names of physicians or how the patient could access any
services.
– how the patient could access
•
•
•
•
•

mental health services,
narcotics anonymous meetings
medication clinic
name of a psychiatrist/medical physician for follow‐up
a list of housing or shelters where the patient could stay

Facility Policy
• Provide each patient with a copy of the Discharge instructions
including appoints made and/or how the patient can access services
• Document (prior to discharge) all contacts and referrals with intra
agency and community programs
• Document the discharge planning process with the patient and
multidisciplinary treatment team
• Provide the patient with information and appointments to appropriate
services in the community
• Provide appropriate nourishment for length of travel and contact the
Pharmacy for providing nourishment when patient arrives at
destination
• Write a discharge summary that includes:
– Complete description of referrals to treatment and community
resources
– Description of community based housing arrangements
– Transportation resources provided
• Confirm patient has housing/shelter available

CMS Requirements (in part)
• The patient’s discharge summary describes the services and
supports that are appropriate to the patient’s needs and
will be effective the day of discharge
• A complete description of arrangements with treatment
and other community resources for the provision of follow‐
up services
– A plan outlining treatment and medication regimen
– Specific appointment dates/times and addresses of the service
providers
– Description of community housing/living arrangements
– Economic/financial status or plan
– A complete description of the involvement of family and
significant others with the patient after discharge
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Deficiencies
Facility failed to:
• ensure a comprehensive discharge plan was
implemented
• ensure policies/procedures and established standard
of care were followed for patients discharged from the
facility
• identify if the patient who were likely to suffer adverse
health consequences upon discharge with an
adequate discharge plan
• provide an appropriate safe discharge plan for patient
according to the physician’s orders

Deficiencies
Facility failed to:
• provide that a discharge planning evaluation was completed
on patients that included the likelihood of patients needing
post hospital services and the availability of the services
• include a discharge planning evaluation for patients’ medical
records that established an appropriate discharge plan
• arrange for the initial implementation of patients’ discharge
plans

CMS cited Condition Level Deficiencies related to
Governing Body and Discharge Planning for these
deficiencies

Patient 2
Overview:
• Patient received emergent placement of a tracheostomy
after experiencing respiratory failure
• Patient was hospitalized for 25 days
• Hospital course included ICU care for most of the 25 days
• Patient’s diagnosis included multiple co‐morbidities

4
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Facts
• Patient was discharged at approximately 12:30 pm
• Shortly after discharge, the CM and RT discover that suctioning
equipment has not been ordered
• Physician’s order for home suction equipment was written more
than 2 hours after discharge
• The Case Manager called the patient’s home approximately 4
hours post discharge and was told by the patient’s spouse that
the patient was short of breath
• The family was told to call 911
• RT called the medical equipment driver who said the equipment
was delivered to the home approximately 6 hours post‐discharge
• Patient expired

Record Review
• Records indicate Case management was not aware of the need for
patient/spouse teaching regarding suctioning and overall care of
the tracheostomy identified by respiratory therapist post discharge
• A nursing progress note the day of discharge stated the patient said
“Help..help, I am so anxious I can’t breathe….” Although the note
stated to continue trach training, there was no documented
evidence the patient/spouse demonstrated competency with the
trach care
• A late entry in the record noted that “Case Manager spoke with
spouse who expressed concerns regarding patient’s inability to
cough up mucus and that the suction equipment had not yet
arrived
• The patient responded in the back ground “I can’t cough anything
up and I can’t breathe”
• The patient’s spouse was instructed to call an ambulance and go to
the ED if unable to breath

Patient 2
• What do you do now?

• What should have been done?
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Deficiencies
Facility failed to
• Assure that
– a comprehensive & accurate discharge plan was devised and
implement prior to discharge
– that the patient’s needs regarding trach care, including necessary
equipment and demonstration of competency to complete care was
completed prior to discharge to patient home
– complete a timely evaluation for all of the post hospital needs and
services prior to discharge
• Have necessary equipment available & evidence of competency to use the
equipment properly
• Ensure that the patient/spouse were counseled on all aspects of post
discharge treatment/care to be done at home prior to discharge
CMS: Condition Level Deficiency related to QAPI and Discharge Planning
• Failure to meet the requirements for quality improvement and related
discharge planning prior to discharge

~ Thoughts ~
*TJC*

6

2/27/2014

HCCA 18th Annual
Compliance Institute
Pre-Conference Breakout

P11 Regulatory Challenges in
Implementing and Maintaining
Laboratory Compliance
Programs

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM

Speakers
• Christopher Young, President,
Laboratory Management Support
Services
• Tim Murray, Director Laboratory
Compliance, Catholic Health Initiatives
• Robert Mazer, Principal, Ober|Kaler

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Objectives
• Learn the latest compliance and billing issues
focused on clinical laboratories and what you
can do about them
• Analyze legal developments including federal
and district courts, DAB and ALJ appeals cases
for their impact on clinical laboratory
compliance
• Obtain lessons learned from implementing a
laboratory compliance program in a diverse
system of labs in a multi-state health system
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Introduction
• Provide a list of some of the latest compliance and
billing issues focused on clinical laboratories
• Provide a brief overview of the various government
agencies and the compliance environment in which
labs are currently operating
• Robert will provide details and interpretations for
many of the listed compliance risk areas for labs
• Tim will provide practical and real-world information
about how his organization went about creating a
laboratory compliance process within the existing
framework of compliance in his organization and
how they handled compliance risks
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Compliance Risks for Labs
•
•
•
•
•
•
•
•
•
•
•
•

Lab orders/panels/reflex testing and documentation
Audit contractors like RACs and ZPICs
Self audits and compliance program activities
Providing test results to patients
Predictive modeling approach to preventing fraud
Medicaid audits and emphasis on state based antikickback (AKS)
statutes and Stark like laws
Urine drug testing
Molecular pathology coding and billing
Hospital Outpatient Prospective Payment System (HOPPS) changes in
hospital laboratory billing
Clinical Laboratory Improvement Amendments of 1988 (CLIA)
Antikickback (AKS) statutes and physician self referral law (Stark)
Pathology technical and professional component billing

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Complicating Factors
• These are other marketplace and government issues that
affect laboratory compliance efforts
– Reduced reimbursement increases competition and risky
behavior
– Whistleblowers
– Increased appeals have overwhelmed resources in the audit
and appeals chain
– Overzealous government auditors and a perverse incentive
system causes errors and inappropriate cases to go on for
extensive periods before resolution
– Healthcare environment is evolving faster than laws and
regulations
– HIPAA changes and the intrusion of the Federal Trade
Commission (FTC) into privacy and security enforcement
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Government Players
• It is important to understand the role and focus of the
various government agencies and contractors
• Routine compliance problems come through CMS and its
various contractors and the state Medicaid contractor
• More serious problems and issues involve the upper
levels of the appeals process like Administrative Law
Judge (ALJ), Qualified Independent Contractors (QIC) and
Departmental Appeals Board (DAB)
• Finally, there is the civil remedies division within the HHS
Departmental Appeals Board (DAB) and the OIG, DOJ,
Assistant US Attorneys and ultimately the US court
system
• It can take years to go through this entire process but
most things settle long before the process is exhausted
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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MACs Are The Center
Consolidating the old system of
individual Part a and Part B
contractors formally known as
Fiscal Intermediaries and Carriers
began in 2003.
The current 15 A/B MAC
jurisdictions will be consolidated to
10
There are also “specialty MAC
jurisdictions” for Durable Medical
Equipment and Home Health and
Hospice providers
To find out anything or everything
you ever wanted to know about this
go to this webpage:
http://www.cms.gov/Medicare/Medi
careContracting/MedicareContractingRe
form/index.html

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Current and Future MACs

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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The Program Integrity Audit
Contractors
•

Program Integrity Contractors
– Fee For Services (FFS) Recovery Auditors (RAs)
formally known as Recovery Audit Contractors or
RACs
– State Medicaid Recovery Auditors
– Program Safeguard Contractors (PSCs) now called
Zone Program Integrity Contractors (ZPICs)
– Comprehensive Error Rate Testing Contractors
(CERTs)
– Payment Error Rate Measurement Contractors
(PERMs)
– Medicaid Integrity Contractors (MICs)
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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All You Ever Wanted To Know
• CMS has created a document titled
“Contractor Entities at a Glance”
• This tool will give you a view of every kind
of contractor entity CMS has contracted
with for everything from Program Integrity
to Appeals
• The website URL did not fit on a slide but
you can “Google” using the following terms
without the quotation: “medicare
contracting entities at a glance”
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Demands, Appeals and Voluntary
Refunds
• There are risks associated with each demand for a refund
– Paying the refund without challenge could be seen as an
admission of inaccurate billing
– The 60 day refund time frame does not leave a lot of room
for review and internal audit

• Your own audits may result in your laboratory making
“voluntary refunds”
– Risks associated with voluntary refunds include exposure to
wider audits by contractors
– Challenges of your auditing result especially when the refund
is based on a sampling and not a 100% population review
– Could expose your lab to prepayment reviews or even
payment suspensions if seen as egregious

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Errors vs Fraud
• Simply, errors are unintentional violations of Government or
Medicare billing and/or coding rules and regulations
• Fraud is intentional violations of Government or Medicare billing
and coding rules and regulations
• Both “errors” and “fraud” can result in improper payments
• Improper payments was defined in the ‘‘Improper Payments
Information Act of 2002” as:
• (A) means any payment that should not have been made or that
was made in an incorrect amount (including overpayments and
underpayments) under statutory, contractual, administrative, or
other legally applicable requirements; and
• (B) includes any payment to an ineligible recipient, any payment
for an ineligible service, any duplicate payment, payments for
services not received, and any payment that does not account
for credit for applicable discounts
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Errors vs Fraud
• Prevention of making improper payments is the duty of the
payer
– Usually accomplished by using computer edits to identify
and deny improper claims
– Educating providers and suppliers about billing errors and
claims submittal problems

• Prevention of submitting claims that result in improper
payments is the duty of the provider or supplier
– Usually accomplished by using computer edits to prevent
improper claims from being sent to the payer
– Educating employees and clients about billing errors and
claims submittal problems

• Improper payments can result in the appearance of fraud
when there is no fraud
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Denial Versus Return
• If a claim is not processable because there is missing
information or the information provided is not valid, the
claim is returned to the provider and the provider is
afforded an opportunity to correct the claim and resubmit it
• These claims effectively do not enter the Medicare system
and are not adjudicated for medical necessity or any other
problem; they are rejected before they ever get into the
system
• These claims have not been “adjudicated” or “denied” so
they are not subject to an appeal
• Once the corrected information is provided and the claim
is resubmitted, it could be “denied” for some other reason

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Improper Payments Categories
• Medically Unnecessary Services
– Claims are placed into the medically unnecessary
category when claim review staff identifies enough
documentation to make an informed decision that
the services billed were not medically necessary
based on Medicare coverage policies or other
medical necessity criteria.

• Insufficient documentation errors
– An insufficient documentation error occurs when
the provider does not submit sufficient
documentation to determine whether the claim
should have been paid
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Compliance Issues Affecting Laboratories
Robert E. Mazer, Esquire
OberKaler, A Professional Corporation
100 Light Street
Baltimore, Maryland 21202
(410) 347-7359

www.ober.com

Compliance – Overall Purpose of Compliance Programs
 Effective internal controls that promote adherence to legal
requirements

 Culture that promotes prevention, detection, and resolution of
unlawful conduct

 Demonstrate commitment to compliance process

2
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Compliance Plan Components
 Written policies, procedures and standards of conduct
 Compliance officer and compliance committee
 Effective training and education
 Effective lines of communication
 Enforcement of standards through well-publicized disciplinary
guidelines

 Internal monitoring and auditing
 Responding promptly to detected offenses and developing
corrective action

3
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Compliance Plan Benefits
 From the inside – prevents, detects, and resolves unlawful
conduct

 From the outside – potential reduction of penalties for violations

4
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Compliance Is A Many-Headed Beast
 Federal and state laws
 Licensure and certification requirements
 Claims for payment
 Relationships with referral sources
 Miscellaneous

*Indicates that additional information related to designated topic may be accessed
5
at http://www.ober.com/attorneys/robert-mazer-recently-released

www.ober.com

Selected Licensure/Certification Issues

6
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Proficiency Testing Referrals
 Longstanding Principles
 Lab prohibited from intentionally referring PT samples to
another lab for analysis
 1 year revocation required
 Lab’s owner or operator cannot own or operate lab for 2
years
 Prohibition may be construed broadly, to cover virtually any
handling of PT samples or test results by another lab prior to
PT testing close date
7
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Proficiency Testing Referrals
 “Intentional” Referral
 CMS: Referral is “intentional” if lab employee requests another lab
to test PT sample
 CMS cannot revoke CLIA certificate of lab that provided PT samples
to another lab, when it did not direct that lab to test PT samples or
seek its test results. J.B. and Greeta B. Arthur Comp. Cancer Ctr.
Lab., Dept. Appeals Board, CR 2436 (Sept. 21, 2011)
 Proposed rule, 78 Fed. Reg. 9216 (Feb. 7, 2013). PT sample
referred for reflex or confirmatory testing under procedures for
patient specimens considered improper, but not intentional referral,
so long as not “repeat” PT referral
8
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Proficiency Testing Referrals
 Taking Essential Steps for Testing (“TEST”) Act of
2012

 Permits, but no longer requires, revocation of CLIA certificate for
intentional referral of PT samples
 Permits imposition of intermediate sanctions rather than 2 year
prohibition on lab’s owner or operator

9
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Proposed TEST Act Implementation (78 Fed. Reg. 58386)
 Sanctions for intentional referrals of PT samples.
– Lab may, rather than must, have CLIA certificate revoked for
intentional referral of PT samples

– Repeat PT referral, or reporting results of another lab – 1 year
revocation, 1 year ban on owning/operating lab, civil money penalty
(CMP)

– Lesser penalties when lab obtains results from other lab testing its PT
samples but reports own results (penalties depend on whether other
lab’s results received before close date)

10
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Medicare Enrollment
 Lab’s Medicare enrollment and billing privileges revoked when
on-site review indicated that it was not yet “operational” to
furnish services. TC Foundation, Inc. v. CMS, Dept. Appeals
Board, CR 2834 (June 18, 2013)

 Similar theory may be applied against laboratory that was

closed at time of inspection. Community Medical Lab., LLC v.
CMS, Dept. Appeals Board, CR 2635 (Oct. 2, 2012)

11
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Claims For Payment

12
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Civil False Claims Act
 Prohibits
 filing, or causing to be filed
 “false or fraudulent” claims
 Using false statement to “conceal, avoid or decrease” a government
obligation
 Failure to return overpayments

 Intent
 “Intent to defraud” not required
 Filing claims with “reckless disregard” of claim’s truth or falsity is
sufficient

13
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Civil False Claims Act
 Liability
 3X Damages
 $5,500 to $11,000 per claim

 Qui Tam Provisions
 “private attorney generals”
 Can proceed even if Government declines
 Can receive up to 30% of recovery

 State FCAs
14
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FERA Amendments – “Reverse” False Claims
 False Claims Act – Changes to the FCA language

made as part of Fraud Enforcement and Recovery
Act of 2009 (FERA)
 it is now illegal to “knowingly conceal…or knowingly and
improperly avoid…or decrease…an obligation to pay or
transmit money or property to the Government…”
 31 U.S.C. §3729(a)(1)(G)

 Eliminated the need for a “false statement or

record” – mere knowledge is apparently enough
15

www.ober.com

5

4/9/2014

Accountable Care Act
 Section 6402
 Requires reporting and repayment of overpayments within 60
day of identification (or due date of next cost report, if
applicable)
 Reports to be made to:
 Secretary (OIG, CMS)
 State, or
 Carrier, intermediary or contractor
 Violations actionable under the FCA
16
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Self-Audits Can Result in FCA Liability*
 FCA potentially violated when medical group failed to follow up
on self-audit that reflected incorrect claims for payment

 Court recognized potential liability for refusal to investigate

possibility of overpayments received during audit period and
subsequent submission of claims (including under “reverse false
claims” provisions added in 2009)

U.S. and Wisconsin, ex. rel. Keltner v. Lakeshore Med. Clinic, Ltd.,
2013 WL 1307013 (E.D. Wisc. 2013)

17

www.ober.com

FCA Theories Applicable to Laboratories
 Billing for tests not ordered or performed
 Miscoding of CPT codes
 Misrepresentation of diagnosis codes
 Lack of medical necessity
 Stark/Kickback violations
 Others
18
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The Match Game – Billing Issues
 First Generation
 Test ordered
 Test performed
 Test billed (CPT or HCPCS code)

19
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Test Orders
Labs are vulnerable to claims that there was no physician order
based on content of patient’s medical record of which they have no
knowledge*
Court upholds denial of reimbursement for audiological testing
when medical records did not reflect physician’s intent or
knowledge that tests were to be performed. Doctors Testing Ctr.
V. HHS, 2014 WL 112119 (E.D. Ark., Jan. 10, 2014)

20
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Test Orders
Laboratory could not be reimbursed for biopsies based on lack of
documentation of physician order. Nephropathology Assocs., PLC
v. Sebelius, 2013 WL 3285685 (E.D. Ark. 2013)*
Relator stated claim under FCA in alleging that laboratory
performed unordered FISH tests. Daugherty v. Bostwick Labs, No.
1:08-CV-00354 (S.D. Ohio Dec. 18, 2012)

21
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Recent Developments
 U.S. ex rel. Ketroser et al v. Mayo Foundation, 729
F.3d 825 (8th Cir. 2013)

 Relator alleged that Mayo filed false claims because it did not
prepare a per-slide separate written report for each special
stain, rather than one per-case report
 Court dismissed holding that no rule clearly required such
separate per-slide reports as a condition of payment

22
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The Match Game – Billing Issues
 Second Generation Additions
 Test knowingly ordered
 Test medically necessary

23
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The Devil’s Triangle – Medical Necessity
Lab’s responsibility (per OIG compliance guidance)

 Not contribute to unnecessary testing
 Honest, straightforward, fully informative and non-deceptive

marketing (including tests offered, tests resulting from order,
financial consequences to payers)

 Provide freedom of choice (e.g., reflex or not)

24
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The Devil’s Triangle – Medical Necessity
 Educate physicians and other reasonable steps to avoid claims
for unnecessary services

 Requisition – conscious ordering of each test by physicians
 Notices
 General
 Custom profile
 Educate re ABNs
 Monitor to make sure not contributing to unnecessary tests

25
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Risks from Unnecessary Tests
Risk of Sanctions

Various statutes specifically prohibit or can be interpreted to provide for

imposition of penalties for submission of claims that the person knows or
should know were not medically necessary. See, e.g., 42 U.S.C. §
1320a-7a(a) (civil monetary penalties)

They may not apply, however, depending on circumstances. According

to the OIG, the regulatory exception to the prohibition against furnishing
services substantially in excess of a patient’s needs “would normally
protect a laboratory from being subject to exclusion for providing
unnecessary tests ordered by a physician….” 57 Fed. Reg. 3298, 3307
(Jan. 29, 1992)
26
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Risks from Unnecessary Tests
Financial Loss

Provider of clinical laboratory services has burden of producing documentation of
medical necessity. See Meridan Laboratory Corp. v. Advance Med. Corp., Dept.
Appeals Board, Decision of Medicare Appeals Council, Doc. No. M-11-568 (June 24,
2011), remanded, Meridan Laboratory Corp. v. Sebelius, 2012 WL 3112066 (W.D.
N.C., July 31, 2012) (remanded for consideration of limitation of liability principles)
Laboratory may not be liable under limitation of liability provisions if it did not
know and had no reason to know that services were not medically necessary. 42
U.S.C. § 1395pp(g)(2); see generally, Maximum Comfort, Inc. v. Secretary, 512
F.3d 1081 (9th Cir. 2007). The same is true if lab was “without fault,” i.e.,
exercised reasonable care in billing for and accepting payment. 42 U.S.C.
1395gg(c)
27
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Recent Developments
 Conditions of payment vs. conditions of participation
 Most courts have held that non-compliance with Medicare
conditions of participation does not give rise to FCA liability.
See e.g., U.S. ex. rel Rostholder v. Omnicare, Inc., 2014 WL
661351 (4th Cir. Feb. 21, 2014) (no FCA claim for violation
of FDA regulations related to good manufacturing practice)
 U.S. ex. rel. Hansen v. Deming Hosp. Corp., CV 11-0566,
(D.N.M. Nov. 21, 2013) – No claim for liability under FCA for
CLIA violations
28
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Advanced Beneficiary Notices
ABN considered “last minute,” “coercive” and “invalid”
when provided to patient when he presented to lab for
tests ordered by physician
Olympic Med. Ctr., ALJ Appeal No. 1-1097162747,
DHHS, Office of Medicare Hearings & Appeals (Southern
Region Dec. 9, 2013)

29

www.ober.com

Payment for Hospital Outpatient Tests
Packaged into Hospital Outpatient Prospective System unless:*


“Non-patient” test



No other hospital outpatient services from same “encounter” or



Tests “clinically unrelated” from other hospital services from same
“encounter” and ordered by different physician

Applies to tests performed by hospital directly or “under
arrangements”

30

www.ober.com

10

4/9/2014

Federal Anti-Kickback Statute
 Prohibited Conduct
 Knowing & willful
 Solicitation or receipt or
 Offer or payment of

 Remuneration
 In return for referring a Program patient, or
 To induce the purchasing, leasing , or arranging for or
recommending, purchasing or leasing items or services paid by
Program
31
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Intent:ACA
 Section 6402 (f) (2)
 “With respect to violations of this section, a
person need not have actual knowledge of this
section or specific intent to commit a violation of
this section.”

32
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Federal Anti-Kickback Statute
 Statutory Exceptions






Discounts
Bona fide employment relationships
GPO fees
Certain co-payment waivers
Certain managed care arrangements

 Regulatory Safe Harbors
 Advisory Opinions
 Posted on OIG Website
 www.hhs.gov/oig

33
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Federal Anti-Kickback Statute
 Penalties
 Criminal fines & imprisonment
 Civil money penalty of $50,000 plus 3X the amount of the
remuneration
 Exclusion
 False Claims Act liability – Affordable Care Act,
§6402(f)(1)
 Private Cause of Action
34
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Private Cause of Action*
“Conduct violating the [FAS] and the Stark Law may
provide the basis for liability under recognized common
law causes of action and other state statutory laws,”
such as prohibitions against unfair or deceptive
conduct. Millennium Labs, Inc. v. Universal Oral Fluid
Labs, LLC (M.D. Fla., Aug 16, 2013).
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In-Office Phlebotomists
 Labs may provide IOPs at no cost, provided
 IOPs provide only specimen collection and processing
services for the lab
 No services for physician’s practice or in-office lab

 May labs pay rent to physician practices for
space used by the IOP?

 State law issues
36
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Arrangements with Sales Representatives
 Statutory exception for payments related to bona fide
employment relationship

 Related safe harbor adopts IRS definition of employee
 Independent contractor arrangements may violate the FAS

and may be legally unenforceable. Joint Technology, Inc. v.
Weaver, (CCH) ¶ 304,295 (W.D. Okla. Jan. 23, 2013)
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Stark Self-Referral Prohibition
 Physician may not refer:
 Medicare or Medicaid patients
 for “designated health services
 to an entity with which the physician or an
immediate family member has
 a “financial relationship”

 Prohibition subject to exceptions provided for in
statute and regulations
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Stark Self-Referral Prohibition
 Denial/Refund of Payments
 Civil money penalty of $15,000 for submission of
claim for services person knows or should know
violated statutes or for failing to make required
refund, plus 2x reimbursement claimed

 Exclusion
 Additional Penalties for Circumvention Schemes
39
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Cause of Action Under FCA
Execution of supplier agreement requiring claims to comply with
laws, regulations, and program instructions could cause claims
related to Stark or FAS violation to violate FCA. Daugherty v.
Bostwick Labs, No. 1:08-CV-00354 (S.D. Ohio Dec. 18, 2012)
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Compensation Arrangements Exceptions (generally)
 In writing
 Not exceed what is reasonable and necessary
 Term at least one year
 Payments set in advance and unrelated to referrals or
other business generated

 Commercially reasonable without regard to volume or
value of referrals
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Client Entertainment
 Stark non-monetary compensation exception
 Items or Services
 Annual aggregate limit ($385 for CY 2014)
 Not take into account volume or value of referrals
or other business generated
 Not solicited by physician

42
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Other Issues
 Stark statutory definition of remuneration
 Excludes
 Forgiveness of amounts owed for inaccurate or mistaken
tests or billing errors
 Items, devices or supplies used solely to
– Collect, transport, process, or store specimens
– Order testing or communicate test results

 Stark regulatory definition states that exclusion does not apply
to surgical items, devices or supplies
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CMS Advisory Opinions 2013-01 & 02 (Oct. 13, 2013)
 Biopsy needles were surgical items, devices or supplies not
subject to exclusion

 Pap smear collection kits were not surgical items, devices or
supplies

 CMS analysis reflected review of materials related to each

item, including CPT codes for related procedures performed by
physicians
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Pricing Issues for Laboratories
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Discounts
 “Swapping”
 Advisory Opinion 99-13
 Discount arrangement between Pathology Group and Hospitals
or Physicians

 OIG Indicia of “Suspect” Discounts
 Discounted prices below fully loaded (not marginal) costs
 Discounted prices below those given to buyers with
comparable “account” volume, but without potential
Program referrals
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Discounts
 Subsequent Retreat
 Discounts below fully loaded costs not per se
unlawful
 Must be a “linkage” between the discount and
referrals of Program business
Letter of Kevin G. McAnaney,
OIG Industry Guidance Branch (April 26,2000)
http://oig.hhs.gov/fraud/docs/safeharborregulations/lab.htm
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Discounts
 Compliance Guidance for Clinical Laboratories
 63 Federal Register 45,076 (August 24,1998)
 Uses “fair market value” concept

 Advisory Opinion 11-11 reiterates “below cost”
theory of “swapping”

 Stark Exception for payments by physicians
 Fair market value not required for clinical
laboratory services
 Fair market value required for all other services

48
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Recent Enforcement Activity
 U.S. and California ex rel. Pasqua v. Kan-Di-Ki, LLP et
al, dba Diagnostic Laboratories and Radiology.

 Government alleged that clinical lab/mobile x-ray
company gave kickbacks in the form of below-cost
discounted pricing to nursing homes on clientbilled work to induce Medicare Part B referrals
 False Claims Act allegations settled for $17.5
million in September, 2013
49
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Pricing Rules of Thumb
 Never tie client pricing to referrals of
Medicare/Medicaid work

 Try to ensure that client bill pricing is
profitable on a stand-alone basis

 Be cognizant of pricing patterns across clients
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“Substantially in Excess”
 May not bill Medicare “substantially in excess” of “usual” charge
 No enforcement activity since law passed in 1972
 Overall volume of test charges made to payers other than Medicare or
Medicaid that are below Medicare/Medicaid fee schedule should be
substantially less than one-half of non-Medicare/non-Medicaid test
volume. Letter of Kevin G. McAnaney, OIG Industry Guidance Branch
(April 26,2000)
http://oig.hhs.gov/fraud/docs/safeharborregulations/lab.htm
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“Substantially in Excess”
 Proposed Rule (9/2003)
 “Substantially in excess” defined as 120% of “usual charge”
 Good cause exception

 “Usual charge” defined as mean of all charges (median also
being considered)

 Rule withdrawn (6/2007)
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State Law Issues
 Medicaid pricing limitations-various state laws
 Most states simply require providers to bill at
“usual and customary” rates
 Massachusetts
 “Usual and customary” is defined as the lowest
fee in effect at the time of service that is
charged by the lab for any service.
– Mass. Regs. Code tit. 130, § 401.402
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QUESTIONS?
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Lessons Learned Implementing a Laboratory
Compliance Program in a National Healthcare
System
March 2014
Tim Murray MS, MT(ASCP) CHC
Director of Laboratory Compliance
Catholic Health Initiatives
Denver, Colorado
timothymurray@catholichealth.net

Catholic Health Initiatives

Catholic Health Initiatives (CHI) Denver based
national health care system with 87 Hospitals and
growing,16 LTCs, over 500 (CLIA) Clinical
Laboratories most of which are Waived testing
laboratories.

How did I get here?
• Worked as a PA Department of Health examiner,
performed state and Medicare surveys within
Pennsylvania
• Worked in both university and primary care
hospital setting in laboratory leadership positions
– Most recently at a CHI hospital St. Joseph Medical
Center Reading PA as the Director of Laboratories

How did I get here?
• CLMA Clinical Laboratory Management Association
–
–
–
–
–
–

Government Relations Committee
Health Care Policy Committee
Medicare Billing Issues Committee
Legislative Compliance and Reimbursement Committee
The Joint Commission Laboratory Advisory Committee
Governmental
o Pennsylvania Laboratory Advisory Committee
o CMS Negotiated Rule Making
Developed first 23 National Coverage Decisions

Lab Advocate Recommendation!
• Get to know your lab leadership
– The lab is not just the black box in the basement that
runs itself!
– Put a laboratory representative on your Hospital
Compliance Committee

The Laboratory is Loaded with
Compliance Landmines
They need your help!
– Laboratories have their own guidance from the Office
of the Inspector General for developing a compliance
plan published in the FR 8/24/1998. Described seven
fundamental elements that were to be contained in
each plan. This was to replace the previously issued
plan published March 3, 1997 and was more
consistent with the compliance program guidance
issued with respect to the hospital and homecare
industries.

The Laboratory is Loaded with
Compliance Landmines
Why did the OIG develop this guidance for the
lab industry?
“ As with previously-issued compliance program
guidances, we believe that the development of this
guidance for clinical laboratories will continue as a
positive step towards promoting a higher level of ethical
and lawful conduct throughout the entire health care
community.”

The Laboratory is Loaded with
Compliance Landmines
WHAT ARE LABS WORRIED ABOUT?
• Technical Licensure
– CMS/State
» CLIA Complexity- Waive, Moderate, High
– Accreditations
» The Joint Commission
» The College of American Pathologists
» COLA
• Billing/Coding
• Provider Interface
– Supplies
– Holiday Gifts “Stark”

The Laboratory is Loaded with
Compliance Landmines
WHAT ARE LABS WORRIED ABOUT?
• Fee Schedules- Medicare’s Stand
– Clients
– Providers
– Nursing Home
– Outpatient/Non Patient
• Point of Care Testing usually (moderate and
waived testing)
• Staffing Issues

Why CHI Determined They Needed
a Director of Laboratory
Compliance
CMS (CLIA) Clinical Laboratory Improvement
Amendments as in other healthcare regulations can
be UNCLEAR
– CHI Incident

• What happened?
– CHI owned hospital purchased a local provider’s
practice which included a moderately complex
CLIA licensed laboratory
– The laboratory received a Proficiency Testing
(PT) sample and the Doctor’s Office lab staff
ordered the tests required … BUT…….

PART 493—LABORATORY REQUIREMENTS
Subpart H—Participation in Proficiency
Testing for Laboratories Performing Nonwaived Testing
(b) Standard; Testing of proficiency
testing samples. The laboratory must examine
or test, as applicable, the proficiency
testing samples it receives
from the proficiency testing program
in the same manner as it tests patient
specimens.
(1) The samples must be examined or

not engage in any inter-laboratory
communications pertaining to the results

integration of the samples into the
patient workload using the laboratory’s
routine methods.
(2) The laboratory must test samples

(4) The laboratory must not send PT

of proficiency testing sample(s)
until after the date by which the laboratory
must report proficiency testing
results to the program for the testing
event in which the samples were sent.
Laboratories with multiple testing
tested with the laboratory’s regular patient sites or separate locations must not
workload by personnel who routinely
participate in any communications or
discussions across sites/locations concerning
perform the testing in the laboratory,
proficiency testing sample results
using the laboratory’s routine
until after the date by which the
methods. The individual testing or examining
laboratory must report proficiency
the samples and the laboratory
testing results to the program.
director must attest to the routine

the same number of times that it routinely

samples or portions of samples to
another laboratory for any analysis
which it is certified to perform in its
own laboratory.

tests patient samples.
(3) Laboratories that perform tests
on proficiency testing samples must

Some Background Data
As of June 2013, there were 239,922 CLIA certified
laboratories. Of these laboratories, 35,035 are
required to enroll in an HHS-approved PT program
and are subject to all PT regulations.
From 2007 through 2011, there were 41 cases of
cited, intentional PT referral. (averaging 8 per year).

How CMS Responded to the CHI
Incident

After many appeals and hundreds of thousands of
dollars later a settlement was reached. (3/8/12)
– Required CHI to train all lab testing staff
(25,0000) according to the CMS published
requirements
» Pathologists
» Contractors
» Testing personnel… Nurses, RTs, Lab
Techs
» Required to Document by CLIA number all
laboratories within CHI
– All Medical Directors had to attest to having
compliant PT policies (Documentation submitted)

How CMS Responded to the CHI
Incident

– Could not have any additional occurrences
within twelve months of the settlement corporate
wide
» If another incident occurred, settlement
would be null and void.
– Close referring laboratory
– Prohibited Medical Director of record from acting
as laboratory director for 2 years
– The laboratory itself would be closed for a
period of two years

Very real potential to have all CLIA licenses revoked
– Regional OIG discussed this possibility

How CHI Responded (Short Term)
Short term
– Engaged legal council
– Investigated incident
– Conducted educational webinars for all CHI
entity and laboratory leadership
– Created an electronic educational module to
educate laboratory staff on the proficiency
testing requirements

Proficiency Testing Training

Proficiency Testing Training

Proficiency Testing Training

How CHI Responded (Short Term)

• Required each laboratory CLIA Medical Director to
review and submit their actual proficiency policy
• Required each Medical Director to submit an
attestation through corporate office to CMS stating
their staff understood the laboratory PT policy

How CHI Responded (Short Term)
• Each Medical Director was to sign and submit an
attestation through corporate office to CMS stating
that their laboratory was in compliance with all of the
settlement terms
• Hired me
• http://www.cms.gov/Regulations-andGuidance/Legislation/CLIA/CLIA_Brochures.html
#8

How CHI Responded (Short Term)

How CHI Responded (Short Term)
– Submitted proof of education of all laboratory staff in
the proper handling of proficiency testing
• Required documentation of competency for all
testing personnel (25,000)
• Waived -- Nurses performing waived POC finger
glucoses
• CHI contested stating not required by regulation to
no avail
– Moderate
– High Complexity

– Completed 8/1/12 with final submission to CMS
– Follow-up

How CHI Responded (Long-Term)
• Centralized all compliance functions/staffing
using a national model.
• Determined that CHI was responsible for over
500 laboratories most of which were waived.
• Developed an expanded (Online risk
assessment) to assess and monitor level of
laboratory compliance throughout all CHI
Moderate and above licensed CLIA
laboratories.

Annual Risk Assessment

Annual Risk Assessment

Findings of Risk Assessment
– Most CHI laboratories had some form of a compliance
plan in place; however, existing plans were varied.
Needed to be standardized
– Some did not have a laboratory compliance committee
in place
– The majority of laboratory leadership was not involved
with or had input into the institutional compliance
committee
– Personnel constraints were a major concern for
laboratories
– Many were trying to just keep up with new
developments in regulation and perform patient testing

How CHI Responded (Long-Term)

Assembled a CHI Laboratory National Compliance
Committee
– Accomplishments
• Developed a national laboratory addendum
complimentary to the national CRP plan

CHI Laboratory Compliance
Addendum

CHI Laboratory Compliance
Addendum

CHI Laboratory Compliance
Addendum

CHI Laboratory Compliance
Addendum

CHI Laboratory Compliance
Addendum

How CHI Responded (Long-Term)
What else did we do?
–Provided Webinars for moderate
and above complexity laboratories
and invited all laboratorians to
attend (Leadership and Bench
techs)
–Required each entity to appoint a
laboratory compliance officer and
committee

How CHI Responded (Long-Term)
– Required each laboratory to conduct an annual
compliance assessment in a multitude of ways
• External compliance review
• Internal compliance review
• Conduct specific education with staff (monthly
meetings)
– Required each laboratory to monitor OIG guidance’s
issued separately or through annual work plan

How CHI Responded (Long-Term)
– Instructed Laboratory leadership and Staff via Webinars
and Addendum Electronic learning as to procedures for
proper:
• Ordering protocols
• Billing protocols
• Coding protocols
• ABN protocols
• Marketing, sales and contract protocols

Staff Education and Competency

Staff Education and Competency

Staff Education and Competency

How CHI Responded (Long-Term)
• Director of Laboratory Compliance (DoLC)
– Performed onsite compliance reviews
» Invite entity and divisional compliance officers to
accompany onsite reviews.

• Developed checklist for waived laboratories
– Local CROs or Physician Enterprise Specialists used this
tool to review 25% of the POLs annually
» Purpose was to make typically non-professional
laboratorians aware that there were testing
requirements

Example Waived Testing Document
←

Any Questions/Clarifications Please Contact: Tim
Murray

ENTER CLIA # On LINE 1

Highlight in
Yellow
Testing
Done At

Testing personnel Interviewed:

This Lab
Cholester Prothrombin
ol
Time
Fecal
Occult Rapid Strep
Blood
Sedimentatio
Glucose
n Rate
Hemoglob Urinalysis
in
Dipstick
Hemoglob
Urine
in AC1
Pregnancy
Hematocri Other List to
t
Right

Date Assessment Completed:

Ovulation

Name of Lab:
Address:

Medical Director/Confirm on CLIA License
Consultant:

Tim Murray
Director, Laboratory Compliance

Catholic Health Initiatives
Ph 610-594-5102
timothymurray@catholichealth.net

Influenza
Lyme
Disease

Rev 4-13

Place "X "in Box for Answer

FY 2013 - Waived Testing Assessment # 1

YES

NO

N/A

Please write answers to the NON Yes/No questions here:

1.Are all tests performed classified as waived? §§493.15(c), and
493.1775(b)(3)See 15 for abbreviated list of waived tests
2. Does the laboratory have the current manufacturer’s instructions for all
tests performed?
3. Does the laboratory follow the current manufacturer’s instructions for all
tests performed by: §493.15(e)(1)

Example Waived Testing Document
a) Using the appropriate specimen?
b) Adding the required reagents in the prescribed order?
c) Adhering to the manufacturer’s storage and handling
instructions?
d) Using the proper expiration date for the storage method?
e) Performing the quality control as required by manufacturer?
f) Performing function checks or calibration?
g) Performing confirmatory tests as required?
h)Temp Checks and documents results each day of
supply/reagent storage?
h1)Are there hi/ low acceptable temperature ranges established
and documented for each device monitored? Including Room
temp if storage requires it?
h2)Corrective action if out of range?
i) Reporting the patients’ test results with the terminology or in
the units described in the package insert?
j) Performing and documenting instrument maintenance as
described by the manufacturer?
4. Does the testing personnel understand the manufacturer’s
instructions for all tests performed?
5. Does the testing personnel:
a) Document the name of the test, reagent/control lot number,
and expiration date for all tests performed?
b) Are laboratory personnel given training when they are newly
hired?
c)IF answered YES to 5 b, how is the training documented?
6. Are testing staff:

How CHI Responded (Long-Term)

• DoLC developed a standardized tool to be used to
evaluate Moderate and High Complexity
laboratories.
– Included in-house auditing network to assist in onsite
reviews
» DoLC reviewed sampled pre-audit data and post
audit data and added recommendations where
appropriate

Standardized Review Document

Standardized Review Document

How CHI Responded (Long-Term)
• Gained access to accrediting bodies summation
material CAP,TJC and COLA, looked at
inspections, PT results.
– Helped determine the next year’s (onsite reviews)

• Worked with Divisional and local CROs to
determine onsite work schedule development
Emergent or routine

How CHI Responded (Long-Term)
• Established a mechanism for facilities to notify
DoLC of new CLIA applications (moderate and
above)
– Reviewed for accuracy
– Reviewed PT policies and education when appropriate
(reviewed common compliance concerns) Temperatures,
competencies, validations, SOPMs

• Established a mechanism for laboratories to notify
DoLC of any regulatory adverse actions/
notifications
– Would be actively involved with council with any response

How CHI Responded (Long-Term)
– Issued guidance
• CBC
• Urinalysis
• IHC staining changes 88342 and 88343 and
G0461 and G0462
– Maintain a Q+A library on CHI intranet site

Guidance Issued

Guidance Issued

Related Synergies and Activities
• Worked closely with:
– Legal - Interpretation and guidance
– Advocacy - Emerging regulatory issues
– Business operations throughout the enterprise
on various issues involving lab and other related
regulations.

• Thank You

2/27/2014

HCCA 18th Annual
Compliance Institute
Pre-Conference Breakout

P11 Regulatory Challenges in
Implementing and Maintaining
Laboratory Compliance
Programs

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM

Challenges and Suggestions
• Here are a few more challenges and
some ideas and suggestions for
responding to various aspects of today’s
program
• We will provide an opportunity to ask
questions and discuss issues at the end
of the program
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM

Claims Review Programs
• The overall goal of CMS’ claims review programs is
to reduce payment errors by:
– “identifying and addressing billing errors concerning
coverage and coding made by providers” and suppliers

• Prevent improper payments to avoid the old “pay
and chase” system
• CMS newest tool is called “predictive modeling”
and is designed to detect a provider who has a
pattern of claims submittal that suggests it is
submitting improper claims or committing fraud
– See MML SE1133 or Google; cms medicare predictive
modeling
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Predictive Modeling
• Data analysis tools designed to analyze claims
data to prevent payments based on the risk that the
claim is likely improper
• Uses “Innovative risk-scoring technology” to detect
improper claims before they are paid
• Uses a wide range of data to generate each risk
score, such as claims data, complaints to the
Medicare hot line, and law enforcement information
• CMS would thoroughly test the technology to
ensure it provided a low rate of false positives and
did not disrupt legitimate providers
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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AC/MAC Medical Review
• Tracks and monitors error rates produced by the
CERT program, the Recovery Audit (RA), analysis
of claims data and other information and sources
• Identifies suspected billing problem
• Targets Medical Review (MR) activities at the
identified problem and reviews a sample of claims
• Verifies an error exists and classifies the error for
severity as minor, moderate or significant
• Imposes corrective action appropriate for the
severity of the problem

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM

5

Corrective Actions
• Informs the provider of proper billing procedures
• Imposes a prepayment review process that may
include MR of a sample of claims, or all claims,
depending on severity which requires review
BEFORE claims are paid
– Results in delays in payment for the claims under MR

• Imposes postpayment review which involves an
MR of a sample of claims without requesting all
records from the provider
– Sometimes none are requested

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Review of Records
• Either prepayment or postpayment reviews
may require providers or suppliers to
provide medical records or other
documentation in support of the claim
• Providers should supply all documentation
requested or provide a reason for not
providing a document
• Providers should supply the information
within the time frame required or the
claims will be denied
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Recovery Auditor Program
• The supporting documents for the audits and the interpretations
made by the auditors often contain inaccuracies and
inconsistencies in terms of the overpayment determination
• Laboratories need to decide whether they will appeal an RA
audit overpayment determination or not on a case by case basis
depending on the information provided in each audit
• In many cases, laboratories do not appeal because the cost of
the appeal is financially not beneficial, in other words, it’s
cheaper to write them off then to appeal them
• There may be unintended consequences of taking this course of
action and the laboratory should carefully consider how they
respond to demands for overpayments by RAC contractors and
other fraud subcontractors

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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ZPICs
• ZPICs are referred to as “the policeman of the Medicare
contractor world”
• Authorized to conduct investigations, support law enforcement
and conduct audits of Medicare Advantage plans
• Laboratories should take any contact from a ZPIC very seriously
as they often lead to referral to the OIG for potential criminal
investigations
• Contact by a ZPIC should set off bells and should invoke careful
self reviews or audits of the activities cited by the ZPIC
• Some anecdotal reports by hospitals and laboratories indicating
that ZPICs may overstep their authority
• CMS needs more effective oversight of ZPIC

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Potential Consequences
•
•
•

Audits are conducted on a sample of claims representing a specific
time frame
Auditors may extrapolate overpayment amounts based on the sample
resulting in larger refund determinations then may actually exist
If the laboratory agrees that the overpayments are justified and repays
them, it must consider how to deal with similar cases that are outside of
the timeframe used by the auditors
– In other words, the laboratory may find itself deciding on self reporting additional
refunds it suspects exist based on the findings of this particular audit

•
•
•

The results of these audits are reported to the Office of the Inspector
General (OIG) and eventually could lead to other investigations
Prepayment review and medical review scrutiny is increasing
Auditors have filed whistleblower suits against providers using
information found in audit documents

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Auditing And Being Audited
• One of the best defenses for coding and billing risks is an
effective auditing plan focused on high risk areas
– Routine auditing to catch problems
– Defensive audits when demands for refunds are received

• Government auditors have not been very good so far and
a fairly high percentage of refund demands are overturned
if challenged with an appeal
– Problem is many providers do not appeal
• Cost of appeal outweighs refund amount
• Fear of contractor retaliation
• Unsure or coding and billing regulations

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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What Documentation Should
You Submit?
• The best case for the laboratory is to win your
appeal as early in the process as possible
• The best way to accomplish this is to provide
complete information and documentation in the
early parts of the appeal process
• Carefully review the documents associated with the
denial or refund demand and make sure you
provide all of the requested documents
– Also make sure you understand why the claim was
denied or the refund is required

• In any case where the documents requested are
not available, explain why they are missing
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Documentation
• If you know, or have an idea, that the
documentation you are submitting may create a
problem or misunderstanding by the auditor,
explain the documentation
– For instance, if the “order” includes a panel or
profile that is customized and the explanation of
the panel’s contents are included elsewhere,
explain that and provide the necessary
documentation to support the order which may be
the signed physician acknowledgement
– If there are inconsistencies in the documentation
you send, explain that
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Review of the Documentation
• Make sure that all of the documents you send are copied
• Make sure the submission is thoroughly reviewed by staff
sufficiently knowledgeable about the claims submittal
process in your lab
• Make sure the review includes the compliance officer
• Look for wrong documents, wrong dates of service, other
inconsistencies with the request by the auditor as well as
the issues involved in why the claims may be wrong
• Don’t get caught in simple problems like administrative
errors which may irritate the requestor and give them a
bad impression about your lab
• Use the same personnel throughout the appeal process to
ensure efficient and effective responses
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Follow-up and Tracking
• Keep a log or record of each refund request or audit
conducted by government auditors
– One reason is to make sure your lab isn’t subject to the
same audit by some other government contractor

• Keep a library of the resources and laws and regulations
involved in each audit
– Try to determine any trends that may lead to an internal
undiscovered trend or systemic problem

• Consider these audits and appeals as serious matters
worth the commitment of appropriate resources to resolve
them
• Use them as training tools and improvement tools for your
laboratory systems and processes
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Know What You Are Doing
and/or Get Expert Help
• Develop auditing skills through education, conferences and self
study
• Practice your skills by conducting mock audits or real audits of
your own billing and coding
• Make sure you thoroughly understand the rules and regulations
and the appeals process or hire an expert that does
• Read all government documentation that accompanies a
demand for a refund carefully and critically, looking for errors
and misquotes etc.
• Make certain you supply the appropriate documents requested
and make note or comment on anything that is missing or
cannot be provided
• Conduct your own review of the requested records and
documents
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Whistleblowers
• Serious Increase in false claims act whistleblower
cases
• Almost anything has a false claims angle to it which
increases recoveries exponentially
– Treble actual damages plus $5500 to $11,000 per
claim filed

• Healthcare whistleblower cases return $16.00 for
every $1.00 spent (October 22 TAF Report)
– Between 2008 and 2012, government spent $574.6
million to recover $9.384 billion

• According to the TAF report success with federal
false claims enforcement has spurred states to act
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Preventing Whistleblowers
• Every laboratory, hospital and health care
system should have a whistleblower
prevention program
• Starts with an effective compliance
program and includes a reporting friendly
environment and management culture
• Requires specific training for middle level
managers as well as upper management,
executives and board members
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Preventing Whistleblowers
• Insure lines of communication are open
• Encourage reporting of problems by responding
correctly
• Always follow up on employee questions
• Secure sensitive and confidential materials
• Follow security procedures and don’t give out
passwords
• Be aware of aberrant behavior and excessive
questions about billing or compliance problems
• Stay current on laws and policies, don’t guess at
the answers to questions
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM
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Thank You For Your Attention
Robert Mazer
Tim Murray
Chris Young

LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM

Questions
and
Discussion
LABORATORY MANAGEMENT SUPPORT SERVICES
WWW.LABCOMPLY.COM

7

3/27/2014

Compliance, Internal Audit, and Risk Management:
What do they look like at a Managed Care Plan?
And, other words of wisdom...




Objectives:
 Define risk and identify where risk comes from
 Recognize what risk activities are being performed in

health plans now
 Experience how two health plans address risks
 Categorize the similarities and differences among

Enterprise Risk Management, Internal Audit,
Compliance programs
 Define Enterprise Risk Management (ERM)

2014 Compliance Institute – March 30, 2014 | 2

Objectives (Cont.)
 Discuss the elements and components of Enterprise

Risk Management (ERM)
 Review where your plan is in the ERM
 Share a sample of what an ERM might look like
 Identify best practices to achieve to the ultimate

state of ERM for your organization

2014 Compliance Institute – March 30, 2014 | 3
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Objectives (Cont.)


And, other words of wisdom… from you.



Questions and Answers on any health plan topics

2014 Compliance Institute – March 30, 2014 | 4

Define Risk
Risk – From Merriam‐Webster’s Dictionary

noun \ˈrisk\:
 the possibility that something bad or unpleasant
(such as an injury or a loss) will happen
 someone or something that may cause something
bad or unpleasant to happen
 a person or thing that someone judges to be a good
or bad choice for insurance, a loan, etc.

2014 Compliance Institute – March 30, 2014 | 5

Define Risk…



Risk is a function of the likelihood of a given threat‐
source’s exercising a particular potential
vulnerability, and the resulting impact of that
adverse event on the organization.

Source: NIST – National Institute of Standards and Technology

2014 Compliance Institute – March 30, 2014 | 6
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Risk Factors to Consider






Could the event (risk) happen?
What is the probability it is likely to happen?
What is the impact (how bad would it be) if it were
to happen?
How can you reduce the probability it will happen
(mitigation)?
Can you create a contingency plan to reduce the
impact?

2014 Compliance Institute – March 30, 2014 | 7

Do You Know All Your Risks?
“Never in all history have we harnessed such
formidable technology. Every scientific advancement
known to man has been incorporated into its design.
The operational controls are sound and foolproof!”
This quote was said by whom?

2014 Compliance Institute – March 30, 2014 | 8

Who Said It?
E. J. Smith, the Captain of the Titanic


Sooner or later, there will be a crisis that tests your
health plan. Are you ready?



What examples come to mind for you?

2014 Compliance Institute – March 30, 2014 | 9
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Where Does Risk Come From?
Multiple sources of risks (threats) across broad categories,
including:
Natural Threats—Floods, earthquakes, tornadoes,
landslides, avalanches, electrical storms, and other such
events.
 Human Threats—Events that are either enabled by or
caused by human beings, such as unintentional acts
(inadvertent data entry) or deliberate actions (network
based attacks, malicious software upload, unauthorized
access to confidential information).
 Environmental Threats—Long‐term power failure, pollution,
chemicals, liquid leakage.


Source: NIST (National Institute of Standards and Technology)
2014 Compliance Institute – March 30, 2014 | 10

What Types of Risks Might a Health Plan Have?





Internal risks, e.g., operational experience and
expertise, succession planning, talent management,
quality, technology…
External risks, e.g., new lines of business,
competition, Super Sandy storms, fire…
Compliance, Regulatory, and Legal risks, e.g., CMS,
OMIG, DOH, DOI, DOJ, HHS‐OCR…

2014 Compliance Institute – March 30, 2014 | 11

What Types of Risks…






Financial risks, e.g., unsound rates, unexpected
penalty, market share shrinks…
Business risks, e.g., mergers and acquisitions,
marketplace expansions (QHP)…
Reputational risks, e.g., how we are viewed in the
marketplace…
Health and Safety risks, e.g., for members and
employees
Legal, e.g., fraud, theft, sexual harassment…
2014 Compliance Institute – March 30, 2014 | 12
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Similarities and Differences Among ERM, Internal
Audit, and Compliance



How are they the same?



How are they different?

2014 Compliance Institute – March 30, 2014 | 13

Internal Audit






Internal focus
Reviews known issues often financially focused
Risk is identified and handled by mitigating or
eliminating
Focus is on auditing
It is “owned” by Internal Audit and Finance or Audit
Committee

2014 Compliance Institute – March 30, 2014 | 14

Compliance






Internal and external
Regulatory, governmental audit focus within the
operational areas
Commitment to compliance with laws at a minimum
Risk is managed narrowly, i.e., eliminate and meet
compliance obligations
It is “owned” by Compliance, Leadership, Board
Committee

2014 Compliance Institute – March 30, 2014 | 15
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Define Enterprise Risk Management
Enterprise Risk Management …is a process, effected by
an entity’s Board of Directors, management and other
personnel, applied in a strategy setting across the
enterprise, designed to identify potential events that
may affect the entity, and to manage risk to be within
its risk appetite, providing reasonable assurance
regarding the achievement of entity objectives.
Source: COSO ERM – Integrated Framework, Executive
Summary September 2004
2014 Compliance Institute – March 30, 2014 | 16

Define Enterprise Risk Management
Enterprise risk management (ERM) is the process of
planning, organizing, leading, and controlling the
activities of an organization in order to minimize the
effects of risk on an organization's capital and earnings.
Enterprise risk management expands the process to
include not just risks associated with accidental losses,
but also financial, strategic, operational, and other
risks.
Source: SearchCIO
http://searchcio.techtarget.com/definition/enterprise‐risk‐
management
2014 Compliance Institute – March 30, 2014 | 17

Enterprise Risk Management






Internal and external focus
Embraces organizational strategy
Risk is managed broadly, i.e., accept, mitigate,
transfer, reduce, avoid, or eliminate
It is “owned” by everyone
Takes into account the corporate strategies and
current marketplace

2014 Compliance Institute – March 30, 2014 | 18

6

3/27/2014

What Does That Mean?
It is obtaining everyone’s involvement at all levels, and
 Identifying events i.e., risks to the health plan
 Determining what the likelihood is it will happen and
the impact should it happen
 Deciding how to manage those risks by assessing,
transferring, mitigating or eliminating them, and
 Assuring that the process is done with strategic goals
and opportunities in mind

2014 Compliance Institute – March 30, 2014 | 19

What ERM is…


Enterprise Risk Management connects the links
between departments and divisions with
collaboration at all levels of the organization.



Communication is the key to get a true Enterprise
Risk Management program successfully in place.

2014 Compliance Institute – March 30, 2014 | 20

How Do You Develop An Enterprise Risk Management
Program?
There are three basic steps (depending on what you read,
it could be 4, 5, or up to 16)



Step 1 – Evaluation – Assess best practices (from other
health plans, colleagues, consulting firms, external
resources, e.g., Google)

2014 Compliance Institute – March 30, 2014 | 21
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How Do You Develop An Enterprise Risk Management
Program? (Cont.)


Step 2 – Structure Program – Define specific
processes, framework committees, involve key
Board of Directors and Executive Leadership Team
members



Step 3 – Execute Risk Assessment – CEO‐driven
process with accountability by functional executive
leaders
2014 Compliance Institute – March 30, 2014 | 22

The Spectrum of ERMs
Mature: Exhibit “Best Practices”
 Leadership‐driven ERM process, e.g., CEO or COO
 Formal Plan Development
 Actively implementing via internal committee
structure and Risk Oversight Committee (BOD)
 Interconnectivity of all areas are addressed
 Advanced communication among committees

2014 Compliance Institute – March 30, 2014 | 23

The Spectrum of ERMs…
Engaged & Involved: Some efforts made to address
ERM
 Performed an enterprise‐wide risk assessment
 Begin to structure framework…
 Still developing implementation approaches…
Infancy – At the starting gate: Less Evolved
 No formal plan yet
 Address enterprise risk as part of overall audit,
compliance, and operational efforts
2014 Compliance Institute – March 30, 2014 | 24
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One Size Does NOT Fit All!


EMR is an on‐going process, not something that you
implement and then check it off your list!



The program develops over time and requires
consistent attention and oversight.

2014 Compliance Institute – March 30, 2014 | 25

ERM – Where Do You Start?





Research and evaluate what would work for your
plan
Set up the Framework of the Program, including
Structure
Perform a Based‐line Risk Assessment (and do it
every 12 months)
Identify and assess risks by Risk Management or Risk
Oversight Committee with collaboration from other
committees (Compliance, Finance, Continuous
Quality Improvement…)
2014 Compliance Institute – March 30, 2014 | 26

ERM – Where Do You Start…







Assign Risk to Executive Leadership Team members –
Each Risk has ONE Owner
Include the Each Risk identified above as a
Performance Objective for the responsible Executive
Report key risks through a BOD committee (Audit,
Risk Management, Compliance or directly to the full
BOD) with a work plan to address those risks
Continuous process… it starts again
2014 Compliance Institute – March 30, 2014 | 27
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Benefits of an ERM…
 Protect the plan from being vulnerable
 Provides an enterprise oversight at the highest level

that includes risks identified by Internal Audit,
Compliance, or operational sources
 Creates an integrated approach with alignment to
corporate strategy; ultimately supports success of those
strategies

2014 Compliance Institute – March 30, 2014 | 28

Benefits of an ERM…






Reduces risks (all types)
Shows transparency and accountability throughout
the organization
Streamlines processes to produce better outcomes
Demonstrates visibility and awareness at the highest
level of the health plan
Improves reputation and fosters trust
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Benefits of an ERM…







Eliminates redundancy in process and effort
Promotes collaboration and unifies the organization
(reduces the silo approach)
Prioritizes goals and objectives as well as allocation
of resources at the enterprise level with ability to
influence strategic vision
Builds a shared sense of vision and purpose
Diminishes financial volatility

2014 Compliance Institute – March 30, 2014 | 30
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What could an ERM Look Like?
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Contact Information
Lori Oleson
Director of Compliance and Quality, Government Programs,
Blue Cross Blue Shield of Minnesota
651‐662‐1838
Lori_A_Oleson@bluecrossmn.com
David Crawford
Assistant Vice President, Corporate Compliance, Affinity Health Plan
Tel: (718) 794‐5738 dcrawford@affinityplan.org
Caron R. Cullen
Sr. Vice President & Chief Compliance Officer, Affinity Health Plan
Tel: (718) 794‐5731 ccullen@affinityplan.org
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COSO Cube

17 Principles
The 17 internal control principles by internal
control component as presented in COSO’s 2013
Framework:
CONTROL ENVIRONMENT
1. Demonstrates commitment to integrity and
ethical values
2. Exercises oversight responsibility
3. Establishes structure, authority, and
responsibility
4. Demonstrates commitment to competence
5. Enforces accountability
RISK ASSESSMENT
6. Specifies suitable objectives
7. Identifies and analyzes risk
8. Assesses fraud risk
9. Identifies and analyzes significant change
CONTROL ACTIVITIES
10. Selects and develops control activities
11. Selects and develops general controls over
technology
12. Deploys through policies and procedures
INFORMATION & COMMUNICATION
13. Uses relevant information
14. Communicates internally
15. Communicates externally
MONITORING
16. Conducts ongoing and/or separate
evaluations
17. Evaluates and communicates deficiencies

Committee of Sponsoring Organizations of the Treadway Commission (COSO)

COSO is a voluntary private sector initiative dedicated to improving organizational performance
and governance through effective internal control, enterprise risk management, and fraud
deterrence.
Five nonprofits are its sponsoring organizations:






AAA (American Accounting Association)
AICPA (American Institute of Certified Public Accountants)
FEI (Financial Executives International)
IIA (Institute of Internal Auditors)
IMA® (Institute of Management Accountants).

HCCA Compliance Institute
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What could an Enterprise Risk Management Framework Look Like?

HCCA Compliance Institute
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Threat Remediation Plan
High and Medium Risks
Threat Source

Human

Technical

Environmental

Natural

Threat
Loss or theft of
workstation/
laptop/portable device.

Risk
H-M-L
High

Reason

Remediation Plan

Target Date of Completion

Status

Threat Remediation Plan
Low Risks with Mitigating Controls
Threat Source:
Threat:
Risk Level:
Reason:
Administrative Controls:

Physical Controls:
Technical Controls:

Threat Source:
Threat:
Risk Level:
Reason:
Administrative Controls:
Physical Controls:
Technical Controls:

Human
Data loss or data access loss due to data center server(s) failure from physical sabotage

Low
Adequate controls in place to prevent this threat from occurring in the network environment
Facilities Access Controls
Facilities Policy and Procedure for Access Control (Corporate Office)
Facilities Policy and Procedure for Access Control (Employee Identification)
Facilities Policy and Procedure for Key Management
Facilities Policy and Procedure for Surveillance Camera
IT Policy and Procedure for TSG Suite and Data Center Access
Perimeter fence surrounding three sides of building
Security guards on premise 24 hours a day, 7 days a week
Photo ID proximity badge access system
Redundant data center - SunGard
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BLOOMBERG BNA:
Covering Health Care Fraud and
Compliance Issues

JANUARY // 14 // 2014

// 0

AGENDA: HOW THE PRESS COVERS HEALTH
CARE FRAUD AND COMPLIANCE
> LISA ROCKELLI, MANAGING EDITOR:
Who we are, connecting with us, coverage
(lrockellli@bna.com)
> JAMES SWANN, REPORTER:
Sources, tips for dealing with press, hot topics
(jswann1@bna.com)
> ERIC TOPOR, LEGAL EDITOR:
Hot legal topics, defending whistleblower lawsuits
(etopor@bna.com)

// 1

WHO WE ARE
> Bloomberg BNA: a wholly owned subsidiary of Bloomberg as of
2011; BNA founded in 1947
> More than 600 reporters, attorneys, and editors work from the
Washington, D.C., area office, along with a network of national
correspondents
> Expert legal and business practitioners offer insight and analysis
> Health law resource center integrates news, thought leadership
from respected practitioners, Bloomberg BNA’s expert analysis,
case law, and primary sources
> BNA insights feature outside experts helping customers
understand implications of key legal developments and trends

// 2

1
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HEALTH LAW
RESOURCE
CENTER

// 3

FRAUD SETTLEMENT AGREEMENT NAVIGATOR

// 4

FRAUD & COMPLIANCE NEWS
Notification publications on the Health Law RC:
> HEALTH CARE FRAUD REPORT: HHS OIG, CMS, US attorneys,
settlements, State AG actions, regulations, court decisions
> MEDICARE REPORT: Reimbursement policy, regulations, case law
> HEALTH INSURANCE REPORT: ACA implementation, compliance
for insurance companies
> HEALTH IT LAW & INDUSTRY REPORT: Electronic Health Records,
Meaningful Use

// 5
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HEALTH CARE FRAUD & ABUSE TOPIC TAB
Includes:
>
>
>
>
>
>
>

News
Legal research
Practice tools
Full text of laws
Regulations
Compliance guidance from experts
CMS, OIG, DOJ documents

One-stop shop for health care fraud/compliance information,
research, documents

// 6

HOW WE DIFFER
> HEALTH CARE FRAUD REPORT – (published 1997) covers
legal, regulatory, legislative news and analysis about health
care fraud
> BNA articles include links to full text of important documents–
laws, regulations, court decisions, reports, studies
> Objective reporting
> Expert input from Advisory Board Members: well-known experts
> Content specialists

// 7

WHERE DO WE GET OUR NEWS?
> PERSONAL SOURCES– HEALTH CARE ATTORNEYS,
COMPLIANCE PROFESSIONALS , ASSOCIATION EXECUTIVES
> PRESS RELEASES
> WEB SEARCHES OF GENERAL PRESS CLIPPINGS
> STATE CORRESPONDENTS
> GOVERNMENT WEBSITES, LISTSERVS
> FEDERAL REGISTER, CONGRESSIONAL RECORD

// 8
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WHO READS THE HEALTH LAW RC?
>
>
>
>
>
>
>
>
>

Legal Department/General Counsel
Compliance Officers
CEOs
Government/Regulatory Affairs
State Insurance Department Officials
HHS Office of Inspector General
DOJ, U.S. Attorney Offices
FBI
Medicare/Medicaid reimbursement experts

A professional audience that needs information to do their jobs

// 9

CONNECTING WITH BLOOMBERG BNA
> “BNA Insights” articles written by attorneys, consultants, industry
experts about interesting court decisions, regulations, trends and tips
in fighting health care fraud
> BNA webinar opportunities (Nancy Erickson, nerickson@bna.com)
> Email us press releases, studies, surveys, comments on rules, white
papers, correspondence with congressional leaders, CMS, OIG
> Blog: www.bna.com/health-care-blog
> Twitter, Facebook
> Article reprints: permissions@bna.com

/ / 10

CONNECTING WITH BLOOMBERG BNA
> Video opportunities: 5 minute videos of experts explaining a rule,
trend, impact of court decision, impact of a new policy
> Reporter bylines are hot linked to email addresses, easy to contact
them
> Speaking at a conference? Send us a press release or email; set up
an interview time at a conference
> We have correspondents in major cities across country

/ / 11
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DEMO: HEALTH LAW RESOURCE CENTER
> Show examples of tools
> Settlement database—use the information to help you identify alleged
fraudulent activity


Sort by provider type



Sort by allegations



Sort by court

> See related CIA document to learn about OIG requirements
> What is DOJ willing to settle? How much is settlement?

/ / 12

TOP 10 ISSUES

>>>>>>>>>>>>>>
/ / 13

TOP 10 FRAUD ISSUES IN 2014
1. Increased scope of Medicare and Medicaid program integrity
contractors
2. Potential fraud in the Health Insurance Exchanges
3. Compliance with Affordable Care Act mandates
4. Exclusion of individuals and entities from federal health care
programs
5. Implementation of the International Classification of Diseases,
10th revision (ICD-10) codeset

/ / 14

5

2/20/2014

TOP 10 FRAUD ISSUES
6. Greater incentives to self-disclose overpayments
7. Scrutiny associated with Sunshine Act reporting requirements
8. Federal funding concerns to fight fraud and abuse
9. Improved data sharing between federal and state antifraud
programs
10. More false claims act litigation

/ / 15

QUESTIONS?

> SIGN UP FOR FREE TRIAL TO OUR PUBLICATIONS AT
> HTTP://WWW.BNA.COM/HEALTH-CARE-LAW-T5938/

> STOP BY THE BLOOMBERG BNA BOOTH
> QUESTIONS?

/ / 16

BLOOMBERG BNA:
Hot Fraud Topics, Handling
The Press and Sources

JANUARY // 14 // 2014

/ / 17
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AGENDA
> Top Fraud and Compliance Concerns Facing the Health Care Industry

> Social Media: How to Use It Effectively

> Reporting a Story: How We Source Stories, Gather Information and
Produce a Finished Product

/ / 18

OIG WORK PLAN FOR FY 2014: AREAS OF FOCUS
> ACA INSURANCE EXCHANGES: Upcoming reviews will evaluate
payment accuracy of tax credits and subsidies, enrollment eligibility
and information security
> PROGRAM INTEGRITY CONTRACTOR REVIEWS: An upcoming
review will evaluate the performance of ZPICs and PSCs, while
another review will assess contractor performance for 2012 and 2013
> INFORMATION SECURITY AND ELECTRONIC HEALTH
RECORDS: OIG will review EHR incentive payments, as well as
whether hospital have sufficient security controls to protect information
transmitted over networked devices

/ / 19

2014 HFRA OUTLOOK, MAJOR FRAUD CONCERNS
> RAC REALIGNMENT
• RAC program moving from four to five RACs
• RACs required to support the appeals process through the ALJ level
• Expiration of all four RAC contracts in February

/ / 20
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POTENTIAL EXCHANGE FRAUD
> PREMIUM ASSISTANCE, TAX CREDITS
• Will HHS go after health plans and hospitals who offer to make
premium or cost-sharing payments for beneficiaries enrolled in ACA
exchanges?
• Will ACA exchange plans be subject to anti-kickback statute?
• Will insurance industry try to stop provider-backed premium assistance
program?

/ / 21

PREPARING FOR THE ICD-10 ONSLAUGHT
> ORGANIZATIONS NEED TO MAKE SURE THEY ARE READY FOR
OCTOBER’S ICD-10 DEADLINE
• Have your coders been trained?
• Have you been coordinating with payers?
• Are your vendors on board?

/ / 22

PROVIDER SELF-DISCLOSURE
> Providers will increasingly self-disclose potential violations to OIG and
CMS in 2014 to dodge increasingly hard penalties
> More providers will use CMS self-disclosure protocol, which is strictly
for Stark law issues
> Failure to self-disclose can result in FCA cases

/ / 23
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NAVIGATING THE SUNSHINE ACT
> CMS BEGAN RECEIVING SUNSHINE ACT DATA IN FEBRUARY,
AND PLANS TO POST IT TO A WEBSITE BY SEPTEMBER
• Sunshine Act may lead to greater government enforcement
• Increased amount of FCA cases
• Significant burden on providers to ensure data reporting is accurate

/ / 24

SOCIAL MEDIA
AND WORKING
WITH THE
PRESS

>>>>>>>>>>>>>>
/ / 25

SOCIAL MEDIA AND REPORTING
> Social media channels( Facebook, Twitter, Linked In) now function as
opportunities for disseminating information. Use them.
• Tweet often, people really are following you.
• Stay current with technology.
• Expand your followers.

/ / 26
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REPORTING IN THE INFORMATION AGE
> WHERE TO GO FOR YOUR INFORMATION ( BESIDES
BLOOMBERG BNA, OF COURSE)
> Websites for government agencies such as CMS, OIG, HHS
> Cultivate a relationship with sources you meet at conferences.
> Remember, being polite is extremely important. Never miss a chance
to thank someone for talking with you, and always keep the lines of
communication open.

/ / 27

UNDERSTANDING TWITTER
> Everyone is on Twitter today, so make sure you are too.
> Twitter is a great place to share ideas, gain tips and network.
> Twitter accounts to follow include: @JamesLSwann, @OIGatHHS,
@CMSGov, @NHCAA, @HCCA_news, @ahahospitals, and so many
more.
> Check Twitter several times a day, at a minimum, so you don’t miss
valuable information.
> And remember, build your followers!

/ / 28

HANDLING PRESS INQUIRIES
> THE DOS AND DON’TS FOR HANDLING THE PRESS
• Always return phone calls and e-mails as soon as you can
• Be transparent
• Be prepared to answer a range of questions, even ones you might not
expect
• When your organization has some negative news, be sure to have a
statement available, at a minimum. Any response is better than no
response at all

/ / 29
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PRESS INQUIRIES, CONT.
> Maintain a list of subject matter experts within your company that can
be shared with the press. Assigning the right person to a press inquiry
can make all the difference
> Train your personnel on handling press inquiries
> Keep a log of press inquiries. Maintain relationships
> Always post phone numbers for your personnel who handle press
inquiries. No phone number will result in a lot of ‘did not respond for
comment’ stories, which you probably want to avoid

/ / 30

THE ART OF THE PRESS RELEASE
> Make sure your press release is concise and cogent
> Make your subject line really pop. Most people decide whether to read
a press release after two seconds, so if you want them to continue, be
interesting
> Be sure to include appropriate contacts who can field any questions
generated by the press release
> Avoid unnecessary jargon

/ / 31

BLOGGING
> Blogs are increasingly becoming a source for news
> If your organization maintains a blog, be sure to post frequently; an
out-of-date blog is worse than no blog at all
> Use your blog to engage in a conversation with the public
> Beyond blogging about your organization, include news about the
overall industry

/ / 32
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BLOGGING, CONT.
> Just like with Twitter, be sure to read different blogs to gain valuable
information
> Compile a list of blogs relevant to your organization. Check them often
> Breaking news and important developments are more likely to be
included in a blog post or in a Tweet than through more traditional
channels

/ / 33

BLOOMBERG BNA HEALTH CARE BLOG
(WWW.BNA.COM/HEALTH-CARE-BLOG)

/ / 34

REPORTING A STORY: USE OF WEBSITES
> In addition to maintaining a presence in social media, make sure to
maintain your overall website
> Clear, concise and uncluttered
> Accessible information, and few clicks
> Keep information up-to-date, and highlight recent congressional
letters, reports and other pertinent information

/ / 35
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STORY REPORTING
> Keep an eye on Twitter, blogs, listservs for news and ideas
> E-mail and phone contacts for further information
> Reach out to new sources
> Always use primary documents and information

/ / 36

STORY REPORTING, CONT.
> Ensure information is current and accurate
> Always reach out to sources and offer them an opportunity to comment
on the story
> Follow-up on stories, build off initial story
> Include background information

/ / 37

QUESTIONS?

>>>>>>>>>>>>>>
/ / 38
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BLOOMBERG BNA:
The False Claims Act and
Whistleblowers

JANUARY // 14 // 2014

/ / 39

LEGAL CONTENT IN HEALTH CARE FRAUD REPORT
> DEDICATED COURT OPINIONS DEPARTMENT



Scours decisions from state and federal courts daily.
Alerts editorial staff of decisions on health care fraud.

> REPORT ON HEALTH CARE FRAUD LITIGATION


Cover court orders and final decisions on health care fraud matters.



Contact parties and health care attorney experts for comment and insight
on litigation.

-

Civil and criminal litigation

> TRACK AGENCY ANNOUNCEMENTS, ADVISORY OPINIONS



Report on government prosecutions, verdicts, and settlements.
Monitor HHS Office of Inspector General for published advisory opinions
requested by providers, insurers, drug companies, and municipalities.

/ / 40

AGENDA:
> LAWS TO KNOW: THE FALSE CLAIMS ACT, THE STARK LAW
AND THE ANTI-KICKBACK LAW

> THE TUOMEY CASE—IMPLICATIONS FOR CORPORATE BOARD
MEMBERS, AVOIDING STARK PROBLEMS

> REVIEW OF CURRENT FCA CASES AND RECENT
SETTLEMENTS

/ / 41
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LAWS TO KNOW
> The False Claims Act (FCA), 31 U.S.C.§§ 3729 - 3733:


Any person who knowingly submits or causes to be submitted a
false claim for payment to the government is in violation of the FCA.
-

Intent requirement: the person must be aware the claim is false.

-

What is a false claim: Submitting a claim for reimbursement for service not
rendered, service that was not medically necessary, or while not in
compliance with regulatory or statutory requirements that are conditions of
payment under Medicare or Medicaid (not simply conditions of participation).

-

The claim must be submitted to the government, not private insurers,
suppliers, or other types of private entities.

/ / 42

LAWS TO KNOW
> FCA DAMAGES:


Civil penalties of between $5,500 and $11,000 for EACH FALSE CLAIM
-

That means every claim to Medicare or Medicaid found to be false is subject to
the civil penalty. This can add up fast!

-

Treble Damages: Triple the overall damages sustained by the government due to
the submission of the false claims.

-

The civil penalty and treble damages are cumulative!

> FCA WHISTLEBLOWER PROVISION:


The qui tam (“kwee tam”) provision
-

Allows a private party (a whistleblower) to bring suit against an entity allegedly
violating the FCA as a representative of the government. The whistleblower is
known as the “relator.”

-

The whistleblower must first bring his allegations to the attention of the federal
government.

-

The complaint must be filed under seal until the government decides whether it
will intervene in the lawsuit.

/ / 43

LAWS TO KNOW
> FCA WHISTLEBLOWER PROVISION:




Government Intervention
-

The government will take over prosecution of the FCA lawsuit if it decides to
intervene in the action after it completes an investigation of the whistleblower’s
allegations.

-

If the government decides not to intervene, the whistleblower and her counsel are
responsible for prosecuting the action further.

-

The FCA action is unsealed and served on the defendant once the government
decides whether it will intervene or not.

Relator’s Share of Award
-

If the FCA action culminates in either a monetary settlement or a trial judgment in
favor of the relator or government, the government and the relator both receive a
share of the resulting monetary award.

-

If the government intervenes in the FCA action, the relator’s share is between 15
and 25 percent of the total award.

-

If the government does not intervene, the relator’s share of the award is 25 to 30
percent.
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LAWS TO KNOW
> FCA WHISTLEBLOWER PROVISION:


Public Disclosure Bar
-

A relator can only file a qui tam lawsuit based on allegations that have not been
publicly disclosed.

-

Sources that count as public disclosure are:

» Federal courts
» Federal information and disclosures
» News media
- State and local court proceedings are not considered public disclosures,
as of 2010 under amendments in the Affordable Care Act.
- A relator must be an “original source” of the underlying allegations.
» The relator must have knowledge that is independent of, and
materially adds to any publicly disclosed information concerning the
allegations.
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LAWS TO KNOW
> THE PHYSICIAN SELF-REFERRAL LAW, 42 U.S.C. 1395NN


Commonly referred to as the “Stark Law,” after bill sponsor Congressman
Pete Stark (D-CA).



The Stark Law prohibits a physician from making referrals for designated
health services (DHS) payable by Medicare or Medicaid to an entity with
which the physician has a financial relationship (or a close family member),
unless one of the enumerated statutory exceptions applies.



What is a DHS?
-



Lab services, physical therapy, occupational therapy, radiology and radiation
services, durable medical equipment, home health service, inpatient and
outpatient services, and outpatient prescription drugs.

What is a financial relationship?
-

A direct or indirect ownership interest in the entity receiving the referral.

-

A direct or indirect compensation arrangement with the entity.
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LAWS TO KNOW
> THE PHYSICIAN SELF-REFERRAL LAW, 42 U.S.C. 1395NN


Penalties:
-

Denial of payment for service in violation of the Stark law.

-

Refund of entire payment for service in violation of the Stark law.

-

Exclusion from Medicare and Medicaid programs.

-

Assessment of up to triple the amount of the service billed in violation of the Stark
law.

-

Civil fine of up to $15,000 per service in violation of the Stark law.

-

Civil fine of up to $100,000 for implementation of schemes designed to
circumvent the Stark law.
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LAWS TO KNOW
> THE STARK LAW


Exceptions to prohibition on physician referrals:
-



Global exceptions: referrals for physician services either provided by the
referring physician or within the same practice group, referrals for in-office
ancillary services, services furnished within a pre-paid plan (i.e. HMO),
compensation paid under a risk sharing arrangement, and payments to a bona
fide academic medical center.

Exceptions for ownership interests:
-

Publicly traded securities

-

Hospitals located in Puerto Rico

-

Certain rural providers

-

Ownership interest in a hospital as a whole if the referring physician is
authorized to provide services within that hospital.
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LAWS TO KNOW
> THE STARK LAW




Exceptions for compensation arrangements:
-

Leases of space and equipment at fair market value

-

Bona fide employment relationships at fair market value

-

Personal service relationships between certain insurance organizations
and the referring physician

-

Compensation unrelated to DHS

-

Physician recruitment agreements

-

Specified isolated transactions

-

Fair market value payment made to the entity by the referring physician
for DHS

-

Non-monetary compensation up to $385 for 2014 (adjusted annually)

The Stark law is a strict liability statute. There is no intent
requirement for liability; if you fall outside of an exception, you are
liable!
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LAWS TO KNOW
> THE STARK LAW


Self-Disclosure Protocol:
-



Enacted as part of the Affordable Care Act

-

A process by which providers may voluntarily report actual or suspected
violations of the Stark Law to CMS.

-

Self-disclosure of overpayments suspends the 60 day deadline for
returning overpayments.

-

Self-disclosing party forfeits appeals rights to claims relating to disclosed
conduct if the disclosure results in a settlement.

-

May mitigate penalties and fines imposed by CMS for Stark violations.

There is a separate self-disclosure protocol for health-care fraud
generally through the HHS’s Office of Inspector General.
-

This self-disclosure protocol includes anti-kickback law violations.
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LAWS TO KNOW
> THE ANTI-KICKBACK STATUTE, 42 U.S.C. § 1320A-7B


Criminal statute.



Prohibits the “knowing and willful” payment or exchange of value to induce
health-care referrals paid for by federal health-care programs.



Both parties to a prohibited kickback are liable under the statute.



Penalties:
-

Up to 5 years in prison

-

Fine up to $25,000

-

Exclusion from participation in federal health-care programs

/ / 51

LAWS TO KNOW
> THE ANTI-KICKBACK STATUTE




Safe Harbors:
-

Bona fide payments to W-2 employees

-

Certain discounts

-

Payments to purchasing agents

-

Certain transactions that fit within “safe harbors”

-

Specified risk-sharing arrangements

-

Prescription drug discounts for certain beneficiaries in the “coverage gap” or
doughnut hole

-

Certain Medicare Part A waivers

-

Certain space and equipment rentals

The OIG will render advisory opinions on whether specific contemplated
arrangements between parties would violate the Anti-Kickback Statute.
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TUOMEY HEALTHCARE LITIGATION
> HOSPITAL IN SOUTH CAROLINA LOSES JURY TRIAL ON STARK
AND FCA CLAIMS: A WORST CASE SCENARIO



United States ex rel. Drakeford v. Tuomey Healthcare Sys., Inc., D.S.C.,
No. 3:05-cv-2858, amended judgment 10/2/13
Tuomey Healthcare System accused by a physician whistleblower of
paying another physician group for the volume and value of referrals.
-

Stark and FCA violations alleged

-

Government intervened

-

Argument centered on the “commercial reasonableness” of physician pay.

»
»
»
»
»

Generous pay packages and benefits for “part-time” positions
Practice group expected to lose money
Productivity bonuses, long 10-year terms
Partially motivated by fear of competition
Hospital board solicited outside legal opinion, which said contract
might violated Stark.
- Judgment against Tuomey of $237.5 million.
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TUOMEY HEALTHCARE LITIGATION
> ISSUES RAISED BY HEALTH-CARE ATTORNEYS IN WAKE OF
GOVERNMENT ARGUMENTS IN TUOMEY LITIGATION


Can you operate a practice group at a loss?
-



Fair market value compensation is “commercially reasonable.”

-

Some practice group types are more common money losers (i.e. primary care).

-

Community and patient needs may necessitate a practice group that loses
money.

“Intent” and the Stark Law
-

Government raised the specter of intent with evidence of opinion shopping.

-

Stark law is a strict liability statute, intent is not an element (or is it?).

-

A negative inference can be drawn from obtaining multiple opinions, even if not
legally wrong.
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TUOMEY HEALTHCARE LITIGATION
> LESSONS TO LEARN FROM TUOMEY


When crafting compensation packages:
-

Don’t let group think determine how compensation packages are structured.

» Use different teams to craft a strategic plan for the hospital, find the
physician or practice group, and craft the compensation plan.
-

Assign a member of the board to be the designated devil’s advocate.

-

Do not assign values to the potential referrals a physician or practice group might
bring to the hospital.

-

Make hiring decisions transparent and legal. Spell out the reasons why the hire is
being made, and why the pay structure is commercially reasonable.

-

Conduct an independent appraisal of proposed pay structure, if possible.
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TUOMEY HEALTHCARE LITIGATION
> TIPS FOR FACING POTENTIAL STARK LIABILITY









Any suspect physician compensation contracts should be reviewed by
competent Stark counsel.
If a hospital discovers an unsigned physician employment contract, it
should first check with the practice to see if it has a contract signed in its
possession.
If further review of an arrangement reveals red flags (no appraisal,
unsigned contracts, e-mails referencing referrals) the hospital's compliance
officer and general counsel need to inform the corporate executives and the
board of directors of the issue.
Assure those alerting the compliance officer of possible Stark violations that
their concern is being taken seriously so they don't become a
whistleblower.
If legitimate Stark violations are uncovered, the hospital should prepare to
use the Stark self-disclosure protocol and try to head off a future
whistleblower action.
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CURRENT CASES TO WATCH
> UNITED STATES V. HALIFAX HOSP. MED. CTR. (2013 BL 314276,
M.D. FLA., NO. 6:09-CV-01002-GAP-TBS, FILED 6/16/09 )








Halifax's oncology practice at issue.
The bonuses were pooled and distributed on pro rata share of practice
group billings.
Bonus pool was funded from profit margin of the oncology practice group,
including the physicians' billings for their personal services and hospital
earnings from the physicians' referrals.
Relator is still employed by Halifax as its director of physician services.
-

Baklid-Kunz alerted Halifax that the oncology bonuses might be illegal in 2008.
One of Halifax's in-house attorneys at the time concluded that the bonuses did
violate the Stark law.

-

Halifax retained the law firm McDermott Will & Emery to render an opinion on the
issue, and the firm concluded in a 2009 memo that there was a “reasonable”
argument that the bonuses complied with a Stark law exception, according to
Halifax.

The government intervened in the lawsuit in September 2011.
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CURRENT CASES TO WATCH
> UNITED STATES EX REL. HEESCH V. DIAGNOSTIC PHYSICIANS
GROUP PC (S.D. ALA., NO. 1:11-CV-00364-KD-B, COMPLAINT
UNSEALED 7/8/13)




Relator, a former cardiologist with one of the defendants, alleged that a
hospital and several physician groups engaged in a scheme of improper
referrals and compensation arrangements. Government intervened in case.
Allegations:
-

Induced referrals through free or under fair market value provisions of office
space, office improvements, furniture, medical supplies, office supplies,
housekeeping services, laundry services, utility and transcription services.

-

Physicians were paid bonus payments based on the value and volume of referrals
for testing services.

-

Some of the tests were unnecessary, and endangered patient safety by exposing
them to unnecessary radiation during the tests.

-

Physicians falsified patient records to support unneeded medical tests.

-

No remedial action was taken by relator’s supervisors when he alerted them to
the practice.

/ / 58

CURRENT CASES TO WATCH
> UNITED STATES EX REL. SCHUBERT V. ALL CHILDREN'S HEALTH
SYS., INC. (2013 BL 317268, M.D. FLA., NO. 8:11-CV-01687-JDWEAJ, FILED 7/29/11)







All Children's executives ignored a compensation plan devised by the
compliance department at fair market value and, instead, pursued
pediatricians with pay packages that resulted in operating losses for the
group but generous referrals for the hospital.
Relator said that in three years, All Children's hired 75 physicians, and
almost one-third of the new hires were paid over the 75th percentile of
nationwide compensation rates.
Court ruled that Medicaid referral claims can be basis for alleging Stark and
FCA violations.
Citing Tuomey, court said that a physician compensation arrangement can
be fixed, and still violate the Stark law if “inflated above market value” to
take into account the physician's expected referral business.
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CURRENT CASES TO WATCH
> UNITED STATES EX REL. SPAY V. CVS CAREMARK CORP. (E.D.
PA., NO. 2:09-CV-04672-RB, FILED 8/5/11)






Relator alleged defendant CVS Caremark Corp., as a pharmacy benefit
manager and Medicare Part D sponsor, submitted improper prescription
drug event claims to the Centers for Medicaid & Medicare Services in
violation of the FCA.
Two defenses asserted by CVS are pending further rulings from the court:
-

FCA's public disclosure bar: CVS argued that certain aspects of CVS's allegedly
improper claims data were released in a Freedom of Information Act request
predating Spay's complaint.

-

Condition of Payment: the court has not yet determined whether CMS would have
denied CVS's claims for payment if it knew of the alleged violations of Medicare
laws and regulations.

The government declined to intervene in the action but submitted a
statement of interest in the litigation.
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RECENT FRAUD SETTLEMENTS
> DEVICE MAKER CAREFUSION SETTLES KICKBACK, OTHER
DOJ CHARGES FOR $40 MILLION


January 7, 2014



Allegations that CareFusion's predecessor-in-interest paid $11.6 million in
kickbacks to Dr. Charles Denham to induce Denham to recommend and
promote CareFusion's ChloraPrep surgical skin-preparation products.



Relator: Dr. Cynthia Kirk, a vice president of regulatory affairs for
CareFusion in its infection prevention business unit.



Relator’s share of award was $3.3 million.
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RECENT FRAUD SETTLEMENTS
> REHABCARE GROUP, INC. SETTLES KICKBACK ALLEGATIONS
FOR $30 MILLION


January 17, 2014



False Claims Act lawsuit involving alleged illegal referral payments for
rehabilitation services for Medicare beneficiaries in skilled nursing facilities.



Relator was a competitor who alleged he learned about the referral
payments from a public earnings conference call by the defendant.



Relator’s share of settlement was $700,000
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RECENT FRAUD SETTLEMENTS
> GENZYME SETTLES FCA CASES INVOLVING SURGICAL
PRODUCT FOR $22 MILLION


December 20, 2013



Genzeyme allegedly had its sales representatives train doctors how to
create a “slurry” from its Seprafilm adhesion barrier for laparoscopic or “key
hole” surgeries—a use that wasn't approved by the Food and Drug
Administration.
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RECENT FRAUD SETTLEMENTS
> CALIFORNIA NURSING HOME OPERATOR ENSIGN GROUP
SETTLES BILLING CHARGES FOR $48 MILLION


November 18, 2013



Lawsuit alleged that from January 1999 through the end of August 2011, six
skilled nursing facilities operated by Ensign Group submitted false claims to
the government for physical, occupational and speech therapy services to
Medicare beneficiaries that weren't medically necessary.



Ensign Group also entered into a five-year corporate integrity agreement as
part of the settlement.
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RECENT FRAUD SETTLEMENTS
> CALIFORNIA HOSPITAL CHAIN SUTTER HEALTH PAYS $46
MILLION TO RESOLVE ANESTHESIOLOGY OVERCHARGE CASE


November 4, 2013



Sutter Health charged with double-billing patients for anesthesia services
during surgeries.



Sutter Health will now change from the time-based method to a flat-rate
system as part of the settlement agreement.



Relator was a billing auditor, Rockville Recovery
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RECENT FRAUD SETTLEMENTS
> OMNICARE PAYS $120 MILLION TO SETTLE ALLEGED
VIOLATIONS OF ANTI-KICKBACK STATUTE


October 22, 2013



Omnicare alleged to have violated the anti-kickback statute by giving
nursing homes discounts on Medicare Part A services in exchange for
referrals of other patients with government-reimbursable drug costs.



Relator was Donald Gale, former general manager of an Omnicare
pharmacy in Ohio.
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RECENT FRAUD SETTLEMENTS
> GUIDANT SETTLES CARDIAC DEFIBRILLATOR FCA WHISTLEBLOWER LAWSUIT FOR $30 MILLION


October 17, 2013



Lawsuit alleged the sale of defective cardiac defibrillators to Medicare
patients.



Guidant pleaded guilty to criminal charges in April 2010 for failing to submit
a label change for the defective devices to the Food and Drug
Administration, and for misleading the FDA. Guidant was sentenced to pay
more than $296 million in fines, and three years of probation, during which
time the company had to submit quarterly reports to the DOJ and submit to
unannounced record inspections.



Relator was James Allen, a recipient of a defective defibrillator. Allen
received $2.25 million of the settlement.
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RECENT FRAUD SETTLEMENTS
> FLORIDA HOSPITAL CHAIN SHANDS HEALTHCARE PAYS
$26M TO SETTLE FALSE BILLING ALLEGATIONS


October 15, 2013



Shands HealthCare charged with seeking reimbursement from Medicare,
Medicaid, and TRICARE for inpatient procedures that should have been
billed as outpatient services.



Relator was Terry L., president of YPRO, an Indiana-based consulting firm
that Shands hired to evaluate billing procedures.
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RECENT FRAUD SETTLEMENTS
> DOJ REACHES $34 MILLION SETTLEMENT WITH 55
HOSPITALS OVER BILLINGS FOR KYPHOPLASTY PROCEDURE


July 2, 2013



The government alleged that the hospitals submitted false claims for
kyphoplasty inpatient procedures to Medicare.



Kyphoplasty is used to treat severe back pain and spinal fractures, and can
usually be performed as an outpatient procedure.



More than 100 hospitals executed settlement agreements totaling
approximately $75 million stemming from allegations of overbilling Medicare
for kyphoplasty procedures.



Two relators, Craig Patrick and Chuck Bates, used to work for medical
device maker Kyphon Inc.



Relators received $5.5 million of settlement amount.
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Outlook 2014: Providers Face Increased Contractor Burdens, Exclusion Threats
ncreased enforcement efforts by Medicare and Medicaid program integrity contractors and the potential
for fraud in the health insurance exchanges lead the
list of expected developments in 2014, according to
comments from knowledgeable stakeholders and Advisory Board members for BNA’s Health Care Fraud Report.
The year 2014 promises to be a full year for health
care providers as they grapple with the increased scope
of Medicare and Medicaid program integrity contractors, potential fraud in the health insurance exchanges
and compliance with Affordable Care Act mandates.
Beyond these issues, providers also will have to
implement the International Classification of Diseases,
10th Revision (ICD-10) codeset by Oct. 1, which presents it’s own compliance, fraud and operational issues,
and also withstand the scrutiny associated with the
Sunshine Act’s reporting requirements.
Bloomberg BNA spoke with health care attorneys,
trade association executives and health care consultants to get a sense of the fraud landscape entering 2014
and what providers can do to protect themselves.

I

Program Integrity Contractors
Over the past few years, the Centers for Medicare &
Medicaid Services has expanded the ranks of Medicare
and Medicaid program integrity contractors. Recovery
Audit Contractors (RACs) for example, began operating
exclusively in the Medicare fee-for-service program but
have since expanded into Medicare Part C, Medicare
Part D and Medicaid.
Alan Reider, an attorney with Arnold & Porter LLP,
Washington, said he expects RACs to increase their activity in 2014.
‘‘The impact of the RAC program is only now beginning to be felt,’’ Reider said. ‘‘I think that the activity of
the RACs will result in a significant backlash from the
provider community.’’
Karen Lovitch, an attorney with Mintz, Levin, Cohn,
Ferris, Glovsky and Popeo, P.C., Washington, said the
RAC program will face increased scrutiny in 2014, in
part due to a September 2013 report from the Department of Health and Human Services Office of Inspector
General that was critical of the CMS’s oversight of the
RAC program.
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Top 10 Health Care Fraud Issues in 2014
According to the Advisory Board for BNA’s
Health Care Fraud Report, the following are
the top issues to watch in 2014:
1. Increased scope of Medicare and Medicaid program integrity contractors
2. Potential fraud in the health insurance exchanges
3. Compliance with Affordable Care Act
mandates
4. Exclusion of individuals and entities from
participating in federal health care programs
5. Implementation of the International Classification of Diseases, 10th Revision (ICD-10)
codeset
6. Greater incentives to self-disclose overpayments
7. Scrutiny associated with the Sunshine
Act’s reporting requirements
8. Federal funding concerns to fight fraud
and abuse
9. Improved data sharing between federal
and state anti-fraud programs
10. More False Claims Act litigation

Lovitch also noted that a bill was introduced in Congress in 2013 designed to improve the RAC process.
The Medicare Audit Improvement Act of 2013 was introduced in May 2013 in both the House (H.R. 1250)
and Senate (S. 1012) with the intention of improving
the accuracy of RAC audits and increasing contractor
transparency. The House bill was referred to the House
Committee on Ways and Means and the House Committee on Energy and Commerce, which referred the measure to its Subcommittee on Health. The Senate bill was
referred to the Senate Finance Committee.
Another factor contributing to the overall turmoil
within the RAC program is the expiration of all four
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RAC contracts in February, Lovitch said, which may
mean some RACs will be replaced.

‘‘I think that the activity of the RACs will result in
a significant backlash from the provider
community.’’
—ALAN REIDER, ARNOLD & PORTER
‘‘Some providers may be adverse to working with a
new RAC because the devil you know is often better
than the devil you don’t,’’ she said.
A CMS spokesman told Bloomberg BNA that the
agency ‘‘is temporarily allowing active recovery auditing [by RACs] (including sending alternative dispute
resolution and semi-automated notification letters) to
continue while determining next steps in the procurement process and assessing the need for extensions of
the current contracts.’’
James G. Sheehan, chief integrity officer and executive deputy commissioner for the New York City Human Resources Administration, said he expects to see
some RAC expansion. He said the CMS is committed to
some changes in the program and will spend the next
two years reviewing proposals and litigating protests.
RAC changes include moving from four RACs to five
RACs and requiring RACs to support the appeals process through the level of administrative law judges.
‘‘Meanwhile, existing contractors will have difficulty
recruiting and retaining qualified staff and getting CMS
approval for systems improvements and special projects,’’ Sheehan said.
Thomas S. Crane, an attorney with Mintz, Levin,
Cohn, Ferris, Glovsky and Popeo, P.C., Boston said that
he expects Zone Program Integrity Contractors (ZPICs)
to play a greater enforcement role than RACs in 2014.
‘‘This past year I have found them to be very aggressive
in their use of prepayment audits,’’ he said.

start, and the government is unwilling to give them sufficient time to develop.’’
Other developments among Medicare and Medicaid
program integrity contractors include the possible
merging of ZPICs (including their Medicare-Medicaid
Data Match (‘Medi-Medi’) responsibilities), Program
Safeguard Contractors (PSCs) and the Medicaid Integrity Contractors (MICs) into a new contractor, the Unified Program Integrity Contractor.
The CMS issued a request for information in July
2013 but, since then, has taken no further action toward
the development of the UPIC.

Exchange Fraud
Since becoming operational Oct. 1, 2013, the HealthCare.gov website has been beset by a litany of problems, from error messages preventing enrollment to an
inability to handle heavy traffic.
Problems have also impacted state-run health insurance exchanges, to a lesser extent, and Stuart I. Silverman, an attorney with the District of Columbia Office of
Inspector General’s Medicaid Fraud Control Unit, said
there is the potential for fraudulent activity within the
exchanges.
‘‘Undoubtedly, technical failings in the exchanges
will allow for instances of identity theft, and millions of
dollars lost in tax credits and subsidies that are
awarded to applicants who do not qualify,’’ Silverman
said.
‘‘This kind of fraud will add to the burden faced by
federal enforcement agencies that have scant resources
to pursue these new fraud schemes,’’ he said.
State enforcement agencies also will have problems
dealing with exchange fraud, Silverman said, as they
lack the resources to handle fraud schemes occurring in
state-run exchanges.
Wiley Rein’s Nahra said the government has to
handle the ongoing development of exchange-related
regulations as well as ‘‘guaranteed’’ data inaccuracies
that will lead to insurance coverage problems.

‘‘How will the government balance [its] anti-fraud
‘‘Some providers may be adverse to working with a
goals with the need to get the exchanges working
new RAC because the devil you know is often
properly and reasonable fairness to participating
better than the devil you don’t.’’
—KAREN LOVITCH, MINTZ LEVIN

entities who need some reasonable time to get
things under control?’’

While Kirk Nahra, an attorney with Wiley Rein LLP,
Washington, said he expects the CMS will make efforts
to increase the efficiency of the program integrity contractors, he said the efforts would have little chance of
success.
Nahra said the CMS has been working to ‘‘streamline, consolidate, modify, reform, re-evaluate and improve’’ program integrity contractors for roughly a decade, with little or no results.
‘‘There is virtual guarantee of ongoing change, and a
high likelihood that there will be little overall improvement in the success of these programs,’’ Nahra said.
‘‘None of the programs has obviously worked at the
1-8-14

—KIRK NAHRA, WILEY REIN LLP
As a result, he asked, ‘‘How will the government balance [its] anti-fraud goals with the need to get the exchanges working properly and reasonable fairness to
participating entities who need some reasonable time to
get things under control?’’
Nahra is watching to see whether criminal enforcement is pursued in both the exchanges and the other aspects of the ACA. He said that the increased attention
given to the exchanges could mean less anti-fraud attention geared towards other areas of criminal health-
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care fraud, ‘‘where money can be taken right away and
then disappear.’’
While Nahra said that many of the resources that will
be devoted towards improving the ACA exchanges
would not be available for fraud prevention anyway, he
said there would be ‘‘some tension’’ initially between efforts to get the exchanges working properly and preventing fraud in the exchanges.
Sheehan said he expects there will be little enforcement efforts from the CMS vis-a-vis the exchanges.
‘‘CMS antifraud efforts have not been a priority in
2013—the entire Medicaid senior program integrity
staff is in an ‘acting’ status during the greatest expansion of Medicaid in history,’’ Sheehan said. He expects
the situation to continue in 2014.
In addition, Sheehan said that a CMS move to a new
program integrity contractor model in 2014 will further
reduce anti-fraud efforts.
As for the OIG’s anti-fraud efforts with regard to the
exchanges, it ‘‘has a good plan but substantial resource
constraints and is unlikely to get CMS assistance given
CMS’s other priorities,’’ he said.
Kevin G. McAnaney, an attorney with the Law Office
of Kevin G. McAnaney in Washington, said that while
the ACA exchange implementation will be ‘‘the number
one priority for [the] CMS,’’ and would have some impact on the agency’s fraud prevention efforts, he did not
see it having a substantial impact on the OIG’s fraud enforcement efforts.
He said that initial fraud schemes involving the ACA
would likely take the shape of marketing scams directed at potential enrollees and that the qui tam bar
would be quick to point out egregious violators to the
OIG.

Premium Assistance Programs. On Oct. 30, 2013, the
HHS announced that Qualified Health Plans (QHPs) operating in the health insurance exchanges were not considered part of any federal health care programs for the
purposes of the federal anti-kickback statute (AKS).
Therefore, any premium tax credits or cost-sharing
subsidies involving a QHP would not implicate the AKS.
However, the HHS issued guidance Nov. 4, 2013, saying it had ‘‘significant concerns’’ with any health care
providers who offered to make premium or cost-sharing
payments to beneficiaries enrolled in an exchange
QHP.
Mintz Levin’s Crane said ‘‘most expert outside counsel will advise clients that it is almost unheard of for an
administrative agency to define or narrow the scope of
a federal criminal statute, and recognize that the ‘guidance’ almost certainly was not cleared by the Criminal
Division of the Department of Justice.’’
He said most health-care providers will view HHS’s
guidance on this issue ‘‘for what it is: a letter to a Congressman, and not formal notice-and-comment rulemaking.’’
Crane also said it was unheard of for an administrative agency like the HHS to believe it can discourage a
particular practice from occurring.
However, he said, ‘‘it would be unsurprising if providers declined to implement premium assistance programs that seek to initiate insurance coverage at the
point of care.’’
Crane expected the health insurance industry ‘‘to act
vigorously against’’ any provider-sponsored premium
assistance programs, and said the HHS’s guidance did
HEALTH CARE FRAUD REPORT
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not apply to premium support programs tied to particular services or products, including prescription drugs.

‘‘It would be unsurprising if providers declined to
implement premium assistance programs that seek
to initiate insurance coverage at the point of
care.’’
––THOMAS S. CRANE, MINTZ, LEVIN
Laurence Freedman, an attorney with Patton Boggs,
Washington, said he thought it was a mistake for the
HHS to attempt to discourage premium assistance programs, ‘‘and it is contrary to the official determination
of HHS and DOJ that QHPs are not federal health care
programs for purposes of the anti-kickback statute.’’
Freedman said that health care providers ‘‘with appropriate safeguards in place and with an understanding of OIG’s concerns as expressed through advisory
opinions will implement carefully some premium assistance plans.’’
McAnaney also said be believes providers will engage
in premium assistance, despite the HHS guidance.
‘‘Clearly, providers and pharma companies will provide patients with premium and cost-sharing assistance
when it is in their financial interest to do so,’’ McAnaney said, adding, ‘‘Whether insurers can refuse to accept such assistance is likely to be a matter of contract
law.’’
Nahra also said the HHS guidance on whether the
ACA exchanges are deemed ‘‘federal health-care programs’’ for purposes of the anti-kickback law was ‘‘very
confusing.’’ Nahra did not believe it would foreclose on
future fraud enforcement connected with the exchanges but said ‘‘the path of these cases will be more
complicated and perhaps convoluted.’’
Louis Saccoccio, chief executive officer of the National Health Care Anti-Fraud Association, said he did
not believe ACA exchange plans would be subject to the
anti-kickback law without additional legislation.

OIG Exclusions
Among the powers contained within the OIG is the
authority to exclude individuals and entities from participating in federal health care programs.
Historically, exclusions have focused mainly on entities, but over the last few years, there have been more
individual exclusions, raising the stakes for the provider community.
Arnold & Porter’s Reider said he expects there will be
more individual exclusions in 2014 and beyond.
‘‘This has already been seen through the exclusions
of the Purdue executives, and the success of the government in withstanding that challenge will likely embolden the OIG to continue to pursue this activity,’’
Reider said.
Three former Purdue Frederick Co. executives, who
pleaded guilty to misdemeanor misbranding of the
painkiller OxyContin in 2007, were excluded from participating in federal health care programs in 2009.
BNA
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Wiley Rein’s Nahra echoed Reider and said the government would likely continue to pursue more exclusions, but he said future exclusions would focus on true
criminals as opposed to executives at large companies.

‘‘I think CMS is poised to seek some high-level
individual exclusions, and DOJ is primed to pursue
more individuals under the FCA and criminally.’’
—LAURENCE FREEDMAN, PATTON BOGGS
‘‘The exclusion remedy is too broad and too complicated, so it does not work particularly well as a general
enforcement tool other than as a threat in negotiations,’’ Nahra said.
However, not everyone was in agreement that OIG
exclusions will continue to increase. McAnaney said individual OIG exclusions are largely focused on executives at pharmaceutical and device manufacturers that
are subject to the Food, Drug, and Cosmetic Act
(FDCA), which includes strict criminal liability provisions.
Beyond that category, ‘‘the exclusion of individuals is
likely to be limited to small entities where it is easy to
show actual involvement in the fraudulent activities,’’
McAnaney said.
Additionally, McAnaney said exclusion cases require
significant resources to conduct ‘‘and that will be a constraining factor for OIG in light of shrinking financial
resources.’’
Mintz Levin’s Crane also said he didn’t expect OIG
exclusions of individuals to grow in 2014.
‘‘Enforcement actions against individuals—whether
prosecution or exclusion—is something that superficially sounds like a good idea: hold people accountable,’’ Crane said. However, in reality, it is hard to do
and is very resource intensive, he said, and far easier to
target large provider groups and pharmaceutical manufacturers.
‘‘That said, the historic selective prosecution of individuals can be a highly effective and well-used tool that
I expect to see continue at the same general level as in
the past,’’ he said.
Patton Boggs’ Freedman said he expects 2014 will
bring more individual exclusions.
‘‘I think CMS is poised to seek some high-level individual exclusions, and DOJ is primed to pursue more individuals under the FCA and criminally,’’ Freedman
said.

ICD-10 Preparation
While not being entirely fraud focused, providers can
expect to grapple with the implications of ICD-10 well
past the Oct. 1 start date.
ICD-10 will update coding for health care diagnoses
and procedures, moving from the 13,000 codes used in
the previous codeset (ICD-9) to 68,000 codes.
The CMS released a final rule on Aug. 24, 2012, delaying the compliance date for ICD-10 from Oct. 1,
2013, to Oct. 1, 2014.
Joshua Raskin, a managing director and senior analyst in the equity research department at Barclays Capi1-8-14

tal, said he expects the CMS will stick with the October
2014 ICD-10 deadline, but he said there is a possibility
that smaller providers will have a grace period beyond
the deadline to continue using ICD-9.
He said the health care industry has had several years
to prepare for ICD-10, and ‘‘I would hope that the impact is minor overall.’’
However, the deadline for ICD-10 implementation
has already been delayed once by the CMS, and L.
Howard Wizig, president and chief executive officer of
Vivius, Inc., a health insurance technology company in
Overland Park, Kan., said he expects there will be another delay in 2014.
‘‘They are not prepared,’’ Wizig said, referring to the
CMS. ‘‘I foresee a delay. People opposed to the ACA
will use ICD-10 as another example of the expensive
government bureaucracy, and they will ridicule CMS by
publicizing some of the more non-sensible codes,’’
Wizig said, such as ‘‘Burn Due to Water Skis on Fire.’’

Provider Self-Disclosure
With providers facing more stringent penalties for
the retention of Medicare overpayments in 2014, they
will increasingly choose to self-disclose potential violations in an attempt to soften any repercussions, McAnaney said.
‘‘The driver is the change to the False Claims Act
making the knowing retention of an overpayment actionable,’’ McAnaney said.
McAnaney said that once providers discover a Stark
violation, for example, they have no choice but to selfdisclose, if for no other reason than to avoid a repayment.
‘‘CMS settlements of Stark self-disclosures appear to
be very reasonable,’’ McAnaney said.

‘‘CMS settlements of Stark self-disclosures appear
to be very reasonable.’’
––KEVIN G. MCANANEY, WASHINGTON
However, McAnaney said he expects providers will
make less use of the OIG’s self-disclosure protocol,
‘‘outside of situations involving the employment of excluded individuals.’’
Mintz Levin’s Crane also said he expects an uptick in
the use of the CMS Stark self-disclosure, mainly due to
the Tuomey and Bradford Hospital cases.
‘‘Hopefully, CMS will work through its initial backlog
in 2014 thereby providing a faster turnaround for resolving these matters,’’ Crane said.
The CMS Stark law self-referral disclosure protocol
(SRDP), authorized by Section 6409 of the Affordable
Care Act, provides an avenue for disclosing potential or
actual violations of the Stark law, which prohibits physician referrals of Medicare and Medicaid patients to
entities with which physicians or their immediate family members have a financial relationship.
The OIG self-disclosure protocol, on the other hand,
is intended mainly for anti-kickback statute violations,
and cannot be used to disclose Stark law violations.
A revised self-disclosure protocol was released by the
OIG in April 2013 that included new guidance on calcu-
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lating penalty multipliers, reporting conduct involving
excluded individuals and reporting potential violations
of the anti-kickback statute.
Nahra also said 2014 should see an uptick in provider
self-disclosures but said providers have little confidence
in the benefits of self-disclosing.
‘‘There is not enough trust in fair treatment from the
government from a self-disclosure,’’ Nahra said.
Reider said that while the self-disclosure protocol
continues to be a topic of interest, any increase in its
use in 2014 ‘‘would likely come from more vigilant internal programs being developed by the provider community as it takes compliance more seriously.’’

‘‘CMS has failed to meet statutory deadlines for
mandatory compliance programs, for edits for
un-enrolled ordering physicians, for Sunshine Act
compliance requirements, and for provider
re-enrollment.’’
––JAMES G. SHEEHAN, CHIEF INTEGRITY OFFICER, NYC
HUMAN RESOURCES ADMINISTRATION

Navigating the Sunshine Act
In addition to handling more program integrity contractors, more exclusions and more self-disclosures,
providers also will have to comply with several Affordable Care Act provisions that take effect in 2014.
For example, under the Physician Payment Sunshine
Act (Section 6002 of the ACA), pharmaceutical and
drug and device manufacturers will have to report to
the CMS all payments made to physicians and teaching
hospitals between August and December of 2013 by
March 31.
Nahra said this provision will lead to new FCA cases.
‘‘The rewards of many qui tam cases are simply too
great and there are too many people (whistleblowers
and lawyers) chasing these rainbows,’’ he said, adding
that many of the whistleblower cases won’t be successful, but companies never like facing them, even if they
are baseless.
Arnold & Porter’s Reider said Sunshine Act cases
definitely will lead to increased enforcement activity
from the government.
‘‘There’s no question that the Sunshine Act will trigger more enforcement activity, including a spike in
whistleblower actions, based on high dollars being paid
to physicians by manufacturers,’’ he said.
Reider said the lack of necessary information to justify a Sunshine Act whistleblower case will not deter
them from being filed.
‘‘This will be a significant burden on the provider
community, which may not have been an intended consequence of the law,’’ Reider said.
Patton Boggs’ Freedman also mentioned the Sunshine Act’s burden on providers.
‘‘It will result in a significant number of legitimate
beneficial relationships being terminated, and may result in a some inappropriate financial relationships being modified or terminated,’’ he said.
Sheehan also said the Sunshine Act would be a significant burden for providers and the pharmaceutical
industry ‘‘to assure reports are accurate and complete
before publication.’’
Overall, Sheehan said the CMS has been lagging in
meeting the deadlines for enforcement provisions contained in the ACA.
HEALTH CARE FRAUD REPORT
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‘‘CMS has failed to meet statutory deadlines for mandatory compliance programs, for edits for un-enrolled
ordering physicians, for Sunshine Act compliance requirements, and for provider re-enrollment,’’ Sheehan
said.
Mintz Levin’s Crane said he expected it would be
very difficult to bring an FCA case based on Sunshine
Act data. He said the Sunshine Act is not a payment
rule, so therefore knowledge of a false disclosure does
not trigger the FCA.
‘‘Also, such information by itself is insufficient to allege a kickback violation,’’ he said.
However, Crane said Sunshine Act data could be
used by potential whistleblowers to build on an otherwise weak case or to know where to look for additional
information. In that regard, he said, Sunshine Act data
could lead to more FCA cases.
Mark B. Langdon with Sidley Austin LLP in Washington said there would ‘‘likely’’ be an increase in FCA
cases against device manufacturers ‘‘predicated on
kickback violations, quality of care issues, and off label
promotion.’’
Langdon said device companies should focus on compliance with the Sunshine Act and state reporting laws.

Fraud Funding
While fraud schemes continue to proliferate throughout the health care industry, federal law enforcement
agencies are increasingly stymied by a lack of funding,
Louis Saccoccio, chief executive officer of the National
Health Care Anti-Fraud Association, told Bloomberg
BNA.
Saccoccio said that the federal budget sequester will
have a large impact on the OIG’s and the CMS’s antifraud efforts.
‘‘The cuts could affect the IG’s ability to fully take on
ACA anti-fraud issues and could affect CMS’s efforts to
move the Healthcare Fraud Prevention Partnership forward,’’ Saccoccio said, referring to a private sector/
public sector partnership that was launched in 2012.
BNA

1-8-14

6

‘‘The cuts could affect the IG’s ability to fully take
on ACA anti-fraud issues and could affect CMS’s
efforts to move the Healthcare Fraud Prevention
Partnership forward.’’
––LOUIS SACCOCCIO, CHIEF EXECUTIVE OFFICER, NHCAA
The HFPP s designed to share information and best
practices between the private sector and the government regarding health care anti-fraud initiatives.
Wiley Rein’s Nahra said general health care fraud
funding could suffer, as more resources get diverted to
focus on the health insurance exchanges.
‘‘That could be an opportunity for fraud perpetrators
to act where there isn’t enough attention now,’’ he said.
‘‘There is an ongoing problem of real criminal fraud—
where money can be taken right away and then
disappear—when resources are diverted.’’
However, McAnaney said that even if the health insurance exchanges divert some anti-fraud resources,
enforcement will not suffer.
For one thing, McAnaney said that the OIG can use
the money it receives from the Health Care Fraud and
Abuse Control (HCFAC) account for Medicare and
Medicaid activities, so exchange-related anti-fraud efforts ‘‘should not substantially diminish OIG fraud enforcement.’’

Legislative Update
Several bills currently making their way through
Congress have anti-fraud components, including a bill
in the Senate to permanently fix the sustainable growth
rate (SGR) formula for physician payments.
The SGR Repeal and Medicare Beneficiary Access
Improvement Act of 2013 (S. 1871), which passed the
Senate Finance Committee Dec. 12, 2013, on a voice
vote, includes several anti-fraud provisions, including
strengthened penalties for Medicare and Medicaid
fraud, improved fraud data sharing between federal and
state programs and enhanced monitoring of Recovery
Audit Contractor (RAC)-identified overpayments.
Specifically, the bill would:
s require the CMS to adopt a National Prescriber
Identifier to be used as the sole identifier for the Medicare Part D program;
s require all prescription drug plan sponsors to receive a valid prescriber identifier for all Medicare Part
D pharmacy claims;
s require the HHS to create a system to monitor
changes made to fix overpayment vulnerabilities identified by RACs;
s require the HHS to submit an annual report to
Congress on the types of overpayment vulnerabilities
identified by RACs, with a description of efforts taken
to fix them;
s require the HHS to create a plan to encourage the
involvement of states in the Medicare and Medicaid
1-8-14

OIG Cites Exchange-Related Issues to Watch
With the release of the OIG’s fiscal year 2014
Work Plan being delayed from October 2013 to
January due to the government shutdown, the
OIG’s list of top management challenges offers
a snapshot of fraud-related concerns facing the
HHS.
For example, the report, released in December 2013, identified several challenges surrounding the health insurance exchanges. They
included ensuring accurate payments through
federal and state exchanges and ensuring that
the exchanges comply with eligibility requirements for new enrollees.
‘‘The Department needs to implement financial management and payment systems to ensure accurate and timely payments to insurers
of advance premium tax credits, cost-sharing
subsidies, and premium stabilization payments,’’ the OIG said, noting that the insurance
payments ‘‘involve complex calculations and
offsets, adjustments, and reconciliations, which
pose challenges for making accurate payments.’’
As for eligibility requirements, the HHS will
need to ‘‘ensure that healthcare.gov verifies
consumers’ personal information; accurately
determines eligibility for Marketplace insurance, tax credits, and cost-sharing subsidies;
operates effectively and easily for consumers;
and transmits complete, accurate, and timely
information to insurers regarding enrollees,’’
the OIG said.
The report said the HHS should also begin
implementing program integrity measures to
monitor the transition to a value-based payment system and ensure that Medicare Drug
Integrity Contractors (MEDICs) are reviewing
billing records to identify pharmacies and providers that have unusual billing patterns.

Data Match program, as well as require the HHS to create a way for states to access improper payment data involving dual eligible beneficiaries; and
s establish penalties of no more than 10 years in
prison and no more than $500,000 in fines for individuals seeking to defraud Medicare, Medicaid and the Children’s Health Insurance Program by selling or purchasing beneficiary identification numbers.
Other pending legislation include the Strengthening
Medicare Anti-Fraud Measures Act of 2013 (H.R. 2925),
which was introduced Aug. 1 by House Ways and
Means Subcommittee on Health chairman Kevin Brady
(R-Texas) and ranking member Jim McDermott (DWash.).
The bill, which was referred to the Committee on Energy and Commerce and the Committee on Ways and
Means, would allow the OIG to exclude individuals
from participating in federal health program if they
have any affiliation with a group that has been penalized for fraud.
An additional fraud-related bill (H.R. 2914) was introduced Aug. 1 by Rep. Jackie Speier (D-Calif.) that
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would prohibit physician self-referral for advanced imaging, anatomic pathology, radiation therapy, and
physical therapy, all of which are currently exempted
from the Stark law’s physician self-referral prohibition.

FCA Case Increase
Health-care attorneys told Bloomberg BNA that False
Claims Act litigation will be one of the dominant fraud
topics in 2014.
Nahra said the ACA will be a source of qui tam actions in 2014 and that fraud cases involving the exchanges themselves ‘‘will take a while to develop,’’ especially considering the recent HHS guidance on the issue (17 HFRA 988, 11/13/13). Qui tam cases involving
other aspects of the ACA, he said, also could emerge
during the year.
Many attorneys expected an increase in FCA litigation in 2014, and credited a variety of factors. One such
factor mentioned by multiple respondents was the Sunshine Act, which requires disclosure of payments between medical device and drug manufactures and physicians, hospitals and other care providers.

Increases in FCA litigation are expected as a result
of the ACA exchange rollout, the Sunshine Act,
expanding managed care populations, FCA
exposure from overpayments and challenges to fair
market value appraisal methodologies.

million verdict against Sumter, S.C.-based Tuomey
Healthcare System Inc. (17 HFRA 1057, 11/27/13).
Mintz, Levin’s Crane said that Stark law enforcement
issues would continue to be big in 2014.
That view was echoed by McAnaney, who named
physician compensation, Stark and anti-kickback issues and FCA actions as high on his list of fraud issues
for 2014.

Cases to Watch
Two physician compensation related cases fraud attorneys should watch are United States v. Halifax Hosp.
Med. Ctr. (2013 BL 314276, M.D. Fla., No. 6:09-cv01002-GAP-TBS, filed 6/16/09) and United States ex rel.
Heesch v. Diagnostic Physicians Group PC (S.D. Ala.,
No. 1:11-cv-00364-KD-B, complaint unsealed 7/8/13).
The court in Halifax granted the relator plaintiff partial summary judgment on Stark liability for physician
bonuses in a ruling Nov. 13, 2013, (17 HFRA 1038,
11/27/13) and denied the defendant hospital Halifax
summary judgment that physician overall pay was fair
market value in a Nov. 18, 2013, ruling.

Court rulings on several high profile physician
compensation cases are hotly anticipated in 2014,
including United States v. Halifax Hospital Medical
Center, United States ex rel. Heesch v. Diagnostic
Physicians Group PC and United States ex rel.
Schubert v. All Children’s Health Systems Inc.

Aside from the Sunshine Act, several other factors for
an increase in FCA filings were cited. Sheehan said
there will be ‘‘a significant expansion of managed care
qui tam exposure and litigation, driven by new certifications, expanded populations, rapid growth in the industry (including new employee hiring and patient recruitment), [and] language of ACA allowing FCA cases
for all payments ‘in connection with’ [the ACA exchanges]. ’’
Another area of FCA litigation that Reider expects to
be a hot topic in 2014 is the application of the FCA to
overpayments that have yet to be repaid by providers.
The Fraud Enforcement and Recovery Act of 2009 expanded the scope of FCA liability to include concealing
or avoiding returning an overpayment to the government, and a Department of Justice official indicated in
October 2013 that voluntary overpayment disclosures
were on the rise (17 HFRA 871, 10/2/13).
Reider also said there could be more challenges to
the appraisal methodologies used to determine fair
market value in health-care fraud litigation.

Physician Compensation Enforcement. Physician compensation issues, specifically through the Stark referral
law, the anti-kickback law and the FCA have been the
subject of several recent high profile lawsuits. The most
notable of these was United States ex rel. Drakeford v.
Tuomey Healthcare Sys., Inc. (D.S.C., No. 3:05-cv-2858,
amended judgment 10/2/13), which resulted in a $237.5
HEALTH CARE FRAUD REPORT

ISSN 1092-1079

In Heesch, the government intervened in an FCA action alleging a hospital system gave physicians improper perks and bonus payments in exchange for referrals. That case is in the discovery phase.
Another case dealing with physician bonuses and pay
scales, where the relator alleged above market pay and
bonuses were motivated by Medicaid referrals, is
United States ex rel. Schubert v. All Children’s Health
Sys., Inc. (2013 BL 317268, M.D. Fla., No. 8:11-cv01687-JDW-EAJ, filed 7/29/11). The All Children’s court
recently rejected the defendant hospital’s argument
that the Stark law did not apply to Medicaid in a Nov.
15, 2013, ruling (17 HFRA 1082, 12/11/13). That case
also is in discovery, with trial scheduled for April 2015.
An FCA action filed in August 2011 (United States ex
rel. Spay v. CVS Caremark Corp. (E.D. Pa., No. 2:09-cv04672-RB, filed 8/5/11) alleging CVS Caremark Corp.,
as a pharmacy benefit manager and Medicare Part D
sponsor, submitted improper prescription drug event
claims is in discovery, as well (17 HFRA 416, 5/1/13).
A petition in United States ex rel. Nathan v. Takeda
Pharm. N. Am. (U.S., No. 12-1349, filed 5/10/13) asking
for the U.S. Supreme Court to resolve a federal circuit
court split concerning the level of specificity about false
claims that must be alleged in an FCA complaint is waiting for a review decision (17 HFRA 752, 8/21/13).
Several criminal prosecutions for health-care fraud
matters are pending in 2014. WellCare Health Plans
BNA
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Inc.’s former general counsel Thaddeus M.S. Bereday
has pending charges that he took part in WellCare’s illegal inflation of Medicaid expenses United States v.
Farha (M.D. Fla., No. 8:11-CR-115-T-30 MAP, indictment 3/2/11). Four other Wellcare executives were convicted on fraud charges relating to the scheme in June
2013, but Bereday’s prosecution was severed from the
proceedings (15 HFRA 222, 3/9/11).
The 11th Circuit also heard oral arguments on Nov.
22, 2013, for an appeal by George Houser, who was
convicted for billing Medicare and Medicaid for $41
million in alledgedly worthless nursing home services,
due to the poor conditions of residents in Houser’s
nursing homes.
Houser was sentenced to 20 years in prison, along
with $6.7 million in restitution payments to the Medicare and Medicaid programs. He argued on appeal that
the ‘‘worthless services’’ concept derived from civil
health-care fraud case law was too ambiguous to apply
in the criminal context (United States v. George Houser
(11th Cir., No. 12-14302, filed 8/14/12).
Saccoccio said the NHCAA was waiting to see
whether the CMS would update its policies on releasing
physician Medicare payment data. In May 2013, an injunction filed by the American Medical Association in
1979 barring the release of such data was vacated by a
federal court (17 HFRA 545, 6/12/13).
The CMS has requested public comment on limiting
access to physician Medicare payment data, and Saccoccio said ‘‘release of this payment data to other payers for anti-fraud analytical purposes, with the appropriate safeguards, could be an effective fraud fighting
step.’’
Nahra said a pair of data security cases involving the
Federal Trade Commission’s efforts to regulate privacy
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and data security were pertinent for health-care fraud
attorneys.
In an administrative complaint (In re LabMD, Inc.
(FTC, No. 9357, filed 8/28/13), the FTC alleged that
medical testing laboratory LabMD Inc. failed to protect
confidential patient data in violation of the FTC Act § 5,
resulting in the exposure of private information from almost 10,000 patient records.
In FTC v. Wyndham Worldwide Corp. (D.N.J., No.
2:13-cv-01887-ES-SCM, filed 6/26/12), the FTC alleged
that lax data security measures by hotelier Wyndham
Worldwide Corp. resulted in two data breaches in 2008
in violation of the FTC Act § 5.
Nahra said, ‘‘If the FTC’s activities are struck down,
look for Congress to step in to give the FTC new authority which may turn them into a broader ‘big picture’
regulator of practices that harm consumers at any
level.’’
In addition, a Dec. 10, 2013, order the Consumer Financial Protection Bureau issued against GE Capital
Retail Bank and affiliate CareCredit regarding reimbursement for consumer credit cards sold by doctors’
offices and other medical providers for deceiving interest rate terms ‘‘may well signal a trend in federal efforts
by another federal agency to combat fraud in the health
care market,’’ according to Stuart I. Silverman, an attorney with the Office of the Inspector General for the District of Columbia in Washington.
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ers) in a few markets, ‘‘the question remains whether
these tools will find broader application in the future.’’

CMS Expands Temporary Moratoria
To Home Health Agencies in Three Areas

Data Analysis. The CMS based the temporary moratoria decisions on data analysis, as well as consultations
with law enforcement.
For example, the CMS determined that HHAs in Broward County, Fla., home to Fort Lauderdale, were getting an average Medicare payment of $6,342 per home
health beneficiary in 2012, versus an average of $5,387
in comparison counties.
The CMS used 27 counties across the country with
more than 200,000 Medicare beneficiaries as comparison counties.
Temporary enrollment moratoria for HHAs were also
imposed in seven Texas counties surrounding Dallas
(Dallas, Collin, Denton, Ellis, Kaufman, Rockwall and
Tarrant); eight Texas counties surrounding Houston
(Harris, Brazoria, Chambers, Fort Bend, Galveston, Liberty, Montgomery and Waller); and five counties surrounding Detroit (Wayne, Macomb, Monroe, Oakland
and Washtenaw).

o continue its efforts to fight fraud, the Centers for
Medicare & Medicaid Services Feb. 4 released a
temporary Medicare enrollment moratorium on
home health agencies (HHAs) operating in Fort Lauderdale, Fla.; Dallas; Houston and Detroit, as well as for
ambulance suppliers in Philadelphia (79 Fed. Reg.
6,475).
In addition, the CMS said it was extending current
Medicare enrollment moratoria for home health agencies in Chicago and Miami by six months and extending the current enrollment moratorium on ambulance
services in Houston by six months.
The temporary moratoria took effect Jan. 30.
This is the second announcement of temporary Medicare enrollment moratoria, following initial moratoria
that took effect in July (17 HFRA 708, 8/7/13).
‘‘Our first use of the moratoria put fraudsters on notice that we are using all available tools, including these
moratoria, to combat fraud, waste and abuse in our
health care programs, while maintaining patients’ access to care,’’ CMS Administrator Marilyn Tavenner
said Jan. 30.
‘‘Today’s announcement shows we are continuing
our intense fight against fraud, waste and abuse in
these vital health care programs,’’ she said.
Section 6401(a) of the Affordable Care Act authorizes
the secretary of health and human services to impose
temporary moratoria to combat fraud, waste or abuse in
federal health-care programs.
A final rule published in February 2011 said the CMS
‘‘may impose a temporary moratorium on newly enrolling Medicare providers and suppliers if CMS determines that there is a significant potential for fraud,
waste, or abuse with respect to a particular provider or
supplier type or particular geographic areas or both’’
(15 HFRA 138, 2/9/11).
Brian Roark, an attorney with Bass Berry & Sims
PLC, Nashville, Tenn., told Bloomberg BNA that the extension and expansion of the temporary moratoria represented a significant enforcement step.
Roark said the announcement helps the CMS move
toward more proactive enforcement efforts and ‘‘further signifies the government’s increasing reliance on
data analytics to detect aberrant patterns across key
metrics and to focus enforcement on the outliers.’’
However, Roark said that since the moratoria apply
only to two service lines (HHAs and ambulance provid-

T
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Evaluating Moratoria Effectiveness. Kirk Nahra, an attorney with Wiley Rein LLP, Washington, told
Bloomberg BNA that the CMS is still evaluating
whether the temporary moratoria authority is an effective fraud control and whether it’s working in an appropriate fashion.
‘‘It is obviously important for providers in these areas, but the overall impact won’t be known for a while,’’
he said.
‘‘CMS has lots of tools at its disposal, and it is constantly (some might say too often) re-evaluating its
overall approach to anti-fraud activity, particularly for
these proactive measures,’’ Nahra said.
Kirk Ogrosky, an attorney with Arnold & Porter LLP
and former head of criminal enforcement for the Department of Justice, told Bloomberg BNA that the temporary moratoria are unlikely to deter criminal activity.
‘‘Limits like these simply push criminals into other
areas or to use already existing numbers without permission,’’ Ogrosky said.
‘‘It takes a criminal a split second to figure out how
to get around these types of limits, whereas legitimate
providers have to struggle with these new regulations to
try to survive in low-margin sectors,’’ he said.
Ogrosky said that if the CMS wants to have a successful impact on fraud, it should ‘‘focus on the processes used to detect bogus claims.’’
In Dallas County, Texas, HHAs received an average
Medicare payment of $7,336 per home health beneficiary, versus $5,312 in 27 comparison counties. Only
ISSN 1092-1079
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two counties in the country had higher average HHS
payments (Miami-Dade, Fla., and Harris, Texas).
In Harris County, HHAs received an average Medicare payment of $7,631 per home health beneficiary,
versus $5,253 in 27 comparison counties.
The CMS also imposed a temporary moratorium on
Medicare enrollment for ambulance providers in seven
counties surrounding Philadelphia, four in Pennsylvania (Philadelphia, Bucks, Delaware and Montgomery)
and three in New Jersey (Burlington, Camden and
Gloucester).
The CMS said ambulance providers in Philadelphia
County ‘‘were receiving payments of $1,314 per average
ambulance user per year, compared to ambulance suppliers in comparison counties, which received payments
of $803.’’
The Partnership for Quality Home Healthcare, a
Washington, D.C.-based organization representing
home health providers, said it was pleased with the
temporary moratoria announcement.
‘‘We applaud CMS’s efforts to target the isolated instances of fraudulent activity within the Medicare program and urge the agency to advance more pro-patient
solutions that prevent aberrant behaviors rather than
across-the-board cuts and higher beneficiary cost bur-
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dens that threaten patient access to care,’’ Chief Executive Officer Eric Berger said in a statement.

Moratoria Extensions. The temporary moratoria extensions in Miami, Chicago and Houston were based on
consultations with law enforcement that indicated fraud
and abuse were still prevalent.
For example, the CMS announcement said, the CMS
consulted with both the Health and Human Services Office of Inspector General and the Department of Justice
‘‘regarding the extension of the moratorium on new
HHAs in Miami-Dade and Monroe counties, and both
HHS-OIG and DOJ agree that a significant potential for
fraud, waste and abuse continues to exist in this geographic area.’’
Similar law enforcement discussions informed the
temporary moratoria extensions for Chicago and Houston, the CMS said.
BY JAMES SWANN
To contact the reporter on this story: James Swann in
Washington at jswann1@bna.com
To contact the editor responsible for this story: Ward
Pimley at wpimley@bna.com
The CMS moratoria extension is at http://
www.gpo.gov/fdsys/pkg/FR-2014-02-04/pdf/201402166.pdf.
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Health-Care Industry Adapts to the Stark Reality of a Post-Tuomey World
he $237.5 million amended judgment leveled
against Tuomey Healthcare System has served as a
wake-up call to hospitals, physicians and health
care attorneys around the country who deal with physician employment contracts, making sure they don’t run
afoul of the federal physician self-referral law, or
‘‘Stark law,’’ according to health care fraud attorneys
interviewed by Bloomberg BNA (17 HFRA 883, 10/2/13).
It is clear that hospitals and practitioners alike will
have to re-evaluate their physician hiring and compensation practices in light of the government’s interpretation of the Stark law as argued in the case and take
steps to ensure that their exposure to a lawsuit similar
to Tuomey (United States ex rel. Drakeford v. Tuomey
Healthcare Sys., Inc., D.S.C., No. 3:05-cv-2858,
amended judgment 10/2/13) is minimized, according to
the attorneys.
The litigation, which is continuing thanks to an Oct. 3
appeal by Tuomey to the U.S. Court of Appeals for the
Fourth Circuit (17 HFRA 924, 10/16/13, understandably
drew attention partly due to the massive damage award,
which was reduced from a prior $277 million judgment
following a jury trial.
But the broad arguments advanced by the government in the case in relation to the Stark law have
caused a great deal of discussion in the health-care bar
apart from the judgment and verdict.
Those arguments include the government’s theory on
the boundaries of ‘‘commercial reasonableness’’ of physician compensation under the Stark law, and the appropriate methods of investigation for a hospital’s
board of directors and executives in determining the
proper level of compensation for a physician or practice
group the hospital wishes to employ.
Five health-care fraud attorneys discussed those issues and their implications on the industry, practice
and future possible litigation with Bloomberg BNA.
They gave their insights into what went wrong for
Tuomey, based in Sumter, S.C., and identified a number
of areas where health-care fraud attorneys need to focus their attention to steer hospital clients away from
the situation in which Tuomey now finds itself.
A spokeswoman for Tuomey Healthcare System told
Bloomberg BNA Nov. 15 the center would not comment
on the case or its potential impact because the litigation
is pending appeal.

T
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Tuomey Contracts, Board Actions. The lawsuit was the
product of a False Claims Act whistleblower lawsuit
filed by Michael Drakeford, in which the federal government later intervened.
Tuomey originally was found guilty of Stark violations, but not guilty on FCA charges, in March 2010 (14
HFRA 335, 4/21/10). The trial court vacated that verdict
and granted the government’s motion for a new trial,
which the Fourth Circuit refused to reverse in October
2010 (14 HFRA 889, 11/3/10). The Fourth Circuit reversed the trial court’s order for Tuomey to pay $44.9
million in equitable damages based on the vacated jury
verdict (16 HFRA 283, 4/18/12).
At the retrial, Tuomey was found guilty May 8 of violating the Stark law and the False Claims Act (17 HFRA
450, 5/15/13). The trial court ordered Tuomey to pay
nearly $277 million (22 HLR 1486, 10/3/13) but entered
an amended judgment Oct. 2 reducing the penalty by
nearly $40 million (22 HLR 1518, 10/10/13). Attorneys
for the hospital system have requested review by the
Fourth Circuit.
Drakeford alleged that Tuomey contracted with a
group of specialist physicians to conduct outpatient
procedures only at Tuomey’s hospital facility and assign all of the Medicare and Medicaid reimbursements
to the hospital. Drakeford was one of the physicians approached by Tuomey to take part in this business plan.

The term ‘‘commercial reasonableness’’ ‘‘has a
meaning that is broad enough to permit a hospital
to operate a practice group at a loss.’’
JOHN T. BRENNAN JR., CROWELL & MORING LLP
The part-time employment contract terms offered to
the specialist physicians by Tuomey represented a large
increase in their overall pay and included certain productivity bonus provisions that the government alleged
took overall hospital referrals into account. The 10–year
term of the contracts also was quite lengthy and gave
the physicians full-time employee benefits, although
they were only part-time employees.
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The Tuomey hospital board commissioned a fair market value study on the contracts to validate the overall
compensation packages offered. According to the appraisals, the pay packages were at market rate, although it was apparent from the appraisals that
Tuomey would be losing money on the physicians’ compensation judged against their expected personal service billings alone. (14 HFRA 335, 4/21/10)
The Tuomey board was aware of the potential Stark
implications of its proposed pay packages and asked for
an opinion on the issue from outside counsel Kevin G.
McAnaney, McAnaney told Bloomberg BNA.
McAnaney, now with the Law Offices of Kevin G.
McAnaney, in Washington, told the Tuomey board
there may have been problems with the contracts, according to deposition testimony he gave during the litigation.
Despite legal advice from McAnaney, a former chief
of the Industry Guidance Branch of the Office of Counsel to the Inspector General, Department of Health and
Human Services, McAnaney told Bloomberg BNA that
Tuomey decided to continue with the contracts, some of
which had been signed already.

Government Arguments at Trial. Physician compensation contracts don’t violate the Stark law if the compensation is in line with the fair market value, doesn’t take
into account the volume or value of referrals by the physician and ‘‘the remuneration is provided pursuant to an
agreement which would be commercially reasonable
even if no referrals were made to the employer’’ (42
U.S.C. § 1395nn(e)(2)).
The government made several arguments at trial as
to why Tuomey’s contracts with the specialist physicians violated the Stark law and the FCA, as well.
One particular argument that several industry experts have noted was that the compensation packages
Tuomey offered the specialist physicians were ‘‘commercially unreasonable’’ because Tuomey would lose
money on the contracts based purely on the expected
billings of the physicians. McAnaney said that the government argued that a physician contract in which the
hospital loses money on the contract is per se commercially unreasonable and, therefore, violated the Stark
law.
The government also raised the specter of intent on
the part of the Tuomey board, with regard to the solicitation and then dismissal of McAnaney’s outside opinion concerning the physician employment contracts.
The implication of the dismissal was that Tuomey was
aware the contracts ran afoul of the Stark law but proceeded, anyway.
Further, the government presented evidence that part
of Tuomey’s motivation in hiring the physicians was to
prevent competition from other providers, or the physicians themselves, in the future.
The jury’s verdict only indicated that it found
Tuomey guilty of violating the Stark law and the FCA,
so it is unclear exactly which parts of the government’s
argument the jury found convincing. But the overall
course of the litigation provided valuable perspectives
on the government’s view of the Stark law and lessons
for attorneys in the health-care industry.
Commercial Reasonableness of Subsidizing Practices.
John T. Brennan Jr., with Crowell & Moring LLP, Washington, told Bloomberg BNA that the term ‘‘commercial
reasonableness’’ ‘‘has a meaning that is broad enough
11-27-13

to permit a hospital to operate a practice group at a
loss.’’ Brennan said that ‘‘commercial reasonableness
means that a hospital can take into account what is
commercially reasonable in the broader scope for the
hospital.’’
Brennan said the fact that a hospital operates a practice group at a loss, or employs a physician at a compensation level greater than their personal billings,
‘‘doesn’t mean that the hospital is paying for referrals.’’
Indeed, Brennan noted that there are a variety of reasons that hospitals might, and indeed do, employ physicians at a loss without counting their referral billings.
These include maintaining its mission to serve the community, or to better integrate patient care, as the government has increasingly encouraged.
McAnaney echoed Brennan’s thoughts on the government’s interpretation of commercial reasonableness
in the Stark law. McAnaney said that declaring the
compensation of any physician practice that loses
money for a hospital as commercially unreasonable is
‘‘legally wrong.’’
McAnaney stated that a physician or practice group
bringing in less money for the hospital than their compensation level is legally permissible under the Stark
law as long as the compensation is at fair market value.
‘‘[I]f it’s fair market value, it doesn’t matter if
[hospitals] are subsidizing [a practice group],’’ he said.
‘‘You are entitled to pay them that much.’’
McAnaney said that the government’s interpretation
of the Stark compensation rules was ‘‘virtually impossible to comply with.’’ McAnaney said that there were
‘‘very few physician compensation arrangements that
would pass muster’’ under the government’s interpretation of the Stark law, putting health systems hiring physicians at risk.
Linda A. Baumann, with Arent Fox LLP, Washington,
told Bloomberg BNA that ‘‘it is wrong to say that it’s not
commercially reasonable to employ a group practice at
a loss. She said ‘‘it is very commonly the case that primary care physicians, in particular, are hired at a loss.’’
Baumann said hospitals are legally obligated to treat
indigent and uninsured patients, and ‘‘you can’t always
make a profit’’ in some instances. She also said some
hospitals take on additional physicians or practice
groups because ‘‘they’ve had bad patient results or
complaints because they didn’t have sufficient coverage
by a certain specialty.’’

‘‘[V]ery few physician compensation arrangements
. . . would pass muster’’ under the government’s
interpretation of the Stark law, putting health
systems hiring physicians at risk.
KEVIN G. MCANANEY, LAW OFFICES OF KEVIN G.
MCANANEY
Lewis Morris, an attorney with LeClairRyan in Annapolis, Md., and former chief counsel to the HHS Office of Inspector General, told Bloomberg BNA that the
idea that a physician group losing money is per se evidence that the hospital is taking referrals into account
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‘‘shows an unsophisticated understanding of how hospitals go about meeting their mission.’’
Morris added, ‘‘There are going to be practices which
are not money makers but are critical to servicing the
community.’’

Stark Law Is a Strict Liability Statute. Health-care attorneys also took issue with the presentation of certain
evidence in the Tuomey trial by the government that
seemed geared to show that Tuomey knew the specialist physician contracts violated the Stark law, suggesting an element of intent on the part of Tuomey’s board.
The Stark law is a strict liability statute, and intent on
the part of the alleged violator is not an explicit element
the prosecution is required to show.
‘‘Stark is meant to be a strict liability statute. You are
either in an exception or you are not,’’ Morris told
Bloomberg BNA. ’’[W]hat the government appears to
have done in this case is point to a lot of evidence of intent on the part of [Tuomey]. So suddenly you get this
question of, ‘Is intent relevant? Is that a new element?
’ ’’
Referring to McAnaney’s sought-after opinion on
Tuomey’s proposed physician contracts, Baumann said
that ‘‘sometimes [hospitals] consult more than one’’ attorney, ‘‘and you can draw a negative inference from
that.’’
But, she said, simply because an attorney gives legal
advice that doesn’t comport with other legal advice a
hospital board already has received, or raises red flags,
doesn’t mean that a considered action is illegal.
‘‘It’s disconcerting to me that a red flag is now being
equated with being illegal,’’ Baumann said, but added
that ‘‘you have to be wary of the fact that people can
read a negative inference into that.’’
Baumann said an intent on the part of Tuomey to prevent the formation of a competing physician entity is
not necessarily illegal under Stark, ‘‘so long as they
don’t pay the physician in a manner that reflects their
referrals.’’
‘Group Think’ at Play. Another problem that may have
tripped up the Tuomey board was an insular mindset in
conceiving and valuing the physician compensation
packages, Morris said. ‘‘[W]hat this case also seems to
suggest is maybe more questions need to be asked
about who are the parties’’ crafting physician compensation arrangements.
Morris said there could be ‘‘a risk of group think’’ if
a hospital board uses the same team to come up with a
strategic plan, finds a particular physician practice
group that fits the plan and then values the plan.
He noted that it was not inappropriate for the
Tuomey board to use their own local counsel throughout the process of hiring the specialist physicians but
said another ‘‘important takeaway’’ from the litigation
outcome was that ‘‘that someone on the board has to
take on the role of being the devil’s advocate.’’
Joseph E.B. White, with Nolan & Auerbach PA, Philadelphia, who focuses on FCA plaintiff litigation, told
Bloomberg BNA that it appeared from evidence at trial
that the Tuomey board was ‘‘put on notice that they
were possibly crossing the line and decided to go for it
anyway.’’ White said that ‘‘there were some very compelling facts that [Tuomey’s board] may have known’’
that they were doing something wrong.
Baumann said that while there were ‘‘red flags’’ in
Tuomey’s negotiations with the specialist physician
HEALTH CARE FRAUD REPORT
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group, she believed that Tuomey was making an effort
to ‘‘operate consistent with the law.’’
Baumann said Tuomey’s situation showed that ‘‘there
is no bright line; there’s a danger zone.’’ She added,
‘‘The only really safe thing to do, it seems to me, is to
take such a conservative position that there are no red
flags’’ in the physician employment process.

Don’t Enter ‘Danger Zone.’ Morris said it appeared the
government was holding the Tuomey board ‘‘to a standard of heightened skepticism.’’
He said there was evidence at trial that ‘‘the board
was engaged, it was an active participant in a strategic
planning for the institution, it was getting status reports, it was getting assurances about the propriety of
the engagement, and the fair market value of it, asking
all the right questions, and relying on competent counsel.’’
Morris said the outcome of the trial ‘‘does give you
pause if you are counsel to a board or a board member
about what [] standard [of care] you are going to be
held to’’ in regard to the board’s fiduciary duty. He said
the litigation ‘‘seems to suggest that boards are held to
a fairly high level of skepticism when presented with financial deals with physicians that look very lucrative.’’
McAnaney said that a big mistake the Tuomey board
made was ‘‘not unwinding the contracts when they realized they were under investigation.’’That might have
been a politically unappetizing path for the Tuomey
board at the time, he said, because it might have ‘‘alienated a good part of the physician community in their
area.’’
McAnaney said the Tuomey board didn’t appreciate
the potential damages, but ‘‘a hospital in Tuomey’s position, and a board in Tuomey’s position, would think
very differently about it [now], given what happened.’’
White told Bloomberg BNA that hospital boards need
to take to heart the lesson that ‘‘you simply cannot take
into account what that [physician] is going to send to
the hospital in terms of referrals.’’
He said any analysis of the impact a physician’s employment will have on the larger hospital business, including referrals, ‘‘needs to be siloed,’’ adding, ‘‘If that
requires bringing in additional consultants to make
sure that happens before you put pen to paper, it’s
probably wise to do that.’’
Dangerous for Boards to Ask Compensation Questions.
Indeed, several attorneys remarked on how dangerous
it can be for a hospital board to openly contemplate the
impact of hiring a physician or practice group on the
hospital’s overall finances beyond the physician’s expected personal service billings.

‘‘[E]very hospital system in this country has, today,
Stark problems.’’
—LEWIS MORRIS, LECLAIRRYAN
Morris said that ‘‘[t]here seems to be an open question’’ as to whether a hospital administrator or board
can ask ‘‘how are we going to afford’’ a physician at a
fair market compensation rate ‘‘in a way that doesn’t
leave open the implication that you are talking about referrals.’’
BNA
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‘‘That is what is causing lots of hospital executives
and their counsel sleepless nights,’’ he said.
Morris said questions like those ‘‘get dangerously
close to saying, ‘What’s my return on investment,’ ’’ and
insinuating that referrals are part of the consideration.
‘‘At this point, the alarms start going off.’’
Brennan shared Morris’s concern for whether it is appropriate ‘‘for a hospital administrator to consider
whether or not the employment or purchase of a practice group would be helpful to the hospital’s mission’’ or
if engaging in a particular business relationship would
benefit the hospital ‘‘through more referrals or a larger
service area.’’
Brennan said an administrator can make that assessment as long as he doesn’t allow it ‘‘to influence the fair
market value compensation of that physician. Hospitals
are entitled to make reasonable business decisions.’’

Make Hiring Decisions Transparent, Legal. To avoid the
appearance of impropriety, Baumann said that hospitals considering hiring physicians or a practice group
need to be able to clearly demonstrate the reason for
making the move was for commercially reasonable reasons unrelated to potential referrals.
‘‘It’s always good to have an independent appraisal of
whether the terms of the agreement are commercially
reasonable, as well as fair market value’’ to support a
proposed employment agreement, she said.
Morris agreed, stating that hospitals hiring physicians ‘‘need to be able to articulate at the time this happens’’ the corporate goal in bringing those physicians
on board. He added that the reasons for hiring physicians have to ‘‘not only be transparent, [they] have to be
defensible’’ under the Stark law.
Morris said that two legally defensible reasons would
be to replace physicians lost through retirement or to
respond to a community need. A stated goal of making
up lost revenue ‘‘by the referrals they generate for ancillary services’’ wouldn’t be legally defensible, he said.

Stark Problems Prevalent. In the wake of the Tuomey
verdict, one might think that it would go without saying
that a hospital cannot explicitly state that it is hiring a
practice group for its anticipated referrals, but White
said it does happen.
There are instances where a ‘‘negotiation includes
charts that show the [return on investment] of both the
medical group and the hospital system,’’ sometimes including charts ‘‘based on anticipated referrals,’’ White
said, and ‘‘that type of evidence can be ‘‘smoking guns
in our cases.’’
While not all hospitals have the ‘‘smoking gun’’ evidence of a Stark violation lurking in a hospital administrator’s e-mail account or a server backup tape, Morris
said ‘‘every hospital system in this country has, today,
Stark problems.’’
Morris said that even ‘‘innocuous technical violations’’ such as a physician practice lease that is commercially reasonable and at fair market value, but is expired, constitutes ‘‘a Stark violation.’’
Even a small technical violation means that ‘‘all the
services provided during the expired lease are subject
to recoupment and under some circumstances, if identified and not repaid, are subject to the False Claims
Act,’’ Morris said.
11-27-13

Tips for Facing Potential Stark Liability
If a hospital reviewing the Tuomey litigation
suspects that it might have a Stark violation, or
discovers one, health care attorneys outlined
several steps that the hospital can take to mitigate any damage:
s Any suspect physician compensation contracts should be reviewed by competent Stark
counsel;
s If a hospital discovers an unsigned physician employment contract, it should first check
with the practice to see if it has a contract
signed in its possession;
s If further review of an arrangement reveals red flags (no appraisal, unsigned contracts, e-mails referencing referrals) the hospital’s compliance officer and general counsel
need to inform the corporate executives and
the board of directors of the issue;
s Assure those alerting the compliance officer of possible Stark violations that their concern is being taken seriously so they don’t become a whistleblower; and
s If legitimate Stark violations are uncovered, the hospital should prepare to use the
Stark self-disclosure protocol and try to head
off a future whistleblower action.

Stark Worries: Review, Self-Disclosure. On the topic of
self-disclosure, Baumann agreed that if a hospital discovers a Stark violation, ‘‘some form of self-disclosure
is called for.’’ She said that hospitals might not be entirely satisfied with the Stark self-disclosure protocol in
practice, however.
‘‘[It’s] one potential option, it’s just not a speedy
one,’’ Baumann said, adding that disclosing parties
aren’t promised ‘‘a whole lot of benefits,’’ and it’s difficult to tell ‘‘how advantageous’’ the self-disclosure protocol was to past disclosing parties.
Morris was more enthusiastic about the benefits of
using the Stark self-disclosure protocol. ‘‘It would stop
the clock for purposes of repayment of the overpayment, which is likely to be identified,’’ he said. ‘‘It
would also signal to the government that you are an institution that has integrity.’’
He said ‘‘[the Centers for Medicare & Medicaid Services] has also demonstrated that those who successfully navigate its disclosure protocol are getting a good
financial deal’’ and pay much less than ‘‘what their full
Stark exposure would be.’’
Hospitals that honestly disclose Stark violations
‘‘save the government a lot of time and a lot of resources,’’ Morris said, adding that the government
‘‘sees the advantage of rewarding those who participate
in a sincere fashion.’’
‘Siren Call’ to Whistleblowers. However, Morris said
that participation in the self-disclosure protocol and cooperation with the government won’t absolve a hospital
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of its liability under the FCA and the threat of a whistleblower lawsuit.
White said that ‘‘a direct response to Tuomey’’ is that
everyone in the medical community ‘‘is dusting off the
arrangements they have with hospitals and looking
over them with a fine tooth comb.’’ Prior to Tuomey, he
said, many people were unaware that physician compensation contracts that took into account the volume
and value of referrals were illegal under the Stark law.
White said that any time the government intervenes
in an FCA case, as it did in Tuomey, ‘‘it’s an invitation
for the qui tam bar to bring more cases like this.’’ He
said, ‘‘I have no doubt that [a] case—perhaps even more
egregious than Tuomey—is currently in the litigation
pipeline, and it’s sitting on the desk of a Department of
Justice official right now.’’
McAnaney agreed that Tuomey was ‘‘a wake-up call
for hospitals, and it’s a siren call to the government and
whistleblowers’’ simply from the size of the judgment
award. ‘‘[H]opefully, it’s going to make hospital people
aware of the exposure under Stark, which is something
I don’t think people really appreciated’’ prior to the verdict.
Baumann said that similar qui tam cases were probably ‘‘already under seal, [and] some of them are probably unsealed.’’

New Legislation, Regulation Unlikely. Increased statutory enforcement and pushback from an industry as important as health care can generate pressure on the
government to make some accommodations for industry realities.
But Baumann said she believed any legislative or
regulatory change in the Stark law was ‘‘not very likely
just because the [enforcement] money is so good.’’ She
said the government needs to preserve the flow of enforcement dollars ‘‘to keep Medicare afloat. They need
it to balance the budget, and it’s so politically popular
to get on a soap box and talk about the fraudsters.’’
Brennan said ‘‘either a legislative or regulatory remedy on some of these issues would be helpful.’’ He said
that ‘‘some coordination between HHS and CMS and
DOJ would be helpful as well, adding that ‘‘I think that
DOJ’s interpretations here are not consistent with what
the law was intended to do.’’

Tension Between Stark, Hospitals. Baumann cited an
increase in Stark enforcement in recent years. ‘‘There is
a natural tendency on the government’s part to push
[Stark] as far as it will go,’’ especially once the government ‘‘realized what a powerful tool it was, particularly
in combination with the False Claims Act,’’ she said.
McAnaney said that ‘‘the problem with Tuomey as a
legal matter is that the government threw all these
things against the wall [at trial], they got this big verdict, and now they think all of those things are the law.’’
He said the Tuomey judgment demonstrated ‘‘the fundamental unfairness of the False Claims Act applied in
the health care setting. No one can actually afford to try
these cases because, if they lose, they are out of business.’’
McAnaney further stated that ‘‘[t]he government has
unfairly demonized [] Tuomey’’ in referring to the alleged illegal physician compensation arrangements ‘‘as
‘kickbacks,’ which is wrong as a matter of law. McAnaney said they are ‘‘technical violations of a payment
policy.’’
White agreed with McAnaney’s assessment that similar FCA cases like Tuomey will be too financially risky
for hospitals to bring to trial. White said the increased
Stark pressure on hospitals was the result of the government starting to take greater action against contracts that were always illegal, rather than a sea change
in the interpretation of the Stark law.
‘‘[T]he health care system doesn’t operate like other
businesses,’’ White said. ‘‘When operating with government health care dollars, you must turn square corners.’’
He acknowledged the tension between the reality of
the hospital business today and the Stark law but said
that tension has ‘‘always been there, and the government is just now increasingly trying to enforce some of
those regulations.’’

Department of Justice official right now.’’
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‘‘I have no doubt that [a] case [] perhaps even
more egregious than Tuomey is currently in the
litigation pipeline, and it’s sitting on the desk of a

—JOSEPH E.B. WHITE, NOLAN & AUERBACH PA
McAnaney concurred that some type of legislative
remedy would be best but said it is unlikely to occur. He
said the Stark law should be repealed, ‘‘at least with respect to the compensation piece,’’ because the public
policy benefits of that portion of the law are outweighed
by the technical burdens of compliance.
In addition, McAnaney chastised the Centers for
Medicare & Medicaid Services for ‘‘abdicating its role
in interpreting its own statute’’ and leaving interpretation of the Stark law to the DOJ. ‘‘CMS should clarify
what the statute means in a way that people know what
it is, in advance,’’ he said.
He said the problem with the CMS addressing that issue is that, referring to difficulties with the Affordable
Care Act, ‘‘obviously, they have other things on their
plate right now.’’
White disagreed with those who said Congress or
CMS should act to change the Stark law, saying calls
for legislative or regulatory fixes to hospitals’ Stark
woes were uncalled for, even after Tuomey.
‘‘There’s a little bit of uncertainty in the provider
community,’’ White said, ‘‘but I think all that is going to
work out as people realize that Tuomey was possibly
the most egregious perfect storm possible. The government has limited time, money, and resources, and they
only go after those cases that have egregious patterns of
fraud.’’

BY ERIC TOPOR
To contact the reporter on this story: Eric Topor in
Washington at etopor@bna.com
To contact the editor responsible for this story: Ward
Pimley at wpimley@bna.com
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The Role of Quality and Performance
Management in Compliance

Presentation Overview
• Why Pursue Quality?
• DMAIC Framework Connections with Compliance
• Guiding Models and Methodologies
• Examples: Application of the Above
• Review of “Take Home” points

Quality Management
• Continuous process
improvement
• Error prevention
• Universal Responsibility
• Focus on the Individual
Served
• DMAIC
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You Cannot Manage
What You Cannot
Measure

Keystone at a Glance
• Geographic Locations
• United States: PA (29 counties), DE, MD, CT
• International: Russia, Moldova & Azerbaijan

• Four Service Areas:
• 5,000+ individuals served annually
•
•
•
•

Intellectual Disabilities
Adult Mental Health Services
Children and Family Services
Autism Spectrum Disorders

Challenges in Human Services
• Increasing requirements from various external
entities
• Workforce characteristics
• 80% of errors are system-derived
• Good people simply working harder is not
enough to overcome the complexities of
today’s systems of care
• Errors will occur; the key is to design systems
such that harm does not reach the individual
served
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Why Pursue Quality?
• Increasing Demand for
transparency
• Internet sites: bad news
travels fast
• Pave the way for feedback
and change before one is
bulldozed..
• It is the right thing to do!

Take-home point #1:
Determine Key Performance Metrics
Define and Measure from DMAIC
Recipe:

Regulatory requirements
Best practice
Vision/Mission

Find a way to make the important measurable instead of
making the measurable important

“In God we trust.
All others, bring data.”
-W.E. Deming

3

2/20/2014

Planning and Collection

Follow-up

Focus and Streamline
Changing the Approach is key to success
Typical

Plan/Define

Desired

Data Collection/Measure
Data Analysis
Data Utilization/Improve
Follow-up/Control
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Take Home point #2:
Proven QM Methodologies for Analysis,
Improvement and Control
• Process Mapping

• Pareto Charts

“If you can’t describe what
you are doing as a process,
then you don’t know what
you are doing”
--Deming

--The power to differentiate
the important many from
the vital few

Process Mapping
“To find out how to
improve productivity,
quality and performance--ask the people who do the
work.”
--Harvard Business Review

Process Mapping in a Nutshell

“Every system is perfectly designed
to get the results it gets”
The only way to get different results is to change the system
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Hope is Not an Improvement Strategy
Quality Assurance
• Expected standards
• Monitoring

9
8
7
6
5
4
3
2
1
0

.

Nov‐12

Jul‐12

Sep‐12

May‐12

Jan‐12

Mar‐12

Nov‐11

Jul‐11

Sep‐11

May‐11

Improvement
Jan‐11

• Close gap between actual
vs. expected performance
• Exceed expectations

Mar‐11

Quality Improvement
• Targeted efforts to:

Piloting Improvement and Change
We must remember…..
All Improvements stem from change, but not
all changes are improvements

Quality Improvement Life Cycle

INNOVATE  PILOT

IMPLEMENT 

SPREAD

Cultivate ideas

PDSA cycles



Expand Scale
& Scope

System-wide
Implementation

Challenge the status
quo

Test:

“Manualize”
Bias towards doing

Standardization
of change
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The Engine for Innovation & Change: PDSA Cycle
START HERE

Act
• What changes need
to be made?
• Next cycle?

Study
• Analyze data
• Compare results to
predictions
• Summarize what was
learned

Plan
• Objective
• Predictions
• Plan to carry out the
cycle (who, what,
where, when)
• Plan for data collection
(who, what, where,
when)

Do

• Carry out the plan
• Document
observations
• Record data

Hoorah for PDSA!
• Action-oriented
learning
• Scientific process
•
•
•
•

Hypothesize
Experiment
Evaluate
Synthesize

• Avoid “Analysis
Paralysis”

• Lessons in STUDY
and ACT become
public knowledge and
speeds generalization
• Minimal expenditures
$$
• Vertical team
facilitates buy-in

Maintaining Change:
Control is Key
“The problem is never how to get new,
innovative thoughts into your mind, but, how
to get the old ones out.”
--Dee Hock
“It is not necessary to change. Survival is not
mandatory.”
--W. Edwards Deming

7
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Example #1:
Compliance and QM Target Licensing
Licensing Citations by Category 2009‐2011

What was done
• Use the data to prioritize
• “We are all in this together” message
• Establish consistent practices
• Tools
• Staff involved
• Results are transparent at all levels
• What is working and where
• Surface problems areas
• Opportunities for improvement

Licensing Citations: 2009 to Present
Nutrition

Staffing

Staff Health

Restrictive Procedures

Licensing Category

Program

Physical Site

Medications

Individual Rights

Individual Records

Individual Health

General Requirements

Fire Safety

2012

2011

2010

2009

Number of Citations

8
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Example #2:
Support for Audits in Children’s
Services

Take-home point #3:
Operations use of Technology +QM
Methodology = Improved Performance

Sample vs. population?
• “Surface” key process and
outcome measures
• Timely data entry =
“Knowable” individual and
group performance
• Embed use of data into
management repertoire

“In God we trust.
All others, bring data.”
-W.E. Deming

9
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Lessons learned and Next steps
• Use Data to target areas to improve
• Standardize verified processes
“Same quality services, everywhere for everyone, every time”

• Build and Empower Teams: Operations at the
helm
• DMAIC as part of the Management Fabric
• Move from “preparing” to perpetual readiness
• Successive approximations to close the gap
• Leveraging technology is key

Advice from Albert Einstein
“I have no special talents. I am only passionately
curious.”
“Anyone who has never made a mistake has never
tried anything new.”
“Life is like riding a bicycle. To keep your balance,
you must keep moving.”

Create opportunities for growth and meaningful life choices so that
all people can be valued, contributing members of their community

10
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Little Fish in a Big Pond
Reflections on Compliance in Behavioral Health;
Experiencing Transformation in Oregon’s Healthcare System

Ginger R. Bandeen, LCSW, CHC
Quality Improvement Manager, Columbia Community Mental Health

The Little Fish
• Columbia Community Mental Health
• Main office located in St. Helens, Columbia County, Oregon
• Columbia County Population: 48,000 people
• Private, nonprofit
community mental health
Columbia County
agency, founded in 1975
Portland
• Provide substance abuse,
mental health, and
developmental disability
services to children and
adults
• Inpatient, outpatient, and
supported housing programs

The Big Pond
• Triple Aim
• Better Care for Individuals
• Better Health for Populations
• Lower Per Capita Costs

Institute for Healthcare Improvement 2014

1
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The Big Pond
• What does the ‘Triple Aim’ mean for
behavioral health, especially in Oregon?
• Better Care: Track, Report, and Improve
Quality and Satisfaction
• Better Health: Track, Report, and Improve
Outcomes
• Lower Cost: Track, Report, and Control Costs
and Flexible Supports

The Big Pond
• What other system changes are in store
for behavioral health?
• Overall System Change:
• Increased Enrollment, leading to:
• Increased Demand for Services,
• Increased Demand for Qualified Staff

• Integration of Physical and Behavioral Health

Payment System Changes
State General
Fund Dollars

Capitation

Mental Health
State Medicaid
Dollars

Regional Mental
Health Organizations

Encounters

Community Mental
Health Centers

Regional Physical
Health Organizations

Primary Care
Offices, Hospitals

2
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Payment System Changes
State General
Fund Dollars

All Health
State Medicaid
Dollars

Community Mental
Health Centers

Regional Coordinated
Care Organizations

Physical/Dental
Fee for Service

Primary Care
Offices, Hospitals

Expanding Requirements
Compliance Before
Coordinated Care

Compliance in the New
Age

State Reporting Requirements
& HIPAA/42 CFR Part 2

State Reporting of Outcomes,
Meaningful Use Measures, Exchange
of Information with HIPAA

Service Notes Document
Interventions Provided

Documentation Verifies Interventions
Provided, Flexible Services Provided,
Accurate Cost Calculation,

Assessments & Treatment
Plans Support Diagnoses &
Treatment

Assessments & Treatment Plans
Support Diagnosis, Treatment, Flexible
Services, and Outcomes

Little Fish VS. Big Fish
• Behavioral Health agencies might be the “little
fish” in the new healthcare system, but we have
a unique set of strengths.

3
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Strengths of the Little Fish
• Staff who are trained to provide creative client‐centered, wraparound,
non‐traditional, and community‐based services.
• Administrative and financial systems capable of supporting those
services in a variable and diverse funding environment.
• Leaders and staff who are passionate about
recovery, and willing to make sacrifices to
deliver compassionate, quality care.
• Supportive relationships with
community partners and roots in the
community.
• Growing networks of empowered
consumer and family advocates.

Challenges for the Little Fish
• Staff who are trained to
provide creative client‐
centered, wraparound,
non‐traditional, and
community‐based
services.

• Strong reliance on non‐
traditional staff, without
nationally‐recognized
credentials.
• Flexible services are not
covered by traditional
insurance payers.

Challenges for the Little Fish
• Administrative and
financial systems capable
of supporting those
services in a variable and
diverse funding
environment.

• Continuing to operate in
a fluid, sometimes near‐
hostile, financial
environment with small
cash reserves.

4
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Challenges for the Little Fish
• Leaders and staff who are
passionate about
recovery, and willing to
make sacrifices to deliver
compassionate, quality
care.

• Providing services to
high‐risk populations.
• Leaders who often
emerge from direct
services roles with
limited direct
administrative training
or experience.

Challenges for the Little Fish
• Supportive relationships
with community partners
and roots in the
community.

• Few resources available
for influencing larger
political issues outside
the local community.

Challenges for the Little Fish
• Growing networks of
empowered consumer
and family advocates.

• Social stigma related to
substance abuse,
addiction, and mental
health problems in U. S.
society.

5
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Survival of the Fittest
• How Can Community Behavioral Health Organizations
Capitalize on Our Strengths:
•
•
•
•

Creativity
Passion
Community Connections
Empowered Consumers and Families

• While Overcoming Our Challenges:
•
•
•
•

Undervalued Staff and Services
Limited Financial Resources
Clinician Leaders
Social Stigma

Keys to Survival ‐ Adaptation
• Instead of trying to become big fish, how can our
organizations be the best little fish in the pond?
• Demonstrate the nature of our services through accurate tracking
and reporting.
• Demonstrate the value of our services through measurable
outcomes.
• Attract, retain and/or train staff who are committed to our
mission, and skilled in creative approaches.
• Attract, retain, and/or train visionary
leaders who understand the unique value
of our organizations and seek to build on
that value.
• Find and secure our place within the larger
health neighborhood.

Keys to Survival ‐ Adaptation
Measure and
Report
Meaningful
Outcomes
(What we do)
Connect to the
Health
Neighborhood
(Where we fit)

Mission
and Values

Track and Report
all Services and
Supports
(How we do it)

(Why)
Attract, Retain,
and/or Train
Passionate
Visionary Leaders

Attract, Retain,
and/or Train
Skilled, Creative,
Committed Staff

(What we can do)

(Who we are)

6
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Structures
Support
Results

Community
Health Neighborhood
Organizational
Culture
Leaders & Staff
Services
Consumers
Outcomes

Defining Excellence
• The National Council is examining the features of a Behavioral
Health Center of Excellence. So far, their definition looks like this:

World‐Class
Customer
Service

Culture of Staff
and Client
Engagement and
Wellness
Rapid Access to
Comprehensive
Care

Excellent Value
and Outcomes

National Council 2013

Behavioral Health Centers of
Excellence
Have a Way to Measure Success
Staff Feel what they do is Meaningful

A Great Place to Work

Growth and Development Encouraged

Engagement
High Level of Satisfaction

Staff

Committed to Quality

Their Opinions Count
Caring

Clients
World class customer service
built on a culture of staff and
client engagement and wellness.

Empowered to Resolve Problems

Seamless Service Experience

Wellness

Service
Recovery

Supports Resiliency and Recovery
Consumers Employed at All Levels

Going the Extra Mile

Extraordinary

Leaders Engage and Empower Consumers and staff

National Council 2013

7

2/20/2014

Behavioral Health Centers of
Excellence
Offer a broad scope of mental health, substance use, and co-occurring disorder treatment
Eliminate Redundant Information Collection
Right Care
Open Access Scheduling

Each Person or Family has a Single Care Plan

Access for
New Clients

Effectively Manage No Shows and Cancellations

Right
Time

Reduced Time from First Appointment to Completed Treatment Plan

Rapid, Easy Access
to Comprehensive Care

Moving Toward Whole Health

Same Day/Next Day Appointments

Whole
Person Care
Right
Setting

Connected Electronically
Integrated with Medical Care

Connected to the Health Neighborhood

Right
Provider

Sometimes Staffed by Multiple Organizations

Integrated with other Services and Supports

Staffed by a Multi-Disciplinary Care Team

National Council 2013

Behavioral Health Centers of
Excellence
Collect Baseline Info

Able to Measure what is Important for Clients
Measure Frequently

Tools Relevant to Clinical Goals

Client Identifies Clinical & Personal Goals

ClientCentered

Known for Achieving Results for Clients

Results

Draw on Scientific Evidence

Treat-toTarget

Measurement

Team-Based

Measurable Targets are Set

If Not Reaching Targets, Plans are Changed

Results in Excellent
Outcomes Relative to Cost
(Value)

Based on Client’s Background, Condition, & Goals

Planning
Collected Centrally

Lean Services

Evaluated Regularly
Achieve Excellent Outcomes on Measures

Professional and Self-Care Plans

Data

Accountable

Used to Continuously Improve Care

Use the Most Cost-Effective Alternatives
Waste Removed by Process Improvement

National Council 2013

Balance is the Key
Future
Goals
Standardization

Outcomes

Current
Strengths
Client‐Centered
Flexible
Passion
Commitment

Efficiency

Wraparound

Accountability

Creativity

8
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Culture Creates the Space for
Balance and Excellence

Improvement and Culture
• The culture of the organization provides the environment in
which change and improvement can occur.
• Engaged employees can help us determine:
•
•
•
•

What is important?
What can we improve?
How do we improve?
How do we measure improvement?

• Quality and compliance can give back to employees by giving:
• Direct feedback about individual and organizational performance
• Greater understanding of the purpose of each task and job
• In what other ways can compliance professionals promote and
support a culture of staff and client engagement?

Top Tier Organizations
• According to the University of Tennessee, only about 20% of
social service organizations have “Top Tier” organizational
cultures.
• “Top Tier” organizational climates result in:
•
•
•
•

Lower staff turnover
Ability to sustain new programs
Success in implementing evidence‐based practices
Better client outcomes

ARC Institute for Organizational Effectiveness 2014

9
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Elements of Organizational
Social Context
Work
Attitude

Climate
Organizational
Culture

University of Tennessee 2014

Organizational Social Context
Formalization

Centralization

Suppression
Apathy

Resistance

Rigidity
Organizational
Culture

Proficiency

Competency

Responsiveness

University of Tennessee 2014

Organizational Social Context
Understand
Relevance

Help & Cooperation

Clear Expectations

Role Conflict

Perception of
Emotional Exhaustion

Stress

Functionality
Organizational
Climate

Role Overload

Personal &
Professional
Growth

Engagement
Personal
Involvement

Perception of
Success

University of Tennessee 2014
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Organizational Social Context
Satisfaction
Commitment

Morale

Work
Attitude

University of Tennessee 2014

Culture & Satisfaction

Three Signs of a Miserable Job
• Anonymity
• “People cannot be fulfilled in their work if they are not known.”
• “People who see themselves as invisible, generic, or anonymous
cannot love their jobs, no matter what they are doing.”

• Irrelevance
• “Everyone needs to know that their job matters, to someone.”
• “Without seeing a connection between the work and the
satisfaction of another person or group of people, an employee
simply will not find lasting fulfillment.”

• Immeasurement
• “Employees need to be able to gauge their progress and level of
contribution for themselves.”
• “Without a tangible means for assessing success or failure,
motivation eventually deteriorates as people see themselves as
unable to control their own fate.”
Patrick Lencioni 2007

11
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Hierarchy of Employee Needs
Self‐
• Employees feel empowered; personal & professional
actualization growth are valued

Self‐esteem &
Respect

• Employees feel competent, and have clear,
measurable goals and expectations

Love & Community

Safety & Security

Basic Needs

• Employees feel individually valued,
relevant, committed , engaged,
cooperative
• Employees feel safe from harm and
secure in their jobs; the agency is
financially sustainable and
transparent.
• Employees feel that
wellness is valued, effective
stress management tools
are in place

Compliance & Quality Roles
• Look for opportunities to promote a sustainable organizational
culture in everyday tasks; seek for a balance.
• Assist in developing and maintaining systems for tracking
information that is meaningful to the mission of the
organization and the individuals we serve.
• Give staff and leaders the tools to increase their sense of
success and satisfaction, and to utilize their creativity and
passion.

Compliance & Quality Roles
• Everyday Example: Developing a system for tracking late
service entries
• Gather staff input about the most efficient and effective method
to track the data
• Collect the data and make it easy to access
• Share individual staff data directly with staff
• Ask for assistance to fine‐tune data collection processes
• Give them an opportunity to correct patterns

• Next, give data to supervisors
• Allow them a chance to identify and correct patterns with individual
staff and correct errors in data collection processes
• Give them an opportunity to correct their own patterns across staff

• Finally, use aggregate data to evaluate supervisors

12
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References/Resources
• National Council for Community Behavioral Health
• https://www.thenationalcouncil.org/conference‐
365/2013/12/17/why‐centers‐of‐excellence/
• http://www.thenationalcouncil.org/lindas‐corner‐
office/2013/12/behavioral‐health‐center‐excellence/
• http://www.thenationalcouncil.org/wp‐
content/uploads/2013/12/BHCOE‐draft‐FINAL‐12‐18‐13.pdf

• University of Tennessee
• Organizational Social Context: http://cmhsrc.utk.edu/osc/
• ARC Institute: http://cmhsrc.utk.edu/arc‐institute/

• Institute for Healthcare Improvement
• http://www.ihi.org/engage/initiatives/TripleAim/Pages/default.aspx

• The Three Signs of a Miserable Job
• Patrick Lencioni, 2007

Questions/Comments
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Strategies for Effective and Sustainable
Quality Improvement
Amy Diane Short, MHSA

Who Am I?
BS psychology
MHSA (master’s health services administration)
Certified six sigma black belt
Operational oversight of hospital functions
• Sterile processing
• Oral surgery
• Primary care
• QI consultant for University of Cincinnati College of
Medicine
•
•
•
•

Presentation Overview
• Project selection
• Team engagement
• Building a culture of continuous improvement

1
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Project Selection
• Project in in alignment with organizational goals and
objectives
• Project has an executive champion
• Baseline data defines the problem
• Team involved with definition and selection
• Project appropriately scoped
• Data available to track improvement in real time

Project Alignment and Executive
Champion
• Your project’s goals MUST match those of your
organization
• Executive champion clears the road

Baseline Data Defines the
Problem
• No data, no project
• Is there even a problem?
• How will you know if you have improved?
• This is NOT data:
• MD Hand washing is inconsistent at the hospital
• Customer’s wait too long on the phone
• Documentation is incomplete
• How would you fix these?

2
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Project Definition and Selection
• Have the right people at the table
• Stakeholder analysis
• Hone in on the root causes
• Fish Bone
• Affinity Diagram
• Look for break through opportunities
• Resource/Impact Matrix
• Have a formal plan
• Project Charter

Project Appropriately Scoped
• Avoid “world hunger”
• Many projects hide inside
a big problem
• Resist scope creep 
Suggested tools:
• Process Map
• Macro and Micro
• Project Charter

Smart AIM Statements

Aim Statements
What are we trying to accomplish?
•
•
•
•
•

S - Specific
M - Measurable
A – Actionable
R – Relevant
T – Time bound

We will increase physician hand
washing, prior to entering a
patient’s room on unit 7NW,
from 60% to 90% by May 30th,
2014.

3
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Back to Data
• Data needs to be real time
• Needs to be resource appropriate

Team Engagement
• The harsh light of reality
• What you think VS what they know
• Attitude matters
• Informal leaders
• Nay-sayers
• Everyone should be involved in improvement
• Core team
• Larger group
• Everyone should be feel valued
• The window versus the mirror

The Harsh Light of Reality

4
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Attitude Matters
• Align with informal leaders
• Work with nay-sayers to keep you honest
• Use ground rules

Involving Everyone – Core Team
Group Formation

Involving Everyone –
Larger Group
• Change management

5
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Everyone Should Feel Valued
• This must be honest and sincere
• All team members participate
• “The window and the mirror”
-Good to Great, Jim Collins

A Culture of Continuous
Improvement
•
•
•
•

“Culture eats processes for lunch!”
The right environment
Doing the hard work
Measure it

Culture Eats Process for Lunch!
• “Culture does indeed devour massive amounts of wellintended process change throughout corporate America.
This leaves some unaware teams scratching their heads as
they stare in amazement at the smoking wreckage of what
was anticipated to be a simple process improvement.”
–Jeff Cole

6
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The Right Environment?
•
•
•
•

Job interview based on tasks
Fill open positions ASAP
Focus on managing problem staff
Avoid discipline

•
•
•
•

Hiring talented jerks
Hiring untalented jerks
Mediocre staff never grow; Stars leave
No one motivated to perform; Stars leave

Doing The Hard Work
• Include behavioral interview questions that hone in on the
kind of environment you want to promote
• Also use peer interviewing
• Spend time with references
• Hold out for the superstars-it’s much easier to hire right
than coach when it comes to behaviors

Super Star
Interview

7
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Doing The Hard Work
• Get out of the “valley of coaching hell”
• aka stop begging people to work
• Spend more time developing middle performers
• Spend more time challenging stars
• Hold folks accountable
• Stepwise discipline
• Works in union shops too!

Measure It

Takeaways
• Careful project selection is the foundation of success
• Team engagement will lead you to better, more sustainable
solutions
• Unhealthy work environments will undo your good work
• Data drives your changes (We can’t say it enough)

8
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STAY AHEAD OF THE OIG:
COMPLIANCE IN THE NEW WORLD OF ENFORCEMENT
#STAYAHEAD2014

SPEAKERS

ALICE MARTIN, ESQ., R.N, CHC, CHPC
Alice is a noted HCCA speaker and is a former US Attorney, Trial Judge
and Compliance/Privacy Officer for a publicly traded hospital system.
She oversaw the HealthSouth litigation and Health Care Task Force from
2001-2009.

MICHAEL ROSEN ESQ.
Michael is President of ProviderTrust, Inc., a healthcare compliance
software company. He is a licensed Attorney and has over 20 years of
experience in the risk management industry. He was formerly President
of Kroll Background America, a global pre-employment screening
company.

AGENDA
CORPORATE INTEGRITY AGREEMENTS
7 PILLARS OF EFFECTIVE COMPLIANCE
PROGRAMS
2014 OIG WORK PLAN
EXCLUSION CHECKS
Who, When, How

1
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Corporate Integrity Agreements
What we can learn from them and
how they can shape an effective compliance program

What is a IA / CIA?
A legal document that outlines an entity’s
commitment to certain actions to reach a
civil settlement with HHS/DOJ in exchange

2
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FEDERAL ENFORCEMENT TOOLS:

FALSE CLAIMS ACT
Primary civil remedy (60%
“Reckless Disregard” lowest level
14 criminal convictions FY12

ANTI-KICKBACK/STARK
FALSE STATEMENT
Don’t have to prove intent. Just the lie.

Quick Stats.
qui tams in FY12
in healthcare

increase in qui tams from FY08-FY12

recovery/$1 spent in enforcement effort

+ average settlement with individuals

FY12 Relators’ rewards

FY12 recovered

criminal defendants

DOJ Leadership Priorities
1.
2.
3.
4.

647
60+%

70%
$14
$1.2 Million
$439M
$4.9B
800+

HEALTHCARE
FRAUD

Health/safety issue in addition to loss $$$
Egregious conduct
$$$ at issue
“Competent relator’s counsel
serve as private AGs”

FINANCIAL
FRAUD
ROYALTY
FRAUD

3
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CIA Structure Changes in FY13
Pharma/Medical Device

Hospitals/Physicians/LTC
Before 2012 no IRO for non-profit
mandate

IRO mandate
5-year term
75% of CIAs were entered with
individuals, private companies or a
combo
2% required a compliance expert to
advise the Board
71% arose from False Claims Act [FCA]
case/investigation

•
•
•
•
•

Physician Executive
Peer Review Consultant
Independent Cardiology Consultant
IRO
Independent/qualified monitors
mandated for LTC

3 year terms increasing to 5 [WakeMed]
2/3 of individuals named in CIAs
were physicians
Physician whistleblowers common

The Five Standard Terms Evolving

Standards & Procedures
Develop both “general” & “case specific” written standards & policies

Case: WakeMed (Raleigh, NC)





Billing & reimbursement;
Documentation of medical records,
Proper order authentication,
Requirements for Care Management employees

NOTE: Board Compliance Committee must meet quarterly and
adopt a resolution – signed by each member – summarizing its
review of compliance requirements & the obligations of the CIA

The Five Standard Terms Evolving

Oversight
Hire a CO/appoint a compliance committee
Case Study #2 : Allegiance Health Michigan









Physician Executive(s) 1- 3 required
Provide oversight of medical staff quality of care
Members of senior leadership
Quarterly reports (at least)
Must be equivalent of at least 1 FTE
Medical Director of Cardiac Catheterization Lab
Quarterly report to Physician Executive & Compliance Committee
Peer Review Consultant

4
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The Five Standard Terms Evolving

Education & Training
Who is trained? Employees, Vendors, Contractors

Scott Ellender, DO & Budget Optical – 9/30/2013

“Training requirements may be satisfied only by the completion
of courses provided by the Centers for Medicare & Medicaid
Services (CMS) Medicare Learning Network (MLN), Ellender’s
Medicare contractor, or other training courses that are
submitted to OIG, prior to registration for the training course,
for review and approval.”

The Five Standard Terms Evolving

Reporting and Investigating
Must establish confidential disclosure program, process for reporting
overpayment/”reportable events” within 30 days, annual reports to OIG on
status of implementation efforts

Monitoring and Auditing
Retaining IROs to conduct annual reviews, restricting employment of
ineligible persons; claims review requirements
Example:
50 paid Medicare claims submitted from a specified 12-month period

QUALITY OF CARE CIAs
Access effectiveness, reliability &
thoroughness of providers:
•
•
•
•

Internal quality controls systems
Response to quality-of-care issues
Development/implementation of CAP &
timeliness
Proactive steps to ensure that patient
receives basic care & treatment
Review of peer review process

Quality of Care
CIAs Publically
Posted

5
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Common Terms in Quality of Care CIAs

5 YEAR TERMS
COs MUST BE MEMBER OF SENIOR LEADERSHIP
And not subordinate to GC/CFO & make quarterly reports to Board

QUALITY ASSURANCE COMPLIANCE COMMITTTEE
BOARD-LEVEL QUALITY ARRUANCE MONITORING COMMITTEE
MUST INVOLVE LTC/HOSPICE
Hospital case required appointment of medical directors &
peer review consultant

Common Terms in Quality of Care CIAs

INTERNAL AUDIT PROGRAM
TRAINING
SPECIAL TRACKING OF TEMP STAFF
STAFFING LEVEL CONCERN REPORTING
SPECIAL REPORTING TO OIG
MONITOR HAS IMMEDIATE ACCESS

TREND: Quality of Care CIAs
When FCA settlement resolves fraud that
impacts patient care, OIG may enter "qualityof-care" CIA
Quality CIAs require an independent quality
monitor. Monitor will address specific issues
underlying the allegations, and look at entity's
delivery of care and evaluate the provider's
ability to prevent, detect, and respond to
patient care problems.
Quality CIA does not equal a quality of care
finding. No admission or substandard or
worthless patient care.

18
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Implementation Challenges Reported
Roundtable of Entities under CIAs

Common Implementation Issues
Definitions of terms
• “covered persons” and “relevant
covered persons”
• “substantial overpayment”
• “error rate”

2/2012 Pharma
All other entities
https://oig.hhs.gov/compliance/compliance
-guidance/docs/PharmaceuticalCompliance-Roundtable.pdf

Deadlines for initial implementation
Training requirements

https://oig.hhs.gov/compliance/compliance
guidance/docs/Focus_on_Compliance.pdf

Role of the CO, internal auditing and audit
plans & role of the board
Working with IROs
Claims review requirements
Arrangements review requirements

Common Mistakes in Negotiating a CIA

FAILING TO EDUCATE DOJ/OIG ATTORNEYS ON OPERATIONAL
ISSUES
FAILING TO DEFINE VAGUE TERMS
I.e. “error rate”, “substantial” overpayment

FAILING TO HIRE AN EXPERT TO DEVELOP TERMS & REQUIREMENTS
DELAYING NEW/IMPROVED COMPLIANCE PROGRAM WHILE AWAITING
THE CIA
Start ASAP & be sure the CIA references the program

FAILING TO VIEW THE IRO AS ‘GOVERNMENT’ REPRESENTATIVE
FAILING TO ADJUST ‘ATTITUDE’ TO CIRCUMSTANCE WHEN DEALING
W/ REGULATORS

IRO
NO ‘ENDORSED PROVIDER’ LIST
ENTITY WILL SELECT
But OIG can approve or deny

GOV’T HAS ACCESS TO:
IRO’s work papers and correspondence.
They can also question/perform a review of the work.

GOV’T CAN’T DEMAND
REPLACEMENT OF AN IRO
YOU CAN HAVE MULTIPLE IROS
CHECK, CHECK, CHECK

7
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Deferred Prosecution Agreement - DPA

DPA = CRIMINAL CHARGES
Brought & “deferred” for set term (usually 2 years)
IF COMPANY MEETS REQUIREMENTS, CRIMINAL CHARGE IS DISMISSED
• Keeps a hammer over the entity
• Keeps government from potentially losing charges due to statute of
limitations if it didn’t make the charges
INCREASED USE BY DOJ
1st USE IN A NON-PROFIT HOSPITAL AS WakeMed (Dec 2012)
STRONG PUBLIC COMMENTS BY DOJ ON IMPORTANCE IN USE OF
NPAs/DPAs BY TOP LEADERSHIP IN SEPT of 2012

8
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Which elements of your
compliance program can you
demonstrate effective today?

OIG Strategy and Focus
2014 and Beyond
1. Fight Fraud, Abuse and Waste
2. Promote Quality, Safety and Value
3. Secure the Future
4. Advance Excellence and Innovation

VISIT WORK PLAN HERE >>

CPG – MARCH 2000
Addressed fundamentals of establishing an
effective compliance program

FIGHTING FRAUD
& ABUSE:

CPG - JANUARY 2008
Covered compliance recommendations &
risk areas to evaluate/refine compliance
efforts

Enforcement Road to
Mandate - LTC Facilities

ACA - MARCH 2013
Mandated compliance programs

9
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HHS – OIG Spring 2013 Semiannual Report to Congress (LTC)

SNFs in 2012 were paid $32B by Medicare for serving ~ 2M patients
2/2013 Poor Care & Discharge Planning at SNF’s resulted in $5.1B paid for
stays where SNFs did not meet planning and discharge requirements
37% of stays – care plans didn’t meet requirements
31% discharge planning requirements not met
11/ 2012 SNF’s Misreported Info When Billing Medicare
25% of claims in error in 2009 yielding $1.5B inappropriate “waste”
payments
47% of claims misreported info on Minimum Data Set the system used to
classify residents into RUGs
3/2013 LTCH failed in 67% of cases to notify claims processing contractors of
co-located status with hospital

LTC Top Risk Areas

AKS/STARK

QUALITY OF
CARE

SUBMISSION
OF ACCURATE
CLAIMS

SAFETY

29

QUALITY OF CARE STAFFING
Ratios & competencies
Resident case mix
Staff skill levels
Turnover – schedules – disciplinary - records
Audit against adverse events – falls, drugs
Timesheets vs. payroll audits
“On-the-floor” vs. “on paper”
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AKS/STARK
‘SWAPPING’
RESERVED BED PAYMENTS
KICKBACKS
CHURNING
PSAs

George Houser, Age 64
Sandy Springs, GA

Sentence: 20 years
& $6.7M restitution

•

From 2004 – 2007 Mr. Houser operated 3
nursing homes and received $32.9M from
Medicare/Medicaid

•

His conviction was 1st in nation for that
charge (bench trial)

•

Evidence showed “a long-term pattern
and practice of conditions at defendant’s
nursing homes that were so poor, that, in
essence, any services that the defendant
actually provided were of no value to the
residents.”

•

Issues: food shortages bordering on
starvation, leaking roofs, virtually no
nursing or housekeeping supplies, poor
sanitary conditions, major staff shortages,
and safety concerns

Babubhai Rathud, Age 44
Okemos, Michigan

Sentence: 4 years prison, 2
years supervised released,
$1M civil false claims and 20
year exclusion

•

Healthcare business owner providing illegal
kickbacks to providers for referrals and
patients to home healthcare agencies.

•

Scheme involved illegal payments,
disguised as reimbursements and
payments under sham contracts for
medical director and consulting services
– Lost his physical therapy license as a
result of assault on a patient.
– 8 other practitioners/employees that
were also sentenced, fined, and
excluded (Physician Assistant,
Practice Administrator, and Medical
Biller

11
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Billy Denica, 50, Miami FL

Sentenced to 37 months &
$538,875 restitution

•

Owner of Robyll Care Assisted Living Facility

•

Denica sent residents to ATC for mental health
treatment called partial hospitalization program
(PHP) services, in exchange for illegal
healthcare kickbacks

•

ATC “operated” PHPs in seven Florida
locations

•

ATC, Medlink, and 21 individuals charged

•

Convicted of 1 count conspiracy to commit
health care fraud involving $1.1M in fraudulent
billing

Judith Negron, age 40
Sentenced to 35 years & $87M
ATC Owners:
• Lawrence Duran 50 years & $87M
• Marianella Valera (mental health counselor) 35 years & $87M
ATC Directors:
• Lydia Ward (99 months & $34.1M)
• Margarita Acevedo (91 months)
ATC Marketing Execs:
• Hilario Morris (60 months & $82.8M)
• Sandra Jimenez (36 months & $20.5M)
Scheme ran from 2002 – 2010 with over $205M in fraudulent billings
Paid bribes and kickbacks to owners and operators of assisted living
facilities and halfway houses and to patient brokers in exchange for
delivering ineligible patients to ATC and ASI.

How do you currently
document and demonstrate
the effectiveness of your
corporate compliance
program?
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COFFEE BREAK

Effective OIG Exclusion Monitoring
Proactive Monthly Monitoring:
Avoid CMP and when to Self-Disclose
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QUICK POLL
How often do you search for Exclusions?
A. Monthly
B. Quarterly
C. Semi-Annually
D. Annually
E. Only at hire

Authority: Guidance and Rules

PPACA 6501 AND OIG
 “Excluded in one, excluded in all”
 May 2013 OIG Special Advisory Bulletin
 June 2013 OIG Self Disclosure Protocol

CMS GUIDELINES (MARCH 2011)
 Recommends, with guidance, monthly monitoring

STATE MEDICAID DIRECTOR LETTER (JUNE 2009)
 Directing states to remind providers (employers) of obligation to monitor

STATE MEDICAID BULLETINS TO PROVIDERS (17+ states)
 Some states extend exclusions to referring or ordering physicians
 NY requires searching for exclusions in adjacent states

May 2013 OIG Special Advisory Bulletin: Effect of Exclusions

PROVIDES GUIDANCE
On scope and frequency of screening

BROADLY DEFINES “PROVIDER”
(Employees, suppliers, manufacturers, entity, including a drug plan sponsor or MCO that
“directly or indirectly” furnishes, arranges, or pays for items or services).

INCLUDES AT MEDICAL DIRECTION OR ON PRESCRIPTION OF
AN EXCLUDED PARTY
SEARCH THE OIG MONTHLY
USE SAME ANALYSIS FOR VENDORS & EMPLOYEES
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Effect of Exclusions- cont’d

REVIEW JOB DESCRIPTIONS
“Direct/indirect, in whole/in part reimbursed by federal healthcare $ (CMS, CHIPS, TriCare, ORI)

NO PAYMENT FOR ITEMS/SERVICES
Even for those “beyond direct patient care” positions

CANNOT SHIFT RISK TO STAFFING COMPANIES
Audit their practices/attestation

REITERATES CMP ENFORCEMENT
MUST SELF-DISCLOSE
Reduce CMP multiple

CLICK HERE FOR OIG’s EFFECT OF EXCLUSIONS DOCUMENT

Civil Fines and Monetary Penalties

UP TO $10,000 PER ITEM CLAIMED
3X DAMAGES
POSSIBLE LOSS OF CMS BILLING PRIVILEGES AND DENIAL OF
REIMBURSEMENT
CAN LEAD TO FORCED ENTRY INTO CIA WITH OIG
NOTE: Average CMP per person is approaching $200,000.
RECENT CASES:
• Former Executives at HealthEssentials Solutions, Inc., personally
fined $1M to resolve allegations of submitting False Claims. Company
had to file bankruptcy and were excluded for a minimum of 3 years.
• Four Leaf Clover, Inc., diabetes telemarketer and supply company and
owners excluded

Two Types of Exclusions

MANDATORY – OIG REQUIRED TO EXCLUDE
•
•
•
•

Medicare/Medicaid fraud- including CHIPS, Tricare
Patient Abuse or neglect
Felony convictions for fraud, theft or other financial misconduct
Felony convictions for unlawful manufacture, distribution, prescription or
dispensing controlled substance

PERMISSIVE – OIG HAS DISCRETION TO EXCLUDE
•
•
•
•
•
•
•

Misdemeanor convictions related to health care fraud
Fraud in a program (other than a health care program)
Misdemeanor convictions for unlawful manufacture, distribution, prescription or
dispensing controlled substance
Suspension, revocation or surrender of license to provide health care due to
competence
Submitting of false/fraud claims to federal health care program
Defaulting on federal student loan or scholarship obligations
Controlling a sanctioned entity as an owner, officer or managing
employee
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2013 CMP
ENFORCEMENT
CASES:
“Knew or Should
Have Known”

10-8-2013
After Self-Disclosing, Conroe Healthcare
(Florida) agreed to pay $145,106.68 for
allegedly employing an individual that it knew or
should have known was excluded from
participation in Federal health care programs.
8-30-2013
After Self-Disclosing, Cystic Fibrosis Services
Inc (Maryland) agreed to pay $307,877.50 for
allegedly allegedly employing an individual that it
knew or should have known was excluded from
participation in Federal health care programs.
5-10-2013
After Self-Disclosing, Sutter Health Sacramento
Sierra Region agreed to pay $130,308.39 for
allegedly allegedly employing an individual that it
knew or should have known was excluded from
participation in Federal health care programs.

BETTER TO SELF-DISCLOSE
CLICK HERE FOR MORE INFO >>

WHAT AND WHY EXCLUSIONS?
DEFINITION
Administrative action
(based on criminal convictions and/or license revocation)
Length (from 5 years to indefinite)
Reinstatement (must apply for, not always granted).
SELF-DISCLOSURE
If you discover your organization has employed,
contracted with or billed CMS. (Will help reduce fines)
CIVIL MONETARY FINES/PENALTIES
• $10,000 per item claimed
• Treble Damages

Poll
•
1.
2.
3.
4.
5.

Who do you screen for exclusions in your organization?
Employees
Medical Staff
Referring Physicians
Vendors/Contractors
A combination of the above

MC2 – Martin Compliance Consulting

48
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Who and What Can Be Excluded?

APPLIES TO ALL EMPLOYEES (LICENSED OR NOT), CONTRACTS,
VENDORS, AND REFERRING PHYSICIANS
SEVERAL STATE MEDICAID BULLETINS REQUIRE MONTHLY
MONITORING
SUBMITTING REIMBURSEMENT FOR EXCLUDED PERSONS OR ENTITIES
CAN RESULT IN A FALSE CLAIM ACT VIOLATION
in whole in part, directly or indirectly, for items, services or expenses claimed or
submitted for reimbursement
CIAs IMPLEMENTED FOR VIOLATORS OF FRAUD AND ABUSE CLAIMS
INCLUDE MONITORING REQUIREMENT
• Extend requirements to pending charges and/or actions that could result
in exclusion, if convicted
• Note: Default on federal student loan can result
in an exclusion

Vendors: Entities, Contractors and Referring Physicians
A vendor is a 3rd party company or entity,
including contract employees, consultants and
referring physicians
The GSA-EPLS traditionally tracked excluded,
sanctioned and debarred entities (now a part of
SAM.gov)
OIG-LEIE list also has entities
On average a hospital has 1.5 – 2.0 (x) number
of vendors than employees

CMS’ View of Exclusions
PPACA required CMS Guidance
Final Guidance effective March 2011
Recommend with Guidance to
conduct monthly
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State Medicaid Exclusion Lists











Alabama
Alaska
Arkansas
Arizona
California
Connecticut
Florida
Hawaii
Idaho











Illinois
Kentucky
Louisiana
Maine
Maryland
Mass.
Michigan
Minnesota
Mississippi











Missouri
Nebraska
Nevada
New Jersey
New York
North Carolina
North Dakota
Ohio
Pennsylvania










South Carolina
Tennessee
Texas
Washington
Washington,
D.C.
West Virginia
Wyoming
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Exclusion Lists: Where Should You Search?

OIG’s List of Excluded Individuals/Entities [LEIE]
Required
SAM.gov (replaces old GSA-EPLS)
Highly Recommended
34 state Medicaid Exclusion Registries
Highly Recommended
[Due to lag time in reporting to OIG or lack thereof]

OFAC Designated and Blocked Individuals/Entities
Good Practice

Does the OIG-LEIE have ALL Exclusions?

What is your risk tolerance?
2011 audit of 2008 LEIE found:
– Up to 61% of state Medicaid exclusion records not in LEIE
– 34 States (including D.C.) have Medicaid Exclusion Lists
– 17+ States have Medicaid Bulletins requiring monthly
– State Medicaid Bulletins extend to Referring Physicians

OIG State vs Medicaid Exclusions

• OIG has a total of 2,831 excluded, sanctioned or debarred entities
• OIG has 52,542 excluded or debarred individuals
• OIG has 116 of the state excluded companies (.03%)
Summary: The required federal data sets are missing
approximately 90% of vendors that states have excluded or
debarred.
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Reporting Excluded Individuals to the OIG:
The BEST and WORST States
BEST

WORST (Do not report at all)

1. Hawaii

88%

2. Connecticut

69%

3. Maryland

60%

4. Nevada

59%

5. Michigan

West Virginia
Tennessee
Alabama
Massachusetts
Indiana
South Carolina
Nebraska
Washington

55%

Reporting Excluded Entities to the OIG:
The BEST and WORST States
BEST

WORST (Do not report at all)

1. Hawaii

44%

2. Wyoming

14%

3. Texas

11%

4. Kentucky

9%

5. South Carolina

9%

Arizona
Arkansas
Connecticut
Massachusetts
Mississippi
Nevada
Nebraska
Ohio
Washington
Washington, D.C.
West Virginia

State Reported Exclusion Data
State

# of Excluded Individuals

# of Excluded Entities

Alabama

1160

178

Alaska

112

0

Arizona

12

Arkansas

884

908

California

12663

575

Connecticut

32

0

EPLS

99092

17556

Florida

29

43

16

Hawaii

141

9

Idaho

132

9

Illinois

1273

292

Kentucky

110

11

Louisiana

1730

143

Maine

662

6

Maryland

1103

89

Massachusetts

67

26

Michigan

465

202
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State Reported Exclusion Data
State

# of Excluded Individuals

Minnesota

164

# of Excluded Entities
37

Mississippi

28

10

Missouri

25

14

Nebraska

79

4

Nevada

83

25

New Jersey

2012

432

New York

4470

662

North Dakota

9

9

Ohio

427

44

Pennsylvania

3236

132

South Carolina

582

58

Tennessee

5

Texas

9587

432

Washington

156

2

0

Washington, D.C.

16

13

West Virginia

535

5

Wyoming

66

7

2012 Summary of OIG Exclusions – by Type

2013 OIG Exclusion Statistics

3,214
Increase of excluded persons and entities

56,200
Currently excluded individuals & entities in LEIE

$4,387,201.90
CMP for violations of hiring or
contracting with excluded parties

30 days
Required time to report to OIG
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OIG Lag Time

OIG Lag Time

OIG Lag Time
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OIG Lag Time

Most Common Exclusion:
License Revocation, Suspension

WHERE ARE THEY EXCLUDED?
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Searching SAM

Searching SAM

HOW SHOULD YOU
DISCLOSE TO THE OIG?

NEW SDP
GUIDANCE
LISTEN TO THE
PODCAST

USE THE SELF-DISCLOSE PROTOCAL
April 17, 2013: New SDP guidance issued

VIEW THE VIDEO

April 17, 2013: OIG reviews the updated SelfDisclosure Protocol
Legal Counsel will be involved (can reduce
CMP multiple from 3x to 1.5x)
Investigate quickly & thoroughly – Corrective
Action
Prepare to write a check
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OIG STUDIES: 2014 (PROGRAM INTEGRITY)

State terminations of providers terminated by
Medicare or by other States

State collection and verification of provider
ownership information

Provider payment suspensions during pending
investigations of credible fraud allegations

New OIG Enforcement Tool: Defer Eligibility

UNDER ACA, A LITTLE KNOWN POWER WAS GIVEN TO OIG
CURB THE APPROVAL OF NEW ENROLLMENT OF PROVIDERS IN
ENTURE GEOGRAPHICAL AREA
STANDARD:
If CMS “alleges fraud committed by other providers in same sector
operating in same geographical location” CFR Section 424.570
(Medicare) and 42 CFR Section 455.470 (Medicaid)
1/31/14: EXERCISED THIS BROAD POWER IN:
–
–
–
–

Dallas Metroplex (Dallas and surrounding counties)
Houston Metroplex (Houston and surrounding counties)
Detroit Metroplex (and surrounding counties)
Broward County, Florida (including Ft. Lauderdale)

Compliance officers facing common challenges today

Building / sustaining a culture of
compliance

Gathering and leveraging
relevant data

Keeping pace with external
changes

Creating and sustaining a culture of compliance throughout the organization
Free flowing communication on compliance and organizational follow‐through

Collecting most relevant data and making meaningful, overcoming silos
Benchmarking to what others are doing and industry best-practice

Changes to healthcare that impact compliance & evolving regulatory
requirements
Technological advances that create new compliance challenges (eg, data
security)

Ensuring compliance in the face of Organizations distributed over wide geographical footprints
organization complexity
Organizational complexity that creates training, monitoring and auditing
challenges
Building and maintaining key
capabilities

Building capabilities in the face of limited resources
Limiting loss of capability in turnover of key positions
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Summary: Effective Compliance Planning
MONTHLY OIG EXCLUSION MONITORING
For employees, vendors and referring physicians

KNOW WHO OWNS MORE THAN 5% OF AN ENTITY
Avoid Stark Violations

DETAILED FRAUD & ABUSE TRAINING PROGRAM & UPDATE/REMINDER
PROGRAMS FOR ALL STAFF
ADD SAM.GOV (EPLS) & 33 STATE MEDICAID EXCLUSION LIST
TRANSPARENCY
Open lines of communication through hotlines and contact with staff to avoid
Qui Tam cases and to prepare for Self-Disclosure to OIG if necessary.

DEMONSTRATE & DONE.

AUDIT, MONITOR, & TRACK

#STAYAHEAD2014
Alice Martin, Esq.
alice@martincompliance.com
256-710-8190

Michael Rosen, Esq.
mrosen@providertrust.com
615-938-7878 x 7010
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Health Care Compliance Association’s 18th
Annual Compliance Institute
San Diego, CA
Pursuing, Defending and Resolving False Claims Act
Cases in Long-Term Care
March 30, 2014
Kathleen McDermott
Morgan, Lewis & Bockius
Washington, DC

A Perfect Storm?










Industry Under DOJ and Whistleblower Scrutiny.
Quality of Care
Billing
ACA Mandates
Changing Care Models
Congressional interest
Consumer/Patient interest
Media interest.
Transparency Initiatives
2

DOJ Nursing Home Initiatives
 Task Force and Coordination Approach
 Investigation criteria for quality of care allegations.
 Qui tam role in identifying viable investigation issues.
 Role of CMS in DOJ quality of care initiatives.
 Role of State surveyors and survey process.
 Use of outside experts in DOJ quality of care

investigations.
 Data mining-what is it and how does it work in DOJ

investigations?

1

3/30/2014

Spotlight: Therapy Services
 Therapy Services provided to Medicare and Medicaid patients under

Medicare Part A and Medicare Part B.
 Investigation Subpoenas and CIDs.
 Medical necessity issues
 Business practices to increase therapy services. Business incentives

to prevent licensed therapists from exercising medical judgment.
 Clinical initiatives and presumptions for Medicare Part A therapy

services and impact on RUG levels.
 LifeCare Litigation Proceeding (M.D. Tenn.). Motion to dismiss denied

3/25/14. Court's description of UH criteria.
 Therapy Settlements.

Therapy Enforcement
LifeCare Centers (M.D. Tenn.). Ongoing Litigation.

Allegations of unrealistic corporate targets for UH therapy
that prevented therapists from exercising medical
judgment. Medically unnecessary and too much therapy
alleged (level of care). Motion to dismiss denied. 3.25.14.
Rehab Care. $30 million.
Ensign Nursing. $48 million.
Grace Healthcare. $2.7 million.
Roberts Aquatics. $328,000
Fairfax. $700,000
5

Spotlight: Hospice Services
 Qui tam investigations
 Regulatory compliance with certification

requirements and length of stay.
 Clinical questions for duration of benefit that impact

reimbursement.
 Therapy Cap issues.
 Marketing practices to gain and increase hospice

census.
 Live discharge practices for long lengths of stay.

2
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Trends in Asserted Liability
 Inadequate Staffing. Acuity Based Algorithms.
Level of Care (Worthless Services)
False Certifications Related to Inadequate Care.
 Quality Metrics Substandard (Falls, Nutrition, Wound Care, Geri-

Psyche services, Medication Errors).
 Quality of life issues: nutrition, activities, social services.
 Poor Survey Performance. Yo-Yo Compliance, Pattern of Gs.
 Unqualified or Incompetent Managers and Health Care Professionals.
 Demonstrable Patient Harm.
 Falsification of Medical Records.

FCA Legal Theories
Worthless Services-Challenges to Level of Care or Deficiencies in

Care. VillaSpring Litigation. DOJ: Not necessary to show services
are completely lacking but only that patients not provided care that
meets statutory standards. Court: Must show nursing home was
Ineligible to receive payment during its period of of noncompliance. Contrast to Swann decision-must show equivalence to
no performance at all.
False Certifications. Express or Implied. Conditions of Participation
or Payment. Judicial skepticism reflect in decisions for FCA
liability.
Medical Necessity Linked to Payment. Medicare only pays for
services that are reasonable and necessary....
Billing Issues. MDS, RUGs, Overpayments.
8

OIG CIA Provisions-Quality of Care

 Monitor Provisions. QA Program, Staffing, Site Visits. Not

linked to regulations or survey process.
 Staffing. Extensive assessments and standards.
Increased training and periodic training.
Designated senior personnel (CDO, Quality Officer).
Reportable Events tracked, investigate and report violations

related to violations of professionally recognized health care
standards or obligation to provide items or services that meet
professionally recognized standards of care OR placing
residents in unnecessarily high risk situations. Grant Park.
Church Street.
Penalty and Exclusion Potential.
9

3

3/30/2014

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Momence Meadows Nursing Center (Ongoing Litigation) 2013/2014
 District: N.D. Illinois
 allegations of inadequate care and falsification of records.
 two former nurses alleged that the nursing home failed to provide adequate

staffing and neglected patients (e.g., permitted patients to lie in urine and feces,
failed to deliver prescribed medications, failed to deliver meals, failed to provide a
sanitary environment, and failed to take appropriate skin precautions) and then
forged and destroyed medical documents, logs, etc. to conceal the failures in care.
The government did not intervene, but the relators pursued the case, ultimately
winning a $28 million dollar jury verdict against the nursing home and its former
owner. The $28 million dollar verdict was subsequently reduced to $9 million,
after the Court ruled that the other $19 million in penalties levied by the jury
were excessive under the 8th Amendment.
 Defendants appealed the verdict, and relators cross-appealed, arguing that the
nursing home should pay the $19 million in FCA penalties, rather than the $9
million penalty issued by the federal court. The matter is ongoing.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Villaspring Health Care Center (February 2013)
 District: Eastern District of Kentucky
 FCA Settlement Amount: $350,000
 Corporate Integrity Agreement: As part of the agreement,
Villaspring and Carespring agreed to retain an independent
compliance consultant, subject to the approval of the USAO, for
a period of 3 years.
 Settlement agreement resolved allegations that defendants
provided inadequate care to patients resulting in the deaths of
five residents and actual harm to additional residents. The
investigation appears to have been initiated after poor survey
performance.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
MonPointe Continuing Care Center (March 2012)
 District: Northern District of West Virginia
 FCA Settlement Amount: $2.25 million
 Corporate Integrity Agreement: None
 Settlement agreement resolved allegations that
MonPointe submitted fraudulent claims to Medicare and
Medicaid for substandard care of skilled nursing facility
patients provided as a result of inadequate staffing. The
federal investigation leading to the settlement was
initiated after state inspectors closed the facility.

4
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DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
Golden Living (December 2012)
 District: Northern District of Georgia
 FCA Settlement Amount: $613,300
 Corporate Integrity Agreement: Golden Living entered
into a 5-year CIA covering 6 facilities in the greater
Atlanta region.
 Qui tam. Settlement agreement resolved allegations that
Golden Living provided inadequate and worthless wound
care services at 2 of its Atlanta area nursing homes.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Maxim Healthcare (September 2011)
 District: District of New Jersey
 FCA Settlement Amount: $130 million
 Corporate Integrity Agreement: Maxim entered into a 5-year
Corporate Integrity Agreement.
 Qui tam. Maxim Healthcare, a home health services provider
based in Columbia, Maryland, agreed to pay a $20 million criminal
fine and $130 million to resolve civil False Claims Act allegations.
The Deferred Prosecution Agreement resolved allegations that
Maxim emphasized sales goals at the expense of clinical and
compliance responsibilities and billed federal healthcare programs
for services not documented or not actually rendered. Allegations
of fraud included falsification of time sheets, training records, and
caregiver qualifications. Note: Nine individuals pleaded guilty in
connection with the allegations.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Cathedral Rock (January 2010)
 District: Eastern District of Missouri
 FCA Settlement Amount: $628,000
 Corporate Integrity Agreement: Cathedral Rock also entered into a 5-year

CIA
 Qui tam. Cathedral Rock Nursing Homes entered into a deferred prosecution

agreement for a period of 2 years. Pursuant to the plea and deferred
prosecution agreement, the company’s 5 nursing homes and majority owner
agreed to jointly pay $1 million in criminal fines and penalties. In addition,
Cathedral Rock agreed to pay $628,000 to resolve civil FCA allegations. In the
plea agreement, Cathedral Rock admitted to (1) providing inadequate staffing,
resulting in inadequate care; (2) failing to provide wound care; (3) failing to
deliver medications as prescribed; (4) falsifying medical records related to
medication administration; and (5) submitting false claims for services either
not provided or so substandard as to be deemed worthless. The enforcement
action was brought by the Eastern District of Missouri.

5
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DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
Harbor Senior Concepts (April 2010)
 District: Eastern District of Wisconsin
 FCA Settlement Amount: $258,000
 Corporate Integrity Agreement: Harbor Senior
Concepts entered into a 5-year CIA.
 Settlement agreement resolved allegations that the
assisted living chain provided substandard and worthless
care to Medicaid beneficiaries in Wisconsin and that
services were not provided in compliance with state law.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Willowcrest Nursing Home (August 2009)
 District: Eastern District of Pennsylvania
 FCA Settlement Amount: $305,072
 Corporate Integrity Agreement: The Settlement Agreement required Willowcrest to
hire a full-time physician assistant or nurse practitioner to be responsible for care of
residents on a full-time basis, at a minimal annual cost of $120,000, in order to
supplement monthly physician’s visits required under federal regulations. In addition,
the Settlement Agreement required Willowcrest to retain an independent monitor,
approved by the government, to assess the effectiveness, reliability, and thoroughness
of Willowcrest’s quality control systems, training programs, and monitoring and
corrective action. Further, Willowcrest was required to implement an enhanced
corporate compliance program, appoint an internal Compliance Officer, create a Quality
Assurance Committee, and provide annual training to employees on compliance with
federal and state health care regulations, directives, and guidelines. Willocrest’s
obligations under the settlement agreement lasted 3 years.
 Settlement agreement resolved allegations that Willocrest provided sub-standard
pressure ulcer treatment and prevention, incontinence care, pain management, nutrition,
weight monitoring, infection control, and diabetic care.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Grant Park (November 2008)
 District: District of Columbia
 FCA Settlement Amount: $2 million
 Corporate Integrity Agreement: Grant Park entered into a 5-year
CIA.
 Qui tam. Settlement agreement resolved allegations that Grant
Park (1) reduced staffing levels of certified nurse aides, licensed
practical nurses, and registered nurses resulting in compromised
patient care, and (2) billed for services not provided. More
specifically, the government alleged that numerous residents
suffered from dehydration, malnutrition and increased infections;
that residents were left alone for extended periods of time without
cleaning or bathing and often contracted preventable pressure
sores; and that Grant Park failed to develop and follow resident
care plans to meet the individual needs of each resident.
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DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Pleasant Care (March 2006)
 District: State of California
 FCA Settlement Amount: $1.3 million (CA state FCA)
 Corporate Integrity Agreement: Pleasant Care entered into a 5-year

CIA.
 Settlement Agreement with the State of California, agreeing to pay $1.3

million in civil penalties and investigative reimbursement, in order to
resolve allegations that the company failed to meet professionally
recognized standards of care with respect to (1) patient care planning and
assessments; (2) nurses’ signal systems; (3) medications and treatments;
(4) prescription drug orders; (5) skin care protocols; (6) resident
supervision; (7) resident hygiene; (8) monitoring of medical conditions;
and (9) required staffing levels under state law. The allegations, which
related to covered services provided between 2001 and 2005, stemmed
from 2 patient deaths in one of Pleasant Care’s 30 nursing homes in
California.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 Life Care Centers of Laurenceville (December 2005)
 District: Northern District of Georgia
 FCA Settlement Amount: $2.5 million
 Corporate Integrity Agreement: Life Care was required to
enter into a 5-year CIA.
 Qui tam. Settlement agreement resolved allegations that
LifeCare billed for services that either were not provided or
were worthless. Specifically, the complaint alleged severe
understaffing, inadequate staff training, high staff turnover, an
ineffective medical director, poor nursing documentation, and
insufficient budgetary allowances, which resulted in a systemic
failure to provide adequate care to residents.

DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
 American HealthCare Management (October 2005)
 District: Eastern District of Missouri
 FCA Settlement Amount: $1.25 million
 Corporate Integrity Agreement: None. American Health
Management and three of its facilities were permanently excluded.
 Settlement agreement resolved allegations that numerous
residents of the three homes suffered dehydration and malnutrition,
went long periods without cleaning or bathing, and contracted
preventable pressure sores. The United States also alleged that
American HealthCare Management provided insufficient staff to
meet the residents’ needs and submitted false claims for payment
when the facilities failed to provide the federally-required standard
of care.
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DOJ/OIG Quality of Care Enforcement
Matters: Settlements and Ongoing Litigation.
Hillcrest (2005)
 District: District of Connecticut
 FCA Settlement Amount: $750,000
 Corporate Integrity Agreement: None. Hillcrest was
permanently excluded from the Medicare and Medicaid
programs.
 Settlement agreement resolved allegations of quality care
issues including severe pressure ulcers, dehydration,
weight loss, inadequate staffing, and failure to follow
plans of care. The government alleged that one resident
died as a result of inadequate care.

Selected Quality of Care False Claims Act
Jurisprudence
 U.S. ex rel. David Antoon v. Cleveland Clinic Foundation et

al., 3:12-cv-00027-TMR (S.D. Oh. 2013)
 A surgery patient and spouse brought an FCA action under a false

certification theory for a surgical procedure that had negative
consequences for the patient’s health, alleging services violated
conditions of participation of Medicare program. Antoon suffered
soaking night sweats, incontinence, and impotence. Dr. Kaouk and
the clinic at which the surgery was performed submitted a health
insurance claim form to the federal government for reimbursement
certifying that the services were medically indicated and necessary
and were personally furnished by the surgeon. After Antoon’s
condition did not improve, he filed the qui tam.
 The court found that the plaintiffs failed to allege actionable false
claims act claims and dismissed the complaint.

Selected Quality of Care False Claims Act
Jurisprudence
 U.S. v. Villaspring Health Care Center, Inc., No. 3: 11-43-DCR

(E.D. KY December 19, 2011)
 DOJ alleged that Villaspring defrauded the United States and the State of

Kentucky by “seeking, and receiving, substantial reimbursement from the
Medicare and Kentucky Medicaid programs for care purportedly provided
to [residents], despite knowing that such ‘care’ was either non-existent or
so inadequate as to be worthless.” Specifically, the government alleged
that (1) Villaspring had inadequate staffing resulting in harm to patients,
including failure to treat pressure sores and administer medications as
prescribed; (2) residents did not receive their medication as prescribed;
(3) residents did not receive adequate wound care; and (4) Villaspring did
not provide proper nutrition to residents.
 The court denied Villaspring’s motion to dismiss. The parties
ultimately settled in February of 2013, with Villaspring agreeing to pay
$350,000.
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Selected Quality of Care False Claims Act
Jurisprudence
 U.S. ex rel. Foglia v. Renal Ventures Management, No. 09-1552

(D.N.J. November 23, 2011)
 DOJ declined to intervene in qui tam. The relator pursued action, alleging

that the defendant improperly administered single vials of Zemplar to
multiple patients contrary to Food and Drug Administration (FDA)
recommendations. The relator also claimed that, under State
administrative regulations, the defendant was required to staff its dialysis
centers with at least one RN for every nine patients and at least one RN,
LPN, or trained patient care technician for every three patients, but that
the defendant routinely failed to staff according to that ratio.
 The court granted defendant’s motion to dismiss, concluding that the
relator had not asserted an FCA claim under either an express or implied
certification theory because he failed to show any of the alleged violations
were a precondition to payment by the federal government.

Selected Quality of Care False Claims Act
Jurisprudence
 Chesbrough v. VPA, P.C., 655 F.3d 461 (6th Cir. 2011)
 DOJ declined to intervene in qui tam. The relator owned and operated a radiology

service business (“RMC”), which entered into an agreement with VPA, a provider
of medical services for homebound patients, to interpret images created by VPA’s
technologists. The relator alleged that (1) the images VPA provided them for
interpretation were often of poor quality or defective, because the films were
overexposed , underexposed, improperly positioned, or omitted necessary clinical
information; and (2) the diagnostic studies billed by VPA to Medicare and Medicaid
were false because the tests were either not properly documented as to indication,
were performed with equipment that did not conform to industry standards, or were
administered by inadequately trained radiology technologists.
 The Sixth Circuit found that submitting claims for services that fail to meet industry
standards does not constitute fraud under the FCA unless there is an express
certification to comply with those standards as a prerequisite for payment.
However, the court also found that for five studies that the relator alleged were
“nondiagnostic,” the basis of an FCA claim was present because VPA would have
effectively submitted claims for services that of no medical value. Nonetheless,
because the relator failed to allege facts to show that VPA actually submitted nondiagnostic tests to the government for payment, the court affirmed the district
court's dismissal of the action.

Selected Quality of Care False Claims Act
Jurisprudence
 U.S. ex rel. Blundell v. Dialysis Clinic, Inc., No. 5:09-cv-00710

(N.D.N.Y. Jan. 19, 2011)
 DOJ declined to intervene in qui tam. The relator alleged that Dialysis Clinic,

Inc. failed to provide adequate staffing and utilized unqualified and untrained
personnel, but certified that it was in compliance with generally accepted
practices for quality of care.
 The Court dismissed the complaint, holding that the relator failed to state a
claim under either express or implied false certification theories or a worthless
services theory: (1) Relator failed to allege the defendant made the
certifications on the Medicare enrollment form knowing that they were false
when made (no express certification); (2) alleged noncompliance with
conditions of participation, which are not prerequisites to payment, does not
give rise to FCA liability (no implied certification); and (3) relator failed to state
a claim for worthless services because he did not allege that the clinic failed to
provide any services whatsoever, but simply challenged the level of care
provided (which is not the equivalent of no performance at all).

9
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Selected Quality of Care False Claims Act
Jurisprudence
 United States ex rel. Sanchez-Smith v. Tulsa Reg. Med. Ctr., 754

F. Supp. 2d 1270 (N.D. Okla. 2010)
 DOJ declined to intervene in qui tam. Relators alleged that the hospital

billed for inpatient psychiatric services that did not meet federal
requirements that psychiatric services involve “active treatment.”
 The court rejected the relator’s “factually false theory” finding that the

hospital did not submit any claims that were, on their face, false.
However, the court denied defendant’s motion to dismiss with respect
to relator’s implied false certification theory, holding that Oklahoma’s
Medicaid statute’s active treatment regulations were not merely conditions
of participation, and that a genuine issue of material fact existed with
respect to (1) whether the hospital knowingly violated the treatment
regulations; and (2) whether the hospital’s false certification was material
to the government’s decision to pay its claims.

Selected Quality of Care False Claims Act
Jurisprudence
 U.S. ex rel. Conner v. Salina Regional Health Center, 543 F.3d 1211 (10th
Cir. 2008)
 DOJ declined to intervene in qui tam. Relator, an ophthalmologist and eye surgeon

on the hospital's medical staff, contended that the hospital submitted false claims
because, in its cost report, it certified that it complied with the rules and regulations
governing the Medicare program when, in fact, the hospital had failed to comply with
a number of Medicare's conditions of participation. For example, the relator claimed
that the defendant had failed to provide adequate nurses and other personnel; failed
to establish a quality assurance program that meets regulatory standards; failed to
properly maintain medical records; and dumped patients without proper screening,
evaluation and treatment.
 The Tenth Circuit affirmed the dismissal of defendant’s motion to dismiss,

rejecting the relator’s view that a false hospital cost report certification, by itself,
triggers FCA liability, noting that the FCA applies only if a false certification "leads
the government to make a payment which it would not otherwise have made."

Selected Quality of Care False Claims Act
Jurisprudence
 U.S. ex rel. Landers v. Baptist Memorial Hospital, 525 F. Supp. 2d 972
(W.D. Tenn. 2007)
 DOJ declined to intervene in qui tam. Relator alleged that the medical center had

severe staffing shortages, used surgical technicians instead of nurses in operating
rooms, failed to meet applicable standards of care for sterilization of instruments
and/or cleanliness, and failed to meet other applicable standards of care for surgical
procedures.
 The court granted the defendant’s motion to dismiss and held that (1) the

alleged non-compliance with Medicare conditions of participation did not give rise to
liability under either express or implied certification (“the FCA does not encompass
those instances of regulatory noncompliance that are irrelevant to the government’s
disbursement decisions”); (2) alleged non-compliance with Medicare conditions of
participation were not material to the government’s decision to make payments; and
(3) allegations of non-compliance with conditions of participation did not create a
genuine issue of material fact as to a worthless services claim.

10
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Selected Quality of Care False Claims Act
Jurisprudence
 United States ex rel. Lee v. Smithkline Beecham, 245 F.3d 1048 (9th Cir.
2001)
 DOJ declined to intervene in qui tam. Relator alleged that Smithkline Beecham, an

owner and operator of clinical laboratories, mishandled control samples by falsifying
results when control samples fell outside of the standard of error and, further, made
no attempt to investigate or correct the issue causing the problem.
 The Ninth Circuit affirmed the district court’s dismissal of the relator’s

complaint, but remanded to allow the relator to amend his complaint. The
district court had dismissed the suit on the basis that the relator failed to allege that
Smithkline falsely certified compliance with rules and regulations that were a
condition of payment. The Ninth Circuit found that the complaint advanced a
worthless services theory, which was potentially viable: “In an appropriate case,
knowingly billing for worthless services or recklessly doing so with deliberate
ignorance may be actionable under [the FCA], regardless of any false certification
conduct.”

Selected Quality of Care False Claims Act
Jurisprudence
 U.S. ex rel. Mikes v. Straus, 274 F.3d 687 (2d Cir. 2001)
 DOJ declined to intervene in qui tam. Relator alleged that spirometry procedures

performed by physician practice failed to comply with guidelines issued by the
American Thoracic Society (ATS) for calibration of spirometry equipment and that
the claims submitted for those services were, as a result, false. The Court
considered the relator’s claims under both express and implied false certification
theories and worthless services theory.
 The Second Circuit affirmed the district court’s dismissal of the relator’s
complaint. The court (1) rejected the relator’s implied certification theory, holding
that “a claim for reimbursement made to the government is not legally false simply
because the particular service furnished failed to comply with the mandates of a
statute, regulation or contractual term that is only tangential to the service for which
reimbursement is sought;” (2) rejected the relator’s express certification theory,
finding that “medical necessity” is not qualitative and that defendant’s
representations about the medical necessity of the services were not false simply
because they failed to calibrate their equipment in accordance with industry
standards; and (3) rejected the plaintiff’s worthless services claims because it
found that the defendants believed that the spirometers were appropriately
calibrated and therefore lacked the requisite intent.

Selected Quality of Care False Claims Act
Jurisprudence
U.S. ex rel. Swan v. Covenant Care, Inc., 279 F.Supp.2d 1212 (E.D. Cal. 2002)
 DOJ declined to intervene in qui tam. The relators alleged they personally witnessed multiple instances of

substandard patient care at various nursing homes operated by the defendant in California and Illinois. The
relators contended that one of the nursing homes was so severely understaffed that patients were often denied
the most basic care such as repositioning, feeding, bathing and wound treatment. The relators further alleged that
the nursing home administrator directed CNAs to alter patient charts (ADLs) and fill in blank spaces on ADL forms
to reflect that patients had received routine care, when the patients actually had not. The relators alleged that,
over a certain period, about 75% of the ADL forms were inaccurate and 90% had been altered to falsely reflect
that patients were timely repositioned.
 The court granted the nursing homes’ motion for summary judgment and dismissed the action because
(1) there was no worthless services claim, as the relators did not allege that the nursing homes’ care was so poor
that it was the equivalent of no performance at all; (2) there was no false certification claim because the relator
introduced no evidence to demonstrate that the nursing homes certified compliance with the applicable Medicare
regulations as a prerequisite to receiving federal payment. The court noted that “[t]o allow FCA suits to proceed
where government payment of Medicare claims is not conditioned on perfect regulatory compliance—and where
HHS may choose to waive administrative remedies, or impose a less drastic sanction than full denial of
payment—would improperly permit qui tam plaintiffs to supplant the regulatory discretion of [HHS], essentially
turning a discretionary denial of payment remedy into a mandatory penalty for failure to meet Medicare
requirements.”
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Discussion Topics
Coordinate survey compliance with other quality compliance in

managing risk?
Inadequate staffing is alleged in all cases.
Do staffing mandates or changes work to manage resident care

issues?
Is recruitment and retention really different in long term care?
Today, what is best approach to troubled building. How best to

assess and implement change, particularly culture changes?
When should an independent consultant should be considered

for a troubled building?
What are prevention strategies that have worked to avoid

allegations of substandard care?
34

Discussion Topics
Investigation Defense Strategies. Does being nice work?
Litigation Defense Strategies. When to fight about what and why?
Settlement Strategies. What can a company really live with? How

are damages divined?
Does a CIA with an IQM make sense?
What is the cost and risk of CIAs?
What to do with a declined qui tam?
Can remedial efforts be undertaken while under investigation or

litigation?
Is quality assurance program under attack in investigation or

litigation?
35
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2014 HCCA Compliance Institute
San Diego California
Sunday, March 30, 2014 1:30 – 4:30

Session 17
Information Security
Fundamentals, Top Risks and
Strategies to Counter Threats
Fred Touchette

Jim Donaldson

Jim Donaldson
Director of Compliance, Chief
Privacy and Information Security
Officer
Baptist Health Care Corporation
Pensacola, Florida

Baptist Health Care Corporation
Not-For-Profit Integrated Delivery System
Headquartered in Pensacola, Florida
6671 Employees
Four Hospitals
150+ Employed Providers

Lakeview Center Inc.
Large Behavioral Health Network
Presence in 12 States
Multiple State and Federal Contracts
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Fred Touchette
Senior Security Analyst
AppRiver
Pensacola, Florida

AppRiver
Offer a comprehensive subscription-based software-as-a-service that
incorporates spam and virus protection, e-mail encryption, and Web
security features. Gulf Breeze, Florida
200+ Employees
US Headquarters – Gulf Breeze, FL
EMEA Headquarters – Lupfig, Switzerland
Offices in Northport, NY, Austin, TX, and
Atlanta, GA
45,000 corporate customers protecting over 8 million mailboxes
At about 50 billion messages per year.
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Agenda
1:30 - 1:45 Introductions/Breach Video/Discussion
1:45 – 2:00 Analysis of Healthcare Data Breaches
2:00 – 2:45 The Technology of InfoSec
2:45 – 3:00 Break
3:00 – 3:40 Eyes of the Bad Guys
3:40 – 4:15 Risk Assessments
4:15 – 4:20 2014 OIG Work Plan
4:20 – 4:30 Wrap-up and Q&A

Bad Incidents in Healthcare

3

4/1/2014

Recent Breaches of Note
Utah Department of Health
Number affected: 780,000
What happened: A weak password policy on a
network server

A Side Note on Password Strength

A Side Note on Password Strength
•

Password Crackers
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A Side Note on Password Strength
•

Size does matter!

6cH@pW

8 Seconds.

A Side Note on Password Strength
•

Size does matter!

8cH@RpW!

2 ¼ Years

Recent Breaches of Note
Emory Healthcare
Number affected: 315,000
What happened: An unlocked cabinet door
led to the “misplacement” of 10 backup disks

5

4/1/2014

Recent Breaches of Note
South Carolina Department of
Health and Human Services
Number affected: 230,000
What happened: 17 Excel spreadsheets were
illegally copied

Recent Breaches of Note
Cedars – Sinai – Los Angeles
High profile patient data stolen
including that of Kim Kardashian
What happened: Doctors shared their
usernames and passwords with employees who
shouldn’t have had access

Recent Breaches of Note
Long Beach Memorial Medical
Number affected: 2,864
What happened: Internal employee snooping
through patient data
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Recent Breaches of Note
Texas Health Harris Methodist
Number affected: unknown,
patients between 1980‐1990

What happened: Portions of Microfiche
meant to be destroyed ended up in the parking lot

Recent Breaches of Note
Medical Inspector General
Number affected: 17,743
What happened: Internal employee sent
patient records to their own email account

The Impact
•

The most recent report (2012) conducted by the Health
Information Trust Alliance (HITRUST) states that there have
been:
• 495 breaches (affecting 500+ people) since 2009
• Total records compromised 21.2 million
• Average records stolen: 42,659
• Total Cost: $4.1 billion

•

According to the Federal Trade Commission ‐ identity
theft affects 10 million US consumers every year at a
cost of about $50 billion dollars. This includes –
credit/debit card fraud, phishing and computer
intrusions.
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The Technology
Of
Information Security

InfoSec

Digital Data

Digital Data
•
•
•

Bit is a binary digit: 0 or 1
Byte is 8 bits
Word is 8 bytes
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Internet Protocol
Address
• Unique address assigned to
devices that communicate over
the Internet and local networks
• Addresses packet and
communication schemes

Internet Protocol (IP) Address
•

IP Version 4 (1981) (32 bit)
• 4 billion, or 4.3×10^9 unique addresses

•

IP Version 6 (1998) (128 bit)
• 340 undecillion, or 3.4×10^38 addresses
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Media Access Control Address
(MAC Address)
•

Unique address assigned to Network Interface
Controllers (NICs)
• A laptop has two MAC addresses. One for
the wired port and one for wireless
• Anything that connects to a wired or
wireless network will have a MAC

MAC and IP

Open Systems Interconnection Model
(OSI Model)
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Network Data Packet
Formatted unit of data carried over a
network
• Consists of:
• Control Information
• User data (payload)
• Data is broken into many packets and
reassembled at the intended
destination.
•

Digital Data
Moving it
• Wire
• Fiber
• Wireless

Ethernet Wiring
•

Physical wires connecting devices. Normally
copper
• Category 5 1GB
• Category 5e (1GB +POE)
• Category 6 (10GB)
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Ethernet Wiring

Optical Fiber
•

Uses light to move data
• Very efficient/long distances
• Single strand of fiber can carry data, voice,
video, etc.
• Record throughput is 101TB/Sec over a
single fiber

Optical Fiber
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Fiber Cables

Wireless Transmissions
•

Uses wireless signals to connect devices on a
computer network
• Microwave
• Satellite
• Cellular
• Spread spectrum radio waves
• Optical – line of site (laser)

Wireless in Healthcare
•
•
•
•

IEEE 802.11 Standard (11‐54Mb/s)
Bluetooth
Significant security considerations
Growing number of medical devices
connected wirelessly
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Wireless Security under 802.11
Wired Equivalent Privacy (WEP)
• 1999 ‐ Cracked
• Wi‐Fi Protected Access (WPA)
• WPA 2 Common Wireless Security
Configuration
•

Typical Wireless Routers and Access
Points

Hubs, Switches and Routers
•

•

•

Hub – Device that connects
components on a network and
facilitates data sharing
Switch – Similar to a Hub but works
smarter by knowing where to send data
in the most efficient way
Router – Routers connect networks and
‘route’ data packets between them
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Hubs, Switches and Routers

Hubs, Switches and Routers

Network Gear In The Field
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LANs, CANs and WANs
•
•

•

Local Area Network (LAN) is a network
within a building, office, home, etc.
Campus Area Network (CAN) is a
network made up of LANs in a common
geographical area like a hospital
campus
Wide Area Network (WAN)is a network
that spans a city, state, nation, etc.

Firewalls
•

A Firewall is a device or software that
controls incoming and outgoing
network traffic based on defined rules.

•

Firewalls are typically deployed
between trusted and untrusted
networks. For example, between a LAN
and the Internet
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Firewalls

The Demilitarized Zone (DMZ)
•
•

That part of an organization’s network
that is exposed to the Internet
If configured properly, the public and
potential attackers would only have
access to the devices that are in the
DMZ and not the entire protected
network

DMZ
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Virtual Private Networks
•

•

A Virtual Private Network (VPN) is used
to create a secure connection between
private networks using public networks
such as the Internet.
VPNs are widely deployed in healthcare
and allow connections between sites by
leveraging commercial Internet services
for data transmission.

Virtual Private Networks (VPN)

Data Storage
•

•

Local Data Storage – Data stored locally
on a computing device such as a laptop,
smartphone, printer, scanner, MRI, etc.
Network Attached Storage (NAS) is data
storage that is connected to the
computer network. Most users refer to
it as ‘the network drive’
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Storage Media
•

•
•

Hard Disk Drives (HDD) – mechanical
device that uses magnet disks to store
digital data.
Flash Memory – electronic, non‐
mechanical storage medium
Solid State Drive (SSD) – Similar to HDD
but uses flash memory and has no
mechanical parts

Storage Media
•

Magnetic Tape – magnetic system for
storing data. Normally in cartridges and
cassettes

•

Optical Storage – method of recording
data by making marks on the surface of
medium with a laser (CD, DVD, Blu‐ray)

19
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Mechanical Hard Drives

Portable Storage Media

Virtual Computing
•

•

•

A virtual computer is a software based
computer that is emulated with another
computer
A single high‐end computer with multiple
processors can have dozens of virtual
computers operating on the same physical
computer
Examples of virtual computing are Citrix and
VMware
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Virtual Computing

Encryption
•

•
•

Process of encoding information in a way
that makes it usable only by authorized
parties or systems.
HIPAA requires transmission and data at
rest encryption when appropriate.
Password protecting a file or having a
password on your computer is not
encryption.

HIPAA and Encryption
•

Protected Health Information is unusable,
unreadable or indecipherable to unauthorized
individuals when it destroyed or encrypted in
accordance with NIST standards.

•

See NIST Special Pub 800‐111 Guide to Storage
Encryption Technologies for End User Devices

•

Encryption must meet Federal Information
Processing Standard (FIPS) 140‐2 requirements
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Cloud Computing
The Cloud refers to services provided over the Internet
• Cloud based Software as a Service (SAS) ‐ EMR, Event Reporting,
Survey Tools, LMS, Policy & Procedure management
• Cloud based transmission and storage ‐ Google Drive, iCloud,
DropBox, Box, Office 360
• Cloud based email and Calendars ‐ Gmail, Yahoo Mail, iCloud Mail,
Hotmail
• Cloud based communications ‐ Skype, Facetime, Voxer
• Social Media sites ‐ Facebook, Twitter, Linkedin, Pinterest, Google+

Cloud Computing

Break
2:45 – 3:00
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Eyes of the Bad Guys

What is Your PII Worth?
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What is Your PII Worth?
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How Is This Info Obtained?
Email

How Is This Info Obtained?
Bad Websites
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How Is This Info Obtained?
Good Websites

How Is This Info Obtained?
Classified Ads

How Is This Info Obtained?
Social Engineering

26
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How Is This Info Obtained?
Social Engineering
•

People are the largest vulnerability in any organization

•

Because there is no patch for human error

•

Essentially, by targeting the people within the
organization, the attacker is using the path of least
resistance
People want to help

•

What Now?
How Personal Identity Information is Abused
• They may call the victim’s credit card issuer to change the billing
address on their account, running up charges that they would be
aware of.
• They may open up new accounts in their name
• They may establish new services in their name such as mobile
accounts
• They may open a new bank account in their name
• They may file for bankruptcy to avoid paying debts they have
incurred in their name or to avoid eviction
• They may take out a loan in the victim’s name
• They may use the information on a fake ID/Driver’s license
• They may give the victim’s name when arrested and not show up to
court
• They may use the victim’s identity to collect insurance or medical
benefits
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What Now?

What Now?

What Now?
Money Mules
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What Now?
Money Mules
Titles for these positions vary widely but are similar to:
•
•
•
•
•
•
•
•
•

Private Financial Receiver
Money Transfer Agent
Country Representative
Shipping Manager
Financial Manager
Sales Manager
Sales Representative
Secondary Highly Paid Job
Client Manager

Examples of Current Malware
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Examples of Current Malware

Examples of Current Malware

Examples of Current Malware
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Examples of Current Malware

Examples of Current Malware

Examples of Current Malware
• BlackPOS malware used in Target
breach – between Nov. 27 – Dec. 15
• Estimated 100 million credit/debit
cards may have been stolen
• Malware was being sold at the time
for around $2000 USD
• Russian 17 year old authored the
malicious code
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Do we need a 5
Minute Break?

Risk Assessments
The foundation of
Information Security

Actual Spear Phish Attempt
At Baptist Health Care
On March 26, 2014
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Fake email address from bad actor

Actual Spear Phish Attempt
Real Email address of VP Finance/Controller

Real email address of Division CEO #2

Real email address of CEO #1

Gary Busey turned 63!
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Original iPhone June 29, 2007

Original iPad April 23, 2010

What is a Risk Assessment?
NIST SP 800‐39
•

•

Process of identifying, estimating and
prioritizing risks to organizational
operations, assets or individuals resulting
from the operation of an information
system.
Incorporates threat and vulnerability
analyses and considers mitigations
provided by security controls planned or in
place. (Synonymous with Analysis)
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What is the HIPAA Security Rule
Requirement?
164.308(a)(1)(ii)(A) Standard: Security management
process – Risk Analysis
(ii) Implementation specifications:
(A) Risk analysis (Required). Conduct an accurate and
thorough assessment of the potential risks and
vulnerabilities to the confidentiality, integrity, and
availability of electronic protected health information held
by the covered entity.

Important Definitions
•

Vulnerability – Flaw or weakness (PHI on a
ThumbDrive)

•

Threat – Potential for vulnerability to be
exploited (ThumbDrive may be lost or stolen)

•

Risk – Probability that the threat will exploit
the vulnerability (High probability that given enough time,
the PHI on the ThumbDrive will be lost/stolen)

Basic Elements of a Risk Assessment
•

Taken directly from OCR’s guidance on
Information Security

•

http://www.hhs.gov/ocr/privacy/hipaa/ad
ministrative/securityrule
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Scope of the Analysis
The scope of risk analysis that the Security Rule encompasses includes the
potential risks and vulnerabilities to the confidentiality, availability and integrity
of all e‐PHI that an organization creates, receives, maintains, or transmits. (45
C.F.R. § 164.306(a).) This includes e‐PHI in all forms of electronic media, such as
hard drives, floppy disks, CDs, DVDs, smart cards or other storage devices,
personal digital assistants, transmission media, or portable electronic media.
Electronic media includes a single workstation as well as complex networks
connected between multiple locations. Thus, an organization’s risk analysis
should take into account all of its e‐PHI, regardless of the particular electronic
medium in which it is created, received, maintained or transmitted or the
source or location of its e‐PHI.

Data Collection
An organization must identify where the e‐PHI is stored, received,
maintained or transmitted. An organization could gather relevant
data by: reviewing past and/or existing projects; performing
interviews; reviewing documentation; or using other data
gathering techniques. The data on e‐PHI gathered using these
methods must be documented. (See 45 C.F.R. §§
164.308(a)(1)(ii)(A) and 164.316(b)(1).)

Identify and Document Potential Threats
and Vulnerabilities
Organizations must identify and document reasonably
anticipated threats to e‐PHI. (See 45 C.F.R. §§ 164.306(a)(2)
and 164.316(b)(1)(ii).) Organizations may identify different
threats that are unique to the circumstances of their
environment. Organizations must also identify and
document vulnerabilities which, if triggered or exploited by
a threat, would create a risk of inappropriate access to or
disclosure of e‐PHI. (See 45 C.F.R. §§ 164.308(a)(1)(ii)(A) and
164.316(b)(1)(ii).)
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Assess Current Security Measures
Organizations should assess and document the security measures an
entity uses to safeguard e‐PHI, whether security measures required
by the Security Rule are already in place, and if current security
measures are configured and used properly. (See 45 C.F.R. §§
164.306(b)(1), 164.308(a)(1)(ii)(A), and 164.316(b)(1).)
The security measures implemented to reduce risk will vary among
organizations. For example, small organizations tend to have more
control within their environment. Small organizations tend to have
fewer variables (i.e. fewer workforce members and information
systems) to consider when making decisions regarding how to
safeguard e‐PHI. As a result, the appropriate security measures that
reduce the likelihood of risk to the confidentiality, availability and
integrity of e‐PHI in a small organization may differ from those that
are appropriate in large organizations.

Determine the Likelihood of Threat
Occurrence
The Security Rule requires organizations to take into account the
probability of potential risks to e‐PHI. (See 45 C.F.R. §
164.306(b)(2)(iv).) The results of this assessment, combined with the
initial list of threats, will influence the determination of which
threats the Rule requires protection against because they are
“reasonably anticipated.”
The output of this part should be documentation of all threat and
vulnerability combinations with associated likelihood estimates that
may impact the confidentiality, availability and integrity of e‐PHI of
an organization. (See 45 C.F.R. §§ 164.306(b)(2)(iv),
164.308(a)(1)(ii)(A), and 164.316(b)(1)(ii).)

Determine the Potential Impact of
Threat Occurrence
The Security Rule also requires consideration of the “criticality,” or
impact, of potential risks to confidentiality, integrity, and availability
of e‐PHI. (See 45 C.F.R. § 164.306(b)(2)(iv).) An organization must
assess the magnitude of the potential impact resulting from a threat
triggering or exploiting a specific vulnerability. An entity may use
either a qualitative or quantitative method or a combination of the
two methods to measure the impact on the organization.
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Determine the Level of Risk
Organizations should assign risk levels for all threat and
vulnerability combinations identified during the risk analysis. The
level of risk could be determined, for example, by analyzing the
values assigned to the likelihood of threat occurrence and resulting
impact of threat occurrence. The risk level determination might be
performed by assigning a risk level based on the average of the
assigned likelihood and impact levels.
The output should be documentation of the assigned risk levels and
a list of corrective actions to be performed to mitigate each risk level.
(See 45 C.F.R. §§ 164.306(a)(2), 164.308(a)(1)(ii)(A), and
164.316(b)(1).)

Finalize Documentation
The Security Rule requires the risk analysis to be documented but
does not require a specific format. (See 45 C.F.R. § 164.316(b)(1).) The
risk analysis documentation is a direct input to the risk management
process.
Falls under the 6 year retention period specified in the Privacy Rule.

Periodic Reviews and Updates
The risk analysis process should be ongoing. In order for an entity to
update and document its security measures “as needed,” which the
Rule requires, it should conduct continuous risk analysis to identify
when updates are needed. (45 C.F.R. §§ 164.306(e) and
164.316(b)(2)(iii).) The Security Rule does not specify how frequently
to perform risk analysis as part of a comprehensive risk management
process. The frequency of performance will vary among covered
entities. Some covered entities may perform these processes annually
or as needed (e.g., bi‐annual or every 3 years) depending on
circumstances of their environment.
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Risk Assessment Model

Free Policy – Just Email Me
jad8657notice@gmail.com
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OIG 2014 Work Plan

OIG 2014 Work Plan

Resources
List of FIPS Approved Cryptographic Modules
http://csrc.nist.gov/groups/STM/cmvp/documents/140‐1/140val‐all.htm

OCR Guidance on Encryption
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html

OCR Security Rule Guidance
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html

NIST SP 800‐30 Guide for Conducting Risk Assessments
http://csrc.nist.gov/publications/nistpubs/800‐30‐rev1/sp800_30_r1.pdf

NIST SP 800‐39 Managing Information Security Risk
http://csrc.nist.gov/publications/nistpubs/800‐39/SP800‐39‐final.pdf

NIST SP 800‐145 Definition of Cloud Computing
http://csrc.nist.gov/publications/nistpubs/800‐145/SP800‐145.pdf

*ASD Strategies to Mitigate Targeted Cyber Intrusions – Updated February 18, 2014
http://www.asd.gov.au/infosec/top‐mitigations/top35mitigations‐2014‐table.htm

*SANS Top 20 Critical Security Controls – Updated to V.5 January 31, 2014
http://www.sans.org/critical‐security‐controls/controls

*National Cybersecurity Framework Version 1.0 ‐ Released February 12, 2014
http://www.nist.gov/cyberframework/upload/cybersecurity‐framework‐021214.pdf
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2014 HCCA Compliance Institute
San Diego California
Sunday, March 30, 2014 1:30 – 4:30

Session 17
Information Security
Fundamentals, Top Risks and
Strategies to Counter Threats
Fred Touchette

Jim Donaldson
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Dr. Jekyll & Mr. Hyde, CHC:
Physician Compliance Education,
Quality, & Risk Reduction Partners

Presented by

Richard E. Moses, D.O., J.D.
D. Scott Jones, CHC

Speakers’ Disclaimer
●

●

●

Richard E. Moses, DO, JD and D. Scott Jones, CHC do not
have any financial conflicts to disclose.
This presentation is not meant to offer medical, legal
accounting, regulatory compliance or reimbursement
advice and is not intended to establish a standard of care.
Please consult professionals in these areas if you have
related concerns.
The speakers are not promoting any service or product.
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Presentation Goals
●

●

●

EHR, friend or foe: A physician H&P of EHR risks, benefits,
and complications
Critical physician education in 2014: PPACA, patient
utilization, ICD‐10, social media, patient portals, and bad
compliance
When quality fails: Avoiding career ending compliance and
professional liability concerns
3
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INTRODUCTION
4
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INTRODUCTION
●
●
●
●
●
●
●

●

Background
Quality Reporting Measures Under PPACA
About Physicians
Guidelines: Risks & Reimbursement
EHR Risks, Benefits, and Complications
Critical Physician Education In 2014
Quality Failure: Avoiding Career Ending Compliance &
Professional Medical Liability Problems
Summary & Conclusions
5
WWW.HPIX-INS.COM
WWW.HPIX-INS.COM

BACKGROUND
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Healthcare Reform

President Obama Signs PPACA
March 23, 2010
7
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Healthcare Reform
●

Healthcare Reform Goals





Improve Access
Universal Coverage
Increase quality reporting to include outcomes
Increase integration of care through partnerships of physician
networks and hospitals
 Cost control and cost reduction

●

What this means to Physicians and Compliance Officers….
 Over 70% of healthcare executives surveyed believed that physicians
performed inappropriate procedures for monetary benefit
 Congress is focused on reducing “unnecessary” medical costs
Source: Physician Compliance Network

8
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Healthcare Reform
●

Patient Protection and Affordable Care Act (PPACA 2010)
amended by the Health Care and Education Affordability
Reconciliation Act (HCERA 2012)






21.3% scheduled reduction in Medicare physician pay (postponed by the
Continuing Extension Act of 2010)
Quality and Cost Payment (Title III, §§ 3002, 3003, 3007) – Adjusts
physician payments based on quality and cost through a value‐based
modifier, beginning January 1, 2015
PQRS – possible penalties for not reporting beginning in 2015 up to 2% of
the prevailing fee schedule
Fee‐for‐service → value based reimbursement (“quality”)
www.physiciansfoundation.org/uploads/default/Physicians_Foundation_2012_Biennial_Survey.pdf
www.ncsl.org/documents/health/ppaca‐consolidated.pdf

9
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Healthcare Reform
●

Fee‐for‐service → Value‐based/Quality‐based
reimbursement system


●

Goal is to reward doctors & hospitals for improving quality of care

Subsequent trends:







Outcome‐based payments
Lower demand for hospitals
Increased number of insured patients
Improving patient experience
Hospital competition on outcomes and total value
Increased physician employment
Health Affairs October 11, 2012

10
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QUALITY REPORTING
MEASURES
UNDER PPACA
11
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Hospital Value‐Based Purchasing
●

PPACA Title III, Subtitle A: Transforming the Health Care
Delivery System
 Incentive Payments to Hospitals meeting performance standards
in








MI, Heart Failure, Pneumonia, Surgery, Infections
ED, Readmissions, Children’s Asthma

Performance Scores increase/decrease DRG payments
Incentives up to 2% of the Medicare FS by 2017
Data and Scores on Hospital Compare Internet Site
GAO reports October 2015 and January 2016
12
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Hospital Acquired Conditions
Payment Reductions
●

PPACA Section 3008









FS Payments for Hospital Acquired Conditions will equal 99% of
the FS
The Secretary will determine a list of “hospital acquired
conditions”
Confidential reports to hospitals tracking conditions
This program will be expanded to all other types of providers
Possible CMS reports on Hospital Compare Internet Site
Effective FY 2015
13
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Long Term Care, Rehabilitation, Hospice,
PPS Exempt Cancer Hospitals, SNF, HHA
●
●
●
●
●

PPACA Sections 3304‐3006
Quality Reports required 2014 for all types of facilities
CMS “Compare” Internet sites to post data
Reduction in the “increase factor” of payments, up to 2%
Increase Factor can = 0%, resulting in a 2% reduction

14
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Integrated Care Demonstration Project
●
●
●

●
●
●

PPACA Section 2704
Project continues through December 31, 2016
Goal: Establish bundled payments for services and
providers involving an episode of care and hospitalization
Severity of illness adjusted payment
Data collection monitors outcome, cost, quality
Report to Congress: December 31, 2017
15
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Medicaid Global Payment System
Demonstration Project
●
●
●

●

●

2010‐2013 Demonstration Project
Five States
Establish a Global Capitated Payment Model to replace
the Fee for Service (FFS) system
Safety Net Hospitals and Networks serving Medicaid
beneficiaries
Center for Medicare and Medicaid Innovation (CMI) to
issue full report in December 2013
16
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Physician Compare Website
●

PPACA § 10331(a)(1)









PQRS Measures Reported
Assessment of Patient Health Outcomes
Assessment of continuity and coordination of care
Assessment of efficiency and cost
Assessment of patient experience
Assessment of safety, effectiveness, and timeliness of care
2014: User Interface; reports published online
January 1, 2015: CMS Report to Congress
17
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Physician Compare Website
•

Website required by Affordable Care Act

•

Provides information regarding

 § 10331(a)(1)
 Physicians enrolled in Medicare Program
 Other eligible professionals participating in PQRS
•

Information is publically displayed

§ 10331(a)(1)

18

WWW.HPIX-INS.COM
WWW.HPIX-INS.COM

6

2/20/2014

Physician Compare Website
●

Site Must Include:
 Measures collected under PQRS
 Assessment of patient health outcomes & functional status
of patients
 Assessment of continuity & coordination of care & care
transitions
 Assessment of efficiency
 Assessment of patient experience & patient, caregiver, &
family engagement
 Assessment of safety, effectiveness, & timeliness of care
§ 10331(a)(1)

19
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Physician Compare Website
●

CMS must allow physicians & other professionals to
have reasonable opportunity to review their results
before posting

●

CMS will provide details of review process

 30 day preview period for all measurement data
 www.cms.gov

§ 10331(a)(1)

20
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PPACA Section 10331(a)(2): CG‐CAHPS
●

Clinician and Group Consumer Assessment of Healthcare
Providers and Systems (CG‐CAHPS)








●

Patient surveys begin 2014….individual physician surveys by 2015
Timely care, appointments, information
How well doctors communicate
Patient ratings of doctors
Health promotion and education
Shared decision making
Health status / functional status as a result of care rendered

“Certified Survey Vendor” created
21
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PPACA Rule CMS‐1600‐P
Quality Reporting Measures
●

Physician Quality Reporting System (PQRS) 2014:




●
●

●

9 Measures must be reported
3 from National Quality Strategy domains
For 50% of the entire Medicare‐eligible patient population

Effect of not reporting PQRS occurs in 2016
Failure to report a selection of the measures = up to 2% reduction
in prevailing Medicare Fee Schedule (FS)
Qualified Clinical Data Registries created for sub‐specialists
dealing with specific diagnoses, conditions (§ 1848(m)(3)(E)(ii))
22
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Value Based Modifier (VBS)
●

●
●

●
●

How quality data reported under PQRS equals modification to
payments under the Fee Schedule
VBS use begins 2015; full implementation 2017
Physician groups of 10 or more must report beginning 2016;
expect all physicians to report by 2017
Quality tier system results in FS reductions of up to 2%
QRUR (Quality and Resource Use Reports) will report how the
value based modifier will impact individual physician
reimbursement, beginning 2014
23
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National Strategy for Quality Improvement
in Health Care
●
●

PPACA Part S, Subpart I, Section 399HH(2)(B)(i‐iii)
Establishes Priorities that will:






Have the greatest potential for improving health outcomes,
efficiency, and patient‐centeredness…
Identify areas…that have the potential for rapid
improvement in the quality and efficiency of patient care…
Address gaps in quality…
24
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National Strategy for Quality
Improvement
●
●

HHS Annual Report to Congress, 2012
“Key Measures and Long Term Goals”










“…reducing the harm caused in the delivery of care…reduce harm
from inappropriate or unnecessary care….”
CDC: 5% of hospital patients acquire health care associated
infections
145 Health Care Acquired Conditions (HACs) occur per 1,000
admissions
AHRQ: Hospital Readmissions occur at a rate of 14.4%
Compliance Officers are now Quality Officers

25
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ABOUT PHYSICIANS
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“No college junior studies organic chemistry and
takes the MCAT planning to devote 4 years to
medical school and 3 plus years to residency and
fellowship just to cheat Medicare and
Medicaid.”
Julie K. Taitsman, M.D., J.D.
CMO for the OIG, Department of HHS
27
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About Doctors in General
Main Goal: Deliver quality care in effective safe manner
Competitive, OCD, delayed gratification & clinical
Tend to be detailed overachievers and/or survivors
Clueless about Compliance…do not “get” it
Think in terms of medical malpractice avoidance
No prior training about fraud, abuse, & medical
malpractice
Inherently do not like or trust administrators
Some people are just crooks…doctors included!

●
●
●
●
●
●
●
●

28
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Approaching Physician Education
●
●
●
●
●
●

One size does not fits all programs
Each organization has unique needs
One teaching method alone is not enough
Areas of malpractice & compliance risks evolve and
change with time
A “check off” approach to physician education does not
work
You catch more flies with honey that you do with
vinegar…PARTNER WITH YOUR DOCS!
29
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Things to Consider
•
•
•
•
•

Size of practice to be educated
Physical location of practices
Method(s) & venue of physician education
Education is perpetual; not a one shot deal!
Relevant & necessary topics
▪ Provide education required by law first; then everything else
▪ OIG Work Plan
▪ Areas of risk that have internally or externally surfaced

•
•

Allowable time ‐ Time is money to physicians
Budget
30
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Teaching Principles
●
●
●
●
●
●
●
●

Positive attitude – Compliment & encourage
Explain topic background & reference
Engage physicians to share experiences
Avoid confrontation with physicians
Helpful & supportive approach
Teamwork philosophy
Avoid intimidation
Request feedback, review it, act on it!
31
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Teaching Principles: An Administrator and
Compliance Officer’s Perspective
●

●
●

●
●
●
●

Physicians are taught to assess, diagnose, implement correct
treatment action, and be responsible for outcomes
Little tolerance for ambiguity
As scientists, respect facts and data that can be supported by
research
Understand but often dislike Peer Review
Dislike being outliers
Dislike being embarrassed before peers
Generally want to do the right thing…What is it?

32
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Educational Resources
●

“A Roadmap for New Physicians: Avoiding Medicare &
Medicaid Fraud & Abuse”
 Booklet & companion slide presentation
 www.oig.hhs.gov/fraud/PhysicianEducation

●

Internally Produced v. Commercial CME Programs
Agency for Healthcare Research & Quality

●

Medscape Education

●

GOOGLE!

●

 http://webmm.ahrq.gov/cme.aspx
 http://www.medscape.org/medscapetoday
33
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GUIDELINES:
RISKS
&
REIMBURSEMENT
34
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New Nomenclature
●
●
●

Community Based Standard/Standard of Care
Clinical Practice Guidelines = CPG
Evidence Based Medicine = EBM

Williams, C. 61 Wash & Lee L. Rev. 179 (2004)
Leape, L. et al. 288 JAMA 501 (2002)
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Evidence Based Medicine
●
●

Institute of Medicine (IOM)
EBM Defined:


“The conscientious, explicit, and judicious
use of current best evidence in making
decisions about the care of individual
patients.”
Sacket, D. et al. 312 Brit. Med. J. 71 (1996)
Eddy, D. 26 J. Health Pol., Policy & L. 387 (2001)
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Clinical Practice Guidelines
Institute of Medicine (IOM)
CPGs Defined:

●
●



“Systematically developed statements to assist the
practitioner with patient decisions about appropriate
health care for specific clinical circumstances.”
Institute of Medicine, TO ERR IS HUMAN: BUILDING A SAFER HEALTH CARE SYSTEM (1999)
Barry Furrow, et al., HEALTH LAW 267 (2nd ed. 2000)

37
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The Law & CPGs
●
●
●
●
●

Evidence of customary medical practice
Act as authoritative expert
Used as well accepted review article
Used by PLAINTIFF
Used by DEFENDANT
See generally A. Hyams, D. Shapiro, T. Brennan, Medical Practice Guidelines in Malpractice Litigation: An Early Retrospective, 21 J.Health
Pol., Pol’cy & Law (1996)
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CPGs in Medical Malpractice Cases
●

●

●
●

Already affecting settlement patterns
according to survey of malpractice lawyers1
Plaintiffs have used guidelines to their
advantage2
ACOG Guidelines MOST used!!!
EXPERT TESTIMONY STILL NEEDED!
1. A. Hyams, D. Shapiro, T. Brennan. 21 J.Health Pol., Pol’cy & Law (1996)
2. See, e.g., Miles v. Tabor, 443 N.E.2d 1302 (Mass.1982); Basten v. U.S., 848 F.Supp. 962 (M.D.Ala.1994)
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CPG: Quality & Reimbursement
 Measures collected under PQRS → “Quality Measures”
 Assessment of patient health outcomes & functional
status of patients
 Assessment of continuity & coordination of care & care
transitions
 Assessment of efficiency
 Assessment of patient experience & patient, caregiver, &
family engagement
 Assessment of safety, effectiveness, & timeliness of care
40
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EHR RISKS, BENEFITS,
&
COMPLICATIONS
41
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OIG EHR VULNERABILITY REPORT
●
●

January 2014
Objective:
 Describe how CMS & its contractors implemented program
integrity practices in light of EHR adoption

●
●

Concerned that EHRs may make it easier to commit fraud
2 Major areas where EHRs c/b used to commit fraud:
 Copy/Pasting
 Over documentation
http://oig.hhs.gov/oei/reports/oei‐01‐11‐00571.pdf
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EHR Liability Issues
●
●

Cloning/Cut & Paste
Did/did not perform
 Dropdowns, templates, defaults, macros

●
●

Pre‐populated templates
Voice recognition issues

http://oig.hhs.gov/oei/reports/oei‐01‐11‐00571.pdf
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EHR Liability Issues
●

Failure to check all areas of program for results

●

Improper scanning by support staff
Failure to check “paper chart” or “scanned chart”
Changing the note
Locking the note

 Scanned data v. direct drop
●
●
●

44
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EHR Liability Issues
●

Chart inconsistencies
 History
 Exam

●
●

●

Failure to read office visit notes created
Automatic acceptance of coding engine
recommendation
Automatic acceptance of modifier recommendation
45
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EHR Liability Issues
Reasons for RAC Overbilling

AHA (November 2010). RAC TRAC Survey
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EHR Liability Issues
Breach Notification Highlights

HHS Office for Civil Rights (2010)

47

WWW.HPIX-INS.COM
WWW.HPIX-INS.COM

Surgical Mystery
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Where’s the HPI?
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Where’s the appropriate exam?
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To Tattoo or Not to Tattoo
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To Tattoo or Not to Tattoo
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To Tattoo or Not to Tattoo
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Voice Recognition Error
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Voice Recognition Error
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Risk Protection Strategies
●

●
●
●

Develop a process to use EHRs to evaluate
patients
Be careful
Take your time
Read what you typed, dictated &/or clicked
56
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Risk Protection Strategies
●

●
●
●
●

Stay in contact with administration & leadership re:
time demands and necessary support
Stay in contact with IT and trainers &/or super users
Cooperate and support the Compliance Team
Offer and take constructive criticism
DO NOT FORGET THE PATIENT
57
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CRITICAL PHYSICIAN
EDUCATION
IN
2014
58
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Areas of Risk Exposure
●
●
●
●
●
●

●

Medical Record Documentation
Informed Consent Deficiencies
Inadequate Patient Education
Poor Physician‐Patient Communication
Poor Physician‐Physician‐Nurse Communication
Lack of Medical Necessity for Performed Medical
Services
Improper Performance of Medical Services/Care
59
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Areas of Risk Exposure
●

●
●
●
●
●

Overutilization or Unusual Utilization Triggers
Investigation
Investigation Leads to Publicity
Investigations Lead to Medical Malpractice Suits
Hospital/Physician Arrangements At Risk
Hospital Survival At Risk
Physician License At Risk
Moses RE, Chaitt MM, Jones DS. JHCC 2013;15:35‐40.
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Quality Failures That Could Be Improved
Through Education
Inadequate informed consent: What is your doctor’s process?
Who delivers it?
Missed abnormal lab results: What is the system to ensure this
does not occur?
Incomplete H&P – pre‐surgical workup: How is adverse patient
managed?
Medication management errors: How does the practice develop
medication data and check for contraindications?
Patient handoff: What is the process to avoid failure to
completely communicate with other providers?

1)

2)

3)

4)

5)

Jones DS, Moses RE. JHCC 2012;14:49‐55.

61

WWW.HPIX-INS.COM
WWW.HPIX-INS.COM

Social Media
●
●

Embraced by many Healthcare Organizations
Legal, compliance, & ethical issues
 HITECH → Created EHR standards + financial incen ves for adop on of
EHR


Future possible False Claims cases

 HIPAA → Compliance essen al due to risks HIPAA creates





EHR
Litigation
Medical student, house officers, & young physician perspective
Adverse employment actions

Moses RE, et al. Am J Gastroenterology 2014: In Press.
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Social Media
●
●

Thousands of social media websites exist
Sites frequently used by medical professionals










LinkedIn
Facebook
MySpace
Twitter
Flickr
Google Plus
YouTube
Vimeo
Instagram
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Social Media
●
●

Social media risk prevention strategies in health care
5 Key position policy statements developed re: online
medical professionalism
 Collaborative effort:
 ACP Council of Associates
 ACP Ethics, Professionalism, & Human Rights Committee
 Federation of State Medical Boards Special Committee on
Ethics & Professionalism

●

Published 2013
Farnan J, Sulmasy L, et al. Ann Intern Med 2013;158:620‐7.
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Social Media
1)

2)

Use of online media can bring significant educational benefits to
patients and physicians, but may also pose ethical challenges.
Maintaining trust in the profession and in patient–physician
relationships requires that physicians consistently apply ethical
principles for preserving the relationship, confidentiality, privacy,
and respect for persons to online settings and communications.
The boundaries between professional and social spheres can blur
online. Physicians should keep the 2 spheres separate and comport
themselves professionally in both.

Farnan J, Sulmasy L, et al. Ann Intern Med 2013;158:620‐7.
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Social Media
3)

4)

5)

E‐mail or other electronic communications should only be used by
physicians in an established patient–physician relationship and with
patient consent. Documentation about patient care communications
should be included in the patient’s medical record.
Physicians should consider periodically “self‐auditing” to assess the
accuracy of information available about them on physician‐ranking Web
sites and other sources online.
The reach of the Internet and online communications is far and often
permanent. Physicians, trainees, and medical students should be aware
that online postings may have future implications for their professional
lives.
Farnan J, Sulmasy L, et al. Ann Intern Med 2013;158:620‐7.
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Patient Portals
•
•
•
•

Required by HITECH
Part of Meaningful Use requirement
Developing area of liability
Areas of risk
 HIPAA
 Many other potential areas or risk exposure
 For example…
67
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Patient Portals
●
●

●

Phoenix Cardiac Surgery, P.C., of Phoenix and Prescott, Arizona
Extensive investigation by the HHS Office for Civil Rights (OCR) for
potential violations of the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) Privacy and Security Rules
Incident giving rise to OCR’s investigation was a report that the physician
practice was posting clinical and surgical appointments for its patients on
an Internet‐based calendar that was publicly accessible. On further
investigation, OCR found that Phoenix Cardiac Surgery had implemented
few policies and procedures to comply with the HIPAA Privacy and
Security Rules, and had limited safeguards in place to protect patients’
electronic protected health information (ePHI)
http://www.hhs.gov/news/press/2012pres/04/20120417a.html
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Patient Portal
●

OCR’s investigation also revealed the following issues:
 Phoenix Cardiac Surgery failed to implement adequate policies and
procedures to appropriately safeguard patient information;
 Phoenix Cardiac Surgery failed to document that it trained any
employees on its policies and procedures on the Privacy and Security
Rules;
 Phoenix Cardiac Surgery failed to identify a security official and
conduct a risk analysis; and
 Phoenix Cardiac Surgery failed to obtain business associate
agreements with Internet‐based email and calendar services where
the provision of the service included storage of and access to its ePHI.
http://www.hhs.gov/news/press/2012pres/04/20120417a.html
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Patient Portals
 Under the HHS resolution agreement, Phoenix Cardiac Surgery has
agreed to pay a $100,000 settlement amount and a corrective
action plan that includes a review of recently developed policies
and other actions taken to come into full compliance with the
Privacy and Security Rules.
 Leon Rodriguez, director of OCR: “We hope that health care
providers pay careful attention to this resolution agreement and
understand that the HIPAA Privacy and Security Rules have been in
place for many years, and OCR expects full compliance no matter
the size of a covered entity.”
http://www.hhs.gov/news/press/2012pres/04/20120417a.html
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HIPAA
●

HIPAA Privacy, Security, Enforcement and Breach Notification
Rules ‐ The HITECH Mandate:
 The Health Information Technology for Economic and Clinical Health (HITECH)
Act, enacted as part of ARRA 2009, promotes the widespread adoption and
standardization of health information technology, requires HHS to modify the
HIPAA Rules to strengthen the privacy and security protections for health
information…

●

Informing and Educating Doctors:
 Fines and penalties for data breaches and loss of patient health information (PHI)
 Procedures for remediation are more onerous
 Under the Act, negligent compliance practices may result in fines up to $1.5
million per year
Source: HPIX Newsletter, Fall 2010
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ICD‐10
●
●

Deadline October 1, 2014
CMS training: Provider Resources Internet Page at CMS.Gov
(www.cms.gov/Medicare/Coding/ICD10/ProviderResources.html)







Physician training
Vendor information
FAQS
Medical Practice Tips
Checklists and Implementation Guides
72
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And Then…ICD‐10 = 141,000 Codes
●
●

●

Hurt at the opera Y92253
Stabbed while crouching
Y93D1
Walked into a lamppost
W2202XA
 Lamppost, subsequent
encounter W2202XD

●

●
●
●

▪ V95.41 (not billable)
●

Submersion due to falling or
jumping from crushed water
skis V9037XA

Struck by a duck (W6162XA)
Bitten by a duck (W6161XA)
Spacecraft crash injuring
occupant
Spacecraft fire injuring
occupant, initial encounter
▪ V95.44XA
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WHEN QUALITY FAILS
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Compliance and Quality Investigations
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St. Joseph’s Medical Center
Townson, MD
●

●

●

●

St. Joseph’s Medical Center, Baltimore MD, opens new state
of the art Cardiac Catheterization Lab
Retains leading NE area Interventional Cardiologist, Mark
Midei, MD, as Director
Cath Lab quickly becomes “go to” facility for difficult cases &
stent placement
Stent utilization exceeds all manufacturer’s prior records
(according to e‐mail messages by manufacturer later
discovered during investigation)
76
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St. Joseph’s Medical Center
Townson, MD
●

●

●

●

As stent use increases, an employee who had a stent placed
files a qui tam complaint with the OIG complaining he had a
coronary artery stent inserted that was not medically
necessary
The OIG analyzes stent utilization and conducts an
investigation of stent billing and medical records
658 stent placements are questioned as “not medically
necessary”
Fines and penalties are assessed against the hospital
77
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St. Joseph’s Medical Center
Townson, MD
●

●

●

●

Hospital conducts its own investigation → relieves Dr. Midei
and sends letters to all 600+ patients advising them to
consult with their Cardiologist
Hospital settles the OIG charges for $22M for alleged
violations of Anti‐Kickback and Stark Laws
Dr. Midei is subjected to a highly publicized U.S. Senate
Finance Committee investigation
Dr. Midei's license to practice medicine is revoked by State
Board of Medicine
78
WWW.HPIX-INS.COM
WWW.HPIX-INS.COM

26

2/20/2014

St. Joseph’s Medical Center
Townson, MD
A media frenzy is ignited with repetitive negative news
stories about Dr. Midei, the hospital and the parent
company, Catholic Health Initiatives
Hundreds of medical malpractice lawsuits are filed against
Dr. Midei and his cardiology group
St. Joseph’s Hospital closes the Cath Lab due to lack of
utilization
Hospital is sold!

●

●

●

●

79
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Never Events
●

§5001(c) of the Deficit Reduction Act of 2005 (DRA)




Never events are not reimbursable by CMS
Hospital acquired conditions are not reimbursable
Implementation Timeline
 Medicare

2008
2011
 States July 2012
 Medicaid

www.cms.gov/Regulations‐and‐Guidance/Legislation/LegislativeUpdate/Downloads/Dra.pdf
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Office of Evaluations & Inspections (OEI)
●

July 19, 2012


●

Compliance Officer responsibilities




●

“…hospitals reported only 1% of (never) events. Most of the events…were
not identified by internal hospital incident reporting systems.”
Monitor frequency of reports & quality of data
Educate staff members on reporting
Monitor billing for all adverse medical events

National Academy for State Health Policy (NASHP)


List of never event reporting requirements
https://oig.hhs.gov/oei/reports/oei‐06‐09‐00092.pdf
www.nashp.org/pst‐state‐list
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PPACA Repayment Obligation Rule
●

●

●

PPACA: Provider must report & repay Medicare overpayment
within 60 days after the overpayment is identified…or by the
date a corresponding cost report is due
Overpayment is identified “ when the provider has actual
knowledge…or acts in deliberate indifference or reckless
disregard of the existence of an overpayment”
Look back provision: providers must report any overpayment
that occurred within the past 10 years
Proposed rule: 77 FR 9179,§ 401.303
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PPACA Reportable Overpayments
●
●
●
●
●

Medicare payments for non‐covered services
Medicare payments in excess of allowable amount
Errors in cost reports
Duplicate payments
Receipt of Medicare payment when another payer has
the primary responsibility for payment


Medicare Secondary Payer Act (MSP)
Proposed rule: 77 FR 9179,§ 401.303
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Duties of Overpayment Contractors
●
●
●

●
●
●
●

Preventing fraud
Identifying potential fraud
Investigating fraud allegations: beneficiaries, providers,
CMS, OIG, MFCU, & corporate anti‐fraud unit
Deny or suspend payments
Refer case to OIG for civil & criminal prosecution
Refer providers to OIG for exclusion from program
Recommend prospective review of claims
CMS Program Integrity Manual 2.2

84
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CONCLUSIONS
&
SUMMARY
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●

●
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●

●
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●
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AGENDA
• HealthCare Fraud Investigation Contagion
– Review of interested agencies, relevant statistics and conduct that attracts
attention

• Symptoms of an Investigation: When and how a healthcare
fraud government investigation can start
• Right Prescription: Best way to respond to/participate in
healthcare fraud investigation
• Recovery: Aftermath of the healthcare fraud investigation

2

HealthCare Fraud Investigation Contagion
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The Numbers

Civil

Criminal

Administrative

 Funds criminal investigations

 Strike Force

 OIG’s CMP Authority

 Biggest settlements with large
companies

 Currently located in following cities:
Los Angeles, Brooklyn, Miami,
Detroit, Tampa, Louisiana (Baton
Rouge and New Orleans), Dallas,
and Chicago.

 Penalties – Exclusion

 Physicians & individuals
increasingly targeted

 More aggressive than in the past
 Focus on providers that employ
excluded individuals

 2013 – TBD, but in the
billions.

HealthCare Fraud:
Government’s Current Gold Mine
• DOJ and HHS reported $4.2 billion dollar year for healthcare fraud
and enforcement in 2012
– Consumer Protection Branch and US Attorneys’ offices obtained nearly $1.5
billion in fines and forfeitures for FDA offenses
– DOJ opened 1,131 new criminal health care fraud investigation and 885 new civil
investigations
– Hospitals, nursing homes, long-term care settings, residential treatment facilities,
intermediate care facilities, institutes for mental disease, hospices, institutional
healthcare providers, home health agencies (HHAs), hospitals, and nursing
facilities government “targets”

• Department of Justice (DOJ) recovered nearly $5 billion in False
Claim Act settlements and judgments in 2012
– Pharmaceutical/healthcare industry made up $3 billion of that $5 billion
– Healthcare industry remains the primary focus of enforcement, but other
industries also being targeted
5

Hospitals, Providers, and Health Systems
in the Cross-Hairs: Who’s Watching?
•
•
•
•
•
•

DOJ/US Attorney Offices
HHS-OIG
State Attorney Generals/Medicaid Fraud Control Units (MFCU)
FDA
DOJ Consumer Protection Branch
Medicare and Medicaid Contractors
– ZPICs, MACs, RAs

• Whistleblowers
– Federal, state and municipal False Claims Acts

• Competitors
• Congress/state legislatures
• Press
6
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Department of Justice

Main Justice

Main DOJ

F.B.I.

FBI

USAO

USAO
 Lead on False Claims Act cases
 Can prosecute criminal conduct
 Slightly different view between Main
Justice – USAO
 National vs. Local

Department of Health & Human Services

CMS

Office of
Investigations
Office of Audit
Services

Office of Counsel to
the Inspector General

Office of Evaluation &
Inspections

 Program Agency for
Medicare & Medicaid
 Responsible for Stark
Law

 Delegated Authority to bind HHS on FCA matters
 “Client Agency”

 Payment Suspensions
& Pre-Pay Reviews
 Recovery Auditors &
ZPIC Audits

 Civil Monetary Penalty Authority
 Exclusion Authority
 OI has 600 Special Agents & Analysts
 OAS projects $65 Billion in Overpayments

State Agencies

Attorney General

 Focus on Medicaid Fraud
 Civil & Criminal
 OIG-OEI has oversight
authority on MFCUs
Medicaid Fraud Control
Units

 Ability to suspend payments
pending an investigation
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They’re ALL Watching You . . . .
Commercial
Payors

DOJ

Plaintiff
Lawyers

RACs/
ZPICs

FDA
Medicare/CMS

State
Legislatures

FTC

YOU
Whistleblowers

State AGs

Personal
Injury
Litigants

HHS

Congress

Medicaid

OIG
Competitors

PRESS
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HEALTH CARE FRAUD ENFORCEMENT
THE FUTURE
• Types of allegations against providers:
– Quality of care
– Billing practices
– Medically unnecessary level of service
– National hospital initiatives and Stark Law
– Arrangements and relationships for AKS compliance
– Sales and marketing practices
– Sunshine Law reporting?

11

Symptoms: Recognizing When and How the
HealthCare Fraud Investigation Starts

4
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 Hundreds filed around the
country

How Cases Originate

 Many under seal

Qui Tams

 Large majority against “Deep
Pocket” Institutions
 Huge Incentive for
Whistleblowers (15-30%)
 Growing Relators Bar

Hotline
Complaints

 Frequent complaints to the Office of
Investigations
 Some lead to investigations & undercover or
covert operations
 OAS
 CMS & Contractors

Referrals

 State Agencies
 Public-Private partnership
 CMS

Data Mining

 OIG
 Outliers

Self-Disclosures

 More equitable
terms

How Can An Investigation Start
•
•
•
•
•
•
•
•
•
•

Search Warrant, Subpoena or CID from a government body
Requests for records from MAC
Response to problems uncovered through compliance program audit or
hotline call
Response to allegations of wrongdoing reported through a
whistleblower
State licensing board surveys
Non-compliance with federal regulations and statutes
Compliance with consent decrees or statutes imposing investigative
responsibility
Actual or threatened civil litigation (class actions)
Response to allegations raised by customers, vendors or competitors
Noncompliance with Corporate Integrity Obligations previously agreed
to with the OIG
14

Goals of An Investigation
• Quickly obtain accurate information, resulting in appropriate legal
advice, compliance assessment and informed decision making
• Maintain the confidentiality of the investigation and protect the
information acquired from an undesired or non-strategic disclosure
• Cooperate with the investigative body while protecting organization’s
rights

15
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Key Definitions: Grand Jury Subpoena
• What is a grand jury subpoena?
– Order of the court for a witness to appear
at a particular time and place to testify
and/or produce documents in the control
of the witness
– Will require you to provide the requested
materials and/or testimony
– Deadline to respond varies

• Will you know it when you see it?
– What does it look like?

16

Key Definitions: CIDs
• What is a CID?
– Production of documents
– Interrogatories
– Sworn testimony
–

Usually 20 days to respond on face

– Time frame negotiated in actuality
– Becoming much more common /onerous

• What does it look like?
– Will you know it when you see it?

17

OIG Subpoena
• Could be from Assistant
Inspector General for
Legal Affairs (AIG) or
Special Agent in Charge
(SAC).
• May seek documents
(example at right) or be a
testimonial subpoena (see
42 C.F.R. §§ 1006.1 –
1006.5).
• Response usually due in
30 days but often
negotiated.
18

6

2/20/2014

Key Definitions: Search Warrant
• What is a search warrant?
– a court order granting law
enforcement agents the right to
enter a location to search for and
seize certain items.
– generally issued only after a court
or magistrate has made a
determination that "probable
cause" exists that some criminal
activity has occurred.
– permits agents to search for and
seize any property that constitutes
evidence of the commission of a
crime.

• Will you know it when you see
it?
– What does it look like?

19

Key Definitions: Attorney Client Privilege
and Work Product Doctrine
• What is attorney client privilege?
– Communications between an attorney and “client” made in confidence for the
purpose of providing or obtaining legal advice
– Usually attorneys interviewing/questioning, sometimes Compliance personnel
– The “client” in most cases will be the Company, not You, but you must still
maintain the communications as confidential as the privilege belongs to the client
•

Sometimes this will be explained to you orally or you will be required to sign consent form

– Varies slightly by state

• What is work product doctrine?
– Materials created or collected by counsel in preparation for litigation
– Materials containing an attorney’s thoughts, beliefs, and mental impressions
– Varies slightly by state

20

Key Players: Counsel, Compliance, and
Management
• Counsel
– In-house counsel/legal department – lawyers employed by the Company to
provide legal counsel to the Company, sometimes asked to conduct internal
investigation by themselves
– Outside/external counsel – specialized lawyers retained by the Company to
provide neutral and objective perspective to assist in-house counsel advise
Board/Management

• Compliance
– Company’s department or officer – assessment of compliance even during
investigation
– Will work with both types of counsel during investigations

• Management/Board
– Company’s decision makers and oversight body

• All are working for the Company’s best interest, but could disagree
during the investigation as they have different focus
21
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How to Respond to the Investigation
• Quickly determine the nature of the allegations
• Get the word out or keep to core group?
• Document preservation and retention
• Identify potential sources of documents and data
• Develop effective document collection, review, and production
strategies
• Identify relevant employees/contractors “Custodians”
• Protect the attorney-client privilege and work product protected
materials
• Conduct thorough and objective internal investigation
• Compliance enhancements

22

Determine the Allegations and Who Will
Respond
• Scope and focus - prepare a work plan
•

Consider costs, needs of business to continue v. need to adequately conduct
investigation

• Identify the right investigator
•

Outside counsel, in-house counsel, compliance department, or some
combination of the above

•

In-house counsel would be more cost-efficient, but outside counsel provides
independence, objectivity, and expertise in internal investigations and responding
to government agencies and often heightened expertise in handling such matters

•

A key question in deciding who conducts the investigation is whether you
will be able to satisfactorily defend the company’s response to an
allegation or problem if it came to the attention of criminal prosecutors,
regulatory agencies, shareholders, or the public.
• Your answer must be YES, so use the investigator that will help satisfactorily
defend the Company
23

Responding to Subpoenas and CIDs
• The subpoena/CID makes its way to you . . .
– What do you do?
• Who is the subpoena/CID addressed to?
• Hand it off to legal?
• Compliance department?
• If you know what it is about, do you try to talk to Legal about
it immediately?
• If you talk to Legal about it, what is Legal going to do with the
information you give them?

24
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Get the Word Out – Balanced Approach
• Determine who within the organization needs to know
– Who can answer questions or issues relating to the allegations?
– Who needs to know of financial and/or legal implications?
– Who needs to assist Organization in responding to the allegations (e.g.,
collecting data)?

• Usual Suspects tend to be:
– Executives
– Board
– Audit Committee/Compliance Department (if not already involved)
– Investor Relations (for public company)
– IT Department
– Key Employees (all those with or likely to have knowledge)
– Human Resources
25

Document Preservation and Retention
• Preservation Notice/Document Hold Memorandum
– Notice/memo circulated to all employees to preserve relevant information upon
learning of pending or threatened litigation or investigation, or receipt of a
subpoena or CID
– You may be asked to confirm receipt of this notice/memo
– Retain all relevant documents – don’t delete or alter anything that would be
considered responsive to the notice/memo
•

Should also preserve external hard drives, thumb drives, SD cards, and other removable storage
media.

– If you are responsible for identifying recipients, think of “record custodians” employees who may be in the possession, custody or control of documents
related to the investigation
– A defensible preservation and collection methodology and protocol

• Those who refuse to cooperate can be charged with obstruction of
justice
26

Identify Potential Sources of
Documents and Data
• Cast a wide net - think of where ALL the relevant information could
possibly be located
– Employees’ hard drives
– Employees’ personnel files, submissions to third parties,
– Company’s databases
– Company’s shared drives
– Company’s archived files
– Paper files forgotten in drawers, cabinets, etc.
– At home?
– Off-site locations (storage?)

• Once sources are identified, work with counsel to determine best
method of collection, review, and production
27
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Develop Effective Document Collection,
Review, and Production Strategy
• Effective Document Collection
– When collecting all (especially electronic) documents, ensure all requested
information is preserved (e.g., date, to, from, subject, author, source, custodian,
etc.)
– If collecting documents from foreign countries, be mindful of privacy laws (e.g.,
EU privacy laws)

• Effective Document Review
– Review must be thorough – Cannot just be data dump
•

Usually outside counsel negotiates with the Government prior to review and production to determine
what Government is seeking

– Develop review protocol in which responsive/relevant and hot/key documents are
described
– Review to protect privileged documents

• Effective Production Strategy
– Ensure docs are produced in appropriate/requested format preserving ESI
28

– Keep record of what was produced and when (e.g., production letters and logs)

Identify Relevant Employees
• Cast a wide net - think of ALL employees that could possibly have
relevant information
– Who has the information?
•

Those in relevant dept?

•

Those working with relevant dept?

– Who are they?
•

Current employees?

•

Former employees?

•

Executives?

– Where are they?
•

Different office?

•

Different company?

•

Different country?

– How can they be reached?
•

Strategic considerations in reaching out to certain employees (e.g., former employees)?

•

Specific procedures that must be followed prior to contacting them?
29

Protecting the Attorney Client Privilege
• Protect the attorney client privilege
– Employee interviews
• Consider employee indemnification
• Must remain confidential
• Pros and cons of memorializing employee interviews
• Detailed versus high level summaries
• No Legal Conclusions!

• Consider joint defense agreements
– Might result if and when an employee requires his/her own counsel

30
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Thorough and Objective Internal
Investigation Is Necessary
• Conduct thorough and objective internal investigation
– Helps to accurately assess potential liability
– Helps to develop a strategy for dealing with the government
– Demonstrates cooperation and that the company is taking the
allegations seriously
– Is critical to developing successful defenses

31

Key Considerations for Government
Investigations
• Government investigation requires Company to respond to
government agency’s inquiries
– Would likely lead to Company conducting an internal investigation

•
•
•
•
•

Obtain information from Government about focus of the investigation
Discuss scope of subpoena and related issues with Government
Set the proper tone
Obtain control of the process
Maintain open dialogue

32

Internal Investigation v.
Government Investigation
Internal

Government

Start

•Initiated by Company
• Perceived discrepancy in routine
monitoring
•Receipt of internal/external complaint

•Initiated by Government Agency
•Subpoena, CID, search warrant,
whistleblower, etc.

Goal/Strategy

• Assess whether any wrongdoing has
occurred, and determine appropriate
action if any
•Company must be convinced whether
wrongdoing has/has not occurred
• Playing offense and sometimes
defense

• Identify basis and evidence behind
government's allegations
• Identify basis and evidence of any
potential defenses (cooperation v.
defense)
• Playing defense

Investigator

• Compliance/audit department
• Counsel (in-house and sometimes
outside counsel)

•Government agency but with help from
Company’s Counsel

Investigation

• Collect and review documents
33
•Interview relevant employees
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• Collect, review, and produce
documents to Government
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Putting it Together:
What an Investigation Usually Looks Like
• Preservation of relevant documents and electronic records
– Receipt of a preservation notice/document hold memorandum asking you not to
delete any relevant emails, electronic or hard copy documents, etc.

• Interviews of relevant people must be conducted
– Request for an interview or meeting with you to understand the process and your
role/action in the process in question
– Remember your explanation will help the lawyers respond to the agency’s request
and ultimately help the company and allow you to go back to your regular work
duties
– Interviews could be memorialized by interviewers

• Investigative steps should be documented in detail

34

Right Prescription: Responding to and
Participating in the Investigation

35

Instructions/Information You Might Receive
Prior to Responding/Participating
• General outline of the investigation/litigation (including details as to
the divisions or products of the Company that are at issue)
• Requested to help lawyers conduct an investigation
• Treat all information as privileged and confidential
• Do not discuss investigative work or findings with others
• Do not make copies of their notes or reports and should deliver all
originals and work papers to the lawyers
• Mark all investigative notes, reports or other documents or
communications, including e-mail correspondence, “Privileged and
Confidential”

36
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Don’t Kill the Messenger: Be Helpful and
Participate in the Investigation
• Calm influence to follow instructions given
– Adhere to preservation notice/document hold memorandum
– Honestly answer questions presented during all interviews
– Respond to all follow up requests
– Maintain all communications with attorneys confidential – do not share with
anyone

• Failure to be truthful or destruction of documents is serious AND
could result in prosecution for obstruction of justice

37

Scenario 1: Unjustified Procedures
• Hospital’s OR nurses have been speaking about the big spine
surgeon on staff at the hospital who does a lot of procedures and
they think they are not always medically justified.
• They meet with their supervisor who tells them to mind their own
business – the neurosurgeon is highly productive and no major
complaints from patients and only a few malpractice cases.
• One of the OR nurses decides to discuss a recent spine case with
an orthopedic surgeon who works at another hospital, and who
expresses concerns to her on clinical care. The OR nurse calls the
Hospital’s Compliance Hotline.

38

Scenario 1: Unjustified Procedures
• What do you do?
– Internal review/audits?
– Involve the hospitals’ lawyers?
– Peer review?

• When do you notify top management?
• When do you notify the Board?

39
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Scenario Two: Subpoena Arrives
• In the midst of hospital’s compliance reviews above, hospital
receives a government subpoena for records related to the spine
surgeon’s procedures at hospital, financial arrangements, related
compliance and audit reports, etc.
• NOW WHAT?

40

Scenario Three: Visit from the Feds
• FBI agents arrive at the Hospital requesting documents regarding
the spine surgeon’s procedures at hospital, financial arrangements,
related compliance and audit reports, etc.
• What should you do?
– Should you speak with the government?
– Should you reach out to in-house counsel? Outside counsel? Compliance?
– What if you can’t reach any of them?
• Who should you contact?
• What should you do?

41

Scenario Four: FBI Visits Your Home as if
You’re Tony Soprano
• After you participate in the internal investigation regarding your
knowledge of the spine surgeon’s procedures at hospital, financial
arrangements, related compliance and audit reports, etc. FBI
agents arrive at your home at 7 a.m. requesting to speak with you
about the same issue. In-house counsel, outside counsel, and a
compliance officer were all present at your interview during the
internal investigation.
• What should you do?
– Should you speak with the government?
– Should you reach out to in-house counsel? Outside counsel? Compliance?
– What if you can’t reach any of them?
• Who should you contact?
• Get your own lawyer?
42
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So does all
this want to
make you want
to scream,
cringe or cry?

Recovery: Aftermath of the Investigation

44

Determining Investigation Results
• Potential criminal, regulatory or civil liability
• Reporting requirements to either the government, the
board of directors or the company’s outside auditors
• Notification requirements to insurance carriers, state
licensing boards?
• Need for employee disciplinary actions?
• Extent and content of any communication with
employees or the public

45
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Is It Over? Recognizing the End of the
Investigation
• Internal/External Conclusion is communicated
– In-house attorney/compliance person might communicate conclusion of
investigation
– Press Release might be issued as to fines, penalties resulting from investigation.

• Resulting policies (e.g., compliance programs) are introduced
– Consistent and comprehensive training
– Oversight, monitoring and reporting system (e.g., hotline)

• Improvements or modifications to existing compliance programs and
practices
– Ensure all practices adhere to applicable regulations
– When in doubt, contact legal for their advice

• Disciplinary procedures to address violations
• Call to request or confirm results
46

QUESTIONS?
Vicki L. Dwyer, CHC
Compliance Officer
Vail Valley Medical Center
970.477.5177
vicki.dwyer@vvmc.com

Meredith S. Auten, Esq.
Morgan, Lewis & Bockius LLP
215.963.5860
mauten@morganlewis.com

Ben Curtis
United States Department of
Justice, Criminal Fraud Section
(202) 514-2000
Benton.Curtis@usdoj.gov

Brian D. Bewley
Polsinelli P.C.
816.360.4372
bbewley@polsinelli.com

Geoffrey W. Hymans
Office of Counsel to the Inspector
General
202-708-9793
Geoffrey.hymans@oig.hhs.gov
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(COM 001)
I.

BACKGROUND / PURPOSE:
A.

The purpose of this policy is to establish a mechanism for the orderly response to
government investigations to enable GDMG to protect its interests while
cooperating with any government investigation to the extent required by law.

B.

Health care providers often are the subjects of government investigations targeting
alleged billing improprieties or violations of the fraud and abuse laws. Such
investigations may involve a number of different government agencies including,
but not limited to the:

C.

D.
II.

1.

Department of Justice

2.

U.S. Attorney’s Office

3.

Federal Bureau of Investigation

4.

Department of Health and Human Services

5.

Office of Inspector General

6.

Department of Defense

7.

U.S. Postal Services or a

8.

State Medicaid Fraud Control Unit.

9.

Recovery Audit Contractors (RAC)

The government rarely provides formal notice that a health care provider is under
investigation.
1.

A provider usually becomes aware of such investigation as a result of an
investigator requesting information.

2.

A provider usually does not know the scope of the investigation until the
government makes demand for payment or charges are filed

Government investigators have several tools available to them.

POLICY:
A.

Good Docs Medical Group (GDMG) and its covered persons shall cooperate fully
with any authorized government investigation or audit.

B.

GDMG, through its authorized representatives, shall assert all protections and
privileges afforded it by law during any such investigation or audit

C.

If, at any point in time, GDMG is involved in a government investigation, such
matter shall be treated as confidential.

D.

No covered person shall discuss such investigation with any person, except as
specifically authorized in this policy and procedure or as directed by the Corporate
Compliance & Privacy Officer.
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E.

III.

GDMG covered persons should be aware of the different strategies investigators
may employ to gain information and their rights and responsibilities when
interacting with government investigators.

GUIDELINES / PROCEDURE:
A.

There are a number of different methods by which government investigators
attempt to gain information concerning the organization under investigation. The
following addresses the appropriate manner in which to handle various inquiries by
investigators.

B.

Government Requests for Interviews
1.

2.

Government investigators often contact an organization’s current and
former GDMG covered persons to request interviews.
a.

Investigators often contact individuals at home (either in person or by
telephone) to obtain information that might not be readily offered in
the work place or to intimidate the potential interviewee.

b.

If a GDMG covered person is contacted by an investigator (either in
person or by telephone), the GDMG covered person should
Obtain the name, agency, affiliation, business telephone
number, and address of the investigator(s) (a business card
should contain all of this information); and

2)

Ask the reason for the visit or telephone call.

An investigator has a right to contact and to request to speak with any
current or former GDMG covered person.
a.

3.

1)

A GDMG covered person has the right to speak with the investigator,
as well as a right to refuse to speak with the investigator.

The investigator may indicate that if the individual does not agree to an
informal interview, or refuses to answer certain questions, he or she can be
subpoenaed to a grand jury to testify.
a.

While the investigator does not have subpoena power, the U.S.
Attorney does have the power to require attendance at a grand jury,
but only if the matter is part of a grand jury investigation rather than
merely an agency investigation.

b.

State authorities may also have certain subpoena power.

c.

By agreeing to an informal interview, an individual does not eliminate
the possibility of a grand jury subpoena, and an individual may well
be subpoenaed to testify before the grand jury concerning the
matters discussed in the informal interview.
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4.

If an individual decides that he or she is willing to submit to an informal
interview, the person has the right to have the interview at the time and
place of his or her own choosing, as well as the right to insist that any such
interview be conducted only in the presence of counsel or some other
representative.
a.

5.

Under any circumstances, if an individual agrees to be interviewed, he or
she should tell the truth, and should be aware that failure to do so may itself
be a violation of law.
a.

6.

An individual who agrees to an interview with an investigator is not
obligated to answer all questions posed by the investigator, and may
refuse to respond to certain questions or stop the interview at any
time.

Any answers provided by an individual should be based on facts
known to the individual, not speculation or surmise.

If an individual grants an interview, he or she also has the right to request,
prior to and as a condition of the interview, to tape record the interview
and/or receive a copy of the investigator's notes when the interview is
completed.
a.

There is no guarantee that the government will comply, but an
individual has the right to make such a request, and refuse a request
for an interview if the investigator refuses to comply.

7.

No GDMG covered person is authorized to give original or copies of GDMG
documents (including documents the GDMG covered person may have
prepared at work) to any government investigator (either as part of an
informal interview or otherwise) unless specifically authorized by the
Corporate Compliance & Privacy Officer or pursuant to a valid subpoena.

8.

GDMG does not prohibit a GDMG covered person from declining or require
a GDMG covered person to accept an investigator’s request for an
interview.
a.

GDMG requests, but does not require, that any GDMG covered
person who
1)

Is contacted by a government investigator inform the
Corporate Compliance & Privacy Officer of such
communication, even if the GDMG covered person declines to
speak with the investigator.

2)

Elects to speak to an investigator request that a GDMG
representative be present during any telephone or personal
interview.
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3)

b.

c.

If a GDMG covered person requests that a GDMG representative be
involved in the process, the representative will be available to
1)

Discuss the process with the GDMG covered person before
the interview,

2)

Attend the interview, and

3)

Discuss the matter with the GDMG covered person following
the interview.

If a GDMG covered person decides to grant an interview without
having a GDMG representative present at the interview, GDMG
requests, but does not require, that the GDMG covered person
discuss with the Corporate Compliance & Privacy Officer the
questions asked and the responses given after the interview takes
place.
1)

d.

9.

C.

Wishes to have a GDMG representative involved in the
process should contact GDMG’s Corporate Compliance &
Privacy Officer to make appropriate arrangements.

Government investigators have been known to try to stymie
this right by suggesting that speaking to the company or
counsel might obstruct their investigation, implying that the
same is a crime, which it is not.

A GDMG covered person who participates in an interview with a
government investigator without a GDMG representative present is
encouraged, but not required, to prepare a written memorandum
summarizing the interview for his or her personal reference in case
he or she is subsequently contacted by any investigator or required
to testify in any proceeding.

A GDMG covered person who is contacted by a government investigator or
is aware of the fact another current or former GDMG covered person has
been contacted by a government investigator should not discuss the matter
with any person other than the Corporate Compliance & Privacy Officer
except as specifically directed by the Corporate Compliance & Privacy
Officer or legal counsel.

OIG Subpoenas
1.

The Inspector General Act authorizes the Inspector General to "require by
subpoena the production of all information, documents, reports, answers,
records, accounts, papers, and other data and documentary evidence
necessary in the performance of the functions assigned by this Act, which
subpoena, in the case of contumacy or refusal to obey, shall be enforceable
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by order of any appropriate United States district court." 5 U.S.C. § 6(a)(4).

2.

a.

OIG subpoenas can be used in OIG audits, evaluations, or
investigations, both criminal and civil.

b.

This subpoena power permits the OIG to compel only documentary
information, and not testimonial information.

An OIG subpoena directed to GDMG or any facility may be delivered to
GDMG’s main office or to an outreach office by a government investigator
or by mail.
a.

If the subpoena is delivered in person, the GDMG covered person
who receives the subpoena should
1)

Obtain a business card from the individual or at a minimum,
the agent’s name and agency,

2)

Inform the agent that GDMG has a Corporate Compliance
Program in place and that the Corporate Compliance &
Privacy Officer will be able to accept the subpoena and assist
them in any way possible.,

3)

Immediately notify the Corporate Compliance & Privacy
Officer
a)

4)

3.

4.

In the absence of the Corporate Compliance & Privacy
Officer, the Associate Compliance Officer should be
notified.

The Corporate Compliance & Privacy Officer meets with the
agent, obtains a business card, and/or documents the agent’s
name, agency, affiliation, business telephone number and
address and asks the reason for the subpoena.

Unlike a search warrant, an OIG subpoena does not require the recipient to
respond immediately; typically, the subpoena will state the date on which
the documents are to be provided.
a.

A GDMG covered person who receives an OIG subpoena via U.S.
Mail, facsimile, or E-Mail should immediately deliver the subpoena to
the Corporate Compliance & Privacy Officer.

b.

The recipient of the subpoena or any person who is aware of the
receipt of the subpoena should not discuss the matter with any
person except as specifically directed by the Corporate Compliance
& Privacy Officer or legal counsel.

The Corporate Compliance & Privacy Officer is responsible for preparing
the response to any OIG subpoena.

Page 5 of 24
2014 HCCA Compliance Institute
Responding to a Government Investigation: Best Practices for Achieving a Favorable Outcome
Vicki Dwyer, APRN, CPC, CHC

Good Docs Medical Group
Government Investigations
(COM 001)

5.

D.

Upon receipt of the subpoena, the Corporate Compliance & Privacy
Officer immediately contacts legal counsel to assist in responding to
the subpoena.

b.

Legal counsel is responsible for any and all communications with
government representatives concerning the subpoena.

c.

The Corporate Compliance & Privacy Officer coordinates efforts to
identify and locate responsive documents, and either
1)

Sends the requested documents to appropriate agency or

2)

Delivers the document to legal counsel for review prior to
production to the government.

Upon notification of receipt of an OIG subpoena, the Corporate Compliance
& Privacy Officer informs all appropriate persons that the destruction portion
of any policy on record retention is suspended pending further notice.
a.

Such notification may or may not include information concerning the
investigation, depending on the particular circumstances.

b.

Under no circumstances should any person destroy or alter any
documents which may be responsive to the subpoena or relate to the
subject matter of the subpoena.

Civil Investigative Demands
1.

The Attorney General has the authority to serve a civil investigative demand
(“CID”) on a person who may be in possession of any documents or
information relating to a false claims investigation.

2.

A CID may require a person to do one or more of the following tasks to:

3.

E.

a.

a.

Produce documentary material for inspection and copying;

b.

Answer written interrogatories in writing with respect to such
documentary material; or

c.

Give oral testimony concerning such documentary material.

A CID directed to GDMG may be delivered to GDMG’s main office or to an
outreach office by a government investigator via U.S. mail.
a.

The CID is delivered immediately to the Corporate Compliance &
Privacy Officer.

b.

No person who is aware of the CID should discuss the matter with
any person except as specifically directed by the Corporate
Compliance & Privacy Officer or legal counsel.

Grand Jury Subpoena
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1.

2.

F.

The federal grand jury's function is to determine whether a person should
be tried for a serious federal crime alleged to have been committed within
the district where it sits. The grand jury must hear evidence before taking
action.
a.

The grand jury may issue subpoenas compelling persons to provide
testimony or produce documentary evidence.

b.

Failure by a person without adequate excuse to obey a grand jury
subpoena served upon him or her may be deemed contempt of the
court.

Any GDMG covered person who is served with a grand jury subpoena is
encouraged to report the matter immediately to the Corporate Compliance
& Privacy Officer , who will assist the GDMG covered person in the matter.
a.

Upon notification of receipt of a grand jury subpoena, the Corporate
Compliance & Privacy Officer immediately contacts legal counsel.

b.

No person who is aware of the service of a grand jury subpoena on
any current or former GDMG covered person should discuss the
matter with any person except as specifically directed by the
Corporate Compliance & Privacy Officer or legal counsel.

Search Warrants
1.

A search warrant is a court order granting law enforcement agents the right
to enter a location to search for and seize certain items.
a.

2.

It is generally issued only after a court or magistrate has made a
determination that "probable cause" exists that some criminal activity
has occurred.

The warrant permits agents to search for and seize any property that
constitutes evidence of the commission of a crime;
a.

Contraband,

b.

The fruits of crime or things otherwise criminally possessed;

c.

Property designed or intended for use, or which has been used, as
the means of committing a crime, or

d.

A person for whose arrest there is probable cause, or who is
unlawfully restrained.

3.

Agents may use force, including breaking into the facility and any safe,
cabinet, etc., after giving notice of authority and purpose and being refused
admittance (if someone is present).

4.

Under no circumstances should any GDMG covered person attempt to
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prevent or obstruct a search pursuant to a valid warrant.
5.

The Corporate Compliance & Privacy Officer serves as designated point
person to respond to the execution of a search warrant at the facility.
a.

6.

In his/her absence, the Associate Compliance Officer serves as the
point person.

Typically, agents will announce upon their arrival at the facility that they are
present to execute a search warrant.
a.

b.

The GDMG covered person to whom the agents announce their
presence
1)

Informs the agent that GDMG has a Corporate Compliance
Program and that the Corporate Compliance & Privacy Officer
or Associate Compliance Officer will assist them in any way
possible.

2)

Immediately contacts the Corporate Compliance & Privacy
Officer, and request the agents wait until such person arrives
to meet them.

Upon receipt of such notification, the Corporate Compliance &
Privacy Officer immediately contacts the Associate Compliance
Officer who immediately contacts legal counsel to inform him or her
that agents are present at the facility with a search warrant.
1)

Immediately upon completion of this call, the Corporate
Compliance & Privacy Officer then proceeds to meet the
agents
a)

7.

The Associate Compliance Officer or legal counsel
make arrangements to have an attorney present at the
facility as soon as possible.

The Corporate Compliance & Privacy Officer escorts the agent(s) to a
private conference room or other location and informs the agents legal
counsel should be arriving shortly, and request that the agents delay
commencement of the search until counsel arrives.
a.

b.

The agents may or may not honor this request.
1)

If they do not, the Corporate Compliance & Privacy Officer
follows the procedures set forth in this policy until such time
an attorney arrives at the facility.

2)

Once legal counsel arrives, the Corporate Compliance &
Privacy Officer follows counsel’s directions.

Ask each investigator for proper identification, including their
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business cards.
1)

c.

d.

e.

List the name, address telephone number and agency of each
government agent involved in the investigation, including the
date and location and ask the lead investigator to sign it.

Request a copy of the warrant.
1)

The subject of a search warrant is entitled to receive a copy of
the warrant prior to the departure of the law enforcement
officials.

2)

As a rule, the agents will provide a copy of the warrant at the
time of entry.
a)

The warrant does not have to, and will usually not,
contain the basis for its issuance. That is set forth in a
separate affidavit or transcribed sworn oral statement
which is often filed under seal.

b)

Review the warrant immediately upon receipt so as to
be in a position to ensure that the search is properly
authorized and limited to the area described in the
warrant and to the items specified in the warrant.

Request permission to make copies of documents or computer
storage media seized.
1)

Agents are not required to provide such copies, but the
request should be made, explaining the need for access to
such information to conduct day-to-day business operations at
the facility.

2)

If permission is given to make copies, assign personnel to
make such copies.

GDMG should be closed and all non-essential persons sent home as
soon as possible.
1)

There is no requirement that any person be made available
for interrogation.

2)

Persons in the area to be searched can probably be
temporarily detained and searched before leaving the area if
the agents have an "articulately and individualized" suspicion
of wrongdoing by those persons.

3)

In the name of securing the premises, agents may attempt to
confine personnel to certain areas, to limit use of the
telephone, and to pat down individuals and search their

Page 9 of 24
2014 HCCA Compliance Institute
Responding to a Government Investigation: Best Practices for Achieving a Favorable Outcome
Vicki Dwyer, APRN, CPC, CHC

Good Docs Medical Group
Government Investigations
(COM 001)
personal effects.

8.

10.

11.

Asking the agents whether individuals are under arrest
will usually prompt them to desist from unreasonable
attempts to restrict movement or telephone use.

b)

Agents may claim authority to search briefcases,
purses, or other personal effects where documents or
computer storage media can be concealed.

c)

Sending GDMG covered persons home will do much to
remove this problem.

Designate an individual or individuals to list all documents reviewed, copied
or seized by the investigators (including electronic media) and to take notes
of the search, identifying areas searched, investigator's comments,
questions, instructions, requests, and actions.
a.

9.

a)

The use of a pocket recorder may be the easiest way to keep such
notes.

A search warrant does not require giving any statement to the agents.
a.

No one is required to show the agents the location of documents or
other property, describe property or otherwise assist in the search.

b.

Good judgment suggests that assistance be provided where the
answer is obvious ("Is this Mr. Jones' office?" - where it is and has a
sign on the door) or to prevent unnecessary disruption by the agents
in reaching their objective (e.g., directing them to Ms. Smith's office
when there are 10 offices with no nameplates).

In the event of any question concerning the warrant's coverage, or if the
agents believe that a broader search is desirable, they may request
permission to search a particular area or seize certain property.
a.

Do not give them permission to do so.

b.

In such circumstances, the agents may obtain an oral expansion of
the warrant from the issuing judge or magistrate.
1)

If this occurs, the agents may take action in compliance with
such instructions from the judge or magistrate.

2)

Do not prevent the investigators from searching areas they
claim to have the right to search.

If agents attempt to search for or seize legally privileged documents, object
strenuously.
a.

If the agents insist, immediately contact the Assistant United States
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Attorney whose name is listed on the warrant, and propose that a
facility representative gather the documents under the agents'
supervision and seal them so that they cannot be opened without
breaking the seal.
b.

12.

13.

Alternatively, if privileged documents are seized by the agents,
prepare the most detailed inventory possible under the
circumstances and provide the list to legal counsel.

A representative is entitled to be present when the agents make an
inventory of the property to be seized and to a "receipt" for the property
before the agents leave.
a.

Typically, the agents will provide a copy of their inventory as the
"receipt."

b.

Request the lead investigator to note and date the time the search
was completed as well as sign the inventory.

The seized property will be held in the custody of the investigating agency.
a.

In most cases, the property will be returned when it is evident that
the Government will make no further use of it.
1)

b.
14.

Under Rule 41(e), a "person aggrieved by... the deprivation of
[legally seized] property" may move for its return on the
ground that she "is entitled to lawful possession of the
property."

The threat of such a motion will prompt most prosecutors to
accommodate counsel's requests for access to the seized items.

The issuance of a search warrant, unlike an OIG subpoena, a CID, or a
grand jury subpoena, is public.
a.

Be prepared for publicity.
1)

It is not unusual for agents to provide the news media with
advance notice of the service of a warrant.

2)

The news media, including television remote units, may arrive
before the agents.

IV.

DEPARTMENTS AFFECTED: All Departments

V.

REFERENCES:
A.

GDMG Code of Conduct

B.

GDMG Corporate Compliance Program

C.

GDMG Policy COM 06 Communication with Government Entities
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VI.

ATTACHMENTS: None
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I.

II.

POLICY:
A.

GDMG shall provide all relevant information in a complete, accurate, and timely
manner when submitting information relating to any claim for payment by any
Federal health care program or responding to an inquiry from any government
representative.

B.

GDMG shall notify the OIG, in writing, of any ongoing investigation or legal
proceeding known to GDMG conducted or brought by a governmental entity or its
agents involving an allegation that Company or GDMG has committed a crime or
has engaged in fraudulent activities as outlined in the 2002 Integrity Agreement
between the Department of Health and Human Services Office of Inspector
General and GDMG.

C.

For the protection of GDMG, all communications with any government
representative shall be immediately directed to the Corporate Compliance Officer
and properly documented.

GUIDELINES:
A.

Submit all information regarding any claim for payment or in response to specific
inquiry requested by a government entity in a complete, accurate, and timely
manner.
1.

B.

C.

If necessary, submit corrections and/or supplemental information in addition
to the requested information to ensure accuracy and completeness of the
information requested.

Document, in writing, all communications concerning compliance with applicable
statutes, regulations, and program requirements with any government entity that
administers a Federal healthcare program (including a Medicare fiscal
intermediary or carrier) .
1.

Documentation should include a summary of the conversation, the person
that was communicated with, the date and time the communication took
place.

2.

A copy of the documented conversation should be forwarded to the
Corporate Compliance Officer.

If any covered person receives a subpoena, inquiry, or other legal document from
any government entity regarding GDMG business:
1.

Immediately notify the Corporate Compliance Officer.

2.

If contacted at home by a governmental agent for the purpose of discussing
information relating to GDMG, the covered person may request the agent
schedule an appointment at a time legal counsel and/or a GDMG
representative may be present.
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a.

D.

If a GDMG covered person desires to be represented by counsel the
Corporate Compliance Officer should be contacted to make the
necessary arrangements.

3.

It is requested, but not required, that a covered person notify the Corporate
Compliance Officer if he/she is contacted at home by a government agent
concerning GDMG.

4.

For more specific procedures regarding subpoenas, demands, search
warrants refer to GDMG Policy COM 01 Government Investigations.

Within 30 days after discovery the Corporate Compliance Officer will notify the
OIG, in writing, of any ongoing investigation or legal proceeding know to Company
or GDMG conducted or brought by a governmental entity or its agents involving an
allegation that Company or GDMG has committed a crime or has engaged in
fraudulent activities.
1.

2.

This notification will include
a.

a description of the allegation,

b.

the identity of the investigating or prosecuting agency, and

c.

the status of such investigation or legal proceeding.

The Corporate Compliance Officer will provide written notice to the OIG
within 30 days after the resolution of the matter, and will provide OIG with a
description of the findings and/or results of the proceedings, if any.

III.

DEPARTMENTS AFFECTED: All Departments

IV.

REFERENCES:
A.

GDMG Corporate Compliance Program / Code of Conduct

B.

GDMG Policy COM 01 Government Investigations

ATTACHMENTS: None

Page 2 of 2
2014 HCCA Compliance Institute
Responding to a Government Investigation: Best Practices for Achieving a Favorable Outcome
Vicki Dwyer, APRN, CPC, CHC

SUMMARY OF KEY POLICIES & PROCEDURES
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Initials
_____

I hereby acknowledge that I was provided a copy for review of the Good Docs Medical Group
policy and procedure pertaining to Communication with Government Entities and Government
Investigations.

_____

The following information was reviewed during the educational session and I understand how
this policy and procedure applies to my position at GDMG.

COM 06 Communication with Government
Entities


GDMG Specific Policies on Communication
with Government Entities



GDMG Specific Procedures on Communication
with Government Entities



Honest and Accurate Communication with
Government Entities



Covered Persons

COM 01 Government Investigations


Background Information on Government
Investigations



GDMG Specific Policies on Government
Investigations



Confidentiality related to Government
Investigations



Response to:
o

Government Request for Interviews

o

OIG Subpoenas

o

Civil Investigative Demands

o

Grand Jury Subpoenas

o

Search Warrants

Date

Employee Signature

Employee Name (Printed)

Initials

Department

Last 6 Digits SSN
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SUMMARY OF KEY POLICIES & PROCEDURES
Billing and Reimbursement
Third Party Payors
Establishes the expectation that the reimbursement department will accurately and timely bill
charges to all responsible parties, including third-party payors, on behalf of the patients.
Collection Practices
Establishes processes and guidelines for patient account representatives on collection of
outstanding balances.
Use of a Collection Agency
Establishes a guideline and processes to follow when collection processes are unsuccessful
and a collection agency is required.
Account Responsibility / Standards
Establishes lines of responsibility for patient accounts and sets standards for working
accounts.
Account Maintenance
Establishes guidelines for patient account representatives to follow-up on accounts. Outlines
process for maintenance of patient accounts.
Denial Follow-up
Establishes a procedure to follow-up on all denials by third party payors. Identifies person
responsible for each step of process.
Explanation of Benefits (EOB) Review and Maintenance
Establishes expectation that EOBs will be reviewed and maintained. Provides guidelines as to
how this will be done on a routine basis and who is responsible for the review.
Account Adjustments
Outlines how bad debts and write-offs will be handled. Establishes who can do this and
provides a detailed process to follow.
Patient Payment Arrangements
Outlines various types of payment arrangements that patient account representatives can
establish with patients. Provides a detailed outline and process to follow.
Charity Care Policy
Establishes guidelines on financial assistance for patients based on financial need.
Payment Posting
Establishes guidelines for how data personnel post payments on a daily basis. Outlines how
account balances are adjusted accordingly for contractual and third party payor adjustment.
Overpayments / Credit Balances
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SUMMARY OF KEY POLICIES & PROCEDURES
Billing and Reimbursement
Establishes expectation that credit balances and overpayments are resolved by adhering to
<Company> Reimbursement Policies and Procedures and Federal guidelines in addition to
all payor contracts and policies. Outlines how the business office will resolve overpayments /
credit balances on a patient’s account in an efficient and timely manner.
Fee Schedule Maintenance
Establishes the expectation that Fee schedules and the Practice Management System master
files will be maintained on an annual basis. Outlines the process to be followed and
establishes that this process is the sole responsibility of the Reimbursement Manager or the
Billing Office Supervisor.
Relationship with Clearinghouse
Outlines the relationship between the billing office and the clearinghouse. Defines processes
<Company> uses to ensure billing submitted by the clearing house is accurate and has not
been altered.
Corporate Compliance
Policy and Procedure Development, Review and Revision
Describes process for development, implementation and revision of policies and procedures.
Compliance Training and Education
Describes process by which <Company> trains current and new covered persons on billing,
coding, claims submission, and medical record documentation.
Screening Policy
Establishes policy that all current covered persons/contractors and new hires/contractors shall
be screened for eligibility to participate in Federal health care programs. Outlines process for
screening employees including asking relevant questions on application, searching KBI files for
convictions and HHS/OIG Lists of Excluded Individuals and Entities. Clearly states that
ineligible persons and contractors will be immediately terminated.
Confidential Disclosure Program
Describes expectations of employees to disclose potential compliance issues within
<Company>. Outlines options to report potential issues including hotline, compliance e-mail
address, anonymous reporting. Defines potential disciplinary actions for failing to report, not
participating in an investigation, and making false allegations.
Compliance Investigation & Response
Outlines investigation of potential issues including logging and recording investigations,
involvement of legal counsel, and organizational response to findings.
Non Retaliation / Non Retribution Policy
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SUMMARY OF KEY POLICIES & PROCEDURES
Corporate Compliance
Enforces non retaliation and non retribution policies for individuals reporting suspected
incidents of non compliance with Federal health care programs, claims submission,
documentation or <Company>’s compliance program and associated policies and procedures.
Compliance Related Document Retention/Destruction Policy
Establishes expectation that all records and files that are associated with the Corporate
Compliance Program will be maintained for a minimum of four (4) years (or longer if
otherwise required by law).
Internal Audit Process
Establishes processes for monitoring of claims submission (coding & billing), documentation,
medical necessity and compliance with <Company>’s Internal Audit Plan. Procedures
outlined for correcting discrepancies and logging of findings.
Reporting Overpayments
Establishes expectation that all Overpayments will be reported to the payor. Overpayment is
defined. Process for reporting is outlined.
Reporting Reportable Events
Establishes expectation that all Reportable Events will be reported to the OIG. Reportable
Events are defined. Process for reporting is outlined.
Reasonable and Necessary Services
Establishes that physicians and practitioners shall bill Federal health care programs only for
those services that are reasonable and necessary as defined by federal rules and regulations.
Compliance with the Federal Anti-Kickback Statute & Stark Law
Describes prohibitions imposed by Federal Anti-Kickback Statute and Stark Laws. Sets clear
expectations that contractual relationships with other health care providers shall be based on
fair market value for goods or services exchanged.
Compliance with the Civil Monies Penalty Act
Defines and explains Civil Monies Penalty act. Establishes expectation that patients shall not
be offered inducements by any covered person including waiver of co-pay and deductible, free
services other than those identified in the statute, and sample medications.
Response to External Audits and Quality Concerns
Outlines a process for responding to external audits from 3rd party payors and peer review
organization.
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SUMMARY OF KEY POLICIES & PROCEDURES
Corporate Compliance
Regulatory Compliance Notification
Establishes a process by which covered persons notify the appropriate administrative staff
when regulatory agency come into the organization.
Communication with Government Entities
Establishes that <Company> will provide all relevant information in a complete, accurate and
timely manner to Government Entities and that such communications will be properly
documented.
Government Investigations
Provides guidance and education to <Company> covered person on expectations during any
government investigation of <Company> or any <Company> provider.
Departmental Compliance Participation
Identifies “departments” for purposes of Compliance Program. Establishes expectation that
each department shall play an integral role in the Compliance Program and maintain policies
and procedures and other materials pertinent to their area.
Space Rental Policy
Provides guidelines to ensure that all rental of space or services by <Company> and/or
<Company> are done within the established safe harbors for the anti-kickback statutes and the
exceptions for Stark.
Marketing Ethics
Establishes expectations that all marketing will be done in an ethical manner. Information
provided when marketing will be honest and substantiated by written documentation.
Marketing of services will not include misleading statements or false accusations.
New Covered Person Compliance Training and Orientation
Describes process by which <Company> ensures that all new covered persons are trained on
billing, coding, claims submission, and medical record documentation as mandated by
<Company>’s Compliance Program.
Code of Conduct for Leaders
A supplement to the Code of Conduct to ensure that all <Company> Managers understand
their role in supporting <Company> Compliance efforts.
Compliance Program – Code of Conduct
An comprehensive review of <Company>’s Compliance Program and a written code of conduct
outlining <Company>’s expectations of all covered persons to comply with all applicable
Federal health care rules and regulations.
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SUMMARY OF KEY POLICIES & PROCEDURES
Documentation of Services
Documentation of Services
Establishes that <Company> practitioners will use the 1995 Guidelines developed by CMS and
the AMA to document services. Provides detailed outline of all services and establishes criteria
for documentation required to support each of the levels of service.
Patient History Questionnaire
Outlines implementation of patient history questionnaire and integration into office
documentation system. Outlines process for completion of form by patient and staff.
Problem List / Patient Profile
Establishes expectation that a problem list / patient profile will be developed and updated at
each patient encounter. Provides detailed outline of form completion.
Completion of the Cardiology Office Encounter Form by Ancillary Staff
Establishes expectation that documentation templates will be used for each patient encounter.
Provides detailed explanation on completion of form by Cardiology ancillary staff. Identifies
what portion of template may be completed by Cardiology ancillary staff. Outlines
requirements for use of a “scribe”.
Completion of the Cardiology Office Encounter Form by Providers
Establishes expectation that documentation templates will be used for each patient encounter.
Provides detailed explanation on completion of form by Cardiology providers. Identifies what
portions of template must be completed by the Cardiology providers. Outlines requirements
for use of a “scribe”.
Completion of the Pulmonology Office Encounter Form by Ancillary Staff
Establishes expectation that documentation templates will be used for each patient encounter
for Pulmonology. Provides detailed explanation on completion of form by Pulmonology
ancillary staff. Identifies what portion of template may be completed by Pulmonology ancillary
staff. Outlines requirements for use of a “scribe”.
Completion of the Pulmonology Office Encounter Form
Establishes expectation that documentation templates will be used for each patient encounter
for Pulmonology. Provides detailed explanation on completion of form by Pulmonology
providers. Identifies what portions of template must be completed by Pulmonology providers.
Outlines requirements for use of a “scribe”.
Completion of the Internal Medicine/ Family Practice Office Encounter Form by
Ancillary Staff
Establishes expectation that documentation templates will be used for each patient encounter.
Provides detailed explanation on completion of form by IM/FP ancillary staff. Identifies what
portion of template may be completed by IM/FP ancillary staff. Outlines requirements for use
of a “scribe”.
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SUMMARY OF KEY POLICIES & PROCEDURES
Completion of the Internal Medicine/ Family Practice Office Encounter Form by
Providers
Establishes expectation that documentation templates will be used for each patient encounter.
Provides detailed explanation on completion of form by IM/FP providers. Identifies what
portions of template must be completed by the IM/FP providers. Outlines requirements for
use of a “scribe”.
Medical Record Completion and Addendums
Outlines the appropriate use of late entries and addendums.
Authentication of Medical Records
Outlines the appropriate signature for documentation of services, including signature stamps.
Patient Charges and Coding
Charge Tickets
Identifies how a charge ticket is generated and processed. Identifies and provides a process
for staff to follow if patient’s services are not provided or are different form those originally
expected.
Point of Service Coder
Outlines the processes associated with the point of service coder for the office. Identifies
process flow and who is responsible for what. Provides guidelines on preliminary auditing of
level of services, review of documentation for medical necessity and compliance with local
medical review policies. Outlines process for obtaining waiver from patient for services
considered medically appropriate by the practitioner but not considered “medically necessary”
by local coverage determinations.
Coding Office Visits and Outreach Clinic Visits
Outlines the processes associated with coding and billing office and outreach evaluation and
management services. Identifies process flow and who is responsible for what steps in the
process.
Coding of Hospital and Outpatient Services
Outlines the processes associated with coding and billing hospital and outpatient procedures.
Identifies process flow and who is responsible for what steps in the process.
Coding Inpatient (Professional Component) Visits
Outlines the processes associated with coding and billing hospital and outpatient evaluation
and management services. Identifies process flow and who is responsible for what steps in
the process.
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SUMMARY OF KEY POLICIES & PROCEDURES
Patient Charges and Coding
Billing for Internal Medicine NPPs
Establishes expectation that billing for services provided by Non Physician Providers assigned
to Internal Medicine will follow Federal governmental program guidelines. Outlines when
“incident to” services will be billed and when services will be billed under the advanced
practitioner’s own numbers.
Billing for Cardiology NPPs
Establishes expectation that billing for services provided by Non Physician Providers assigned
to Cardiology will follow Federal governmental program guidelines. Outlines when “incident
to” services will be billed and when services will be billed under the advanced practitioner’s
own numbers.
Scheduling and Billing for Electrocardiology Testing Services
Establishes process for billing electrocardiology testing services. Sets guidelines for patient
flow and submission of claims. Establishes systems for ensuring patients are billed for actual
services provided. Outlines back-up system for ensuring Federal health care programs are
billed only for testing deemed by local coverage determinations to be medically necessary.
Use of waivers is outlined.
Billing Services for Laboratory
Establishes process for billing laboratory services. Sets guidelines for patient flow and
submission of claims. Establishes systems for ensuring patients are billed for actual services
provided. Outlines back-up system for ensuring Federal health care programs are billed only
for testing deemed by local coverage determinations to be medically necessary. Use of waivers
is outlined.
Scheduling and Billing for Nuclear Medicine Services
Establishes process for billing nuclear medicine testing services. Sets guidelines for patient
flow and submission of claims. Establishes systems for ensuring patients are billed for actual
services provided. Outlines back-up system for ensuring Federal health care programs are
billed only for testing deemed by local coverage determinations to be medically necessary.
Use of waivers is outlined.
Scheduling and Billing for Radiology Services
Establishes process for billing radiology services. Sets guidelines for patient flow and
submission of claims. Establishes systems for ensuring patients are billed for actual services
provided. Outlines back-up system for ensuring Federal health care programs are billed only
for testing deemed by local coverage determinations to be medically necessary. Use of waivers
is outlined.
Scheduling and Billing for Sonography Services
Establishes process for billing ultrasound testing services. Sets guidelines for patient flow and
submission of claims. Establishes systems for ensuring patients are billed for actual services
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SUMMARY OF KEY POLICIES & PROCEDURES
Patient Charges and Coding
provided. Outlines back-up system for ensuring Federal health care programs are billed only
for testing deemed by local coverage determinations to be medically necessary. Use of waivers
is outlined.
Scheduling and Billing for Cardiopulmonary Services
Establishes process for billing cardiopulmonary testing services. Sets guidelines for patient
flow and submission of claims. Establishes systems for ensuring patients are billed for actual
services provided. Outlines back-up system for ensuring Federal health care programs are
billed only for testing deemed by local coverage determinations to be medically necessary.
Use of waivers is outlined.
Scheduling and Billing for CLIA Waived Services
Establishes process for billing CLIA waived Testing services. Sets guidelines for patient flow
and submission of claims. Establishes systems for ensuring patients are billed for actual
services provided. Outlines back-up system for ensuring Federal health care programs are
billed only for testing deemed by local coverage determinations to be medically necessary.
Use of waivers is outlined.
Coding References and Tools
Establishes expectations that references and tools will be provided to coding staff to ensure
that accurate coding is done. Identifies specific tools that will be made available to coding
staff.
Coding Orientation
Establishes expectations for orientation of new coders to ensure accurate submission of
claims.

Patient Care and Treatment
Guidelines for Utilization of ARNPs
Outlines how advanced registered nurses will be utilized and what procedures and privileges
they will be granted based on the Kansas State Board of Nursing.
Guidelines for Utilization of PAs
Outlines how physician assistants will be utilized and what procedures and privileges they will
be granted based on the Kansas State Board of Healing Arts.
Emergency Room NPP Collaborative Agreement
Outlines how Non Physician Providers will be utilized in the Emergency Department and what
procedures and privileges they will be granted based on the Kansas State Board of Healing Arts
and the Kansas State Board of Nursing.
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SUMMARY OF KEY POLICIES & PROCEDURES
Patient Registration and Referrals
Referring Physician File Maintenance
Establishes expectation that a file will be established for each referring physician and
maintained by a designated individual.
Patient Registration
Provides detailed guideline for how patients are registered and placed into the practice
management system.
Patient Notification of Financial Responsibility
Establishes process to obtain a signed acknowledgement from patients on their financial
responsibilities.
Co-insurance, Co-payments & Deductibles
Establishes process to collect co-payments and deductibles. Clearly states that co-payments,
deductibles will not be waived. Establishes guidelines on processing of co-insurance claims.
Obtaining and Advance Beneficiary Notice (ABN)
Provides detailed process for obtaining an advanced beneficiary notice on services deemed
medically appropriate by providers, but not medically necessary by local coverage
determinations. Outlines process for documentation of procedure.
Credit/Debit Card Payment
Establishes detailed process on obtaining and processing credit/debit care payments.
Self-Pay Policy
Establishes guidelines for financial assistance and indigent care. Outlines process and
elements required to make determination.
Demographic Maintenance
Outlines process for updating patient demographics to ensure accurate billing of services
Referral Authorization and Pre-Certification
Outlines process for obtaining patient referrals from primary care physician. Identifies
responsibility and tracking mechanisms to ensure compliance.
Hospital Admission and Procedure of Scheduling
Outlines process for admitting patient from the office to hospitals.
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AUDITING & MONITORING
Session P20 Third‐Party IT Service Providers
How to Conduct Risk Assessments and Design
Appropriate Levels of Auditing and Monitoring of
Safeguards for Your Organization’s ePHI
March 30, 2014, 1:30pm – 4:30pm
San Diego, CA
Glen C. Mueller, CPA, CISM, CISA, CIA, CRISC
Corporate VP - Chief Audit, Compliance,
Information Security, and ERM Executive

Today’s Workshop Objectives

Agenda

1. Understanding Cloud Computing Services: Review of the

different types of 3rd party cloud computing relationships and their
key business drivers and associated risks.

2. Identifying and Inventorying Existing Cloud Services:

Provide a roadmap and approach for inventorying 3rd party
relationships where confidential data is sent and received by your
organization.

3. Evaluating Risks: Review criteria that can be used to risk rank
your inventory of cloud computing resources to help determine
appropriate nature and extent of management oversight.

4. Implementing Effective Management Oversight:
Examine approaches for 3rd party monitoring through coordinated
efforts of key stakeholders including management, compliance,
and internal audit.
2

Scripps Health www.scripps.org is a nonprofit, community‐based
healthcare delivery network in San Diego, California that includes:
•
•
•
•
•
•
•
•
•

$2.6 billion annual revenue
4 acute‐care hospitals operating on five campuses
28 clinic locations (including Well Being)
14,000+ employees
2,600+ affiliated community physicians
700+ contracted physicians in Scripps Medical Foundation
Extensive outpatient care network
Home Healthcare and Hospice units
Fortune 100 Best Companies to Work For: Ranked in Top 25 for 2013
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1

Information Security 3 Major Risk Components
Information Security is comprised of the People, Processes, & Technology to
provide an appropriate level of safeguards (internal controls) to ensure the
Confidentiality, Integrity, Availability of data stored in databases and
unstructured data, information, networks, servers, applications, and related
dependent technology services relying on the IT infrastructure* and interfaces.
1. Confidentiality: The protection of sensitive or private information from
unauthorized access, use, or disclosure.
2. Integrity: Accuracy, completeness, and validity of information in accordance
with clinical/ business requirements, policies, and expectations.
3. Availability: Ensuring that information systems and data are ready for use
when they are needed, and at the speed they are needed.

* IT Infrastructure includes Information Services internally and
third party managed resources, Bio‐Medical Equipment managed
resources , and Physical Security Access Controls.
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Effective Security Requires “Defense‐in‐Depth”
By implementing multiple layers of controls, with each layer
designed to delay the attacker, it is possible to modify the
risk/reward calculation to the point where it is simply not a
wise investment of time to continue the effort. Attackers can
be inside and outside a network.
Four Major Security
Categories
Governance
Perimeter Protection
Inside the Network Protection
Data Protection

Deterrent
Each Category
has 4
Dimensions

Preventive
Detective
Recovery/ Corrective
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Understanding
Cloud Computing Services

6

2

Do you use the Cloud?

7

Of course you are a cloud user.
We all are!
We all use the cloud in our personal lives each and every
day and at an increasing rate.
Our organizations have also increased cloud computing
usage dramatically in the past 3 years.
As Compliance and Internal Audit professionals we have a
responsibility to help our organizations understand and
calibrate the relative risks with each critical cloud
deployment used for clinical and business operations
needs.
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What is Cloud Computing?

Agenda

Cloud computing is a means “for enabling convenient, on‐
demand network access to a shared pool of configurable
computing resources that can be rapidly provisioned and
released with minimal management effort or service
provider interaction.”
– The NIST definition of Cloud Computing
In simplest terms cloud
computing is “outsourcing”
various types of IT activities,
functions, and services to third
parties.

Off Premises Computing

9
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What is Cloud Computing? (continued)
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What is “Cloud Computing? continuedAgenda
Characteristics
Of Cloud
Computing

Cloud
Delivery
Models

Cloud
Deployment
Models
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Cloud Computing Delivery Models

 SaaS applications are designed for end‐users, delivered over the web
 PaaS is the set of tools and services designed to make coding and
deploying those applications quick and efficient
 IaaS is the hardware and software that powers it all – servers, storage,
databases, networks, operating systems
12
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Cloud Computing Delivery Models continued
SaaS ‐ Software as a Service: A software delivery method that provides access to
software and its functions remotely as a Web‐based service. Software as a Service allows
organizations to access business functionality at a cost typically less than paying for
licensed applications since SaaS pricing is based on a monthly fee. Also known as
Application Services Provider (ASP) (example: Veeva Systems (VEEV) has carved out a
dominant market position within one vertical – pharma and life sciences).
PaaS ‐ Platform as a Service: The service delivery model allows the customer to rent
virtualized servers and associated services for running existing applications or developing
and testing new ones. Focuses more on operating systems, databases, web servers,
development tools, etc. PaaS service providers offer tools such as application
development collaborative tools, application design, Web application management, and
others over the Internet that help organizations with team members in multiple
locations to more effectively collaborate on projects.(example: Google App Engine)
IaaS ‐ Infrastructure as a Service: A standardized, highly automated offering, where
compute resources, complemented by storage and networking capabilities are owned
and hosted by a service provider and offered to customers on‐demand. Customers are
able to self‐provision this infrastructure, using a Web‐based graphical user interface that
serves as an IT operations management console for the overall environment. API access
to the infrastructure may also be offered as an option. (example: Amazon Cloud
Formation, Dropbox, etc.)
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Cloud Computing Delivery Models continued
Characteristics of SaaS
Like other forms of Cloud Computing, it is important to ensure
that solutions sold as SaaS in fact comply with generally
accepted definitions of Cloud Computing.
Some defining characteristics of SaaS include;
 Web access to commercial software
 Software is managed from a central location
 Software delivered in a “one to many” model
 Users not required to handle software upgrades and patches
 Application Programming Interfaces (APIs) allow for
integration between different pieces of software
14

Cloud Computing Delivery Models continued
Characteristics of PaaS
There are a number of different takes on what constitutes PaaS but some
basic characteristics include;
 Services to develop, test, deploy, host and maintain applications in the
same integrated development environment.
 All the varying services needed to fulfil the application development
process.
 Web based user interface creation tools help to create, modify, test and
deploy different UI scenarios.
 Multi‐tenant architecture where multiple concurrent users utilize the
same development application.
 Built in scalability of deployed software including load balancing and
failover.
 Integration with web services and databases via common standards.
 Support for development team collaboration – some PaaS solutions
include project planning and communication tools.
 Tools to handle billing and subscription management.
15
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Cloud Computing Delivery Models continued
Characteristics of IaaS
IaaS makes sense for many organizations that need a Cloud
infrastructure when:
 Computing demand is very volatile – any time there are significant
spikes and troughs in terms of demand on the infrastructure.
 New organizations are without the capital to invest in hardware.
 The organization is growing rapidly and scaling hardware and data
centers would be problematic.
 There is pressure on the organization to limit capital expenditure and
to move to operating expenditure.
 Organization uses wide variety of operating systems.
 For specific line of business, trial or temporary infrastructural needs.
Physical resources are abstracted by virtualization, which means they can
then be shared by several operating systems and end user environments on
the virtual resources – ideally, without any mutual interference. These
virtualized resources usually comprise CPU and RAM, data storage resources
(elastic block store and databases), and network.
16

4 Cloud Computing
Deployment Models

Relative risks increase
as you move on
continuum from Private
to Public models
http://cloud.cio.gov/topics/cloud-computing-deployment-models
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“Private” Cloud Deployment Model
Private cloud is cloud infrastructure operated solely
for a single organization, whether managed internally
or by a third‐party and hosted internally or externally.
Undertaking a private cloud project requires a
significant level and degree of engagement to virtualize
the business environment, and requires the
organization to reevaluate decisions about existing
resources.
When done right, it can improve business, but every
step in the project raises security issues that must be
addressed to prevent serious vulnerabilities. Self run
data centers are generally capital intensive and require
technical expertise not easily acquired and retained.
18
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“Community” Cloud Deployment Model

Community cloud is a multi tenant infrastructure that
is shared among several organizations from a specific group
with common computing (security, compliance,
jurisdiction, etc.). Organizations realize the benefits of a
public cloud ‐‐ such as multi‐tenancy and a pay‐as‐you‐go
billing structure ‐‐ but with an added level of privacy,
security and policy compliance usually associated with a
private cloud. The community cloud can be either on‐
premises or off‐premises, and can be governed by the
participating organizations or by a third‐party managed
service provider (MSP).
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“Public” Cloud Deployment Model

“Public cloud" is when the services are rendered over
a network that is open for public use. Technically there
may be little or no difference between public and private
cloud architecture, however, security consideration may
be substantially different for services (applications,
storage, and other resources) that are made available by
a service provider for a public audience and when
communication is effected over a non‐trusted network.
Generally, public cloud service providers like Amazon
AWS, Microsoft and Google own and operate the
infrastructure and offer access only via Internet (direct
connectivity is not offered).
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Identifying and Inventorying
Your Existing Cloud Computing Services
(a treasure hunt through multiple sources !)

21

7

Determining Universe of Cloud Computing
Completeness is a Treasure Hunt

Cloud computing usage can be difficult to identify because:
 Can more easily bypass normal IT governance review and approval processes.
 Anyone can “click” and therefore sign an agreement.
 Payments can be monthly on a “credit” or smaller operating invoices.
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Likely Places to Find Cloud Computing
Services Used by Your Organization
IT Service Requests
And Activity Logs

IT, Information Security,
and Privacy Governance
Mechanisms

Control
Points
Financial Processes and
Contract Administration

Process Walkthroughs
and Interviews
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Examine IT Service Requests and Activity Logs that
May Indicate a Cloud Computing Relationship













Firewall & VPN rule changes
Firewall logs
Encryption certificate requests
Secure FTP service requests
Installations of specialized desktop software
Website usage logs for https sites visited (i.e. Dropbox)
Leased telephone lines or DSL connections
Modem requests
Confidential Data Download Requests
EDI processes
etc.
24
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Search Vendor Accounting Records, Invoices,
Purchase‐card statements, capital projects

Search the following:
•
•
•
•
•

Vendor master file
Invoice lists
P-CARD statements
Capital funding requests
New contracts signed

Follow the money!
25

Conduct Walkthroughs and Interviews
of Key Personnel

 Clinical Process Redesigns
 Business processes
 Data Flow Diagrams
 Interface engines
 Technology Overviews
 Business Associate Agreements
26

Other Places to Look?

Can you think of other ways we could
discover Cloud Computing Relationships?

27
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Next Step is to Build an Inventory of All of Your
Organization’s Cloud Provider and the Key
Characteristics of Each Relationship
Vendor
payment
sources

Data in
motion
sources

https
sources

BAAs

Cloud Provider
Inventory
28

Evaluating Risks of
Cloud Computing Relationships
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Step #1: Build Your Cloud Services Inventory
1. Determine what data elements (characteristics ) you want
to collect for each Cloud Provider. Examples include:
a.
b.
c.
d.
e.
f.
g.
h.
i.
j.
k.
l.
m.

Cloud Provider Inventory Data Elements (examples)
SaaS, PaaS, or IaaS Delivery Model
Describe business or clinical purpose or relationship
Data Classification (Regulated, Confidential, Internal, or Public)
Contract in Place (Y/N)
Contract reviewed by Legal Office or pre‐approved template (Y/ N)
Contract Expiration Date
Business Associate Agreement (BAA) in Place (Y or N)
# of Data Records Sent Offsite (1‐499, 500‐5K,5K‐100K, or 100K+)
Method of Data Transmission (sFTP, HL7, https, leased line, etc.)
Cyber‐Insurance required of vendor (Y/N)
Data resides in US only (Y/N)
If Data resides outside of US indicate where
Etc.
30
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Step #2: Include Key Risk Attributes in Your
Cloud Inventory Data Elements
Ten Key Cloud Computing Risk Areas (HIMSS Cloud Toolkit)
1.
2.

Data Ownership and Protection
User Identity Management and
Federation
3. Regulatory Compliance
4. Business Continuity and Resiliency
5. User Privacy and Secondary Uses of Data
6. User Access and Interfaces
7. Multi‐tenancy
8. Incident Response and Forensic Analysis
9. Infrastructure and Application Security
10. Non‐Production Environment Controls
We will discuss each of these and related risks on the next the next ten slides
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1. Data Ownership and Protection
(HIMSS Cloud Toolkit)

An organization using cloud services must consider:


where its data is geographically located

 how reliably the data will be available when it is needed
 how the data is backed up and protected from loss or destruction
or fabrication,

 how the data is kept private,
 how the data can be recovered or moved to another system if the
contract with cloud provider is terminated, the cloud provider
goes out of business, or the cloud provider gets acquired by
another company.

 understand to what extent the cloud provider’s personnel have
access to the organization’s data.
32

2. User Identity Management and Federation
Understand how cloud providers identify users and
manage user accounts for accessing data in the cloud
and associated risks such as:


password guessing, password theft, password reset,



hijacking of user login sessions,



revocation of access in terms of how quickly access to the cloud
provider’s system will be removed when the organization terminates
an employee.



user identities not correctly mapped to cloud provider user identities



User logon IDs and passwords being stored within the cloud provider
systems and susceptible to being compromised. (try to discourage use
of email accounts, corporate ids, and corporate passwords unless in
properly integrated with your in‐house authentication systems
33
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3. Regulatory Compliance
Consider whether data entrusted to a cloud provider
carries legal/regulatory protection and breach
notification requirements such as:


protected health information (PHI) governed by HIPAA and HITECH,



personally‐identifiable information (PII) governed by state privacy laws,



payment card information regulated by the Payment Card Industry’s
(PCI’s) Data Security Standard (DSS)
Organizations should ensure that compliance expectations are
defined in contracts/service agreements with their cloud
providers. The end result is that an organization must perform
essentially the same security due diligence for cloud‐based
solutions as for non‐cloud solutions.
34

4. Business Continuity and Resiliency
When using a cloud provider, you cede control of business
continuity planning for the data and services entrusted to
the cloud provider and you must therefore:

 Consider carefully the ability of the cloud provider to provide
continuity of services when adverse situations occur.

 Recognize that cloud providers often rely on other
cloud/infrastructure providers for critical business operations, so this
consideration must also extend to the cloud provider’s service
providers.

 Determine if there is an adequate business continuity plan describing
the scope of the cloud provider’s business continuity capabilities, its
procedures for handling adverse situations, and the extent of regular
testing performed to ensure restoration of service.
35

5. User Privacy and Secondary Uses of Data
 There are two broad categories of users for which privacy and secondary
uses of data are a concern: (1) users of the cloud service provider’s system,
who are typically employees of the healthcare organization, and (2) users
who have information stored about them in the cloud provider’s system,
who are typically patients of the healthcare provider and who themselves
may access the cloud provider’s system.

 Consider to what extent a cloud provider can disclose information about its
employees, its customers, or its business. This information includes specific
information or aggregate statistics. It includes information collected from
an individual’s use of the cloud provider’s information systems, such as
characteristics of user behavior (such as links clicked, options selected) and
productivity measurements.

 Secondary uses of data refer to uses of information collected by a cloud
provider about a cloud subscriber for purposes other than the provision of
services to the cloud subscriber. The concern with secondary uses of data is
the sale or disclosure of the information to third parties for the benefit of
the cloud provider, such as for marketing purposes.
36
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6. User Access and Interfaces
Organizations must understand the risks associated with
electronic communication across the Internet or wide area
networks (WANs), including interception of data in transit,
falsification or corruption of data, and verification of client
and server endpoints.
Most of these risks are mitigated by the proper use of
standard encrypted communication technologies for wide
area networks, such as https web sites with strong Secure
Sockets Layer / Transport Layer Security (SSL/TLS) ciphers,
Internet Security Protocol (IPSec) Virtual Private Networks
(VPNs) and SSL VPNs, and properly implemented Public Key
Infrastructure (PKI).

37

7. Multi‐tenancy
Multi‐tenancy is the sharing of IT infrastructure among multiple
customers of a single cloud service provider. This infrastructure includes
telecommunications circuits, network equipment, servers, storage, and
application software. Multi‐tenancy allows cloud providers to achieve
economies of scale allowing customers to obtain higher levels of service at
lower costs. In these types arrangements, it is important to understand
how the cloud provider achieves isolation between clients

Risks with multi‐tenancy include:





one client accessing the data of another client,
unintentional mixing of one client’s data with another client’s data,
one client affecting the quality of service provided to another client, and
application software upgrades affecting client business operations.

Isolation approaches include the use of virtualization technologies
such as virtual machines, application‐level isolation through processes,
threads, or application‐managed contexts, and database‐level isolation
through the use of separate database instances, table spaces, or record
identifiers
38

8. Incident Response and Forensic Analysis
Challenges:
 Log Files: When an organization uses a cloud provider, it does
not have direct access to the underlying log files and other low‐level
system‐level information typically used for forensic examination.

 Timeline Construction: The data necessary to respond to an
incident and construct a detailed timeline of a user’s activities may
not be available when it is needed, or the organization may require
time‐consuming and expensive manual assistance from a cloud
provider.

 Additional Costs: Understand your

types of possible security
which may involve the cloud provider and understand what the
cloud provider offers to help the organization respond to such
incidents, such as user activity reports, log files, and audit trails and
any additional costs for providing such information.
39
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9. Infrastructure and Application Security
Cloud Provider Information Security Program: You should
gain an appropriate level of assurance that your cloud providers follow
industry best practices for information security, including configuring and
hardening computer systems and networks, secure infrastructure
architecture and design, and access control. A cloud provider should be
using standard control sets to guide hardening activities and evaluate
security posture, such as the HITRUST Common Security Framework (CSF) ,
the Cloud Security Alliance’s (CSA’s) Common Control Matrix (CCM),
Independent Audits of Security: Cloud providers should employ
third party experts to audit the security of their infrastructure and
applications. These audits may include formal reviews of security and
privacy controls (such as SOC 2) and third party penetration testing of
infrastructure and applications. The National Institute of Standards and
Technology’s (NIST’s) HIPAA Security Rule Toolkit may provide valuable
guidance for HIPAA security audits.

40

10. Non‐Production Environment Controls
Does Same Level of Controls Exist for Development and
Test Environments?
 Production Environment: Cloud providers (as does your
organization) typically operate multiple environments in addition to the
“production” environment where cloud subscribers have the primary copy
of their data and where they conduct their business operations.

 Other environments:

These are typically set up for software
development, testing, training, and demonstrations to potential customers.
These other environments may be populated with copies of data from the
production environment. In other words, an organization’s data may be
copied into several places to support the necessary business operations of
the cloud provider.

 Consistent Confidential Data Safeguards: The data contained
in these copies may or may not be de‐identified, a process whereby
individual patient information is rendered untraceable to a specific patient
and individual business information is made untraceable to an organization.
41

Agenda

Cloud Security Alliance Warns of the
“Notorious Nine Threats” to Cloud Computing
1.
2.
3.
4.
5.
6.
7.
8.
9.

Data Breaches
Data Loss
Account Hijacking
Insecure APIs
Denial of Service
Malicious Insiders
Abuse of Cloud Services
Insufficient Due Diligence
Shared Technology Issues
https://cloudsecurityalliance.org/
42
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Step #3: Risk Rank Your Cloud Provider Relationships
A. Choose the 10‐15 Risk Attributes most important
to your organization and then determine your
highest aggregate risk Cloud Provider Relationships.
B. Discuss ranking results with your Oversight
Governance group to determine appropriate risk
mitigation strategies and perhaps policy changes or
policy enforcement needs.

43

Implementing Effective Management
Oversight Processes for
Cloud Computing Services

44

Effective Management Oversight Process
for Cloud Computing Services
At a minimum, Cloud Use Governance Should Include:








Oversight Committee
Limited Designated Contract Signing Authority (Gatekeeper)
Formal and Informed Vendor Selection Process
Technology Approvals
Partner Approvals (mom & pop vendors vs. industrial strength options)
Approvals for sending data to 3rd Parties
Ongoing IT Vendor (Cloud provider) Management Oversight

45
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Establish Policy to Limit Contract Signing Authority
Responsible Individual: A responsible individual is the President/CEO designated primary
contracting officer for all Scripps external commitments/transactions he/she administers as
specified in this policy. A responsible individual is delegated such authority per the
Contracting Authority Table of this policy. A responsible individual may designate other
contracting individuals in a written delegation approved by the President/CEO.
Types of Contracts /
Agreements

Transaction
Definition

Computer Hardware and
Software Acquisitions, IT
Services, Third Party
Application Services Providers
(ASP) Agreements.

Computer‐related purchases
and leases for hardware and
software, including
maintenance, implementation,
and related support services.

Telecommunications, data,
voice, wireless, and video
communications related
transactions.

Includes all contracts for third
party application service
providers (ASP’s), third party
internet web services, and cloud
computer services. All
telecommunications.

Responsible Individual(s)
With Signing Authority

Corporate Executive
Vice President,
Strategy &
Administration
or as delegated to
Corporate Vice
President, Information
Services – Chief
Information Officer
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IT Vendor Selection, Contracting and Mgt. Policy
Cloud Services Oversight Starts with an IT Vendor Selection, Contracting,
and Management Policy which includes a Vendor Selection process
addressing the following:












Approving Business Case
Executing Non‐Disclosure Agreement (NDA) and HiTech Business Associate
Agreement (BAA) if applicable
Structuring an RFP document with key requirements (including data security)
Issuing an RFI/RFP to identified vendors
Scheduling onsite vendor demonstrations (where necessary)
Identifying vendor finalists
Checking references and/or site visits
Completing technical due diligence, statement of work and final pricing
Finalizing contract negotiations and contract execution with Legal Office
Ensuring, when appropriate, the inclusion of Cyber Insurance and
independent Service Organization Control (SOC) 2 Report review as
contractual requirements

47

Ongoing IT Vendor Management Oversight
A designed Relationship Owner is responsible for acting as the
coordinator/provider of the IT support services 3rd Party Relationship:
1. Evaluating vendor performance throughout the system lifecycle.
2. Taking appropriate action when deficiencies in the service delivery are
observed.
3. Recording and assessing the results of performance evaluation periodically and
discussing them with the Vendor to identify needs and opportunities for
improvement.
4. Reporting vendor performance metrics periodically (and as requested) to the
Executive Sponsor (Data Owner).
5. Escalating privacy/security risks and/or incidents to the Executive Sponsor
(Data Owner), Privacy Officer, and/ or Chief Information Security Officer as
appropriate.
6. Verifying on an annual basis that an executed contract and BAA (if applicable)
is in effect and a copy is on file that meets current Legal Department and
regulatory requirements.
48
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We have only just begun. OMG!
Gartner defines a strategic technology as one with the potential for
significant impact on the enterprise in the next three years. Factors that
denote significant impact include a high potential for disruption to IT or the
business, the need for a major dollar investment, or the risk of being late to
adopt.
Gartner Top Ten Strategic Technology Trends for 2014
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

Comments

Mobile Device Diversity and Management
Mobile Apps and Applications
The Internet of Everything
Hybrid Cloud and IT as Service Broker
Cloud/Client Architecture
The Era of Personal Cloud
Software Defined Anything
Web‐Scale IT
Smart Machines
3‐D Printing
49

Summary Comments

What have we learned today
that we will go back to our organizations
and reexamine or reconfirm?
50

Final Questions

Contact Information:
mueller.glen@scrippshealth.org
51
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Cloud Computing References and Resources
Cloud Computing References and Resources
Association of Healthcare Internal Auditors (AHIA) &
Grant Thorton Whitepaper: Third‐party relationships and
your confidential data
Cloud Security Alliance (CSA)

URL
http://www.ahia.org/news/white‐papers/third‐party‐
relationships‐and‐your‐confidential‐data‐/

https://cloudsecurityalliance.org

Healthcare Information and Mgt Systems Society (HIMSS)

http://www.himss.org/

IBM Cloud Computing Center

http://www.ibm.com/cloud‐computing/us/en/

ISACA Presentation by Donald Gallian , March 31, 2011

http://www.isaca.org/CHAPTERS1/PHOENIX/EVENTS

RackSpace

http://www.rackspace.com/about/

Webopedia

http://www.webopedia.com/

Wikipedia

http://en.wikipedia.org/wiki/Cloud_computing

52
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Survivor 2014: How to Thrive Under
a CIA with an IRO
Bill Priest
Chief Compliance Officer
SouthernCare, Inc.

Karen Bommelje
Senior Manager, Compliance
Simione Healthcare Consultants, LLC

Rebekah Plowman
Partner
Jones Day
1

Lessons from the Trenches
• Own your CIA
• Top Down Culture of
Compliance
• As the Compliance Officer
- Be Available
– To Patients and Customers
– To Employees
– To Contractors
– To the Board of Directors
2

Lessons from the Trenches
• The SouthernCare Story
– January 2009: Conclusion of an investigation resulting in a $24.7 million
settlement and a 5 year Corporate Integrity Agreement. Only 2nd hospice
to have a CIA.
– March 2009: New CEO brought in
– April 2009: New Compliance Officer starts
• So much to do, so little time…
–
–
–
–
–
–

Compliance Committee
Compliance Training
Policies/Procedures/Code of Conduct
Exclusion Checks
Select IRO
Implementation Report

3
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Lessons from the Trenches
• The SouthernCare Story (cont.)
• Outside counsel to the rescue – extension!
– Reputation for working well with the OIG and DOJ
– Experience in this area is a must
– Experience with the company
(prior to Compliance Officer arrival) is a plus

4

Lessons from the Trenches
– May 2009: Get to Work!
• Put new infrastructure in place
• Downsize the organization
• Compliance Department of one
– lean on your friends!

• New QAPI program
– monitoring and auditing function

• Get to know IRO Monitor
– over report and ask lots of questions

• Get to know co-workers and start the culture change
5

Lessons from the Trenches
• The SouthernCare Story (cont.)
– December 2009/January 2010: Year One IRO Review
• Unallowable Cost Review (Year One Only)
• Eligibility Review
– 16 SouthernCare agencies chosen at random
– From those 16 agencies – random selection of 162 patient charts to review
» 81 New Admission patients
» 81 Long Length of Stay patients

6
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Stories from the Frontline
• An IRO Review can be a very
positive experience
• IRO Report justifies the hard
work the Company put in to
implement new processes and
procedures
• Doing the Right Thing yields
positive results and success
7

IRO
OVERVIEW
•

CIA Specifies IRO
Activities
Provider Choice in
Selection of IRO
OIG Approval

•
•

8

Defining IRO Activities
CIA Outlines IRO Activities
–
–
–

–

Influenced by Covered Conduct Definition in Settlement Agreement
Influenced by Provider/Supplier’s prior conduct
Influenced by experience of OIG counsel and provider/supplier’s
counsel
– Including in the specific covered conduct
Influenced by conduct of individual actors

9
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IRO Activities
and Covered Conduct
• Influenced by covered conduct definition in
Settlement Agreement
– In consideration for entering into a Corporate Integrity Agreement (CIA)
with the requirement of an annual eligibility review conducted by an
Independent Review Organization (IRO) for each of the 5 years of the
CIA
• OIG agrees to release the settling party from any exclusion action based on the
Covered Conduct with certain limited exceptions

– Increases the importance of the covered conduct definition

10

"Are you telling me that just because something
is against the law, that makes it illegal?"

11

IRO Activities
and Prior Conduct
• Scope of IRO Review may be expanded beyond
the covered conduct in multiple scenarios
– Exclusion actions are separate from FCA litigation/investigations
• Authority arises under SSA Section 1128 (42 USC § 1320a-7)
• Mandatory for Convictions of
– Program related crimes
– Health care fraud

• Permissive for misdemeanor convictions of
– Health care fraud
– Fraud in non-health care programs
– Obstruction of an investigation

12
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IRO Activities
and Prior Conduct
– Exclusion actions (continued)
• Permissive for
–
–
–
–
–
–
–
–

Claims for excessive charges, unnecessary services or lacking quality of care
Fraud or kickbacks
Making false statements or misrepresentations of fact
License revocation or suspension
Entities controlled by sanctioned individual
Failure to grant immediate access
Failure to take corrective action
Individuals controlling a sanctioned entity

13

IRO Activities
and Prior Conduct
• Prior Investigations resulting in settlement
important
– Prior CIA can lead to expanded IRO review in subsequent
settlement

• Less than Stellar prior CIA performance
– Thoroughness of Annual Reports (including IRO Report) can
influence scope of IRO review

14

Who Do You Want in Your Foxhole?
IRO Activities and Counsel Experience
• Experience of OIG counsel
–

Highly experienced OIG counsel usually results in an
expanded scope of review
•

BUT often results in reasonable concessions

• Similarly, provider’s counsel experience important
–
–

Where the “help from friends” in invaluable
Need to understand the provider’s business
•
•

Including the billing processes
Compliance Officer is invaluable in this process

15
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IRO Activities
and Counsel Experience
•

Experience of OIG with the specific
covered conduct
•
•
•

If you are in the settlement process, can be
better to be first
OIG is not likely educated as much on the
billing/claims processes
Can result in fewer requirements and lessen
the scope of the IRO review
•
For example, systems review rather than
extrapolation

16

IRO Activities
and Individual Actors
–Scope is further influenced by conduct of individual
actors
• If same management in place, likely to see an expanded scope
– Exception where CCO has a great reputation with OIG

• Recall exclusions can be based upon individuals controlling a
sanctioned entity
– If OIG agrees not to exclude individual actors, it will come with a price

• Conversely, new management not including individual actors
can lead to a more narrow scope
17

IRO SELECTION
“Dancing with the Stars”
• Prior Experience
• Qualified Consultants
• NO Prior Relationship
• The Right Fit
• OIG Approval
18
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IRO DUTIES

19

IRO DUTIES
• Activities as Outlined in CIA
– Annual Claims Review
– Recommendations to Provider
– Report Observations to OIG
– Annual Report

20

IRO DUTIES
• Claims Review
– Identify the Universe
– Select the Discovery Sample
– Request Records
– Review Claims for Proper Payment

21
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IRO DUTIES
RELATIONSHIP

22

IRO DUTIES
• RELATIONSHIP
– Objective Review
– Not Adversarial
– Resource for Education & Process Improvement
– Allows for Provider to Produce “Open Items”

23

IRO ELIGIBILITY REVIEWS
– A Year by Year Review: 2009-2014
– Time Flies When…

24
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YEAR ONE – More training needed

25

YEAR ONE
• Outcome
– Systems Review
• Defining it for OIG

– Lessons Learned

26

YEAR TWO – Working towards common goals

27
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YEAR TWO
• Outcome
– Systems Review
– Lessons Learned

28

YEAR THREE – Accomplishments evident

29

YEAR THREE
• Outcome
– Reduced Error Rate
– Lessons Learned

30
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YEAR FOUR –
we are all working together!

31

YEAR FOUR
• Outcome
– Continued Improvement
– Lessons Learned

32

YEAR FIVE – Olympians!

33
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YEAR FIVE
• Outcome
– Results
– Lessons Learned

34

Positives of a CIA and IRO from the
Provider’s Perspective
• Marketing –
– Clean company
– Under the government’s microscope
– Combats negative rhetoric
from competitors

35

Positives of a CIA and IRO from the
Provider’s Perspective
• Lawsuits/Investigations –
– DOJ reviews provider’s history of compliance with its CIA when
deciding whether or not to intervene
• History of voluntary repayments
• IRO review results
• Reporting to OIG Monitor

– CIA Compliance a big factor in
audits/investigations
• Shows self-monitoring
• Shows that company “does the right thing”
36
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Positives of a CIA and IRO from the
Provider’s Perspective
• Reputation as a Compliant Provider
– Credibility with the Government
– Employees are proud to work for the Company
• IRO results each year are something employees value

– Vendors and Facilities want to do business with the Company
– Set the bar high – Company can be compliant and successful
• Put patients first and everything else falls into place

37

CONCLUSION – crossing the finish line!

38
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Enforcement and
Compliance Implications of
Health Care Reform
Frank E. Sheeder, Esq.
Partner, DLA Piper
frank.sheeder@dlapiper.com
(214) 743‐4560

Shawn DeGroot, CHCF, CCEP, CHRC, CHPC
Associate Director, Navigant
Shawn.degroot@navigant.com
(303) 867‐4227

Topics For Today’s Discussion
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

Medicaid Expansion
Health Insurance Exchange
OIG Work Plan
False Claims Act
Anti‐Kickback Statute
Associate Billing Issues
Electronic Medical Records
ACOs and Acquisitions
Sunshine Act
Regulatory Audits
Takeaway Compliance Strategies
2

Medicaid Expansion

 Essential Health
Services



Where does your state stand?



More things reimbursed



Reimbursement rules

 Prevention Services



Policies and procedures

 Medicaid Expansion



New and sicker patient populations



New service lines



New specific risk areas



New policies and procedures



Auditing and monitoring



Economic pressure…bad choices?



Mandatory Compliance Plans

3

1

Health Insurance Exchange
 “Federal healthcare program”—?
 CMS FAQ (Nov. 2013)
 Questions about legislative intent

4

HHS OIG Work Plan
Affordable Care Act Review Section
“These programs and requirements are being operated in a
rapidly changing and fluid environment”
OIG Work Plan, FY 2014

 4 Main Areas OIG Identified for FY 2014
 Payment Accuracy
 Eligibility Systems
 Contracts‐ Planning, Acquisition, Contracting,
Management, and Performance
 Security of Data and Consumer Information
 New Projects in Each Category
5

False Claims Act

6

2

False Claims Act
 False Claims Act Qui Tam Public Disclosure
Bar
 Easier for qui tam relators
 Narrows definition of “publicly disclosed”
information

 Expands FCA exposure
 Adds significant litigation complexity and
cost to declined qui tam actions
 Ensures that DOJ has a prominent role in
determining a relators status to proceed
with the declined qui tam action
7

False Claims Act
 New group of whistleblowers








Physicians
Compliance Officers
Internal Auditors
Attorneys
Consultants
Scientists
“Professional Whistleblowers”

 New breed of whistleblowers’ counsel

8

False Claims Act
 “Original Information”
 Create an accurate and clear record
 Appearance and actuality
 Considerations






Phone calls ‐ logs, texts, voice messages
E‐mail ‐ multiple accounts
Social networking sites
Chat functions
Internal documents – presentations, draft documents,
memoranda, meeting agendas and minutes

 Self Reporting

9
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False Claims Act
 Investigate Complaints






Culture of no retaliation
Privilege issues
Who should be Counsel?
Counsel’s role
Develop work plan with focus on possible outcomes

 Interview Witnesses





Culture of no retaliation
Upjohn warnings
Skillful questioning
Procedures around process

10

Anti‐Kickback Statute
 Specific intent requirement relaxed
 Individual does not have to have actual knowledge of the AKS
 Eliminates requirement to demonstrate the individual had intent
to violate the AKS
 Ref. Hanlester decision
 A violation of the AKS now constitutes a false or fraudulent claim
under FCA

11

Electronic Medical Records
 Meaningful use deadlines
 Hardship exemptions
 Stage 3 expectations

“We live in a 21st century world with a 20th century delivery
system. We live in a world in which the National Cancer
Institute is texting teens to convince them to quit smoking,
but ask any parent how easy it is to get their kid’s
immunization report from the doctor’s office”
HHS Secretary Kathleen Sebelius
(Modern Healthcare, Feb. 27, 2014)
12

4

Accountable Care Organizations
(“ACOs”)
 Goals
 High quality
 Efficient service
 Questions
 Best way to achieve goals
 CMS incentives
 Alignment
 Physician and hospital relationships
 Historical perspective
 Define objectives
 Due diligence: people, behavior, practices
 Compliance at the table
13

ACOs and Acquisitions






Inducements for healthy behavior
Marketing materials
Patient freedom of choice
Patient access
Record retention

14

Sunshine Act







First disclosures coming soon
Open Payments program
Evolving guidance
Indirect transfers of value (not just direct funding)
Teaching hospitals and medical groups
Data on CMS website by September 30‐‐?

15
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Regulatory Audits
 Audit staffing challenges
 Skill set changing (clinical and IT)
 Data analytics and historical patterns
 Data mining skills
 EMR templates

 Risk based audits
 Transparency
 Quality data

16

Takeaway Compliance Strategies
 Invest in Compliance Resources








Review and update policies and procedures
Assess Compliance Program
Training and education
Internal controls
Evaluate auditing and monitoring – past and current practices
Involve leadership
Culture of no retaliation

17

Takeaway Compliance Strategies
 Address possible FCA exposure
 Understand risk of whistleblowers
 Evaluate internal investigation processes








Auditing of overpayments
Assess billing practices
Determine your growing patient base and needs
Get involved in new arrangements
Scrutinize physician relationships
Do your own data prospecting

18
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Takeaway Compliance
Strategies






Be proactive
Be prepared
Engage your organization’s leaders‐ find champions
Know when to seek outside help
Stay involved

Again, be proactive!
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Thank you.
Questions?
Frank E. Sheeder, Esq.
Partner, DLA Piper
frank.sheeder@dlapiper.com
(214) 743‐4560

Shawn DeGroot, CHCF, CCEP, CHRC
Associate Director, Navigant
Shawn.degroot@navigant.com
(303) 867‐4227

Additional Media:
www.thecomplianceblog.com
www.healthcarelawmatters.com
Twitter: @hclawyer

20

7

3/19/2014

Coordination of Quality of Care & Compliance
across an Institution and across ‐ County
Hospital System & Academic Medical Center
HCCA Compliance Institute 2014

Game plan:
• Kevin Andrews
• Vice President Quality & Patient Safety, Jackson Health System, Miami, Fl.
• Quality and patient safety issues for compliance officers

• Diana Salinas
• Senior Vice President and Chief Compliance Officer, Rideout Health, Yuba City, Ca
• Former Chief Compliance Officer, Jackson Health System, Miami, Fl.
• Practical approaches for aligning quality and compliance priorities

• Dr. Jennifer McCafferty
• Assistant Provost, University of Miami, Miami, Fl.
• Former Chief Medical Compliance & HIPAA Privacy Officer, University of Miami Health System, Miami, Fl.
• Leveraging data for quality improvement & compliance efforts

• Panel Discussion
• Challenges in quality and compliance efforts when multiple organizations are involved in delivering the care
• Public and private partnerships
• Where have the data gone?
• Impact of outsourcing revenue cycle, IT support

The Decade to Come in American Healthcare:
Provide Value or We will be Left Behind

Kevin C. Andrews
Vice President, Quality and Patient
Safety
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Our agenda:
1.
2.
3.
4.
5.
6.

The payment crisis
The quality imperative
Quality meets compliance and finance
The role of the Board; the role of the Medical Staff
A roadmap for success
Q&A

The U.S.SixHealth
System
is the Most
National Care
Health Care
Expenditures
Compared
2006
Expensive
infor
the
World.

Total
Expenditure on
Health as percent
of GDP

Total Expenditure
on Health Per
Capita
(in U.S. $)

Source: World Health Organization data accessed 1/20/05 from WHO Web site: www.who.int/whr/2002/whr2006

“Is it Safe?”
The Quality Imperative

2
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Doctors' care often deficient, study says; Proper treatment given
half the time
Rita Rubin. USA TODAY. McLean, Va.: Jun 26, 2003. pg. A.01
Copyright USA Today Information Network Jun 26, 2003

On average, doctors provide appropriate health care only about half the time, a landmark study of
adults in 12 U.S. metropolitan areas suggests.
Such deficiencies "pose serious threats to the health of the American public" that lead to tens of
thousands of preventable deaths each year, researchers report in today's New England Journal of
Medicine.
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Sep 22, 9:34 PM EDT

Fatal Drug Mix-Up Exposes
Hospital Flaws
By TOM DAVIES
Associated Press Writer

The Value Equation:
Quality Meets Compliance and Finance
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But consider…
• A 66 year old patient is hospitalized for routine orthopedic
surgery.
• The patient acquires an infection.
• Her stay in the hospital is prolonged for 4 days.
• What is the effect on your bottom line?
($60,000 -$100,000)

From the Advisory Board:
December 10, 2005

About $9.5 billion and nearly 57,000 lives would be
saved annually if all of the nation's acute care
hospitals performed as well as the country's top
hospitals, finds a new study released this week by
Solucient.

The Value Equation

Value = Quality of outcome / Unit of cost / Compliant
“R.O.I.” is not just about the income line!
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Critical Concepts:

• Improving systems -- beyond the “Bad Apple” approach
• Integrating attention to quality, safety, risk, and service
• Integrating quality into operations through compliance, finance

Hospital Medical Staffs play a vital role in monitoring and
improving hospital care to ensure that it is safe, beneficial,
patient centered, timely, efficient, and equitable.² Indeed,
hospital Medical Staffs are responsible for ensuring the quality
of healthcare provided in their institutions.³ To fulfill their role
in ensuring quality…

1.
2.
3.
4.
5.
6.
7.
8.
9.

Focus on quality, safety and compliance
Dedicate time
Be proactive
Assure that quality measurement and performance improvement
processes are in place
Understand physicians role **
Explicate staff and physician responsibilities
Ensure management’s focus (Compliance can assist)
Align financial resources
Support payment contracts aligned with this focus

6
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Hospital Medical Staffs should develop a “quality literacy”
regarding patient safety, clinical care, compliance and
healthcare outcomes.

Review FOR PHYSICIANS!
THIS IS NOT AN EASYPeer
ASSIGNMENT
As Compliance Officers:
• How are you aligned with Quality and Risk Management?
• Do you know how rigorously peer review is practiced in your hospital?
• What are the indications for external peer review?
• Are summary results presented to the Board?
• Are you assured a neutral body is reflecting the community’s interest?
• Are you assured of the fairness and consistency of the process?

And there is more to quality than these particular physician-driven
activities:

• Tracking and trending process, compliance and outcome
measures
• Integrating…
– Patient safety
– Risk management activities
– Sentinel event reporting and analysis

• Contracting
• Compliance

7
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“Be All That You Can Be”:
A Roadmap for Success
•
•
•
•
•
•
•

Commit
Collaborate
Align incentives
Build structures
Enlist patients
Track progress
Create identity

Commit
•
•
•
•
•

Get the Board’s attention
Must be your Institutional strategic priority
Medical Staff priority
Transparency keeps us honest
Focus the workforce on value, compliance and service
– High quality
– Better than the national average
• Quality processes…resulting in clear and compliant, succinct report cards
• Physician outreach
• Joint Conference Quality and Audit & Compliance Committees

Board Scorecard

8
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System Based Scorecard

Hospital Scorecard

Unit Based Scorecard

9
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Enlist patients
• Loyalty is transient…
• But can be earned by
– Inclusion and engagement
– Education and training
– Service

• Patients as members of the quality team.
• But be careful of abandonment masquerading as empowerment.

Track Progress
• The “report card” concept
• You want to see the follow up
–
–
–
–

Quality
Compliance
Malpractice
Service

• Don’t be afraid to ask !!!

Create Identity

• Increasingly, hospitals are posturing on issues of quality and
service
• Skeptical audiences, in an era of transparency, will see through
posturing
• Define ourselves by our commitment.

10
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Questions ?

Transcending Departmental and Institutional
Silos to Exchange Quality‐Of‐Care Information &
Analytics
Diana Salinas
Senior Vice President and
Chief Compliance Officer
Rideout Health

Transcending Silos
 Overall goals of healthcare reform and the Affordable Care Act is to get us
moving from a fragmented healthcare delivery system to a less cost and
more efficient integrated model.
 Working in silos can be a threat for hospitals to deliver the coordinated
care that will be/is required to meet the growing quality, compliance and
cost demands of reform.
 Transcending silos MUST happen to help hospitals achieve coordinated
delivery of care that will improve quality and overall efficiency of the
institution.

11
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Transcending Silos: How do we do this?
 Mindset – recognizing that something needs to be different, a need for
change
 Root Cause – develop an infrastructure that provides opportunity to
address root causes without sacrificing quality
 System Aim – need for a hospital system aim to change mindsets toward
transcending silos, integration of care and outline goals and strategies to
accomplish system aim
 Departments – fostering collaboration among departments to look beyond
the department

Development of a Compliance Program
Charter
 Formal establishment of Compliance Program
 Sets out the organization's responsibility with regard to participation in
government health care programs;
 Furthers the organization’s goal of establishing an organization that (a) fosters
and maintains the highest ethical standards among all of its employees,
officers and trustees, and contractors that furnish health care items or
services; and (b) values its compliance with all state and federal laws and
regulations as a foundation of its corporate philosophy.

Development of a Compliance Program
Charter Con’t.
 Sets out the responsibility of the governing board
 Sets out responsibility of management including a budget for
Compliance Program
 Sets out responsibility of Compliance officer and program
 Establishes that the Compliance Program is not the compliance office
alone but the entire system’s program
 Establishes the Executive Compliance Committee (ECC)
 Built in collaboration from all department through a Regulatory
Compliance Committee (RCC)

12
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Establishing a Regulatory Compliance Committee
(RCC) in addition to Executive Compliance
Committee (ECC)
• An interdisciplinary approach to compliance
• A centralize and improved communication forum that introduces
improvement opportunities as well as celebration accomplishments,
not only in the compliance department, but also inter‐departmentally
throughout the entire hospital
• Joint accountability

Designing the Regulatory Compliance
Committee Infrastructure
• Key Institutional Partners:











Chief Compliance Officer / Privacy Officer
VP Quality and Patient Safety
VP Revenue Cycle
Corporate Director IT / IT Security
Director HIM and Coding
Director Patient Access
System Risk Manager
System Case Manager
System Pharmacist
System Pathology Lab












Internal Audit
Associate Chief Medical Officer
Chief Nursing Officer
Member of the Legal team
System Hospital Education Lead
System Credentialing Lead
System Managed Care Lead
Public Safety Lead
Lead System Physician Resident
Associate Chief Financial Officer

Through the RCC you can start to build collaboration by developing an
Operations Support Critical Incidents Manual
___________________________________________________________
ISSUE: ________________________________
Responsible Person: __________________
Indicators of Potential critical situation:
Satisfaction of one or more of the following preconditions indicates that a critical situation may exist.
If one or more of these preconditions is met, you should take the immediate actions listed below,
including notifying the responsible person identified above for guidance on appropriate next steps
beyond those immediate actions.
1.
2.
3.

13
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Through the RCC you can start to build collaboration by developing an
Operations Support Critical Incidents Manual
__________________________________________________
Immediate Actions:
Take the following actions immediately or as soon as practicable:
1.
2.
3.
4.

Through the RCC you can start to build collaboration by developing an
Operations Support Critical Incidents Manual
_________________________________________________
Description of Departmental Roles
Lead department (department of responsible person):
Roles of support department to be involved:
Department

Role in resolving issue

What you can accomplish through the Regulatory Compliance
Committee (RCC)
_________________________________________________
• Compliance Work Plan development – joint effort and accountability
• Collaborative teams or Task Forces evolve to address compliance
issues together (everyone’s problem)
• All operation support departments are at the table
• Generates an increased collaborative practice for the healthcare
professionals in an interdependent system health care delivery
environment.

14
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Transcending Silos:
• By breaking down silos between departments, hospitals can create
collaborative teams that can effectively improve patient safety,
especially during transitions of care, quality, compliance and protect
reimbursement. The many intersections between Patient Access,
Quality, Credentialing, HIM, Coding, Risk Management, Compliance
and Revenue Cycle make them ideal departments to integrate, and
staff from these departments can work together to reach common
goals of efficiency, quality and compliance. This integrated model will
be a key feature of hospitals on the cutting edge of care delivery as
the healthcare industry moves toward a more coordinated system of
care.

Transcending Silos:
MAY ‐ JUNE 2012 www.chausa.org

• The idea of “working together” is not new. Forty years ago, the Institute of
Medicine asserted that a major barrier to “health care that is efficient, effective,
comprehensive, and personalized is our lack of a design for the synergistic
interrelationship of all who can contribute to the patient’s well‐being.”
• In its 2001 report, Crossing the Quality Chasm: A New Health System for the 21st
Century, the Institute of Medicine called on academic institutions to promote
quality and safety in health care by educating health care professionals to work
collaboratively.
• Two years later, the institute released its landmark report, Health Professions
Education: A Bridge to Quality, and identified five core competencies integral to
the education of all health care professionals.
• Focusing on the need for outcome‐based education in the health professions, this
report concluded that all health care professionals must be prepared to provide
patient‐centered care as members of interdisciplinary teams, employ evidence‐
based practice, apply quality improvement approaches and use informatics.

Organizational data to drive improvement and compliance
• Evidence clearly shows that more care does not necessarily mean
better care. An estimated 30 percent of healthcare spending goes
toward ineffective or redundant care (Fisher and Wennberg, 2003).
In real terms, this means as much as $750 billion of America’s $2.5
trillion annual healthcare spending may not be well spent. We need
to change what we do to promote higher quality, evidence‐based care
for all patients.

15
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Transcending Silos: Challenges Across Institutions
 Public versus Private: Numerous and challenging differences
 Government in the sunshine issues
 Communication:

• Public organizations are structured to operate in an atmosphere of promoting transparency, open for all
communications to be scrutinized, whether internally or externally, the interest “of all” is considered and
regulated
• Private organizations tend to be protective of their trade secrets and often will only provide the specific
necessary information to those people directly involved. Information is overly‐protected and does not flow freely
amongst channels and departments.

 Legal constraints:
 Pubic administration communications, especially those written are under much greater restraint. Especially
under consideration are verbiage which may affect ethnic or cultural tones, discrimination of any kind, and
countless other interpretive areas. Public administration communications will often tend to simply follow the
stability of "legalese."
 Private organizations have the freedom to communicate ideas and philosophies more openly and freely without
the fear of reprisal, excepting of course anything that is blatantly hateful or illegal.

• Private organizations tend to communicate in a market environment in order to gain maximum
productivity or profit.
• Communications in public organizations tends to be directive and aimed toward implementing policy.
• The private sector may be goal‐aligned with efficiency while the public sector may be managing multiple
constituents toward effectiveness.

“Big data” - leveraging
institutional data for
quality improvement &
compliance
Jennifer McCafferty, PhD, CCEP, CHC, CHRC, CHPC
Assistant Provost
University of Miami
Miami, FL

Appreciating the relationship between quality, risk management, patient
safety and compliance is not new
•
•
•

1999 - To Err is Human: Building a Safer Health System
2001 - Crossing the Quality Chasm: A New Health System for the 21st Century
2012 - Best Care at Lower Cost - The Path to Continuously Learning Health Care in America

Assuring data is available, accurate, and interpretable is an ongoing
challenge
•
•

2012 - Best Care at Lower Cost - The Path to Continuously Learning Health Care in America
2013 - Core Measurement Needs for Better Care, Better Health, and Lower Costs: Counting
What Counts
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IOM - Best Care at Lower Cost

Compliance-Quality connection is vital to the essential purpose of the
health care enterprise.

“Tsunami of measurement”
• Overlapping federal, state, and programmatic measurement requirements
• Harmonization to reduce administrative burden and focus attention and resources on
those measures that drive improvement.
• Inappropriate and duplicative metrics that increase burden without adding value must be
avoided.

Stakes are high:
•
•
•
•
•
•

Unnecessary services (includes costs due to unwarranted variation/overuse)
Fraud
Excessive administrative costs
Inefficiently delivered services
Prices that are too high
Missed opportunity for prevention

From: Core Measurement Needs for Better Care, Better Health, and Lower Costs: Counting What Counts; IOM Workshop Summary 2013
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Compliance can find itself isolated from the strategic and operational
center of the organization.

Tucker House case
• Facility paid $535,000 and
agreed to apply clinical
practice guidelines for the
treatment of bedsores when
the government charged the
facility with false claims for
every day of care it had been
paid for patients who had
developed aggravated
decubiti.
• Applied to additional 40
settlements nationwide, often
instigated by whistleblowers.

18
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Unnecessary Services
• In 2003, a hospital in Michigan
pled guilty to criminal charges
and paid a $1.05million fine
when a prolific anesthesiologist
on staff performed unnecessary
pain management procedures
for which the hospital was paid
the associated facility fees.
• Patients suffered significant
complications from the
unnecessary surgeries around
which claims arguments were
fashioned.

Board engagement
• Develop metrics and regular
reporting to keep the Board
informed about quality
improvement activities and the
relationship to compliance:
• “Quality is also emerging as an
enforcement priority for health
care regulators.”
OIG, Corporate Responsibility and
Health Care Quality: A Resource
for Health Care Boards of Directors

How can a compliance officer effectively integrate quality-oriented
issues into workflow?
• Teamwork
• Develop a strategy to work with the risk management and quality improvement
departments to determine where compliance ought to be involved.
• Participate in efforts to monitor how standardization of care along good clinical
practice guidelines can facilitate meeting the new standards
• Quality data needs to be a critical focus of attention.
• Become familiar with the quality metrics, report card, and transparency initiatives
applicable to your enterprise.
• Find out who is reporting what, to whom, and how often.
• Develop effective techniques to monitor these reports over time for accuracy,
completeness, and as sentinels or leading indicators of risk.

Be mindful of the potential liabilities
associate with data quality.
• Poor data quality is the basis for compliance
liabilities on their own,
• Identified quality failures often point to other
process problems.
• If the data are not accurate, how can you be
sure that the proper controls are in place to
comply with the appropriate regulations?

19
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Where’s
the data?

What’s the
quality?

Metadata Analyses
• Characterizes or organizes data such that data can be understood and
more readily consumed by an organization.
• Metadata answers the:
• who
• what
• when
• where
• why
• how
• Required to place the data into proper categories for determining which
regulations apply
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Examples of Metadata Analyses:
• SOX applies to financial data
• HIPAA applies to health care data
• FERPA applies to student data
Some data will apply to multiple regulations and some data will not be
regulated at all.
Without proper metadata definitions, it is impossible to apply regulatory
compliance to data.
Compliance should be knowledgeable about how the organization
organizes data – best case scenario compliance officers are central
members of the team that develops and manages the organizational
metadata definitions.

Data Quality & Data Profiling
• Data quality
•
•
•

Business responsibility
Accuracy
QA, technology controls, etc.

• Data profiling
•
•

Examines existing data and collects statistics and other information about that data.
Can discover/reveal data quality, characteristics, and potential problems of
information.
•
•
•

•

Characteristics of the data compared to what is expected in a field
Facts about the data (e.g., occurrence of null values)
Fields that need further investigation

Data profiling does have limitations. It will not convey:
•
•
•

Accuracy of the data (e.g., procedure miscoded)
Rules that apply to the data
Efficiency of data capture process

Examples of Data Profiling
• Phone number variations:
•
•
•
•
•

9999999999
(999)999999
999-999-9999
999-999-AAAA
999-999-Aaaaa

• EHR field labeled “temperature”:
•

May contain data in the correct type and format (nn.n – nnn.n) but the range of values may exceed what is logical
from a clinical perspective – such as a temperature exceeding 500.

• EHR field labeled “vaccine dose”:
•

Might comply with reference table values and expected percentage of null values, but the dose amount may be
incorrect (e.g., 0.5 ml vs. 5 ml).

• Identify duplicative fields:
•
•

“Tobacco Type” may have a pick list for the type of tobacco utilized (e.g., cigarettes, oral, cigar, pipe)
Individual fields that indicate a Yes/No response for field names “Cigar use,” “Oral Tobacco Use,” “Pipe use.”

Compliance should be knowledgeable about how data quality
is controlled and monitored – best case scenario compliance
officers/offices receive regular reporting on data quality.
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Data Governance
Oversight for management of the availability, usability, integrity, and security
of enterprise data. Typically includes:
• Governing body or council
• Defined set of procedures
• Plan to execute those procedures
Allows for data to be treated as an organizational asset
• data elements are defined in business terms;
• data stewards are assigned;
• data is modeled and analyzed;
• metadata is defined, captured, and managed;
• data is archived for long-term data retention.

Compliance should be active in data governance programs.

Interoperability – creating meaningful connections among
disparate data sources

Specialty A

Example of coding data analysis for
billing risk &
revenue opportunity /
business strategy review

Specialty B
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Compliance-Quality connection is vital to the essential purpose of the
health care enterprise.
• As health care gets more and more patient centric
and quality driven this will increase in importance.
• Shared responsibility for building a continuously
learning health care system.
• Current waste diverts resources.
• IOM estimates $750 billion in unnecessary
health spending in 2009 alone.
• The stakes are high.
• Every missed opportunity for improving health
care results in unnecessary suffering.
• Estimated that ~ 75,000 needless deaths could
have been averted in 2005 if every state had
delivered care on par with the best performing
state.
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Panel Discussion:
• Challenges in quality and compliance efforts when multiple
organizations are involved in delivering the care
• Public and private partnerships
• Where have the data gone?
•
•

Impact of outsourcing revenue cycle, IT support
Legacy system updates

24
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Survival of the
Fittest!
Navigating the DMEPOS Jungle
Barb Stockert, Government and Payer Relations Sanford Health
Jeanne Folmer, Lead Auditor, Compliance, Sanford Health
Thomas W. Beimers, Counsel, FAEGRE BAKER DANIELS LLP
Ruth Krueger, Regional Director Compliance, Sanford Health
1

2

Objectives
 Identify

risk areas, record keeping, and audit
priorities for durable medical equipment
companies

 Review

OIG information request, subsequent
investigations/enforcement actions

 Provide

tool kit of resources for auditing and
monitoring and discuss those risky scenarios that
get folks in trouble

3

How long have you worked with
DME regulations?

A.
B.
C.

0-3
4-7
>7

1
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4

General Coverage Requirements
DMEPOS (Durable Medical Equipment
Prosthetic Orthotic and Supplies) must be:
1.

2.

3.

Prescribed by a physician or other recognized
medical professional
Eligible for a designated Medicare benefit
category
Meet Medicare’s statutory and regulatory
requirements

5

Do You Know What is Covered and
Not Covered?
Non-covered items (not all inclusive)
 Convenience Items
 Diapers
 Most Bathroom Items
 Hearing Aides
 National Coverage Determination (NCD) for
Durable Medical Equipment Reference List
(280.1)

6

Classifying a DME Benefit Category
To meet the Category of DME Benefit a
product must:
withstand

repeated use,
a medical purpose,
not be useful in absence of illness or injury.
serve

2
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7

Prosthetic Benefit Category
 Replace

all or part of an internal body organ,
or to replace all or part of the function of a
permanently inoperative or malfunctioning
internal body organ.

8

Braces (Orthotics)

A brace

is a rigid or semi
rigid device that supports a
weak or deformed body
member.

9

Surgical Dressings
 Therapeutic

and protective coverings that
are applied to surgical or debrided wounds.

3
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10

Immunosuppressive Drugs
Oral Anti

Cancer Drugs

Oral Antiemetic

Drugs

11

Therapeutic Shoes for Diabetics

 Custom

molded or extra depth shoes and
inserts for patients with diabetes.

12

What is a National Coverage
Determination?
 A national

coverage determination (NCD)
is a United States nationwide determination
of whether Medicare will pay for an item or
service.

4
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13

Who Can Request an NCD?
 Beneficiaries,

manufacturer’s, providers,
suppliers, medical associations, or health
plans.


Has to be considered a potential benefit for
Medicare beneficiaries

14

How to Request an NCD
Submit on line:
http://www.cms.gov/Medicare/Coverage/Info
Exchange/contactus.html
Or mail to:
Centers for Medicare Medicaid Services
Director, Coverage and Analysis Group
7500 Security Blvd; Baltimore, MD 21244.
http://www.cms.gov/Medicare/Coverage/Deter
minationProcess/howtorequestanNCD.html

15

Local Coverage Determinations

 In

the absence of a NCD a service is
covered at the discretion of the Medicare
contractors based on a Local Coverage
Determination (LCD).

5

2/25/2014

16

Relationship of NCD’s and LCD’s
 NCD’s

always TRUMP!

 NCD’s

are binding for all Medicare contractors

 LCD

policy MAY be more restrictive than the NCD but
NEVER less restrictive.

 LCD’s

can be developed when contractor sees a number of
errors in their jurisdiction.

 Medicare

Coverage Database:
http://www.cms.gov/medicare-coverage-database/

17

Getting It Right the First Time
Patient Demographics
Insurance Verification
 Always remember to CCC (Copy
Customer Card)
Understand the Coverage Criteria
Use Recommended Intake Forms and
Documentation Checklists :
https://www.noridianmedicare.com/dme/coverage
/checklists.html

18

Dispensing Orders
Equipment and Supplies may be delivered with a
dispensing order except those items that require a
WOPD (written order prior to delivery).
 May be written or verbal
 Description of item
 Beneficiary name
 Ordering Physician
 Date of the order and/or start date
 Physician signature (or supplier signature if
verbal)

6
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19

Detailed Written Orders
Ordering physician must review content of order,
sign, and date the form. Order must include:
 beneficiary name,
 physician name (and NPI if subject to F2F),
 date of the order and/or start date,
 detailed description, AND
 physician signature and date.

20

Prescription pads have a date field located
in the upper right corner. This is sufficient
to use as a start and signature date.
A.
B.

True
False

21

The start date or initial date of service
must be the date the supplier was contacted
by the physician.
A.
B.

True
False

7
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22

When Do I Need a New Order?
 When

there is a change in the order

 For

items that are replaced, worn, lost, stolen, or
irreparably damaged

 If/when

beneficiary’s condition changes

 Change

of supplier

23

Periodic Basis Prescriptions
All items provided on a recurring basis must include all
the components of a regular order and the following:
route of administration,
frequency of use,
number of refills,
length of need for rental items, AND
dosage & concentration or duration of infusion,
if applicable.

24

Prescription Additional Information
 Date

of the order is considered the date the
supplier is contacted by the physician.
 PRN or As Needed are not acceptable
 Signature and date stamps are not allowed.
 Prescriptions are NOT considered a part of
the medical record

8
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25

If a beneficiary has equipment prior to
becoming Medicare eligible, the required
documentation must meet all requirements
for a new order.
A.
B.

True
False

26

Written Orders Prior to Delivery
Items that require a WOPD
Support

Surfaces
Nerve Stimulators (TENS)
Seat Lift Mechanisms
Negative Pressure Wound Therapy (NPWT)
Power Mobility Devices (PMD)
Wheelchair Seating
Items subject to Face-to-Face requirement
Transcutaneous

27

WOPD Requirements
 Must

meet all written order requirements

 If

an item requires a WOPD and it is not
obtained, the claim will deny as excluded
by statute.

9
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28

Face-to-Face Requirement
 Included

in the Affordable Care Act (ACA)
Federal Register
https://www.federalregister.gov/articles/2013/
08/12/2013-19378/medicare-programrevisions-to-payment-policies-under-thephysician-fee-schedule-dme-face-to-face
 Med Learn Matters Article CR 8304
 Effective sometime in 2014 at CMS discretion
 ACA 6407

29

Face-to-Face Requirement

30

Who cannot order DME?
A.
B.
C.
D.
E.
F.

MD
DO
Oral surgeon
Chiropractor
Podiatrist
Optometrist
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31

Nurse Practitioner and Clinical
Nurse Specialist
Nurse Practitioners and Clinical Nurse Specialists may
also order DMEPOS if they meet the following
requirements:
they are treating the beneficiary for the condition
of which the item is needed
they are permitted to practice independently of a
physician
they have their own NPI and
they are licensed to practice in the state where
services are rendered.

32

Physician Assistants:
Must

meet the definition of a Physician Assistant
in Section 1861 of the Social Security Act

Can

practice under the supervision of an MD or
Doctor of Osteopathy

Must

have their own NPI and

Are

permitted to perform services in accordance
with State law

33

Which of the following are not considered part of
the beneficiary’s medical record for DME payment
purposes?
A.
B.
C.

CMN’s
Hospital records
Supplier made forms

11
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34

Continued Use
Ongoing utilization of supplies or a rental item by a
beneficiary.
Suppliers are responsible to monitor usage of
rental items and supplies.
Supplier records that document a refill or
replacement is needed.

35

Continued Need
Medical Need is determined at time of initial order.
 All

of the following verifies continued need:
order for refills, or change in
prescription

A recent

Length

of time documented on CMN, DIF, or
Detailed Order

Timely

documentation in the medical record
showing usage of the item.

36

The definition of timely
documentation is:
A.
B.
C.

3 months
6 months
12 months
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37

Refill Documentation
Delivered to Beneficiary
 Must have documentation of a request for a
refill. Must be either a written document or a
written record of a phone conversation between
the supplier and beneficiary.
 Must

be documented before shipment. A
retrospective attestation by either the supplier
or beneficiary is not sufficient.

38

More on Refill Documentation
 A new

prescription is needed with:
of supplier
 change in the order: item(s), frequency of
use, etc.
 change in the length of need
 State law requires a renewal
 change

39

Required Forms
Certificate of Medical Necessity (CMN) is
required for:
 oxygen, pneumatic compression device,
osteogenesis stimulator, transcutaneous
electrical nerve stimulator (TENS), and seat
lift mechanisms.
DME Information Form (DIF) is required for:
 external infusion pump
 parental/enteral nutrition

13
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40

Completing CMN’s & DIF’s*
 CMN’s:
 Sections A &

C completed prior to sending to physician by
supplier
 Sections B & D completed by ordering physician
 Signature and date stamps are not acceptable.
 Must accompany initial claim.
 CMN can be used as written order if sufficiently detailed.
 DIF’s:
 Completed
 Must

by the supplier
receive prior to claim submission.

*CMN is certificate of medical necessity – DIF DME information Form

41

Advanced Beneficiary Notice of
Non-Coverage
(ABN)
 Written

notice of potential non-coverage

 Informs

beneficiary

 Allows

them time to make a decision whether they want
an item or not.

 Valid

for 1 year for continued supplies or usage of an

item.

42

When Should You Use an ABN?
 Medical

necessity not met
 Overutilization
 When an ADMC* denial is received
 No Medicare supplier number
 Unsolicited telephone calls
 Non-contract supplier providing DMEPOS to a
beneficiary that lives in a CBA**
 Upgrades
*Advanced Determination of Medical Coverage **Competitive Bidding Area
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43

When to use an ABN
An item does not meet the definition of a Medicare
benefit:
 enteral nutrition for a beneficiary that is able to
drink orally
 therapeutic shoes for a non-diabetic beneficiary
 wheelchair for a beneficiary that can ambulate
 seat lift mechanism for a beneficiary that cannot
walk

44

Additional ABN Information
 Must

list the “specific” reason Medicare will not pay

 An ABN

 Must

is valid for one year

list an estimate of the charge

 Provide

a copy of completed ABN to the beneficiary

45

Proof of Delivery (POD)
 Must

keep POD documentation for seven years

 Can

be signed by the beneficiary or the authorized
representative

 Proof

of delivery must be dated

15
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46

Three Methods of Delivery
 Directly

 Via

to the beneficiary or their representative

shipping or delivery service

 Directly

to a nursing facility on behalf of the
beneficiary

47

Information on all records must include:
 Beneficiary

name
address
 Sufficiently detailed description to identify the
item(s) being delivered
 Quantity delivered
 Date delivered
 Beneficiary or authorized representative AND
 Date and signature
 Delivery

48

POD Reminders
Date

of service is ALWAYS the date
of delivery
A shipping or delivery service must
have a tracking slip.
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49

Documentation of a request for a refill
must be a written document completed
after delivery.
A.
B.

True
False

50

Refill information must be kept on file
and available upon request.

A.
B.

True
False

51

Contact with the beneficiary or designee
regarding refills must take place no sooner
than_____ calendar days prior to the
delivery/shipping date.
A.
B.
C.

12
14
21
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52

Consumable supplies are functional
supplies and can only be replaced when
supply is no longer able to function.

A.
B.

True
False

53

For delivery of refills, the supplier must deliver the
DMEPOS product no sooner than ___ calendar days
prior to the end of usage for the current product.

A.
B.
C.

10
15
20

54

Beneficiary Authorization
 Sign

and date #12 on a CMS 1500 claim form

 Sign

and date a supplier generated signature on file

 Future

claims for the same services (rentals) can be
filed without obtaining a new signature
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55

If you bill as “non-assigned” for DME
rentals, you will need to obtain the
beneficiary’s authorization every month.
A.
B.

True
False

56

Nationwide DME Audits
CERT: AdvanceMed or Livanta
Established

by CMS to monitor and report the
accuracy of Medicare Fee for Service
payments.
Calculates paid claims error rate for DME
MAC’s

57

Nationwide DME Audits
RAC: Performant Recovery, CGI Federal,
Connolly, Inc. and Health Data Insights
 Detects

and corrects improper payments so
CMS claims processing contractors and
suppliers can implement actions that will
prevent future improper payments.
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58

More DME audits
Medical

Review (performed by the
Contractors):

Supplemental

Study Strategic Health

Solutions:
ZPICS

and PSC’s:

Self Help Tools
 Do

not audit by insurance carrier
on the product
 Have a staff person review documentation
before filing the claim
 Use intake sheets
 Learn from the competition
 Focus

59

60

Resources
 Medicare

Program Integrity Manual
Chapter 5- Items and Services Having Special
DME Review Consideration

http://www.cms.gov/Regulations-andGuidance/Guidance/Manuals/downloads/pim83c0
5.pdf

 Noridian

Healthcare Solutions Supplier Manual
Chapter 3- Documentation Requirements

https://www.noridianmedicare.com/dme/news/ma
nual/chapter3.html
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Let’s talk about
enforcement…..

Current Enforcement Priorities
 Record

FCA Numbers
Number of Cases and Dollar Amounts Are At Record
Highs
 More Follow-On Investigations
 Consulting Arrangements
 Cooperation Obligations – DPAs/CIAs
 More Criminal Enforcement
 Responsible Corporate Officer Doctrine
 Individuals Named As Defendants In False Claims Act Cases
 More Auditors – More Referrals
 Medicare Fraud Strike Forces
 State AG Offices
 Both

By The Numbers – FY 2013
 274

New Criminal Cases (HEAT only)
Medicare Fraud Strike Forces Active
 3,214 Exclusions
 1,023 Civil Cases Pending - End of FY 2012
 885 New Cases in FY 2012
 $2.6 Billion In Civil FCA Recoveries - Health Care
Fraud
 $5.8 In Total DOJ-HHS Recoveries
 $25 Billion Total Returned To Medicare Since 1997
 Return on Investment: $8 Returned to Medicare Trust
Fund for Every $1 Spent (DOJ Statistics)
 Nine
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Sources of Risk –
Key Fraud and Abuse Authorities
 Health

Care Fraud Statute, 18 U.S.C. § 1347
Statute, 42 U.S.C. § 1320a-7b(b)
 Stark Law, 42 U.S.C. § 1395nn
 False Claims Act, 31 U.S.C. §§ 3729-3733
 Exclusion, 42 U.S.C. § 1320a-7
 Civil Monetary Penalties Law, 42 U.S.C. § 1320a7a
 Other Criminal Laws, 18 U.S.C. §§ 287, 1001,
1035
 Anti-Kickback

Anatomy of an Investigation
 Qui

Tam Complaints
or Civil – How Does DOJ Decide?
 Role of Agencies
 Criminal



FBI
OIG
 Auditors
 State AGs
 FDA


 DOJ
 OIG

Use of Contractors and Experts
Enforcement Actions

Examples of Recent FCA Cases
 RS

Medical – $1.2 Million – D.S.C. (2013)

 Submitted

claims for DME (TENS units; back
braces; knee braces; stimulators) without
physician orders, proper supporting
documentation, or medical necessity
 Suit filed by former RS employee
 Five-Year CIA
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Examples of Recent FCA Cases
 Hill-Rom

– $41.8 Million – E.D. Tenn. (2011)

Submitted claims for bed support surfaces for
patients who did not qualify, or for whom DME
was not medically necessary
 Suit filed by then current and former Hill-Rom
sales reps
 Five-Year CIA


Examples of Recent FCA Cases
 Pinnacle

Medical – $1.8 Million – N. D. Ala. (2012)

Complaint alleged lack of medical necessity and
proper documentation for blood glucose monitoring
strips and lancets
 Suit filed by two former billing department employees
 Five-Year CIA


Civil Monetary Penalties Law (CMPL)
Key Points
 Section 1128A of Social Security Act, 42 U.S.C. § 1320a7a, is the Civil Monetary Penalties Law, containing many
of the OIG’s CMPs as well as CMP enforcement
procedures
 Many CMPs codified other than in CMPL incorporate the
CMPL intent standards and procedures
 Enacted in 1981, CMPL is most often used by OIG as an
alternative to civil action under False Claims Act (“FCA
Light”)
 DOJ Authorization Required For OIG CMPL Action - §
1320a-7a(c)(1); Case Initiated by OIG

23
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Civil Monetary Penalties Law
Key Points (cont.)
 OIG Has to Prove Elements of CMPL action by
Preponderance of the Evidence/Respondent Has Burden
on Mitigating Factors and Affirmative Defenses
 Six Year Statute of Limitations, § 1320a-7a(c)(1)
 CMP, Assessment, and Exclusion available in most
CMPL cases; although most CMPs are up to $10,000 for
each item or service improperly claimed, different CMPs
are applicable for specific violations
 ALJ Proceeding, § 1320a-7a(c)(2)
 CMPL Regulations at 42 CFR Parts 1003, 1005 and 1006

CMP Intent Standard
 Intent

varies in CMPs
Late price reporting is strict liability
 Generally must prove “Knew or Should Have
Known”
 Actual Knowledge
 Deliberate Ignorance
 Reckless Disregard
 Similar to FCA Standard - More than Negligence
 e.g.,

CMPs for Improper Claims
 False

or Fraudulent Claims
not provided as claimed
 Including a pattern of up-coded claims
 Pattern of Medically Unnecessary items or services
 Billing while Excluded
 Excluded Person
 Employer or Contractor
 Items/services

24
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Improper Claims Elements
 Knowingly

Presents or Causes to be Presented
for Items or Services
 Under a Federal Health Care Program
 Knew or Should Have Known Were Improper
 Cannot Rely on Third Party
 Claims

Proving Knowledge
 Statute,

Regulations, Contractor Guidance to Provider

 Internet

– CMS/Contractor Guidance

 Witness

Statements



Experts – Medical necessity/reimbursement rules



Employees, co-workers, outside billers

 Documentary

Evidence of Knowledge



Certifications Signed by Provider



Prior notices to provider on same type of claims at
issue in current case

CMP Remedies for Improper Claims
Penalty

up to $10,000 for each item or
service improperly claimed
Assessment up to 3 times the amount
improperly claimed
Exclusion

25
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Improper Claims CMP Cases
 Daniel

Herrington, One Source Medical

 Florida-based

DME company

 OIG

alleged billing for custom molded diabetic
inserts when only prefabricated inserts were
provided

 $124,000

payment

Improper Claims CMP Cases – cont.
 Cary

Frounfelter/Kast Orthotics & Prosthetics, Inc.
Declined – Spin-off from HealthSouth fraud

 USAO

case
 Many

O&P business were involved in fraud scheme
developed by HealthSouth
 O&Ps exploited billing rules in exchange for
preferred access to hospitals
 ALJ imposed $100,000 penalty, $42,220 assessment,
and 7-year exclusion
 Affirmed by DAB

Improper Claims CMP Cases – cont.
 Owner

of DME company agreed to be excluded for

10 years
 Billed

for DME that was never provided
for 13 motorized wheelchairs when less
expensive power scooters were actually provided
 Billed in advance of DME actually being provided
 Billed

26

2/25/2014

CIAs and Penalty Avoidance
 In

Civil Cases, Strength of Compliance Has
Significant Effect on Scope of Resolution
 Assessment of Compliance Program – Government
Attempts To Measure Risk of Recidivism
 OIG Role – Exclusion Authority and Individual
Liability
 Compliance Officer Role
 CCO Should Be Key Participant in Negotiations

Compliance Program Assessment
 Has

Become a Standard Part of DOJ Inquiry
What was known, when; and when should it have been
known?
 Compliance Program Is Critical Source For
“Knowledge” Issues
 Government Will Almost Certainly Request Compliance
Program Materials
 Early Decision Points
 Audits, Hotline Logs, Complaints, Responses
 Best Foot Forward
 Be Aware of Privilege Issues (Self-Evaluative)


How Government Assesses
Compliance Program Strength
 Interviews

– Can Key Personnel Describe the
Compliance Program?

 Are Audits

and Internal Review Results Available?
Reviews Proactive or Exclusively Reactive?
 Are There Corrective Action Plans? Have They
Been Successful?
 Are

27
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82

How Government Assesses
Compliance Program Strength con’t
 How

Does Company Handle Hotline Calls and
Complaints?
 How Does Sales Force Interact With Compliance
Function?
 Has the Program Evolved (Policies and
Procedures)?
 How Does the Compliance Team Communicate to
Management? What Is the “Tone at the Top”?

Compliance Department Role in
Government Investigations
 Coordinate With

In-House Counsel and Outside

Counsel
 Put

Company’s Best Foot Forward

 Communicate

With Management

Should You Enhance Compliance
Program During Investigation?
 Are

Changes An Admission of Inadequate
Procedures?

 Compliance

Is Never Static – Enhancements Are

Necessary
 Keep


Legal Counsel In the Loop
Information May Be Relevant To Government Info
Requests

28
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Employee Interviews
 Preparation

for Government Interviews
of Issues
 Use Relevant Documents To Prepare
 Scope

 Role

of Compliance in Internal Investigations
in Interviews
 Source of Expertise/Institutional Knowledge
 Participate

86

Questions?

87

Scenarios that can
put you in the fire!
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HCCA Compliance Institute
San Diego 2014

Navigating a Sea of Change: AMC
Compliance During Health Care Reform

Panel Presenters
Lynda Hilliard, MBA, RN, CHC, CCEP – Panel Moderator
Christine Bachrach, CHC, CHC‐F, VP & Chief Compliance Officer
University of Maryland
Gail Madison‐Brown, RN, JD, CHC Chief Compliance Officer
The University of Texas Health Science Center – San Antonio
Eileen Kahaner, JD, Director Clinical Enterprise Compliance
University of California, San Francisco
2

Session Agenda
Introductions
1:40– 3:00pm

General Overview of PPACA and AMCs
Accountable Care Organizations
Post‐Acute Providers (2 sections)

3:00 – 3:10pm
3:10 – 4:30pm

BREAK
60 Day Rule
Value‐based Purchasing
Physician Sunshine Act
Hospital Re‐admission Reductions
3
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High Level Overview of
PPACA and the AMC
Gail Madison‐Brown

Main Provisions Impacting
Academic Medical Centers “AMC’s”
• Health Insurance reforms related to community rating for
premium calculations, pre‐existing conditions, lifetime caps, etc.
• Expands Medicaid eligibility to 133% of the Federal Poverty Level
“FPL”
• Promotes and possible funding for innovation and improvements
in Health Care delivery systems
• Encourages development of new patient care models
5

Intentions of the PPACA
Improve patient access to health
care ‐ to achieve near universal
coverage
Enhance quality, patient safety and
affordability of health insurance
coverage.
Reduce cost while promoting high‐
value, effective care with new
provider reimbursement
arrangements

Strengthen primary health care
access and ensure long term
availability of primary care and
preventive health care services
Make strategic investments in
public health, through expansion of
clinical preventive care and
community investments

6
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Innovation Under PPACA
1. Provides for Medicare Shared Savings Program for ACO’s
2. Establishes the Center for Medicare and Medicaid
Innovation “CMMI” to test innovative payment and
delivery models that reduce cost and improve quality
3. Models
7

Innovation Under PPACA (continued)
Models to be tested:
 Primary care payment reform
 Risk based payments
 Comprehensive payments to Healthcare
Innovation Zones “HIZ”

8

Traditional AMC
Mission focused
• Clinical care
• Education
• Research
9
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Challenges for AMC’s Under PPACA
• Increased Medicaid and uninsured patient
population
• Concentration of specialists and care for patients
with chronic or unusual problem
• Decreased revenue and operating margins
• Organizational and Structure

10

AMC Challenges (continued)
• Cost of Training – AMC training model is expensive and
inefficient
• Faculty Incentives – Many AMC’s faculty operate under
incentives that drive focus more on teaching and research
than on the provision of high‐value clinical care
• Culture – Entrepreneurial and individualistic, not team‐
based; which do not foster standardization in the name of
cost savings.
11

Is it Possible to be Successful?

AMC’s Role

 AMC’s have great challenges, yet they can play an
important role and be successful under the PPACA
 Opportunity to meet the main provisions and innovation
 Determine what is necessary to achieve payment and
education objectives
 Transition from AMC to operating as an integrated health
care delivery system
12
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How to Meet Goals of the PPACA
Define a clear vision and strategy to counter margin decline
and build for the future
 Upgrade operating model and capabilities –
 Pursue cost reduction strategies –
 Increase revenue flow –

13

Specific Strategies for AMC’s to Consider
•
•
•
•
•

Accountable Care Organizations
Patient Centered Medical Homes
Health Advocacy and Population Health
Program
Value‐Based Purchasing
Reduction of Readmissions
14

Accountable Care Organizations
Gail Madison Brown
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Shared Savings Program
PPACA established the Medicare Shared Savings Program for
ACO’s, effective January 1, 2012
 Designed to improve beneficiary outcomes and increase
value of care
 Will reward ACO’s that lower their health care costs while
meeting performance standards on quality of care and
placing patient first
16

Accountable Care Organization
 ACO’s are groups of doctors, hospitals and other providers who
come together to provide coordinated high quality care to their
Medicare patients.
 ACO is characterized by a payment and care delivery model that
seeks to tie provider reimbursement to quality metrics and cost
reduction for an assigned population of patients.
 Expanded to include health plans (including private health plans)
collaborating with hospitals, health systems and physicians

17

ACO Design and Goals
ACO Goals:
ACO Design – flexible with 3 core
principles:
• Improve quality while managing cost
• Provider‐led with a strong base of • Improve timeliness and coordination of
primary care, accountable for quality care – especially the chronically ill
and total cost across the continuum
• Provide patient‐centered treatment
of care
programs and manage the continuum
• Payments linked to quality
of care (everything from wellness,
improvements that also reduce cost prevention to chronic disease
management)
• Reliable and progressive
performance measurements
18
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ACO Requirements
ACOs must:
 Must be willing to be accountable for the quality, cost and overall care of the
medicare FFS beneficiaries it’s assigned
 Have a formal legal structure that allows the receipt and distribution of shared
savings payments to participating providers of services and supplies
 Agree to participate in the CMS program for at least 3 years
 Include a sufficient number of primary care providers to care for their medicare
population of at least 5,000 beneficiaries
 Define processes to promote evidence‐based medicine and patient engagement,
report quality and cost measure and coordinate care, such as through telehealth,
remote patient monitoring and other technologies
 Refrain from participating in other medicare shared savings programs while in
the ACO program
19

ACO Requirements
 Provide the secretary with information regarding ACO professionals
participating in the ACO as the secretary determines necessary to support
the assignment of Medicare FFS beneficiaries to an ACO, the
implementation of quality and other reporting requirements and the
determination of payments for shared savings
 Have leadership and management structure in place that includes clinical
and administrative systems
 Demonstrate to the secretary that it meets patient‐centeredness criteria
specified by the secretary, such as the use of patient and caregiver
assessments or the use of individualized care plans
 Have a process for evaluating the health needs of the popultion it serves
20

ACO Payment Models and Quality Measures
One‐sided And Two‐sided Payment
Model
• One‐sided model – ACO doesn’t
assume any financial risk through
the 3 years. Can share in cost
savings above 2%.
• Two‐sided model – ACO will
assume some financial risk. Can
share in any cost savings that occur
without the 2% benchmark.

CMS has established 5 domains to
evaluate ACO’s quality performance:
• Patient/caregiver experience
• Care coordination
• Patient safety
• Preventative health
• At‐risk population/frail elderly
health

21
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Possible Payment Models
Level 1‐ Primary FFS payments with shared savings
Level 2 – FFS with increasing amounts of episode‐of‐
care payments and bundled payments
Level 3 – Partial and global capitation
22

NCQA Accreditation
• NCQA Report Care – provided monthly assessing an ACO’s
infrastructure and capabilities to meet the ACO goals
• ACO can apply for NCQA accreditation and receive ratings in 7
categories:
• Structure and Organization
• Access to Needed Providers
• Patient‐Centered Primary Care
• Care Management
• Care Coordination & Transition
• Patient Rights & Responsibilities
• Performance Reporting & Quality Improvement

23

NCQA Accreditation
Accreditation Levels:
• Level 1 – ACO beginning transformation and providing basic infrastructure
and some of the capabilities to meet the goals of an ACO. 2 year status
• Level 2 – ACO demonstrating well‐established capabilities outlines in the
standards to meet the goals of an ACO. 3 year status
• Level 3 – ACO demonstrating strong performance or significant
improvement in performance measures across all goals of an ACO. 3 year
status
For more information, visit:
http://www.ncqa.org/Programs/Accreditation/AccountableCareOrganizationACO.aspx
24
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Patient Centered Medical Homes
• An health care model that approach the delivery of primary care this is:
Patient‐Centered and team based
Comprehensive – Prevention and education main focus
Coordinated – Specialty care, hospital, HH, community services & support
Accessible – Shorter wait times, after hours, 24/7 electronic or telephone triage,
strong IT innovations
• Committee to quality and safety
•
•
•
•

• “The patient‐centered medical home is a model for care providers by
physician practices that seeks to strengthen the physician‐patient
relationship by replacing episodic care based on illnesses and patient
complaints with coordinated care and a long‐term healing relationship.”
(NCQA PPC‐PCMH Fact Sheet, www.ncqa.org)
• For NCQA information:
http://www.ncqa.org/Programs/Recognition/PatientCenteredMedicalHomePCMH.aspx

25

Health Advocacy & Population Program
• Shift from managed care, injury‐based model to more
patient‐centered consumer approach model
• Goals:
• Assess health risk of patients and community and develop
and implement health programs
• Implement effective health promotion strategies for at
risk‐population and groups of employees, based upon
exposures
26

Partnering with
Post‐Acute Providers
Christine Bachrach
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Post Acute Providers
Focus
 Skilled Nursing Facilities
 Home Health
 Outpatient Therapy (PT, OT, ST)

Others
 Inpatient Rehabilitation Facilities (IRFs)
 Hospice
 Other possibilities?
28
28

Compliance Considerations in Contracting Evaluation
Conditions of Hospital Participation
• Patient Choice

HIPAA
• Amount of PHI shared
• Patient inducement

Kickback
• Referral process

Stark
• Physician relationships (if exist)
29
29

Compliance Considerations in Contracting Evaluation
Patient Choice documentation
• List of potential providers – selection / criteria
• Disclosure of relationships
Where does the role of one provider begin and another end
• Facilitating discharge process
• Completing post acute provider requirements (face‐to‐
face, certification, etc.)
What setting is most appropriate for patient
• How is selection made
30
30
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Compliance Considerations in Contracting Evaluation
Patient Choice ‐
• Self monitoring by department
• Patients without preference, process when 1st choice not available

Provider roles
• Documentation completion monitoring
• Attendance at meetings (sharing of PHI – may be dependent on
Business Associate status)

What setting is most appropriate for patient
• How is selection made – payor, physician, hospital employee
31
31

Other Post Acute Care
Focus
Maintenance of medication routine
Follow‐up physician visits

Others
Other possibilities?

32
32

Other Post Acute Care
Compliance Considerations in Potential Structure Evaluation
Transportation
 Physician visits
 Other outpatient services
Cost subsidies


Medication



Home Medical Equipment
33
33
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Other Post Acute Care
In‐house v. contracted
 Desired services –
• Medication explanations
• Checking if post‐discharge prescriptions filled / refilled
• Medication sorting assistance
 Location of persons – hospital, remote, patient home
Licensure requirements – generally state based
• Individual scope of practice
• Entity licensure particularly if home services (not home
health)
34
34

Questions??
10 MIN BREAK

Handling Overpayments Under
PPACA 60 Day Notice and Refund
Eileen Kahaner
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The Law
PPACA 6402(a); 42 UCS § 1320a‐7k(d)
• If a person has received an overpayment, the person
shall:
(A) report and return the overpayment to the Secretary, the
State, an intermediary, a carrier, or a contractor, as
appropriate, at the correct address; and
(B) notify the Secretary, State, intermediary, carrier, or
contractor to whom the overpayment was return in writing
of the reason for the overpayment
37

The Law: Report and Return Deadline
• An overpayment must be reported and returned . . by the
later of
• (A) the date which is 60 days after the date on which the
overpayment was identified; or
• (B) the date any corresponding cost report is due, if applicable.

• Any overpayment retained after the deadline is an obligation
for purposes of the Civil False Claims Act (31 UCS § 3729)
• Knowing and “improper” failure to report and refund an
overpayment can lead to FCA liability
• Broad definition of “knowing”
• $5500 to $11,000 per claim, plus 3x damages
38

Administrative Penalties Expanded Too
• Civil Monetary Penalty (CMP) and Exclusion liability
for:
• Knowing of an overpayment and failing to return or
report
• Broad definition of “knowing” like FCA
• Actual knowledge
• Deliberate ignorance
• Reckless disregard

• $10,000 for each item plus 3x damages
39
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What is an “Overpayment”
• “Any funds that a person receives or retains
under title XVIII (Medicare) or XIX (Medicaid) to
which the person, after applicable reconciliation,
is not entitled under such title”
• Sounds simple, but is it?
40

CMS Proposed Rules
• February 16, 2012 (Medicare Parts A and B)
• 77 Fed. Reg. 9179

• Reconciliation language limited to cost reports
• Remains unclear whether other over and underpayments could
be aggregated

• January 10, 2014 (Medicare Parts C & D)
• Focused on plans and not downstream providers

41

CMS Examples of Overpayments
• Medicare payments for non‐covered services
• Medicare payments in excess of the allowable amount
• Errors and non‐reimbursable expenditures in cost reports
• Duplicate payments
• Insufficient documentation

42
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Sources of Notice
• Where notices of possible overpayments come from:
• Government demand, including MACs, RACs, ZPICs, CERT
• Other outside notice, including private payors
• Internal notice –
• Hot‐line, internal audit, exit interview
• Once receiving notice of a possible overpayment:
• Must you follow‐up?
• What is the scope and timing?
43

Proposed Rule:
When is an Overpayment Identified?
• When person has:
• actual knowledge or
• acts in reckless disregard or deliberate ignorance
• CMS expects this standard will encourage
• “reasonable diligence to determine whether an overpayment exists”
• Investigations, once initiated, to be conducted “with all deliberate speed”
• Under this standard, expect interpretive disagreements
• What is reasonable frequency and priority of routine reviews?
• What information is enough for a reasonable person to probe further?
• What if it takes more time to fully quantify the error?
44

Examples of “Identification” Standards Used
in AMC Community
• Routine review – when provider acknowledges agreement with
preliminary findings
• Investigation – upon issuance of final report
• Presumes undertaken with reasonable diligence and objections evaluated

• Overpayment notice from payor – Upon completion of assessment
and if provider agrees with the findings

45
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Proposed Rule: How to Return and Report
• Standard MAC process using official form
• Best for innocent or negligent errors

• State programs – may have unique mechanisms
• Stark Disclosure to CMS:
• Suspends obligation to return, but not the report

• OIG Disclosure Protocol
• Suspends the obligation to return, once OIG has acknowledged
receipt of the submission
• Constitutes a report provided notification is consistent with the
proposed deadlines
46

How Far Back to Review?
• No clear standard ‐ assess the nature and severity of the issue
• 10 years proposed in 2012 per FCA liability
• Variable impact of administrative finality
• Cost report issues
• 4 years claims reopening for good cause
• 5 years “without fault” overpayment collection

• 6 years proposed in 2014 (Medicare Parts C&D)
• No guidance yet regarding Medicaid

47

Other Implementation Considerations
• Unfortunately, the January 2014 proposed rule did not provider
greater clarity for AMCs
• Most AMCs have implemented policies or practices to address the
existing standards
• Reminder to move “with deliberate speed” when a potential issue is
raised
• Evaluate the merits and the potential universe
• Act reasonably to quantify overpayments
• Watch the dates as you work

• Suspend billing to prevent further adverse impact
48
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Hospital Readmission Reductions
Christine Bachrach

Hospital Readmission Reduction Program
• PPACA requires the Secretary to establish a hospital
readmission reduction program, requiring CMS to
reduce payment to Inpatient Prospective Payment
System “IPPS” hospitals with excess readmissions
• Effective on or after October 1, 2012
• Involving certain potentially preventable Medicare
inpatient admissions
50

Hospital Readmission Reduction Program
• FY 2014 IPPS – CMS finalizing algorithms for readmissions of:
• Acute Myocardial Infarction “AMI”
• Heart Failure “HF”
• Pneumonia “PN”

• FY 2015 will expand to include acute exacerbation of Chronic
Obstructive Pulmonary Disease “COPD”, and elective total hip
arthroplasy “THA” and total knee arthroplasy “TKA”.
• Potential penalties may increase from 1 percent to a maximum of 2
percent, as scheduled to occur in the Affordable Care Act.
51
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Hospital Readmission Reduction Program
• Readmissions – generally an admission to a hospital within 30 days of
discharge from the same or another qualified hospital
• Hospital’s excess readmission ratio for AMI, HF and PN is a measure of a
hospital’s readmission performance compared to the national average for
the hospital’s set of patients with that applicable condition
• Established policy of risk adjustment methodology (from National Quality
Forum “NQF” to calculate excess readmission rations, includes clinically
relevant adjustment factors, such as patient demographics, co‐morbities
and frailty
• Established period of 3 years of discharge data and minimum of 25 cases to
calculate a hospital’s excess readmission ration of each applicable
condition. For FY 2014 – to be based on discharges occurring during 3‐year
period from July 2009 – June 2012.
52

Reducing Readmissions
• Innovation – Using IT resources or better provisions to patient
regarding discharge instructions (24/7 triage, patient portals,
language availability, etc.)
• Continuum of Care – nurses or other care providers having contact
with patients following discharge: encourage follow‐up care,
prescription management and understanding of discharge
instructions, home visits for certain conditions within a certain time
frame
• Community engagement, ACO’s, Medical Homes….recurring theme
53

Other 2014 Part A IPPS Updates
• Physician Orders – Required as condition for payment for
Part A inpatient “IP” claims (42 CFR §412.3(a))
• Must expressly document admitting physician’s intent for
IP status
• No longer presumptive weight for physician order to
establish medical necessity of IP status. Order must be
supported by admission note and progress notes to be
paid
54
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Other 2014 Part A IPPS Updates
• Physician Certification and Recertification– Required (42 CFR §424.13(a)(2))
• Services were provided in accordance with first requirement
• Physician order is required part of the certification and must be made at
the time of a beneficiary’s admission
• Certification must be signed and documented in the medical record prior
to discharge
• The reason(s) for either:
• Hospitalization of patient for IP treatment or medically required IP
diagnostic studies; or
• Special or unusual services for cost outlier cases (Subpart F of CFR §412
55

Other 2014 Part A IPPS Updates
• Establishing Medical Necessity for Inpatient Admission (2014 IPPS
Final Rule at 1840)
• IP admission generally deemed appropriate and payment made
under Medicare Part A when a physician expects a patient to
require a stay that exceeds at least 2 midnights and admits the
patient based on that expectation or
• If the patient is undergoing a procedure on the IP‐only list
• No longer contingent on level of care required
56

Other 2014 Part A IPPS Updates
• Claims satisfying the 2‐midnight presumption will not be
the focus of medical review efforts BUT will still be reviewed
at times to: (2014 IPPS Final Rule at 1830)
• Ensure services provided were medically necessary,
• Ensure that a hospitalization was medical necessary,
• Validate coding and documentation,
• Allow CERT Contractors to review claims, or
• If directed by CMS or other entity to review such claim
57
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CMS Update on Outpatient Time Associated with an
Inpatient Hospital Admission & Claim for Payment
• Found at: http://www.cms.gov/Outreach‐and‐Education/Medicare‐
Learning‐Network‐
MLN/MLNMattersArticles/Downloads/MM8586.pdf
• 2‐Midnight Rule allows hospitals to account for total hospital time
(including outpatient time directly proceeding an inpatient admission
to determine if an inpatient order should be written based on the
physician’s expectation that the beneficiary will stay in the hospital
for 2 or more midnights receiving medically necessary care
58

Compliance Under the PPACA
• New reporting requirements relating to NH ownership and
drug/device company payments to physicians and teaching hospitals.
• Increases the size and use of civil monetary penalties under the
Fraud, Waste and Abuse laws/regulations
• Requires providers to implement compliance programs
• Requirement to repay overpayments within 60 days and file claims
within 1 year
• Streamline and standardize your compliance programs and efforts

59

AMC Winners
• Develop new or better computer systems, implementing new training
models, quality initiatives, reimbursement models, and even new
promotional standards
• If you haven’t started, start with small pilot units that have engaged
faculty and strong leaders
• Change incentive plans to focus on value‐drive priorities, such as
quality, safety and patient‐centeredness
• The winners will be those who figure out how to deliver the highest
value of care (safest, best quality, most satisfying) at the lowest cost
60
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Resources
• Shared Savings Program News and Announcements: https://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐
Payment/sharedsavingsprogram/News.html
• Statutes/Regulations/Guidance: https://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐
Payment/sharedsavingsprogram/Statutes_Regulations_Guidance.html
• Info on Shared Savings: https://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐
Payment/sharedsavingsprogram/index.html?redirect=/sharedsavingsprogram/
• Accountable Care Organizations: https://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐Payment/ACO/index.html
• Value‐Based Purchasing and PQRS: http://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐
Payment/PhysicianFeedbackProgram/ValueBasedPaymentModifier.html http://www.cms.gov/Medicare/Medicare‐Fee‐
for‐Service‐Payment/PhysicianFeedbackProgram/Downloads/CY2015ValueModifierPolicies.pdf
• Readmission Reduction Program: http://www.cms.gov/Medicare/Medicare‐Fee‐for‐Service‐
Payment/AcuteInpatientPPS/Readmissions‐Reduction‐Program.html
• Readmission Reduction Program at subpart 1 of 42 CFR part 412 (§412.50 through §412.154)

61

Value‐Based Purchasing
Gail Madison‐Brown

Value‐Based Purchasing
• CMS move toward physician reimbursement that rewards value
rather than volume, in efforts to improve quality and efficiency of
medical care
• PPACA mandates that by 2015, CMS apply a value modifier under the
Medicare Physician Fee Schedule “MPFS”. Both cost and quality data
will be included in calculating payments to physicians
• Currently applies to physicians in larges groups, but by 2017 all
physicians participating in Medicare FFS will be affected

63
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Value‐Based Purchasing
• 2015 – physician groups 100 or more EP’s who submit claims to
Medicare under a single tax identification number “TIN” will be
subject to a value modifier, based on their performance in calendar
year 2013. CMS will calculate at the single TIN
• Value‐Based Modifier does not apply to groups that are participating
in a qualified ACO
• Groups 100 or more will need to register with CMS and choose one of
three Physician Quality Reporting System “PQRS” options:
• Web‐interface GPRO (Group Practice Reporting Option)
• Registry
• Request that CMS calculate the group’s performance from administrative
claims
64

Relationship Between Value Modifier and PQRS
• Basically physician groups must participate in the Physician Quality
Reporting System “PQRS” in order for CMS to implement and assign a
Value Modifier.
• Groups of physicians with 100 or more eligible professionals “EP’s”
must participate in the PQRS by self‐nominating or registering for the
PQRS as a group and reporting at least one measure, or electing PQRS
Administrative Claims option in order to avoid a ‐1.0% downward
Value Modifier payment adjustment.

65

Value‐Based Purchasing
• Determining whether a group of physicians has 100 or more EP’s
• Two‐step approach:
• CMS queries Medicare’s Provider Enrollment, Chain and
Ownership System “PECOS” to identify groups of physicians
with 100 or more EP’s as of October 15,2013. A list is made of
potential groups that could be subject to the Value Modifier for
calendar year 2015
• To ensure the group has 100 + EP’s during 2013, CMS will
analyze claims for services furnished during the calendar year
2013 performance year through February 28, 2014
66
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Value‐Based Purchasing
• The Value Modifier must be budget neutral – increased payments to high
performing physicians/groups equal the reduced payments to low performing
physicians/groups
• Determining how CMS will categorize groups of physicians with 100 or more EP’s:
• Category 1 – Value Modifier = 0.0% in CY 2015 or Group Elects Quality‐Tiering. Includes
physician groups that:
• Self nominated/registered for the Physician Quality Reporting System “PQRS” as a group and reported at
least one measure, or
• Elected the PQRS Administrative Claims option as a group

• Category 2 – Value Modifier = ‐1.0% in CY 2015. Includes groups that don’t fall into either of
the two subcategories of Category 1
• Calculation of the Value Modifier under the quality‐tiering election will result in an upward,
downward, or no payment adjustment based on performance.
• Value Modifier applied in CY 2015 is based upon CY 2013 performance and cost measures. CY
2016 is based upon CY 2014.
67

Quality Measure Alignment with PQRS
• PQRS individual measures for 2013 and beyond for the Value Modifier
can be found at:
• Federal Register Vol. 77, No. 222 (November 16, 2012): 69209‐69287

• CY 2013 measures are listed in Tables 94, 95, 123, and 124
• Groups using the PQRS administrative claims option for the 2015
Payment Adjustment – CMS has finalized 17 measures, comprised of
14 process and 3 outcome measures (2 Prevention Quality Indicator
composite measures

68

Quality of Care and Cost Composites = Value Modifier
• Quality of Care Composite:
• Clinical Care
• Population/Community Health
• Care Coordination
+

Patient Experience
Patient Safety
Efficiency

• Cost Composite:
• Total Per Capita Costs
• Per capita costs for beneficiaries with specific conditions

• = Value Modifier Score
69
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Value Modifier Amounts for Quality‐Tiering Approach
* Eligible for an additional +1.0x if (1) reporting quality measures via the web‐interface or CMS‐
qualified registry and (2) average beneficiary risk score is in the tope 25 percent of all risk scores.

Quality/Cost

Low Cost

Average Cost

High Cost

High Quality

+2.0x*

+1.0x*

+0.0%

Average Quality

+1.0x*

+0.0%

‐0.5%

Low Quality

+0.0%

‐0.5%

‐1.0%
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PQRS Reporting Deadline & Physician
Feedback
• Groups of physicians must self‐nominate or register as a group and select
their 2013 PQRS reporting mechanism and, if they choose, elect the
quality‐tiering methodology to calculate the Value Modifier by October 15,
2013
• CMS to provide Quality and Resource Use Reports “QRUR’s” to physicians –
beginning fall of 2013, based on 2012 data. CY 2013 data will be sent in fall
of 2014, based on 2013 data. These reports will be the basis of the 2014
Value Modifier
• QRUR’s – show methodology used to finalize determination of the Value
Modifier
• Reports will contain quality and cost measures, measure performance and
benchmarks used to score the composites. Physician groups should review
this information carefully and use to enhance performance
71

Risks to Consider
• Ownership and Oversight for quality reporting is absent or
decentralized
• Structure creates confusion related to accountability for quality data
capture
• Quality reporting under PQRS is not being done
• Quality data reported is inaccurate or unsubstantiated in the record
• Quality data is not used internally for quality improvements
• Slow to adopt change and incur penalties/reimbursement delays

72
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Physician Payments Sunshine Act
d/b/a Open Payments
PPACA §6002; 42 USC §1320a‐7h
SSA §1128G

Eileen Kahaner

The Law
• Applicable manufacturers of a covered drug, device, biological, or medical supply must
submit annual reports to HHS disclosing any “payment or other transfer of value”to a
physician or teaching hospital
• Applicable manufacturers and group purchasing organizations (“GPOs”) must report any
ownership or investment interest held by a physician or immediate family member
• Required CMS public reporting of data in searchable format
• Will name each provider and teaching hospital – AMC lists already available
• Excludes residents
• Civil penalties for failures to report range from $1000 to $1 million per year
• Annual manufacturer reporting
• 2013 tracking period is shortened to August 1, 2013 to December 31, 2013
• Manufacturer registration to begin as of February 18, 2014
74 • Data reporting to CMS in May through August 1

Definition – Eligible Manufacturer
• Operates in the United States (physical location or otherwise conducts
activities in the U.S. , either directly or through a legally‐authorized agent);
AND either
• Engaged in production, preparation, propagation, compounding, or
conversion of at least one covered drug, device, biological, or medical supply
OR
• Operates under common ownership with an applicable manufacturer and
provides assistance or support in the manufacturing, marketing, promotion,
sale or distribution of a covered drug, device, biological, or medical supply.
• Exception: if drug, device, biological or medical supply is solely for use by
and within the entity itself or by the entity’s own patients
75
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Definition – Covered Items
•

•

Drug, device, biological, or medical supply that is eligible for payment
by Medicare, Medi‐Cal, or CHIP either individually or as part of a
bundled payment, and
Requires a prescription to be dispensed (drugs and biologicals) or
required premarketing approval by or premarket notification to the
FDA (medical devices or medical supplies regulated as medical
devices)

76

Three Types of Reporting Categories
Ownership & Investment interest
• Stock, stock option(s) other than received as compensation, until exercised
• Partnership share
• LLC membership
• Loans, bonds, other financial instruments
• General Payments
• Cash or cash equivalent
• In‐kind items or services
• Dividends, profit, other ROI
• Research Payments
• Bone fide research activities
77

Covered Payments Broadly Defined
Consulting fees
Compensation for non‐consulting services
Honoraria
Direct compensation for serving as faculty or as a speaker for
an accredited or non‐accredited medical education program
• Gifts
• Entertainment

•
•
•
•

78
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Nature of Covered Payments (con’t)
•
•
•
•
•
•
•

Food and beverage (when identities known)
Travel & lodging
Education
Charitable contributions
Royalty or licenses
Grants
Space rental or facility fees (teaching hospital only)

79

Limited Reporting Exceptions
• Value < $10, unless the CY aggregate amount exceeds $100
• Product samples for distribution to patients
• Patient educational materials
• Short term loan of a covered device, not to exceed 90 days, to permit
evaluation
• Discounts (including rebates)
• In‐kind items used for the provision of charity care

80

CMS Summary

81
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CMS Website
http://www.cms.gov/Regulations‐and‐Guidance/Legislation/National‐Physician‐Payment‐
Transparency‐Program/index.html

82

General Open Payment Challenges
• Major culture change for many physicians and AMCs
• Reporting itself
• No single internal platform to capture and track relevant information

• Breadth of reportable direct and indirect relationships
• Reports will be very detailed. i.e.
• Name, Provider number (NPI #)
• Amount, date, form of payment/transfer
• Nature of payment and associated covered item

• Calendar, payments, and categories may not match other reports
• State reporting, PHS/NIH, AMC compensation plans

• Data accuracy is under manufacturer control
• Formal review and correction period starts merely 60 days before information becomes public
• Individually seek corrections with manufacturer through untested dispute resolution process
• CMS merely intends to monitor how well process is working
83

Why Does this Matter to Non‐
Manufacturers?
• Public availability of reports
• Anticipate cross‐checking information against other manufacturer,
physician, and institutional reports
• Similar activities across physicians and institutions
• Payments that may fall under certain University policies or reporting
requirements
• Government investigations

• Reputation to public, patients, and colleagues

84
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Role of Physicians and AMCs
• Identify arrangements that may trigger manufacturer reporting
• Inventory operational points of entry and control
• Medical Center centralized approach vs. decentralized physician
structure
• Register with CMS’ Open Payments system and subscribe to the
listserve
• Should this be individual physician, central AMC contact, Industry
Relations oversight committee, another approach?
• Identify who will review reported data and oversee any disputes
• Educate key players
85

Role of Physicians and AMCs
• Work with manufacturers and GPOs to ensure submitted information
is correct
• Keep good records of payments and other transfers
• Incorporate language into agreements to improve transparency
• Review submitted information from manufacturers and GPOs
• Dispute erroneous information timely and track outcomes
• Review separate letters and web sites as alternative feedback loop

86

Summary
For additional information, please contact:
1.
2.
3.
4.

Lynda Hilliard at lyndahilliard@hotmail.com
Christine Bachrach at cbachrach@umm.edu
Eileen Kahaner at Eileen.Kahaner@ucsf.edu
Gail Madison Brown at madisonbrown@uthscsa.edu
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Additional Information

Maryland’s Medicare Waiver
 First Negotiated July 1, 1977
 Federal Government agreed to pay HSCRC set rates and “waive” the national payment system in
Maryland
 Makes the rate system “All-Payor” - All payors (Medicare, Medicaid, HMOs, Blue Cross, etc.)
must pay HSCRC set rates – no cost-shifting between payors. Uncompensated care and teaching
costs are built into the rates
 State agency – Health Services Cost Review Commission (HSCRC) sets hospital rates, extensive
data submissions
 Updated / New Waiver effective January 1, 2014

89
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However, The Updated Waiver Has Significant
New Goals….
Better Care

Better Health

Reduced Costs

•

Enhance care transitions

•

Reduce unnecessary admissions and
ED visits

•

Reduce overuse of diagnostic
testing

•

Sustain high physician participation

•

Reduce health disparities

•

Reduction in rate of growth of
health care costs on a per capita
basis

•

Meaningful savings for all payers

•

Broaden engagement in innovative
model of care

•

Increase sharing of data through
State Health Information Exchange

•

Improve quality of care

•

Improve health status

•

Increase patient satisfaction

90
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The New Medicare Waiver Will Focus
On A More Value Based Hospital Payment System

Moving To
Volume Based Fee For
Service System

A More Value Based Payment
System

Where rewards and penalties are provided for:
•
•
•

Cost containment on a per capita basis
Demonstrated quality
Management of patient care across various
health care delivery settings (population health)
91
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CMS Cost Containment Goals
% Per Capita
All Payor Growth Target
(Maximum Allowed)

(1)

Cumulative
Medicare Savings
Targets
(Millions $)

Year 1

3.58% (1)

$0

Year 2

3.58%(1)

$49.5

Year 3

3.58%(1)

$132.0

Year 4

TBD

$247.5

Year 5

TBD

$330.0

– Preliminary estimates equal to the ten year average growth in Maryland’s Gross State Product (GSP)
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Select CMS Quality Goals
30% reduction in Maryland Hospital acquired conditions (MHAC) by the
end of the fifth year of the new waiver
 Also known nationally as potentially preventable complications (PPCs)

A reduction in the Maryland Hospital readmission rate
 Equal to or less than the National average by the end of the fifth year

 A reduction in Ambulatory sensitive conditions

93
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CMS Population Health Goals
 A significant percentage of Maryland Hospitals approved revenue must be subjected to “Population –
Based” rate setting methodologies
 Methodologies that emphasize value rather than volume
 Specific targets

End of the Year

% Revenue Under
“Population Heath”

2

50%

3

60%

4

70%

5

80%
94
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The New Waiver Will Be
Implemented In Two Phases
Phase

Time Period

Main Financial Focus

Year 1 – Year 5

Controlling and reducing the rate of
growth in per capita hospital
expenditures for Maryland residents

Year 6 and Beyond

Controlling and reducing the rate of
growth in total per capita health care
expenditures for Maryland residents

I

II

95
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How Will The Updated Waiver
Be Implemented?

Note: Hospitals will continue to bill as they do today. Hospitals still bill
patients based upon individual services received. Those bills will
continue to reflect the unit rates approved by the HSCRC.

96
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The HSCRC Has Created A
Two Step Implementation Plan
For The First Phase of the Waiver

Calendar Years 2014 Through 2018
Refined Payment Models

Initial Start‐Up Period

18 Months

1/1/14

6/30/15

42 Months

7/1/15

12/31/18

Key Policy Matters To Be
Resolved During The Initial Start‐Up Period
•

What payment models will achieve long term waiver success?
• Market share calculation

•

How will hospitals be incented to improve quality and avoid unnecessary hospital care?

•

What physician gain sharing models will be developed with CMS approval?

•

What data will be required to manage performance?
97
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HSCRC Has Created a Planning Structure To
Define the Post “Start‐Up” Period Payment Models
HSCRC

Advisory
Council

Physician
Alignment &
Engagement

The Advisory Council
and Workgroups will
Include Hospital,
Payor Representatives,
and Other industry
experts

Workgroups

Performance
Measurement

Payment
Models

Data &
Infrastructure
98
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How Will the Statewide 3.58% Cap Be
Allocated Among Key Revenue Components?
 Annual Rate Update %


3.58%
Revenue
Cap



Funding inflation
Reward Quality Improvement

 Volume growth %


85/15 vs. 50/50

 Capital/other %
 Contingency %


A cushion to protect from unforeseen
issues

Note: The HSCRC will remind Hospitals the 3.58% is a
Cap not a Guarantee

99
99

33

3/10/2014

The HSCRC Is Developing Two Rate Setting Models

1. Maintain the current methodology (charge per episode, CPE) with
some important changes:
 Variable Cost Factor reduced from 85% to 50%

 Significantly lower Update Factor compared to Global Budget

• 2.

New Model – Global Budget Reimbursement Model

•

100
100

The HSCRC Has Developed A New
Global Budget Reimbursement (GBR) Model
• Transition approach to a broader population health reimbursement model
•

Establishes a fixed revenue amount of annual approved revenue
o Age adjusted population provided
o Adjusts prospectively for demonstrated market share increases (decreases)
Example Calculation:
Start: Base Period Volume and Revenue
(e.g. CY 2013)
+ Update Factor (Inflation)
+ Quality Performance
+ Age Adjusted Population @ 50%
+ Special Circumstances
• Market share @ 50%
= Fixed Annual Global Budget Revenue

101
101

A Key Goal of the HSCRC’s New Rate
Setting Methodologies is a Reduction in
Potentially Avoidable Utilization (PAU)


Potentially Avoidable Readmission/Revisits






•

Admissions
Ambulatory Surgery Cases
Observation Cases
Emergency Room Cases

Potentially Avoidable Admissions (Prevention Quality Indicators)
Providing ambulatory services to avoid hospital inpatient care
Admissions for:
 Hypertension
 Diabetes diagnosis
 Asthma diagnosis
 Other



Cases with potentially preventable complications

Maryland Hospital Acquired Conditions (MHACs)

State 20% (est.)
of Total Charges

UMMS 14%
of Total Charges

102
102

34

3/10/2014

There Are Advantages and Disadvantages
of Each Rate Setting Model
Alternative 1: Main Current Methodology (as adjusted)
Advantages
Volume growth not capped, but limited to 50%
variable cost reimbursement and statewide
maximums

•

Disadvantages
•

Significantly lower update factor

•

Maintain only 50% of revenue for decreases in
Potentially Avoidable Utilization (PAU)

Alternative 2: Move to Global Budget Reimbursement
Advantages

Disadvantages

•

Significantly higher update factor

•

Fixed revenue amount for 12 months

•

Maintain 100% of revenue for PAU decreases

•

Limited market share increases funded in first year

•

Shift hospital services across UMMS facilities without
revenue loss

103
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Maximizing Performance
In The New Regulatory Environment

104
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Would UMMS Want Market Share Growth
Under A Global Budget Reimbursement System?


Absolutely...it’s our mission to provide needed care to our communities



If patients need hospital care (inpatient or ambulatory) we should provide it…not our competitors






If payors continue to direct patients to lower cost non‐hospital settings, we will need to consider expanding our services in
those settings

The HSCRC approved annual Global Budget will be adjusted over time to reflect market share changes


We can not keep revenue for market share we have lost



The maximum amount provided during the 18 month initial start‐up period will reflect a 50% variable cost factor



Future reimbursement amounts have not been established, but are expected to be greater than 50%

However, with the near term lower reimbursement for market share increases, we must lower incremental costs

105
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How Does UMMS Maximize the Incentives of the New
Waiver Under a Global Budget Reimbursement System?


Reduce avoidable volume with effective care management and quality improvement



Reduce the variation in the cost and quality of care that is provided at our hospitals



Increase market share in a more efficient manner (consider additional unregulated services)

 Integrate Population Health approach



Rethink the use of capacity and capital



Focus on reducing Medicare utilization and cost of care (a key success measure for CMS under the New
Waiver)

Continue to emphasize physician alignment to support and drive reform
106
106
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Agenda
A Year in Review and Special Topics: What Should You Know?

•

FY 2014 OIG Work Plan

•

Final Sunshine Law

•

Human Research Subjects Protections

•

HIPAA & HITECH - Omnibus Rule

•

Proposed OMB Uniform Guidance

•

Changes to the CCOPs

•

Off-Label Promotion

•

Research Misconduct

•

Clinical Research Billing
3
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OIG Work Plan
FY2014

4

OIG 2014 Work Plan
Overview
• The Work Plan highlighted the priorities that the OIG’s more than
1,700 employees will have as they:
1. Conduct audits, evaluations, investigations;
2. Provide guidance; and
3. Impose civil monetary penalties, assessment and administrative sanctions.

• Familiarity with the focus of the OIG is crucial. The OIG reported FY
2013 exclusions of 3,214 individuals and entities.
• For FY 3013, the OIG reported expected recoveries of over $5.8 Billion
consisting of nearly $850 Million in audit receivables and about $5
Billion in investigative receivables, which include about $1 Billion in
non-HHS investigative receivables resulting from its work in areas
such as State’s shares of Medicaid restitution.
• The OIG also identified about $19.5 Billion in savings estimated for FY
2013 on the basis of prior period legislative, regulatory, or
administrative actions that were supported by OIG recommendations.
5

OIG 2014 Work Plan

Hospitals:

• Medicare costs associated with defective medical
devices:

•

The OIG will review claims to identify costs resulting from
additional utilization of medical services associated with
defective medical devices and determine the impact of the
cost on the Medicare Trust Fund.

6
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OIG 2014 Work Plan
• The Centers for Disease Control and Prevention
•
•

The OIG will assess whether the CDC’s oversight of HIV/AIDS
prevention and research grants was conducted in accordance
with Federal Regs and HHS policies.
The CDC awarded more than $3.6 Billion in Grants for HIV/AIDS
prevention and research.

7

OIG 2014 Work Plan
•

The Food and Drug Administration

•

•

Inspections of generic drug manufacturers. The FDA
typically inspects drug manufacturing facilities prior to
generic drug approval and also conducts routine inspections
of both foreign and domestic manufacturers to monitor
compliance with current good manufacturing practices.
The OIG will describe the extent to which FDA conducts
inspections of generic drug manufacturers as well as the
results of such inspections and the enforcement actions
taken by FDA in response to deficiencies.
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OIG 2014 Work Plan
• National Institutes of Health
•

1. Extramural Construction Grants: OIG will perform reviews at
facilities that received extramural construction grants to
determine whether the funds were spent in accordance with
Federal requirements.

•

Extramural construction grants are awarded to build, renovate, or
repair non‐Federal biomedical and behavioral research facilities.

9
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OIG 2014 Work Plan
• Colleges’ and Universities’ Compliance With Cost
Principles

•
•

Grantee Compliance: OIG will assess colleges’ and universities’
compliance with selected cost principles issued by OMB in
Circular A‐21, Cost Principles for Educational Institutions.
OIG will specifically conduct reviews at selected colleges and
universities on the basis of dollar value of Federal grants
received and on input from HHS operating divisions.
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OIG 2014 Work Plan
• NIH (cont.)
•

•

2. Grants Management: The OIG will examine the NIH’s
oversight of the grans administration processes implemented
by the 24 institutes and centers (IC) that award extramural
grants.
OIG will also examine NIH’s oversight of each IC’s compliance
with regulations, department directives, and agency policies.
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OIG 2014 Work Plan
• Other HHS‐Related Issues
• 1. HHS Efforts to Address Grantee Risks: The OIG
will determine how HHS awarding agencies mitigate
grantee risks and whether HHS awarding agencies
receive and/or share information on grantees for
which they have concerns regarding performance
expectations and/or accountability requirements.

• 2. HHS Efforts to Prevent Use of HHS Grant Funds
for Lobbying Activities: OIG will determine the extent
to which HHS agencies notify grantees of lobbying
prohibitions. They will examine the extent to which
HHS grantees are aware of lobbying prohibitions.
12
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Physician Payments Sunshine Act
Section 6002 of Affordable Care Act
Section 1128G of Social Security Act

13

A note on terminology…

•
•

CMS is not referring to its Sunshine Act
initiatives as the “Open Payments Program”
But everyone other than CMS seems to be
referring to it still as the Sunshine Act!

14

Sunshine Act
Overview
• Requires “applicable manufacturers” of drugs, devices, biologicals, or
medical supplies covered by Medicare, Medicaid or CHIP to annually
report to HHS certain payments and other transfers of value furnished
to physicians and teaching hospitals (‘‘covered recipients’’).
• Also requires applicable manufacturers and applicable GPOs to report
certain information regarding the ownership or investment interests
held by physicians or the immediate family members of physicians in
such entities.
• Designed to encourage transparency in relationships between
manufacturers and physicians as ways to:
– Increase accountability and tracking;
– Enable consumers to identify potential sources of bias;
– Facilitate government’s identification of potential kickbacks or other
impermissible financial relationships; and
– Deter manufacturers from paying amounts in excess of fair market value to
referral sources.
15
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Sunshine Act
Timing

• Some form of this law has been proposed each year since 2007 (Senators
Grassley and Kohl).

• Final Rule issued February 8, 2013
• Effective on April 9, 2013
• Data collection requirement began on August 1, 2013, allowing about 180-day
preparation period.
• Data must be reported to HHS by March 31, 2014.
• There will be no retroactive reporting.
16

Sunshine Act
What is Reported?
• Payments and transfers of value include:

–
–

Consulting Fee

–
–
–
–
–

Honoraria

–
–

Education

Compensation for services other
than consulting (including serving
as faculty / speaker at an event
other than CME)

–
–
–

Charitable contribution

–

Compensation for serving as faculty
or as a speaker for an unaccredited
and non-certified CME program

–

Compensation for serving as faculty
or as a speaker for an accredited or
certified CME program

–
–

Grant

Gift
Entertainment
Food and Beverage
Travel and lodging (including the
specified destinations)

Research

Royalty or license
Current or prospective ownership or
investment interest

Space rental or facility fees (teaching
hospital only)
17

Sunshine Act
Implications for Sponsors

• Sponsors will need to develop and implement policies, procedures
and training for marketing and members of Medical Affairs so that
they understand the rules.
• Sponsors will need to develop and implement mechanisms for
individual reporting and tracking of payments made to covered
recipients.
• Sponsors will need to develop and implement monitoring
mechanisms to ensure accuracy of reporting.
• Sponsors may also need to develop an interface function for the
sponsor to reconcile this information with covered recipients.

18
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Sunshine Act
Implications for Research Sites

• Research sites will need to review and possibly edit their conflict of
interest policies, procedures and disclosure mechanisms in order to
determine if they are consistent with the Sunshine Act and the
various state reporting rules in place in their state(s).
• Research sites will need to educate health care providers to ensure
that they report payments made to them by sponsors.
• Research sites will need to develop monitoring mechanisms to
ensure appropriate monitoring of the accuracy of payments made.
• Research sites may want to implement mechanisms to reconcile what
is disclosed by sponsors with disclosures made to physicians.
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Sunshine Act
Implications for Providers

• Providers will need to ensure that they understand that payments
made to them will be disclosed on public websites and they will need
to determine if they want to continue to accept payments and other
gratuities from sponsors in the future.
• Providers will need to ensure that they have appropriate mechanisms
in place to report and monitor payments and gratuities made to them
by sponsors.
• Providers will need to determine if they want to continue to accept
educational grants and other gratuities from sponsors in light of the
Sunshine Act.
• Providers will also need to develop monitoring mechanisms to
ensure ongoing accuracy of reportable information.

20

Protecting Human Subjects
Participating in Research

21
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Human Research Protections
OHRP FAQ re: “When does compensating subjects
undermine informed consent or parental permission?”
• Human subjects are provided payment for their time,
inconvenience, and out-of-pocket expense. Remuneration for
risk, however, has been a source of controversy because it is
challenging to assign a reasonable level of payment and it is
difficult to assess what constitutes undue influence.
• The Previous version of the FAQ answer was: “In no case should
remuneration be viewed as a way of offsetting risks: that is, it
should not be considered a benefit to be weighted against study
risks. The level of remuneration should not be so high as to
cause a prospective subject to accept risks that he or she would
not accept in the absence of the remuneration.”
• The new version of the answer to the FAQ has been changed to
clarify that remuneration to subjects may include compensation
for risks associated with their participation in research and that
compensation may be an acceptable motive for some individuals
agreeing to participate in research. It has also been revised to
22
focus more specifically on issues related to consent.

Human Research Protections
Modernizing the “Common Rule” (45 CFR 46). What is the hold up?

• Seems to have stalled.
• Some blame the current political climate and the often divergent
interests of the seventeen agencies that adhere to the rule.
• Many share a view that modernization of the Common Rule is
desperately needed.
• Regulatory requirements have become so complicated that most
researchers cannot fully understand or remember them, and thus
cannot draw the connections between many of these requirements
and the goal of protecting subjects.
• Stay tuned! But, meaningful systemic modernization of the
Common Rule is not likely to occur any time soon.

Source: Institutional Review Blog. February 12, 2013
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Human Research Protections
Determination Letters

Date

Institution

07/16/13

Tatta Memorial
Hospital

• Lack of IRB minutes
• Insufficiency of IRB minutes

Issue(s) Summary

07/08/13

University of
Minnesota and
University of
South Florida

• Informed Consents did not contain necessary language re: forseeable risks and
discomforts
• Consents do not adequately explain risks of immunizations.

06/04/13

Univ of
Alabama at
Birmingham

• Language related to “reasonably forseeable risks” in the SUPPORT study was not
sufficient to describe the risks.

03/07/13

Univ of
Alabama at
Birmingham

• IC for SUPPORT study did not include information regarding prior research on ROP
• IC for SUPPORT did not include prior research done looking at relationship of oxygen
and mortality
• IC does not identify any specific risk relating to randomizing infants to a high or low
range of oxygen

01/17/13

Tatta Memorial
Hospital

01/10/13

Boston
University

• Subjects were not adequately informed of alternative treatments
• Subject were not provided, in writing, with information about alternative screening
methods
• IRB Minutes were not present
• There was no quorum present for IRB determinations.
• Grant monies were released to investigators prior to IRB approval.
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Human Research Protections
OHRP Investigations
• Ongoing priorities for the OHRP’s Division of Compliance Oversight
– Findings in recent determination letters….
• Research conducted without IRB review and/or approval
• Failure of IRB to review HHS grant applications
• Lacking sufficient information to make determinations required for approval
• Inadequate review at convened meetings
• IRB members lacking expertise to make thoughtful determinations required for
approval
• Approval of research not approved by the IRB
• Contingent approval of research with substantive changes expected, yet no
additional review by convened IRB
• Meetings convened without quorum (i.e., not enough members present, no nonscientist present, etc.)
• Meeting convened by IRB members with a COI
• Inadequate continuing review
• Failure to conduct continuing review at least once a year
• Inappropriate use of expedited review procedures
• Failure to advise IRB members of expedited approvals
• Expedited review conducted by someone other than an IRB member
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Human Research Protections
OHRP Investigations
• Ongoing priorities for the OHRP’s Division of Compliance
Oversight
– Findings in recent determination letters (continued):
• Failure to report unanticipated problems, noncompliance, suspensions,
terminations, etc. to IRB, IO, or OHRP
• Changed to researcher initiated without IRB review and approval
• Inappropriate application of exempt categories of research
• Failure of Investigator to obtain legally effective and/or to document Informed
Consent or of the IRB to waive requirements
• Failure to provide a copy of the signed ICF to the subject (or their
representative)
• Inadequate ICF (e.g., lacks key elements, language too complex, exculpatory
language, etc.)
• IRB membership is not aligned with standards/rules/guidance
• Poor documentation (minutes, records, files, retention of information)
• Lack of appropriate written policies and SOPs
• Lack of OHRP-approved FWA
• IRB failure to determine that criteria for IRB approval are satisfied
• Failure of IRB to make required findings when reviewing research involving
children or prisoners.
• Failure to notify Investigator / Institution of IRB actions
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• Failure of signatory official to fulfill obligations

HIPAA & HITECH
“Omnibus Rule”

27
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HIPAA and HITECH
Omnibus Rule Issued on January 25, 2013

• The Omnibus Final Rule makes sweeping changes to the privacy and
security regulations under HIPAA and, in effect, implements the
Health Information Technology for Economic and Clinical Health
(“HITECH”) Act.
• Took effect on March 26, 2013.
• Sets fines for violations at a higher level, starting at $50,000.
• Covered entities and Business Associates were expected to be in
compliance with most provisions of the Final Rule by Sept. 23, 2013.
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HIPAA and HITECH
Omnibus Rule Issued on January 25, 2013

• Targeted Research-Related Topics Covered in the Omnibus Rule
– Policy Updates specifically related to research
• BEFORE:
– A clinical trial participant was only permitted to authorize the use of
PHI for one clinical trial per authorization.
– Authorizations for future, unspecified research were prohibited.
• NOW:
– Consistent with federal human subject protection rules, the
Omnibus Rule provides clarity and more leeway given regarding
certain aspects of research authorizations.

29

HIPAA and HITECH
Omnibus Rule Issued on January 25, 2013

• Targeted Research-Related Topics Covered in the Omnibus Rule
– An authorization for the use or disclosure of PHI for a research study
may be combined with any other type of written permission for the
same or another research study. This includes:
• Combining an authorization for the use or disclosure of PHI for a research
study with another authorization for the same research study.
• Combining an authorization for the creation or maintenance of a research
database or repository.
• Combining an authorization with a consent to participate in research.

– Certain restrictions apply when a provider has conditioned the
provision of research-related treatment on the provision of an
authorization.
– This change permits a single document to include consent and
authorization for a clinical trial and a future study, as long as the
authorization contains a general description of the types of research
30
that may be conducted.

10

HIPAA and HITECH
Omnibus Rule Issued on January 25, 2013

• Other Key implications of the Omnibus Rule for research
– A covered entity may sell or license PHI in the form of a limited data set to a
third party for research without individual authorization but only if the
remuneration received is “a reasonable cost-based fee to cover the cost to
prepare and transmit the PHI for such purposes.”
– A covered entity cannot profit from the disclosure of PHI in the form of a
limited data set to researchers for research activities.
– Authorizations for research may include an authorization for use and
disclosure of PHI for a particular research study, as well as an authorization
for the future use and disclosure of blood and/or tissue specimens (and
attendant PHI) as part of a bio-repository.
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HIPAA and HITECH
What SHOULD HAVE been done by 9/23/13?

1. Update Notices of Privacy Practices ("NPPs").
2. Update Business Associate Agreements (or by Sept 24, 2014
for legacy BAAs).
3. Update breach response policies.
‒

Definition of "breach" changed as did the nature of the risk assessment
that must be undertaken to determine a breach.

4. Review and update your HIPAA SOPs.
‒

The changes include revisions to marketing rules involving PHI, new
standards relating to the sale of PHI, increased ability of patients to
restrict disclosures of PHI, and changes to standards involving access
to electronic medical records by patients.

5. Educate relevant employees.
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HITECH Audits
Findings Released

• HITECH called for “periodic audits to ensure covered entities and
BA’s are complying with” HIPAA. Key stats include:
– 115 performance audits through December 2012.
– 11% of entities had no findings.
– Security accounted for 60% of the findings and observations.
– Among Providers: 58 of 59 has at least one Security finding/observation.
– Inadequate and inaccurate risk assessment of Security issues in more
than 2/3 of cases.

• Nearly one-third of the 980 problems that HHS' Office of Civil
Rights uncovered happened because the organizations were not
aware of all of the requirements facing them.
• Root-cause analyses performed by HHS contractor KPMG.
• Findings show that many healthcare companies could benefit
from re-reading the rules and regulations.
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Proposed OMB Uniform Guidance:
Cost Principles, Audit,
and Administrative Requirements
for Federal Awards
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Consolidating Guidance for Managing Federal Grants
Overview
• The OMB issued the proposed guidance on 2/1/13 to consolidate
eight different OMB circulars…each with its own unique rules and
requirements regarding Federal grants.
– Reforms to Audit Requirements: Merging and consistent alignment of OMB
Circular A-133 and Circular A-50.
– Reforms to Cost Principles: Merges and changes to OMB cost principle
Circulars A-21, A-87 and A-122 and 45 CFR Part 75.
– Reforms to Administrative Requirements: Changes to OMB Circulars A-102,
A-110 and A-89.

• According to the OMB…”The guidance is aimed at eliminating
duplicative or almost duplicative language in order to clarify where
policy is substantively different across types of entities, and where
it is not.’’
• Follows up on an advance notice of proposed guidance (ANPG)
issued in March 2012, which generated more than 350 comments.
• The ANPG included 18 proposed reforms, including one to
consolidate the cost principles in three OMB circulars into a single
document.
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Source: Medical Research Law & Policy Report (BNA), 3/6/13

Consolidating Guidance for Managing Federal Grants
Key Provisions and Proposed Improvements
• Single Audit:
– Fewer audited entities.
– Audit focus will be shifted to higher risk areas of Research Program management.
– Other provisions:
• Increased threshold for a single audit from $500,000 to $750,000 in federal
spending.
• Direction that the audits should focus on improper payments and program
outcomes rather than less impactful / important compliance requirements.
• Clarity about what defines a low-risk auditee.
– The A-133 Compliance Supplement requirements are now targeted in six areas:
• Activities allowed (or unallowed) and allowable costs/cost principles…which are
to be combined.
• Eligibility
• Reporting
• Cash management
• Sub-recipient monitoring
• Special tests and other provisions
– Prompt responses to audit findings
– Subrecipients should have less responsibility in program-specific audits.
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Consolidating Guidance for Managing Federal Grants
Key Provisions and Proposed Improvements

• Single Set of Cost Principles:
– Common accounting standards no matter the type of organization is receiving
a grant.
– Extension of negotiated F&A rates for up to four years.
– Effort reporting:
• Some of the more complex language is to be removed.
• Institutions can deploy their own processes for certifying effort. Must be done at
least annually.

– New details on the direct charging of administrative salaries.
– Various other accounting changes associated with the following:
• Depreciation
• Close outs
• Unused supplies
• Computing devices
• Lease purchases
• Contingency funds
• Filing of CASB disclosure statements for higher education institutions.
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Consolidating Guidance for Managing Federal Grants
Key Provisions and Proposed Improvements

• Single Set of Administrative Requirements:
– Uniform rules for all who receive federal awards..
– Proposal review process to focus on merit-based selection and consideration
of financial risk.
– Greater transparency about how awards are made since criteria that a
proposal must meet will be included in the funding opportunity announcement.
– Longer period of time given to potential awardees to develop applications for
federal financial assistance.
– Standardization of how Federal funding opportunities are posted / announced.
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Changes to CCOPs
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NCI's Community Clinical Oncology Program
Restructured Program Could Have a Major Impact on Community Hospitals

• While the 30-year old Program has successfully improved access to and
accrual in clinical trials, there have been challenges.
‒ Per patient funding has decreased in recent years.
‒ More difficult to underwrite the administrative structures necessary to manage
CCOP trials.
‒ Lower patient accrual, insufficient oversight, and escalating compliance risks.

• For its part, although it undertakes periodic monitoring visits and
reviews, the NCI historically has been largely hands-off.
‒ The onus to preserve Program integrity and manage research risks falls
principally on the sites themselves.
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NCI's Community Clinical Oncology Program
Changing Funding Priorities

• In 2007 a new funding mechanism was launched under the auspices
of NCI's Community Cancer Centers Program ("NCCCP").
‒ Collaborate with the designated cancer centers and are able to support a
broader range of research functions, including laboratory and population
studies.

• The size and scope of NCI's various programs, including CCOP, has
become considerable.
‒ Management and oversight is more difficult and changes are coming.

• In June 2013, NCI announced the formation of the Community
Oncology Research Program ("NCORP") designation, which spells
the end of CCOPs as we know them.
• While NCCCPs will endure, no funds have been awarded to CCOPs
beyond the end of 2013.
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NCI's Community Clinical Oncology Program
Changing Funding Priorities

• The NCORP will still include community sites, minority focused sites
and research bases just as the CCOP program does today.
• The number of sites, however, is being drastically cut.
‒ Only 40 or so NCORPs will be awarded and each site must accrue at least 80
patients per year onto treatment protocols.

• NCORP released a Funding Opportunity Announcement (FOA) on
November 8th which was posted on the NIH Guide.
‒ The FOA reflects an open competition to which all potential community sites
(e.g., funded CCOPs, MB-CCOPs and NCCCPs) will undergo NIH Peer Review
as specified by the Division of Extramural Activities.
‒ All applications are due 1/8/14 and Letters of Intent are due 12/8/13.
Many assume that the current set of 21 NCCCP centers are best positioned to become
NCORP sites under the new structure so there may be fewer than 20 slots available to
accommodate the dozens of CCOPs now facing unfunded futures. Therefore, many
CCOP centers are banding together to form consortia.
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NCI's Community Clinical Oncology Program
Expectations of the NCORP

• NCI is stepping up its oversight and monitoring efforts.
• While a more manageable number of sites will help, expect more central
staff, a greater emphasis on investigator education, and a more
prominent role for NCI in IRB review.
• NCI monitoring visits will be more frequent, larger samples of patient
data will be evaluated, and audits will be carried out with increased
rigor.
• New requirements with respect to best practices and SOPs, and accrual
requirements are likely to be more tightly enforced.
• All Phase III trials are expected to have NCI oversight rather than having
individual sites act as trial coordinators.
The changes that NCI is instituting will have a significant impact on how cancer research
is accessed, managed, and performed in the U.S. Proactive plans to adjust to these new
initiatives are a must for CCOP sites whose funding is about to change and whose
operating model is in a state of uncertainty and flux.
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Off‐Label Promotion

44

Pfizer Agreed to Pay $55 Million for Illegally
Promoting Protonix for Off‐Label Use

• 12/12/12: Pfizer agreed to pay $55 million plus
interest to resolve allegations that Wyeth LLC
illegally introduced and caused the introduction
into interstate commerce of a misbranded drug,
Protonix, between 2/200‐6/2001.

• Protonix was approved for short term treatment
of erosive esophagitis but the government
alleded that Wyeth fully intended to and did,
promote Protonix for all forms of GERD.
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Par Pharmaceuticals Pleads Guilty and Pays $45 Million
to Resolve Civil and Criminal Allegations of Off‐Label
Marketing

• 3/5/13: New Jersey based Par Pharma pleaded guilty and
agreed to pay $45 Million related to off‐label marketing
of it drug Megace ES.

• Megace ES was approved for use in treatment of
Anorexia, chchexia and other significant weight loss
suffered by patients with AIDS but it was promoted
without directions for use in the treatment of non‐AIDS
related gastric wasting.
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Johnson & Johnson Agreed to Pay More Than $2.2 Billion
to Resolve Criminal and Civil Investigations into Off‐Label
Reporting and Kickbacks to Doctors and Pharmacists

•
•

•
•

11/4/13: J&J/Janssen settled the case related to the drug Risperdal
which was only approved for use in schizophrenia.
The allegations state that J&J marketed Risperdal to physicians and
other prescribers who treated elderly dementia patients by urging
prescribers to use the drug to treat symptoms such as anxiety,
agitation, depression, hostility, and confusion.
In addition, the allegations stated that J&J provided incentives for
basing sales representatives bonuses on total sales of Risperdal and
not just sales for FDA uses.
Finally, the allegations also stated that J&J paid kickbacks to certain
nursing home pharmacies in the name of “rebates, educational
grants, data‐purchase agreements, etc.”
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Wyeth Pharmaceuticals Agreed to Pay $490 Million
for Marketing Rapamune for Unapproved Uses

• 07/30/13: Wyeth paid $490 Million to settle
allegations related to its promotion of
Rapamune.

• Rapamune was approved by the FDA for limited
use in renal transplants and required the label to
include a warning against certain uses.

• Allegedly, Wyeth trained its sales force to
promote Rapumune for off‐label uses including
ex‐renal uses, and even paid bonuses to
incentivize those sales.
48
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Amgen Paid $748 Million To Settle
Allegations of Off‐Label Promotion

• Amgen paid $748 Million to settle allegations related to
illegal promotion of Aranesp, a drug used to treat anemia,
for promotion of this drug for use to treat non‐anemia
related conditions.
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Research Misconduct
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Recent ORI Administrative Actions
• Rao M. Adibhatla, Ph.D.: University of Wisconsin: ORI
found that Dr. Adibhatla, Asst. Professor, Department
of Neurological Surgery, engaged in Research
Misconduct by falsifying results (Western Blot images
and quantitative and other statistical data) in two
publications supported by National Institute of
Neurological Diseases and Stroke, NIH, grants and in
three unfunded applications that the respondent
submitted to NINDS and NIH.

• Respondent is excluded for 2 years for any contracting
with any agency of the US Government, the papers
were retracted and he is excluded for providing
advisory services to PHS.
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ORI Administrative Actions
• Nitin Aggarwal, Ph.D., Medical College of Wisconsin
and University of Wisconsin, Madison: ORI found that
the respondent engaged in RM by falsifying and/or
fabricating PHS supported data in six figures that were
included in two publications and one grant application.

• His research must be supervised indefinitely, his
employer must certify that his research is based on
actual experiments, and he may not advise PHS.
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ORI Administrative Actions

• Andrew Aprikyan, Ph.D., University of
Washington: ORI found that the respondent
engaged in RM in research supported by NCI by
falsely reporting research data and fabricated
text regarding sequencing of RT‐PCR results.

• His research must be supervised for 2 years, for
2 years his employer must certify that his
research is based on actual experiments, and he
may not be an advisor to PHS.
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ORI Administrative Actions

• Bryan William Doreian, Ph.D., Case Western
Reserve University: ORI found that the
respondent engaged in RM by falsifying data
related to studies funded by NIH, National
Heart, Lung and Blood Institute, and NINDS.

• His research must be supervised indefinitely, his
employer must certify the accuracy of his
experiments, he may not provide advisory
services to PHS and his paper was retracted.
54

18

Similar ORI Administrative Actions

• In 2013, ORI published case summaries of seven (7)
additional RM matters with fact patterns and discipline
similar to that of the four summarized above.
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Research Misconduct
Resources

•

ORI website: http://ori.hhs.gov/

•

Statutes and Regulations

•
•
•
•
•
•

•
•
•

ORI Statutory Authority - 42 U.S.C. § 289b
Public Health Service (PHS) Policies on Research Misconduct – 42 CFR Part 93 – June 2005
HHS Debarment Regulations - 45 CFR Part 76
Federal Whistleblower Protection Act of 1989 - 5 U.S.C. § 1201
Freedom of Information Regulation - 45 CFR Part 5
Public Health Service Records Related to Inquiries and Investigations of Scientific Misconduct,
HHS/OASH/ORI. 74 Fed. Reg. 44847 (2009)

ORI Sample Policy and Procedures for Responding to Research Misconduct Allegations
ORI Guidelines for Institutions and Whistleblowers: Responding to Possible Retaliation
Against Whistleblowers in Extramural Research
ORI Handbook for Institutional Research Integrity Officers
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Clinical Research Billing
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Principal CRB Risks –
framing slide #1
•

Ignoring clinical research billing rules can lead to:

1.

Billing for services that are already paid by the sponsor (double billing)

2.

Billing for services promised free in the informed consent

3.

Billing for services that are for research‐purposes only

4.

Billing for services that are part of a non‐qualifying clinical trial

5.

Billing a Medicare Advantage Plan when the Medicare Administrative
Contractor should be billed
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CMS CRB Rules –
framing slide #2
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Clinical Trial Number
(August 9, 2013)

• August 9, 2013 CMS Transmittal (Change Request
8401):

•
•

Changes to Claims Processing Manual, Chapter 32
“Effective for claims with dates of service on or after January 1,
2014, it is mandatory to report a clinical trial number on claims
for items/services provided in clinical trials/studies/registries, or
under CED” (emphasis in original)
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Clinical Trial Number
(January 6, 2014)
•

January 6, 2014 MLN SE1344:

•

“Since the release of CR 8401, the Centers for Medicare &
Medicaid Services (CMS) has learned that some physicians,
providers, and suppliers do not have the capability at this
time to submit the clinical trial identifier number
associated with trial‐related claims. This article presents
those physicians, providers, and suppliers with an
alternative means of satisfying the CR 8401 requirements
until January 1, 2015. At that time, such providers must
fully comply with CR 8401.”
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Clinical Trial Number
(January 6, 2014)
•

January 6, 2014 MLN SE1344:

•

“Beginning January 1, 2014, and continuing no later than
through December 31, 2014, those above‐mentioned
physicians, providers, and suppliers may instead report an
8‐digit, generic number of 99999999 using the
instructions in CR 8401. This will allow trial‐related claims
to process appropriately if they are prepared according to
instructions in CR 8401.” (emphasis added)
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Clinical Trial Number
(January 6, 2014)
•

January 6, 2014 MLN SE1344:

•

•

“Keep in mind that trial‐related claims will be returned if
they do not contain either the actual clinical trial identifier
number or the 8‐digit generic number 99999999 – you
may not leave those indicated fields blank.” (emphasis added)
“Beginning January 1, 2015, without further notice, CR
8401 shall be fully implemented.”
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Clinical Trial Number
(January 6, 2014)
• January 6, 2014 MLN SE1344:
•

“For clarification, the clinical trial identifier number is required for all
items/services provided in relation to participation in a clinical trial,
clinical study, or registry that may result from coverage with evidence
development (CED), the Medicare Clinical Trial Policy, or a CMS‐
approved investigational device exemption (IDE) study.” (emphasis
added)
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Questions?
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