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Platform for users to influence guidance
http://hipaaQsportal.hhs.gov/
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Platform for users to influence guidance
http://hipaaQsportal.hhs.gov/

October 2015

• OCR released guidance clarifying that a CSP is a business associate – and therefore 
required to comply with applicable HIPAA regulations – when the CSP creates, receives, 
maintains or transmits identifiable health information (referred to in HIPAA as electronic 
protected health information or ePHI) on behalf of a covered entity or business associate.

• When a CSP stores and/or processes ePHI for a covered entity or business associate, that 
CSP is a business associate under HIPAA, even if the CSP stores the ePHI in encrypted 
form and does not have the key. 

• CSPs are not likely to be considered “conduits,” because their services typically involve 
storage of ePHI on more than a temporary basis. 

• http://www.hhs.gov/hipaa/for-professionals/special-topics/cloud-
computing/index.html

• http://www.hhs.gov/hipaa/for-professionals/faq/2074/may-a-business-associate-
of-a-hipaa-covered-entity-block-or-terminate-access/index.html

Cloud Guidance

Cloud Computing Guidance 

.@
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New Cybersecurity Guidance page
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https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html

Cybersecurity Newsletters

OCR Activity Update .A

Cybersecurity Newsletters

� Began in January 2016

� Recent 2017-2018 Newsletters
� October 2017 (Mobile Devices and PHI)

� November 2017 (Insider Threats and Termination Procedures)

� December 2017 (Cybersecurity While on Holiday)

� January 2018 (Cyber Extortion)

� February 2018 (Phishing)

� http://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html
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• OCR recently released guidance on ransomware. The 
new guidance reinforces activities required by HIPAA 
that can help organizations prevent, detect, contain, and 
respond to threats.

• http://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html

Cybersecurity

Ransomware Guidance
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Breach Notification
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HIPAA Breach Highlights

500+ Breaches by Type of Breach
April 14, 2003 – March 31, 2018

Theft
37%

Loss
8%

Unauthorized 
Access/Disclosure

28%

Hacking/IT
19%

Improper Disposal
3%

Other
4%

Unknown
1%

HIPAA Breach Highlights

�+

500+ Breaches by Location of Breach
April 14, 2003 – March 31, 2018

Paper 
Records

21%

Desktop 
Computer

10%

Laptop
16%

Portable 
Electronic 

Device
9%

Network 
Server
17%

Email
11%

EMR
6%

Other
10%
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HIPAA Breach Highlights

500+ Breaches by Type of Breach
4/1/2015 – 3/31/2018

Theft
20%

Loss
6%

Unauthorized 
Access/Disclosure

39%

Hacking/IT
33%

Improper 
Disposal

3%

HIPAA Breach Highlights

500+ Breaches by Location of Breach
4/1/2015 – 3/31/2018

�@

Paper Records
20%

Desktop 
Computer

8%

Laptop
9%

Portable 
Electronic 

Device
6%

Network 
Server
21%

Email
16%

EMR
9%

Other
9%
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What Happens When HHS/OCR 
Receives a Breach Report

• #$%�������
����������������<//J�����"����������#$ %�
	������-���
�"�
������������
���
2
– &�������������
���������
��������
������

• #$%���������"���������������
����������������</ /J�
����"���������������������
����������
��
������

• 3�"������������"��"�����������7
– ����
�������������������
����
– )�������������
�������������
�����-����������� ����������

	����
����������������
�5��
�����2������
�"��� ���
��
��������

– (������������������
��
����
����

�1

General Enforcement Highlights

���������	
�������������������������
��������������������� ��������������

• #"�
�.11�A<+�����������
����"��������

• #"�
��<�1:1�������
����"���	�����

���"��������
���0�
�������������������

• (=������
����"���+�///������������������


�A



4/30/2018

15

General Enforcement Highlights
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Recurring Compliance Issues
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Best Practices
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Audit Program
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Web-based Video Training for Free Continuing Medica l 
Education and Continuing Education Credit for 

Health Care Professionals via Medscape

http://www.medscape.org/viewarticle/876110

Provider Education
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Phase 2 of OCR’s Information is Powerful Medicine Campaign

+�

New Consumer Facing Tools
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Pocket Brochure, Exterior and Interior Flap

Information is key to making good health care 
decisions. Understand your health history to ask 
better questions and make healthier choices. Track 
your lab results and medications, get x-rays and 
other medical images, or share your information with 
a caregiver or a research program.

+*

Pocket Brochure Interior View

Clear and concise
• Get it: Covers Form and Format and Manner of Access, Time and 

Timeliness, Fees
• Check it:  Check to make sure your health information is correct and 

complete
• Use it: Right to Third Party Access, including a researcher.

++
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• Links to Fact Sheets and 

FAQs 

• Videos

• Poster

• Brochure

• Digital Ads and Banners

• Mobile Platform

• Link to Join All of Us 
Research Initiative
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More Information
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