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UFF'|EE'}0H Health app developers, what are your questions about HIPAA?
CIVILRIGHTS

Welcome LeamMore  Questions  Helpful Links  Contact

Engage with OCR on issues & concerns related
to protecting health information privacy in
mHealth design and development

About HIP:
S Vo Questos

HIPAA Health Information Privacy, Security and
Breach Notification Rules

United States Department of

Health & Human Services

Cloud Computing Guidance

* OCR released guidance clarifying that a CSP issinless associate — and therefore
required to comply with applicable HIPAA regulaton when the CSP creates, receive
maintains or transmits identifiable health inforroat(referred to in HIPAA as electronic
protected health information or ePHI) on behaldavered entity or business associatg.

* When a CSP stores and/or processes ePHI for a cbeatity or business associate, tha
CSP is a business associate under HIPAA, ever iIC®P stores the ePHI in encrypted
form and does not have the key.

¢ CSPs are not likely to be considered “conduits¢ause their services typically involve
storage of ePHI on more than a temporary basis.

» http://www.hhs.gov/hipaa/for-professionals/spetiadics/cloud-
computing/index.html

» http://www.hhs.gov/hipaa/for-professionals/faq/20@dy-a-business-associate
of-a-hipaa-covered-entity-block-or-terminate-acfiegex. html
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https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html
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Cybersecurity Newsletters

Began in January 2016

Recent 2017-2018 Newsletters
October 2017 (Mobile Devices and PHI)
November 2017 (Insider Threats and Termination Procedures)
December 2017 (Cybersecurity While on Holiday)
January 2018 (Cyber Extortion)
February 2018 (Phishing)

http://www.hhs.gov/hipaa/for-
professionals/security/quidance/index.htmi
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Ransomware Guidance

* OCR recently released guidance on ransomware. The
new guidance reinforces activities required by HAPA
that can help organizations prevent, detect, congad
respond to threats.

e http://www.hhs.gov/hipaa/for-
professionals/security/quidance/index.html
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— Annual reporting to HHS of smaller breaches (affecting less than
500 individuals) permitted
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500+ Breaches by Type of Breach
April 14, 2003 — March 31, 2018

Improper Disposal
3%

United States Department of
Health & Human Services

500+ Breaches by Location of Breach
April 14, 2003 — March 31, 2018

Desktop
Computer
10%

Portable
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500+ Breaches by Type of Breach
4/1/2015 - 3/31/2018

Improper
Disposal
3%

United States Department of
Health & Human Services

500+ Breaches by Location of Breach
4/1/2015 — 3/31/2018

Portable
Electronic
Device
6%
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As of March 31, 2018
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Office for Civil Rights

Web-based Video Trainingor Free Continuing Medica |
Education and Continuing Education Credit for
Health Care Professionals via Medscape

@) 200M THUMBNAILS ]

An Individual’s Right to Access
and Obtain Their Health
Information
Under HIPAA

Moderator

Deven McGraw, JD, MPH
] y Dir \

HIPAA Privacy Rule Overview

Scope of Information

Form, Format & Access

http://www.medscape.org/viewarticle/876110
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Phase 2 of OCR’s Information is Powerful Medicine  Campaign

Access to your
health information
is your right

Get it. Check it. Use it.

7

Learn about MIPAA® and your health information rights #1: www.HHS.gov/Get/t Check it Use it

e n i s sty ity At
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INFORMATION IS KEY
TO MAKING GOOD
HEALTHCARE DECISIONS

Know your rights
Take control

Learn more about HIBAA and _
R rlrsomr =ty 2 Get better care

Learn more about the All of Us
research program at
www.nih.gov/AllofUs-Research-Program

aor- Access 1o your health i your i
<f B Get it. Check it. Use it.

Information is key to making good health care FOGHET BROGHURE
decisions. Understand your health history to ask
better questions and make healthier choices. Track = _ e
your lab results and medications, get x-rays and mormre | ke control
other medical images, or share your information with Get better care
a caregiver or a research program.

United States Department of
Health & Human Services

Pocket Brochure Interior View

Health records are a powerful tool in managing your care

GETIT CHECKIT USEIT

e b & . Coech o s s your Having scces 1 yonu
5 'y sormat Neslth information s

correct and complete.

Clear and concise

* Getit: Covers Form and Format and Manner of Access, Time and
Timeliness, Fees

e Checkit: Check to make sure your health information is correct and
complete

Use it: Right to Third Party Access, including a researcher.

4/30/2018
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» Links to Fact Sheets and
- FAQs
Er=  Videos
¢ Poster
« Brochure

» Digital Ads and Banners
* Mobile Platform

=
_& ¢ Link to Join All of Us
3 Research Initiative
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