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Risk ent Scoring Matrix
Vulnerabil Controls
Score Reputation Financlal Legal Likellhood of Risk Datectabl Control
Little or no Loss is less than Technical violation of [Low risk, uniikely to ocour.  [Failures are likely to be detected. Processis  [lintemal andior automatad controls
reputational risk  [$, of grossllaw or regulation.  [Historical and industry directly supervised. Automated safeguards for  [fproven to be highly effective in
revenue or axpense  |Liltie ar no fine shaw low identifying variations/errors. Imitigating all risk’
(excluding legal probable. likellhood of cocurrence.
1 finea/penalities)
Slight reputational _|Loss between $ Civil fines andlor [ Slight risk, historical Industry [Slight risk that fallure will not be detected - [[Routinely audfted andior tested.
risk. Possiblebad  [of gross revenue or | penalties up to shows some rocess failures; 3 metrics
press but no expense 3. possible, but|likelihood however not partially automated process with modarate froutinely reviewed and show lite
significant patient, little risk ion, in b igl Ivariation. Gurrent policies and
physician, CIA, loss of to dats; simple wel exist. Employ ]
2 aliout. process; land compatency established. Wall-
licensure. lcompetency demonstrated - prepared to manage this risk.
less likely to fail lappropriately based on implemented
Irisk managemant plans.
[Moderate Loss between 3. Civil fines and/or [ Moderate risk of cccurrence [ Moderate risk that failure will not be detected, _[[Periodically audited andior tested.
reputationalrisk.  [of gross revenue or (penalties up to within next 12 months; Limited safeguards in place to identify failurs priorf{Corrective action plans developed and
Probable bad press. [expense. s probable. to cocurrence. Parially automated process with (ftested for effectiveness. Limited
3 |Probable modest Modest risk of limited management iperformance metrics established.
physician, patient exclusion, CIA
andlor constituent possible.
fallout.
[Significant negative |Loss between S. Civil fines andlor | Significant risk; likelihood of [Significantly difficult t detect prior to failure; _[[Management Review and approval
press coversge.  [of gross revenue or penalties up to loccummence compiex and/or ~ [manual safaguarnds in place to identify failures; nofrequired. Process not auditad or tested
expense. le. |manual process 3 lor infrequently audited or tested.
physician and/or Loss of business unit [oversight [Limited policy or procedure guidance.
4 |constituent fallout. licansure/
accreditation.
Exclusion possible.
CIA probabie.
Extensive and Loss greater than Criminal conviction  |High risk of occurrence. [Extremely hard to detect prior to fallure. Highly [[No formal controts In place.
5. of gross  |and/or exclusk to occur in next 12 with little or no he
pross coversge.  [revanue or expense.  [Fines, penalties and |monthe. Highly complex  [oversight or control. No buiki-in safeguards, cross|
Significant or legal exposure in  |pracess with numerous hand-{checks, or other mechanisms to identify
sponsorfboard excess of 1% net  [offs. Reli xtensi prior t
5 |questions of revenue. GIA certain. [specialized skils.
management.
Exlansive patient,
physician, and/or
constituent fallout.
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Risk Assessment Tool
Risk Calculation
Y
s /s S fe f
What s the Risk? $ /E & Jf¢ 3 Comments Impact Likelihood ___Risk Score
Short Stays B [ 5.0000 33333 166667
ICD Billing EIE 2| s[2.666] 2.6667 2.6667 71111
Madifier 59 3 3 3] 2|3 2.6667 33333 8.8889
Physician Lease Management e a3 4.6667 4.6667 211778
Employed Physician Compensation i s 2| 3|a3m3 4.6667 23333 10,8889
DRG Coding 3 3 B PR 2.6667 23333 6.2222
Physician Documentation & Coding [ I 33333 33333 111111
Security of PHI 5|2 2| 5|36 33333 3.6667 12.0222
o .0000 0.0000 0.0000_|
[ 0000 0.0000 0.0000_|
o .0000 0.0000 0.0000
o .0000 0.0000 0.0000_|
0f 0.0000 0.0000 0.0000
o 0.0000 0.0000 0.0000
[l .0000 0.0000 0.0000
0f .0000 0.0000 0.0000
0] .0000 0.0000 0.0000
0 .0000 0.0000 0.0000
0f .0000 0.0000 0.0000
0f .0000 0.0000 0.0000
0] .0000 0.0000 0.0000
[ 0.0000 0.0000 0.0000
0] 0.0000 0.0000 0.0000
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2.0000

1.0000

Low

1.0000 2.0000 3.0000

Insignificant IMPACT

4.0000 5.0000

Catastrophic
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