


Learning Objectives

Establishing an evidence-based program 

based NIST standards.

Achieving CMMC Certification, a new DoD 

cyber standard based on NIST.

Managing the cyber supply chain to mitigate 

risk from business associates and third 

parties.
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NIST Cybersecurity Framework is the 

framework that executives can trust to 

base their HIPAA compliance program.

This framework can be used by 

organizations that may be small or large, 

including business associates, physician 

practices, hospitals, IT firms, government 

agencies, and other healthcare entities.

NIST 

Cybersecurity 

Framework

NIST Cybersecurity Framework 

Core Concepts

Align Compliance with

NIST Cybersecurity Framework



Alignment of the Functions, Categories, and Subcategories with the business 

requirements, risk tolerance, and resources of the organization.

Describe the current state or the desired target state of specific cybersecurity 

activities.

Current State
(the “as is” state)

The Current Profile 

indicates the 

cybersecurity 

outcomes that are 

currently being 

achieved.

Target Profile
(the “to be” state)

The Target Profile 

indicates the 

outcomes needed 

to achieve the 

desired 

cybersecurity risk 

management 

goals.

NIST Cybersecurity Framework

Profile

Partial

Organizational cybersecurity risk 

management practices are not 

formalized, and risk is managed in an 

ad hoc and sometimes reactive 

manner.

Risk Informed

Risk management practices are 

approved by management but 

may not be established as 

organizational-wide policy.
Repeatable

The organization’s risk 

management practices are 

formally approved and expressed 

as policy.

Adaptive

The organization adapts its 

cybersecurity practices based on 

lessons learned and predictive 

indicators derived from previous 

and current cybersecurity 

activities.

Tier 1 

Tier 2 

Tier 3 

Tier 4 

NIST Cybersecurity Framework

Tiers & Risk Management



Framework Core Elements

Organize basic 

cybersecurity 

activities at their 

highest level.

Specific sections of 

standards, guidelines, 

and practices common 

among critical 

infrastructure sectors 

that illustrate a method 

to achieve the 

outcomes associated 

with each subcategory.

Further divide a 

category into 

specific outcomes 

of technical and/or 

management 

activities.

Subdivisions of a 

function into groups of 

cybersecurity 

outcomes closely tied 

to programmatic 

needs and particular 

activities.

Functions Categories Subcategories
Informative 

References 

Framework Core Functions

1

2

3

4

5

Identify

Protect

Detect

Respond

Recover

Develop an organizational understanding to manage 

cybersecurity risk to systems, people, assets, data, and 

capabilities.

Develop and implement appropriate safeguards to 

ensure delivery of critical services.

Develop and implement appropriate activities to identify 

the occurrence of a cybersecurity event.

Develop and implement appropriate activities to take action 

regarding a detected cybersecurity incident.

Develop and implement appropriate activities to maintain 

plans for resilience and to restore any capabilities or 

services that were impaired due to a cybersecurity incident.



NIST Cybersecurity Framework

Foundation for Cybersecurity



Prescriptive 
Framework

Cross-Referenced 
to Regulations

Prescriptive 
Controls

Reduces 
Complexity

One Audit–One 
Report

Protects 
Brand

Why HITRUST Certification?

00

DHS CISA CRR (2016)

21 CFR 11

EU GDPR

OCR Guidance for Unsecured PHI

FFIEC IS

FedRAMP

HITRUST De-ID Framework v1

45 CFR Part 164, HIPAA Security Rule

1

2

3

4

5

6

7

8

9

10

11

16 CFR Part 681

201 CMR 17.00

AICPA TSP 100 

APEC

CCPA 1798 

CAQH Core Phase 1

CAQH Core Phase 2

CIS Controls v7.1

CSA CCM v3.0.1

CMS ARS v3.1

COBIT 5

CMMC v1.0

45 CFR Part 164, HIPAA Breach Notification Rule

12

13

14

15

16

17

18

19

20

21

22

EHNAC

HITRUST Authoritative Sources



00

NIST SP 800-171 R2 (DFARS)

NRS 603A

NYS DOH SSP v3.1

OCR Audit Protocol (2016)

OECD Privacy Framework

PCI DSS v3.2.1

PDPA

PMI DSP Framework v1.0

NIST SP 800-53 R4

SCIDSA 4655

1 TAC 15 390.2

34

35

36

37

38

39

40

41

42

43

44

00

IRS Publication 1075 v2016

ISO/IEC 27001:2013

ISO/IEC 27002:2013

ISO/IEC 27799:2016

ISO/IEC 29100:2011

ISO/IEC 29151:2017

Joint Commission Standards

MARS-E v2.0

23 NYCRR Part 500

NIST Cybersecurity Framework v1.1

24

25

26

27

28

29

30

31

32

33

45 CFR Part 164, HIPAA Privacy Rule23

HITRUST Authoritative Sources

HITRUST CSF Domains



HITRUST CSF Certification: 

Five Dimensions Aligned

Journey to HITRUST CSF r2 Certification 



The cybersecurity standard of the future is here now. Cybersecurity Maturity Model 

Certification (CMMC), is a unified cybersecurity standard developed by the U.S. 

Department of Defense (DoD). 

CMMC is designed to provide assurance to the DoD that a Defense Industrial Base 

(DIB) contractor can adequately protect Controlled Unclassified Information (CUI) at 

a level commensurate with the risk, accounting for information flow down to its 

subcontractors in a multi-tier supply chain.

When implementing the CMMC model, a DIB contractor can achieve a specific 

CMMC Level for its entire enterprise network or for a particular segment(s) or 

enclave(s), depending on where the information to be protected is handled and 

stored.

Why is the CMMC a landmark cybersecurity standard?

It is because CMMC is the standard for future DoD acquisitions.

Cyber Supply Chain

DIB

Defense 
Industrial Base 

DoD

Department of 
Defense

CMMC

Cybersecurity 
Maturity Model 

Certification

CUI

Controlled 
Unclassified 
Information



CMMC is a standard that every cybersecurity professional must master and keep up with.

It will impact cybersecurity requirements not just in the DoD supply chain, but in the future, across federal 

and state agencies – and beyond.

The DoD is migrating to the CMMC framework in order to assess and enhance the cybersecurity posture of 

the DIB. 

The CMMC is intended to serve as a verification mechanism to ensure appropriate levels of cybersecurity 

practices and processes are in place to ensure basic cyber hygiene as well as protect CUI that resides on 

the DoD’s industry partner networks.

The loss of CUI from the DIB sector increases risk to national economic security and in turn, national 

security.

In order to reduce this risk, the DIB sector must enhance its protection of CUI in its networks.

Why CMMC? Risk to the Supply Chain

The Office of the Under Secretary of Defense for Acquisition and Sustainment 

(OUSD (A&S)) has developed the CMMC framework in concert with DoD 

stakeholders, University Affiliated Research Centers (UARCs), Federally Funded 

Research and Development Centers (FFRDCs), and the DIB sector.

CMMC is the cyber standard for this decade and beyond.

CMMC Key Facts

OUSD (A&S)

Under Secretary 

of Defense for 

Acquisition and 

Sustainment

UARCs

University 
Affiliated 

Research Centers 

FFRDCs

Federally Funded 
Research and 
Development 

Centers 



CMMC Data Types

CMMC is the next iteration of the Department’s CMMC cybersecurity 

model.

It streamlines requirements to three levels of cybersecurity 

Aligns the requirements at each level with well-known and widely 

accepted NIST cybersecurity standards.

Foundational Advanced Expert 

CMMC Model



CMMC Key Features

The CMMC model consists of 14 domains that align with the families specified in NIST SP 800-171. 

CMMC Domains



The CMMC model measures the implementation of the NIST SP 800-171 Rev 2 security 

requirements.

The practices originate from the safeguarding requirements and security requirements specified 

in FAR Clause 52.204-21 and DFARS Clause 252.204-7012, respectively.

Level 1 is equivalent to all of the safeguarding requirements from FAR Clause 52.204-21.

Level 2 is equivalent to all of the security requirements in NIST SP 800-171 Rev 2.

Level 3 will be based on a subset of NIST SP 800-172 and more detailed information will be 

released at a later date.

Each practice has a practice identification number in the format - DD.L#-REQ - where:

DD is the two-letter domain abbreviation.

L# is the level number.

REQ is the NIST SP 800-171 Rev 2 or NIST SP 800-172 security requirement number.

CMMC Practices



Enterprise Risk 

Assessment

Align Compliance with

NIST Cybersecurity Framework

Scope of 
Risk 

Assessment
Threats

Risk

Evaluation

Risk 
Management

Asset 
Inventory

Vulnerabilities
Risk

Treatment

Executive 
Updates

NIST Cybersecurity Framework

Credible Reference for Risk Assessment



NIST Enterprise 

Cybersecurity Program

CPRA, also referred to as CCPA v2.

CPRA provides additional rights to consumers and 

places additional obligations on businesses introduces 

a new data category, sensitive personal information.

CPRA requires businesses to provide additional 

mechanisms for individuals to access, correct, or delete 

data.

Jan 1, 2023 | CPRA

California Privacy Rights Act (CPRA)
Facts



Reimagine Compliance.

Reimagine Cybersecurity!



This is an example of a cybersecurity framework:

A. HIPAA

B. HITECH

C. NIST Cybersecurity Framework

D. RSA Security

Practice Quiz

In the NIST Cybersecurity Framework, this concept 

describes the current state or the desired target state of 

specific cybersecurity activities:

A. Tiers

B. Framework Profiles

C. Functions

D. Categories

Practice Quiz



The NIST Cybersecurity Framework core elements are:

A. Functions, Categories, Subcategories, and Informative References

B. Categories, Standards, and Implementation Specifications

C. Functions, Specifications, and References

D. Sections, Sub Sections, and Standards

Practice Quiz

The five NIST Cybersecurity Framework core functions are:

A. Identify, Standards, Respond, Remediate, and Recover

B. Identify, Protect, Priority, Respond, and Contingency

C. Identify, Plan, Discover, Integrity, and Availability

D. Identify, Protect, Detect, Respond, and Recover 

Practice Quiz



In the NIST Cybersecurity Framework, this concept represents the 

outcomes based on business needs an organization has selected 

from the Framework Categories and Subcategories:

A. Tier

B. Profile

C. Function

D. Identify

Practice Quiz

In the NIST Cybersecurity Framework, this Tier requires 

that there is an organization-wide approach to manage 

cybersecurity risk:

A. Tier 5: Active

B. Tier 4: Average

C. Tier 3: Repeatable

D. Tier 1: Partial

Practice Quiz



Identify the NIST Cybersecurity Framework core Function 

that establishes the appropriate activities to identify the 

occurrence of a cybersecurity event:

A. Continuity

B. Protect

C. Detect

D. Respond

Practice Quiz

In the NIST Cybersecurity Framework, a Target Profile 

expresses:

A. Outcomes needed to achieve the desired cybersecurity risk management 

goals

B. Vulnerability assessment

C. BIA findings

D. Infrastructure services

Practice Quiz



In the NIST Cybersecurity Framework, the Identify 

Function includes this Category

A. Access Control

B. Asset Management

C. Maintenance

D. Detection Processes

E. Mitigation

Practice Quiz

In the NIST Cybersecurity Framework, the Respond 

Function includes this Category:

A. Asset management

B. Communication

C. Protective technology

D. Risk assessment

E. Governance

Practice Quiz



CMMC Ecosystem


