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PURPOSE

The Health Insurance Portability and Accountability Act of 1996, known as HIPAA, regulates the ways health care organizations can provide patient-related data to other entities.  HIPAA allows a health care organization to disclose individually identifiable information for allowable purposes such as quality improvement, as long as the health care organization enters into a Business Associate Agreement with the entity to which it discloses the data. The purpose of this policy is to ensure appropriate agreements are in place for all Business Associates of Kadlec Medical Center.

POLICY: 

It is the policy of Kadlec Medical Center to prevent disclosure of individual patient healthcare information to Business Associates (BA); unless there is an agreement identifying any and all uses and disclosures of Protected Health Information (PHI), and all obligations of the BA to safeguard, and allow access to the information, as required by HIPAA.

Department Directors are responsible for identifying Business Associates with whom their departments share PHI, and will obtain and review Business Associate Agreements upon initiation or renewal of contracts with these entities. 

Kadlec’s Compliance Officer will investigate if a complaint is made that the business associate has violated the terms of the Business Associate Addendum.

Kadlec Medical Center reserves the right to terminate the contract should it find that the business associate is in violation of any patient information protection regulations and steps to correct the breach have failed.

If after determining a business associate is in breach of contract and the hospital finds it not feasible to terminate the contract, the hospital shall notify the appropriate federal authorities.

PROCEDURE:

1) Determine whether individuals and/or entities are Business Associates of Kadlec as defined by HIPAA. (Utilize the attached decision tool entitled “Is This Company/Individual a Business Associate of Kadlec?” (see Attachment A3)

2) Individual Departments shall be primarily responsible for initiating Kadlec’s BA Agreement (see Attachment A1) or reviewing Business Associate’s Agreement for contracts within the scope of that department’s functions.

3) Individual Departments will review any non-Kadlec BA Agreements and indicate appropriate contract section numbers on the Business Associate Agreement Checklist (see Attachment A2) to ensure all required elements are included.

Required Business Associate Agreements Elements

Authorize the Business Associate to:
Any and all uses and disclosures of Protected Health Information (PHI) necessary for the Business Associate (BA) to perform its obligations under the Agreement.

 Obligate the Business Associate to:

A. Limit use and/or disclosure of PHI only as permitted or required by the Agreement or required by law.

B. Maintain appropriate safeguards to prevent use or disclosure of PHI other than as permitted or required by the Agreement.

C. Report any inappropriate use or disclosure of PHI to the hospital.

D. Agents and subcontractors of the BA are required to maintain the same restrictions and conditions on the use and/or disclosure of PHI that apply to the Business Associate.

E. Allow access to PHI in order for the hospital to respond to individuals’ request, within 15 days of receiving a written request from the hospital NOTE: This requirement is only necessary if  the Business Associate’s possesses an original medical record

F. Incorporate amendments or corrections to the PHI, in accordance with the HIPAA Medical Privacy Regulation, within 10 days of receiving a written request from the hospital.  NOTE: This requirement is only necessary if  the Business Associate’s possesses an original medical record.

G. Make available, an accounting of disclosures in less than 60 days of receiving a written request from the hospital, information necessary for the hospital to make of PHI about an individual.

H. Make available its internal practices, books, and records, relating to the use and disclosure of PHI, upon request, to the Secretary of the Department of Health and Human Services (“HHS”) for purposes of determining the hospital’s compliance with the HIPAA Medical Privacy Regulation.

I. Return or destroy the PHI, within a specified number of days of the termination or expiration of the Agreement, and retain no copies, including such information in possession of the Business Associate’s subcontractors. 



 NOTE:  If return or destruction of the PHI is not feasible, the Agreement must obligate the Business Associate (1) to extend any and all protections, limitations and restrictions contained in the Agreement to its use and/or disclosure of any PHI retained after the termination of the Agreement, and (2) to limit any further uses and/or disclosures to the purposes that make return or destruction of the PHI infeasible.  These obligations must survive any termination or expiration of the Agreement.
J. Allow termination of the Agreement if the hospital makes the reasonable determination that the Business Associate has breached a material term of the Agreement.

4) Vice-President will verify BA Agreement Checklist is completed and will sign the BA Agreement as appropriate.  The Business Associate Agreement, Checklist and/or Contract will be forwarded to Accounting for storage.

5) Accounting will maintain a database which includes BA Agreement notation and will file BA Agreement checklist and BA Agreement with the Contract.

REFERENCE:

HHS Regulations 164.504(e), 164.103

KMC Housewide Policy 205 – Contract Management

RCW 71.05.390 – Confidential Information and Records

Attachment A1

Health Insurance Portability and Accountability Act of 1996 (HIPAA)

Business Associate Agreement

This Business Associate Agreement by and between Kadlec Medical Center ("Hospital") and ______________________________________ ("Business Associate").


WHEREAS, Business Associate will have access to individually identifiable health information ("Protected Health Information") (as that term is defined in 45 CFR § 164.501) in connection with the performance of functions, activities, or services as a Business Associate (as that term is defined in 45 CFR § 160.103) for, or on behalf of, Hospital under the Contract; and


WHEREAS, the parties intend that this Agreement will govern the terms and conditions under which Protected Health Information may be used or disclosed by Business Associate in conformity with the privacy regulations set forth at 45 CFR, Parts 160 and 164 (the "Privacy Regulations").


NOW, THEREFORE, in consideration of the covenants contained herein and other good and valuable consideration, the sufficiency of which is hereby acknowledged, Hospital and Business Associate hereby agree as follows.

1.
Business Associate shall carry out its obligations under the Contract so as to (i) ensure that the provision of the services contemplated therein complies with all applicable laws and regulations, including the Privacy Regulations now in effect pursuant to Public Law 104-191 of August 21, 1996, known as the Health Insurance Portability and Accountability Act of 1996, Subtitle F – Administrative Simplification, Sections 261, et seq., as amended (“HIPAA”), to protect the privacy of any Protected Health Information that is learned as a result of the services provided pursuant to the Contract, and (ii) implement any changes required during the term of the Contract which are necessary to adapt the services to comply with any future applicable laws or regulations, including, without limitation, additional privacy and security requirements promulgated under HIPAA and other applicable State and Federal laws and regulations.

2.
Business Associate agrees that it will (i) not use or further disclose Protected Health Information obtained or accessible by it as a result of its performance under the Contract other than as permitted or required thereunder or by law, (ii) use appropriate safeguards to prevent use or disclosure of such Protected Health Information except as permitted by the Contract, (iii) report to Hospital any use or disclosure of Protected Health Information not provided for in the Contract of which it becomes aware, (iv) ensure that any agents, including subcontractors, to whom it provides Protected Health Information, or who have access to Protected Health Information, agree to the same restrictions and conditions that apply to Business Associate with respect to such Protected Health Information, (v) make available, within 15 days, Protected Health Information to the individual who has a right of access under State and/or Federal law or regulation, (vi) make available, within 10 days, Protected Health Information for amendment and incorporate any amendments to Protected Health Information, (vii) document and make available, within 60 days, the information required to provide an accounting of disclosures, (viii) make its internal practices, books and records relating to the use and disclosure of Protected Health Information received or obtained from Hospital, or created or received by Business Associate available to the Secretary of HHS for determining Business Associate's compliance with Federal regulations, and (ix) unless prohibited by law, at the termination of the Contract, return or destroy where feasible all Protected Health Information received from Hospital, or created or received by Business Associate.  If the return or destruction of Protected Health Information is not feasible, the parties agree to extend the protections of this Agreement for such time as such information is maintained.

3.
Except as otherwise limited in this Agreement, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Hospital as specified in the Contract, or for uses and disclosures of Protected Health Information for its proper management and administration.

4.
In the event that Business Associate breaches any of the above provisions, or declines to implement any changes that are required or reasonably requested to ensure compliance with such laws and regulations, Hospital may immediately terminate the Contract and this Agreement with notice of termination to Business Associate.  Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Agreement.

5.
Each party shall indemnify, defend and hold the other and their affiliates, officers, directors, and employees harmless against any costs, expenses, or liability (including attorneys' fees) directly or indirectly suffered or incurred by such party as a result of any breach of HIPAA, its implementing regulations, or other applicable State or Federal laws or regulations, or a party's confidentiality obligations, by the other party, or their directors, officers, employees, volunteers, agents or subcontractors with respect to the Protected Health Information as set forth herein.

6.
The terms and conditions of this Agreement shall be construed in light of any applicable interpretation of and/or guidance on the Privacy Regulations issued by HHS or the Office of Civil Rights from time to time.  Except to the extent specified in this Agreement, all of the terms and conditions of the Contract shall be and remain in full force and effect.  In the event of any inconsistency or conflict between the Contract and this Agreement, the terms, provisions and conditions of this Agreement shall govern and control.


IN WITNESS WHEREOF, the undersigned have executed this Agreement as of the _____ day of _________________, 20____.

Kadlec Medical Center



_________________________________









(Business Associate)

By: ______________________________

By: ______________________________

Name: ____________________________

Name: ____________________________

Title: _____________________________
Title: _____________________________

Date: __________________



Date: __________________

The Business Associate provisions are necessary to ensure that individually identifiable health information created or shared is protected.  Kadlec is required by law to include these elements in all BA Agreements.  (Indicate contract section on each line provided)

Authorize the Business Associate to:
_____ 
Identify any and all uses and disclosures of Protected Health Information (PHI) necessary for the Business Associate (BA) to perform its obligations under the Agreement.

 Obligate the Business Associate to:

_____
A. Limit use and/or disclosure of PHI only as permitted or required by the Agreement or required by law.

_____
B. Maintain appropriate safeguards to prevent use or disclosure of PHI other than as permitted or required by the Agreement.

_____
C. Report any inappropriate use or disclosure of PHI to the hospital.

_____
D. Agents and subcontractors of the BA are required to maintain the same restrictions and conditions on the use and/or disclosure of PHI that apply to the Business Associate.

_____
E. Allow access to PHI in order for the hospital to respond to individuals’ request, within 15 days of receiving a written request from the hospital NOTE: This requirement is only necessary if the Business Associate’s possesses an original medical record

_____
F. Incorporate amendments or corrections to the PHI, in accordance with the HIPAA Medical Privacy Regulation, within 10 days of receiving a written request from the hospital.  NOTE: This requirement is only necessary if the Business Associate’s possesses an original medical record

_____
G. Make available, an accounting of disclosures within 60 days of receiving a written request from the hospital, information necessary for the hospital to make of PHI about an individual.

_____
H. Make available its internal practices, books, and records, relating to the use and disclosure of PHI, upon request, to the Secretary of the Department of Health and Human Services (“HHS”) for purposes of determining the hospital’s compliance with the HIPAA Medical Privacy Regulation.

________
I. Return or destroy the PHI, within a specified number of days of the termination or expiration of the Agreement, and retain no copies, including such information in possession of the Business Associate’s subcontractors. 



 NOTE:  If return or destruction of the PHI is not feasible, the Agreement must obligate the Business Associate (1) to extend any and all protections, limitations and restrictions contained in the Agreement to its use and/or disclosure of any PHI retained after the termination of the Agreement, and (2) to limit any further uses and/or disclosures to the purposes that make return or destruction of the PHI infeasible.  These obligations must survive any termination or expiration of the Agreement.
________
J. Allow termination of the Agreement if the hospital makes the reasonable determination that the Business Associate has breached a material term of the Agreement.

Contract reviewed for HIPAA requirements by __________________________  on _________________
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Initiate or request a BA Agreement





This IS a Business Associate





Yes





Yes





No�





This is not a Business Associate





Do they provide a service either to, or on behalf of Kadlec?





No





This is not a Business Associate





Do they use or access PHI to treat the patient?





Yes





This is not a Business Associate





No





Does their work require access to or use of (PHI?





Yes





No





This is not a Business Associate





Are they a member of Kadlec’s (work force?









