
The Health Insurance Portability and
Accountability Act of 1996

(HIPAA)



What is HIPAA?

■■ Health InsuranceHealth Insurance
Portability andPortability and
AccountabilityAccountability
Act of 1996Act of 1996

■■ Primary purposePrimary purpose
is to provideis to provide
continuouscontinuous
insuranceinsurance
coverage forcoverage for
workers whoworkers who
change jobschange jobs



History

■■ Originally not aOriginally not a
GovernmentGovernment
InitiativeInitiative



Brainchild

■■ Work of forces withinWork of forces within
healthcare thathealthcare that
campaigned to requirecampaigned to require
information standardsinformation standards
that healthcarethat healthcare
institutions were notinstitutions were not
implementingimplementing
voluntarilyvoluntarily



Work Group

■■ Who?   Payers andWho?   Payers and
ProvidersProviders

■■ What?  PromotedWhat?  Promoted
StandardsStandards

■■ Why:  To convert toWhy:  To convert to
an electronic “norm”an electronic “norm”
for businessfor business



Work Group Representatives

■■ Travelers InsuranceTravelers Insurance
■■ Blue Cross BlueBlue Cross Blue

ShieldShield
■■ AHAAHA
■■ United United HealthCareHealthCare
■■ Aetna Aetna LifeLife
■■ HCFAHCFA
■■ AMAAMA
■■ AT&T & Bell LabsAT&T & Bell Labs

■■ Mutual of OmahaMutual of Omaha
■■ HumanaHumana
■■ AHIMAAHIMA
■■ American DentalAmerican Dental

AssociationAssociation
■■ Health InsuranceHealth Insurance

Association ofAssociation of
AmericaAmerica

■■ State of ConnecticutState of Connecticut



Let’s ask the government

■■ DHHS - Force of theDHHS - Force of the
lawlaw

■■ Political process addedPolitical process added
a layer ofa layer of
requirements forrequirements for
security andsecurity and
confidentialityconfidentiality

■■ Why?Why?



Public

■■ SensitivitySensitivity
■■ Public perceptionPublic perception
■■ MedicalMedical

Information on theInformation on the
web?web?

■■ AARPAARP



War on Waste

■■ Partisan debatesPartisan debates
focused on:focused on:
◆◆ Employer-basedEmployer-based

health insurancehealth insurance
◆◆ Private insurersPrivate insurers

■■ Contributed to highContributed to high
costcost

■■ Resulted in UninsuredResulted in Uninsured



Movements
■■ Universal HealthUniversal Health

CoverageCoverage
◆◆ Minimum level ofMinimum level of

benefits orbenefits or
◆◆ Pay the government forPay the government for

the “have-the “have-notsnots””

■■ Canada model asCanada model as
single payersingle payer
◆◆ U.S. Ins. $.12/$1.00U.S. Ins. $.12/$1.00
◆◆ Canada $.01/$1.00Canada $.01/$1.00

■■ Resource:  Modern Healthcare May 13,Resource:  Modern Healthcare May 13,
19911991



1991 Task Force to WEDI

■■ Workgroup Workgroup forfor
Electronic DataElectronic Data
InterchangeInterchange

■■ Increase #claimsIncrease #claims
moved electronicallymoved electronically
by 10% each yearby 10% each year

■■ Goal to encourageGoal to encourage
implmentation implmentation ofof
ANSI standardsANSI standards



1992 Who needs the government?

■■ Needed:  Volunteer toNeeded:  Volunteer to
be be paperlesspaperless

■■ Rep. Pete StarkRep. Pete Stark
◆◆ SkyrocketingSkyrocketing

healthcare costhealthcare cost
demanded quick actiondemanded quick action

■■ 15 recommendations15 recommendations
published published annointingannointing
ANSIANSI



1993-1994 Private-Public

■■ Raging reformationRaging reformation
battle followedbattle followed
Clinton into officeClinton into office

■■ No one wanted to goNo one wanted to go
first withfirst with
standardizationstandardization

■■ Providers saw as aProviders saw as a
burden, governmentburden, government
saw otherwisesaw otherwise



1994

■■ Congress tired ofCongress tired of
healthcare reformhealthcare reform

■■ Issue becameIssue became
attached to largerattached to larger
discussions ondiscussions on
healthcare reformhealthcare reform



1995 - Momentum - Why Now?

■■ Risk of losingRisk of losing
insurance wheninsurance when
changing jobschanging jobs

■■ Pre-existingPre-existing
conditions denied jobsconditions denied jobs

■■ SenSen. Kennedy and. Kennedy and
KassebaumKassebaum

■■ AHIMAAHIMA



1996 - August Obscurity

■■ Cost savingsCost savings
■■ ? Complexity ?? Complexity ?
■■ BBA 1997 - OPPSBBA 1997 - OPPS
■■ Y2K threats toY2K threats to

electronic claimselectronic claims
■■ Posted for publicPosted for public

commentcomment
◆◆ Transactions = 16,000Transactions = 16,000



Portability

■■ Guidelines forGuidelines for
underwritingunderwriting

■■ Protects in lostProtects in lost
group coveragegroup coverage



Administrative Simplification

■■ SecuresSecures
electronic patientelectronic patient
informationinformation

■■ StandardizesStandardizes
simplifies howsimplifies how
medical medical tx tx movesmoves

■■ Patient’s rightsPatient’s rights



Simplification Objectives

■■ Establishes UniqueEstablishes Unique
Provider IdentifiersProvider Identifiers

■■ Establishes EDI forEstablishes EDI for
8 transactions and8 transactions and
claims attachmentsclaims attachments

■■ Implementation ofImplementation of
authenticationauthentication
techniquestechniques



Simplification Objectives

■■ Establishes privacyEstablishes privacy
and securityand security
protection of healthprotection of health
informationinformation

■■ Reduces costsReduces costs



Simplification Objectives

■■ Grants DHHS & DOJGrants DHHS & DOJ
flexibility in pursuit offlexibility in pursuit of
suspectedsuspected
organizationsorganizations

■■ “Safe Harbors” for“Safe Harbors” for
WhistleblowersWhistleblowers

■■ Provides severeProvides severe
penalties and sanctionspenalties and sanctions
to those found guiltyto those found guilty



HIPAA Administrative Simplification

What is Required?



HIPAA Administrative
Simplification

■■ Applies to all health plans,Applies to all health plans,
clearinghouses, and any health careclearinghouses, and any health care
provider who transmit protected healthprovider who transmit protected health
informationinformation



What is health information?

■■ Information that relates to the past, present,Information that relates to the past, present,
or future physical, mental health conditionor future physical, mental health condition
of an individual or payment for theof an individual or payment for the
provision of health care to an individualprovision of health care to an individual
transmitted or maintained transmitted or maintained regardless ofregardless of
form.form.



Health Plan  § 2791 (b)
■■ FR FR pgpg. 43247 8-12-98. 43247 8-12-98
■■ HMO’s,HMO’s, PPO’s PPO’s, , PSO’sPSO’s
■■  Independent Practice Independent Practice

AssociationsAssociations
■■ Competitive MedicalCompetitive Medical

PlansPlans
■■ Exclusive ProvidersExclusive Providers

OrganizationsOrganizations
■■ Foundations forFoundations for

Medical CareMedical Care



Clearinghouse §160.103
■■ Public or privatePublic or private
■■ Entity facilitates theEntity facilitates the

processing ofprocessing of
information receivedinformation received
from another entityfrom another entity

■■ Receives standardReceives standard
transactions andtransactions and
processes to non-processes to non-
standard transactionstandard transaction



Business Associate §162-923

■■ Healthcare ClearinghouseHealthcare Clearinghouse
(All or part of the(All or part of the
transaction)transaction)
◆◆ Comply with all applicableComply with all applicable

requirementsrequirements
◆◆ Require agents and/orRequire agents and/or

subcontractors to complysubcontractors to comply
with all applicablewith all applicable
requirementsrequirements



HIPAA Administrative Simplification

What is Required?
■■ Standards for the following transactions:Standards for the following transactions:

◆◆ claims and equivalent encounter informationclaims and equivalent encounter information
◆◆ payment and remittance advicepayment and remittance advice
◆◆ coordination of benefitscoordination of benefits
◆◆ claims statusclaims status
◆◆ enrollment/disenrollment in health planenrollment/disenrollment in health plan
◆◆ plan eligibilityplan eligibility
◆◆ plan premium paymentsplan premium payments



HIPAA Administrative Simplification

What is Required?

■■ Standards for the following transactions: (cont.)Standards for the following transactions: (cont.)
◆◆ referral certification and authorizationreferral certification and authorization
◆◆ first report of injuryfirst report of injury
◆◆ health claims attachmentshealth claims attachments
◆◆ other transactions as the DHHS Secretary mayother transactions as the DHHS Secretary may

prescribe by regulationprescribe by regulation

■■ Unique Provider IdentifierUnique Provider Identifier
■■ Standards to protect the privacy and security ofStandards to protect the privacy and security of

individual health informationindividual health information



Eligibility Checks

■■ Focused on outpatientFocused on outpatient
■■ Denials averagedDenials averaged

$50,000 week$50,000 week
■■ One month performedOne month performed

19,700 checks or 80%19,700 checks or 80%
of the claimsof the claims

■■ 31 31 FTE’s FTE’s 5,000 hours5,000 hours
■■ 16 hours electronically16 hours electronically



HIPAA Administrative Simplification

Why Privacy and Security?



HIPAA Administrative Simplification - Privacy and Security

Why Privacy and Security?

■■ Increasing corruption andIncreasing corruption and
unauthorized access ofunauthorized access of
electronic informationelectronic information

■■ Organizations reportingOrganizations reporting
unauthorized use ofunauthorized use of
computer systems in 1999computer systems in 1999

Source: 1999 CSI/FBI Computer Crime & Security SurveySource: 1999 CSI/FBI Computer Crime & Security Survey

62%

21%

17%

Yes No Don't Know



HIPAA Administrative Simplification - Privacy and Security

What is Required for Privacy?

■■ Specific requirements for policies and proceduresSpecific requirements for policies and procedures
■■ Policies and procedures for the appropriate usePolicies and procedures for the appropriate use

and disclosure of protected health informationand disclosure of protected health information
■■ Minimum Necessary Use and DisclosureMinimum Necessary Use and Disclosure
■■ De-Identification policiesDe-Identification policies
■■ Application to Business PartnersApplication to Business Partners
■■ Notice of Information Practices and Rights ofNotice of Information Practices and Rights of

Individual concerning Authorization and AccessIndividual concerning Authorization and Access
to individual informationto individual information



HIPAA Administrative Simplification - Privacy and Security

What is Required for Privacy?
■■ Administrative RequirementsAdministrative Requirements

◆◆ Privacy OfficerPrivacy Officer
◆◆ training of stafftraining of staff
◆◆ sanctions policiessanctions policies
◆◆ monitoring processesmonitoring processes
◆◆ mitigating effect of unauthorized releasemitigating effect of unauthorized release
◆◆ documentation available concerning compliancedocumentation available concerning compliance

■■ Policies and procedures for exceptions toPolicies and procedures for exceptions to
individual authorizationindividual authorization



Privacy Regulations
 Final Rule:  65 Fed. Reg. 82798, 12-28-00

■■ Paper, e.g. FaxesPaper, e.g. Faxes

■■ Conversations, e.g.Conversations, e.g.
DictationDictation



Final Rule:  65 Fed. Reg. 82798, 12-28-00

■■ MarketingMarketing
CommunicationsCommunications

■■ Fundraising ActivitiesFundraising Activities

■■ Benefits CoordinationBenefits Coordination
ActivitiesActivities

■■ Patient AuthorizationPatient Authorization



Authorizations

■■ Consent prior to usingConsent prior to using
or disclosing protectedor disclosing protected
information forinformation for
treatment, payment ortreatment, payment or
healthcare operationshealthcare operations

■■ Authorization prior toAuthorization prior to
using for all otherusing for all other
purposespurposes



Right of Individuals:  Access

■■ Right of access toRight of access to
inspect andinspect and
obtain a copy ofobtain a copy of
protected healthprotected health
informationinformation



Rights of Individuals:

■■ Right to amend recordRight to amend record

■■ Right to review list ofRight to review list of
disclosuresdisclosures

■■ Right to request thatRight to request that
use of disclosures beuse of disclosures be
restrictedrestricted



Policy on Transcription

■■ Information may notInformation may not
be dictated intobe dictated into
cellular phones orcellular phones or
public telephonespublic telephones
where others canwhere others can
overhear the dictationoverhear the dictation
or into equipment withor into equipment with
an activated autoan activated auto
answeranswer



Policy on Transcription

■■ Authorized carriersAuthorized carriers
only may shiponly may ship
dictationdictation

■■ Off-siteOff-site
transcriptioniststranscriptionists

■■ Audio Cassette Tapes,Audio Cassette Tapes,
CD’s or other voiceCD’s or other voice
filesfiles

■■ Name carrier in policyName carrier in policy



Information Systems

■■ Log-Off RequiredLog-Off Required

■■ Users must log offUsers must log off
when not transcribingwhen not transcribing
UNLESS a pauseUNLESS a pause
feature removes thefeature removes the
document from screendocument from screen
view and accessview and access



Policy on Transcription

■■ Storage & Deletion of Dictation Voice FileStorage & Deletion of Dictation Voice File
■■ Store voice file only for the length of timeStore voice file only for the length of time

necessary to transcribe and reviewnecessary to transcribe and review
documentationdocumentation

■■ Voice file must then be deleted from digitalVoice file must then be deleted from digital
system or erased from an analog systemsystem or erased from an analog system

■■ Transcribed tapes may not be reused untilTranscribed tapes may not be reused until
first erased.first erased.



HIPAA Administrative Simplification

What is Required for Security?



HIPAA Administrative Simplification - Privacy and Security

What is Required for Security?

■■ Standards for Security of Health InformationStandards for Security of Health Information

■■ Covers all electronically maintained or transmittedCovers all electronically maintained or transmitted
individual health informationindividual health information

■■ Health care providers, plans, and clearinghousesHealth care providers, plans, and clearinghouses



HIPAA Administrative Simplification - Privacy and Security

What is Required for Security?

■■ Administrative Procedures to Guard DataAdministrative Procedures to Guard Data
Integrity, Confidentiality, and AvailabilityIntegrity, Confidentiality, and Availability

■■ Physical SafeguardsPhysical Safeguards

■■ Technical Security ServicesTechnical Security Services



Email - Accidents & Hackers

■■ Obtain written consentObtain written consent

■■ Explain risks of usingExplain risks of using
email to patientsemail to patients

■■ List conditions ofList conditions of
using emailusing email



HIPAA Administrative Simplification

What’s Our Next Step?



HIPAA Administrative Simplification

What’s Our Next Step?

■■ Establish SteeringEstablish Steering
CommitteeCommittee

■■ Educate OfficersEducate Officers
■■ Conduct RiskConduct Risk

Assessment & GapAssessment & Gap
AnalysisAnalysis

■■ Conduct InterviewsConduct Interviews
■■ Review of state lawReview of state law



HIPAA Administrative Simplification

What’s Our Next Step?

■■ Visualize complianceVisualize compliance
within business strategywithin business strategy

■■ Education andEducation and
AwarenessAwareness

■■ Establish MonitorsEstablish Monitors



HIPAA Responsibility
■■ Oversight AuthorityOversight Authority

ComplianceCompliance

■■ Security:  InformationSecurity:  Information
SystemsSystems

■■ Privacy:  HIMSPrivacy:  HIMS



“Failure to prepare is preparing to fail”
--Mike Murdock


