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LETTER FROM THE CEO

by Roy Snell, CHC, CCEP‑F

Please don’t hesitate to call me about anything any time.
+1 612 709 6012 Cell • +1 952 933 8009 Direct 
roy.snell @ corporatecompliance.org 

 @RoySnellSCCE    /in/roysnell

The FBI arrested a 
compliance professional???

I was told by someone that I might 
get a call from a reporter because  
 the FBI just arrested a compliance 

professional from VW relating to the 
emissions scandal. I said…

I hope I get a call. I 
will ask what evidence 

they have 
that this is an 
organizational 
compliance 
professional and 
not someone who 
was in operations 
that had the 
word compliance 

in their title. I see no 
evidence that he has 
had any education or experience in the 
operation of a compliance program. This 
compliance title gets tossed around like 
candy. Some dog catchers are called a 
compliance officer. No disrespect, I love 
those who serve and keep us safe, but the 
two jobs have nothing in common. People 
who fill out forms in the finance industry 
to comply with government regulations are 
called compliance professionals. They have no 

responsibility for using the seven elements of 
a compliance program to prevent, find, and fix 
compliance and ethics issues, which is what 
the organizational compliance professional 
does. In fact, like those who make attestations 

to the government, such 
as those who file taxes, 
they should be reviewed 
by the Compliance 
department, not in the 
Compliance department. 
Otherwise it’s a clear 
conflict of interest. 
So, don’t tell me you 
put an organizational 
compliance professional 
in jail unless you can 
prove this guy had a 

role in running a compliance program. You 
should say you put a guy in jail who has the 
word compliance in his title. If you have no 
training in running a compliance program, 
no experience in helping run a compliance 
program, and you haven’t networked with 
and learned best practices from other 
organizational compliance professionals, 
you just might not be an organizational 
compliance professional. ✵

Snell

People who fill out 
forms in the finance 
industry to comply 
with government 
regulations are 

called compliance 
professionals.
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Compliance & Ethics Professional is printed with 100% soy‑based, 
water‑soluable inks on recycled paper, which includes 10% post‑
consumer waste. The remaining fiber comes from responsibly 
managed forests. The energy used to produce the paper is 
generated with Green‑e® certified renewable energy. Certifications 

for the paper include Forest Stewardship Council (FSC), Sustainable Forestry 
Initiative (SFI), and Programme for the Endorsement of Forest Certification (PEFC).
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NEWS

Read the latest news online · www.corporatecompliance.org/news

OSHA issues tips to promote workplace 
anti-retaliation programs
The Occupational Safety and Health 
Administration (OSHA) recently issued 
guidance to help employers create an 
environment in which workers feel comfortable 
voicing their concerns without fear of retaliation. 
Titled “Recommended Practices for Anti-
Retaliation Programs,” the recommendations are 
intended to apply to all public and private sector 
employers covered by whistleblower protection 
laws that OSHA enforces. The document 

details five key elements of an effective anti-
retaliation program: (1) management leadership, 
commitment, and accountability; (2) system 
for listening to and resolving employees’ 
safety and compliance concerns; (3) system 
for receiving and responding to reports of 
retaliation; (4) anti-retaliation training for 
employees and managers; and (5) program 
oversight. For more details, download the 
guidance: http://bit.ly/OSHAantiretaliation.

Report: Third-party risk threat remains high 
for global firms
Despite widespread recognition that the use 
of third parties presents compliance risks, 
42% of global firms fail to even keep a record 
of all third parties, according to a recent 
survey of compliance professionals by global 
business law firm Hogan Lovells. Its recent 
study, “Steering the Course: Navigating third 
party bribery and corruption risk,” relies on 
a survey of 604 chief compliance officers and 
heads of Legal departments at organizations 
with more than $350 million annual revenues. 

Among respondents, 65% say use of third 
parties is among their biggest challenges. But 
according to their responses, many do not 
take even minimal steps to curb those risks. In 
addition to failing to keep clear records, 47% 
fail to perform desktop due diligence on third 
parties, 44% fail to ask third parties to complete 
a questionnaire, and 46% do not include anti-
bribery and corruption clauses in their third 
party contracts. For more details, download the 
report: http://bit.ly/HLthirdpartysurvey.

Investigation: Bribes bore a hole in US border
As the new Trump administration continues 
to develop its strategy for border security, a 
recent New York Times investigation highlights 
a form of persistent corruption that will need to 
be addressed. As stated in the news report: “A 
review by The New York Times of thousands of 
court records and internal agency documents 
showed that over the last 10 years almost 
200 employees and contract workers of the 
Department of Homeland Security have taken 
nearly $15 million in bribes while being paid 

to protect the nation’s borders and enforce 
immigration laws…. Although Homeland 
Security employees who have been caught 
taking bribes represent less than 1 percent of 
the more than 250,000 people who work at the 
department, investigators say the bribes and 
small numbers of people arrested and charged 
with bribery obscure the impact corruption 
can have on border security and immigration 
enforcement.” For more details, view the news 
story: http://bit.ly/NYTborderbribes.

http://bit.ly/OSHAantiretaliation
http://bit.ly/HLthirdpartysurvey
http://bit.ly/NYTborderbribes
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NEWS

Read the latest news online · www.corporatecompliance.org/news

Regulatory

NIST releases update to 
Cybersecurity Framework
The U.S. National Institute of 
Standards and Technology 
(NIST) recently issued a draft 
update to its guidance for 
effective cybersecurity measures, 
the “Framework for Improving 
Critical Infrastructure 
Cybersecurity.” Also known as 
the Cybersecurity Framework, 
it was established in 2014 
through a collaborative process 
involving industry, academia, 
and government agencies, 
as directed by a presidential 
executive order. While the 
original goal was to develop 
a voluntary framework to 
help organizations manage 
cybersecurity risk in the nation’s 
critical infrastructure, the 
framework has been widely 
adopted by many types of 
organizations across the country 
and around the world. The 
update provides new details 
on managing cyber supply 
chain risks, clarifies key terms, 
and introduces measurement 
methods for cybersecurity. 
The 2017 draft “Framework 
for Improving Critical 
Infrastructure Cybersecurity 
Version 1.1,” incorporates 
feedback since the release of 
the original framework. For 
more details, see the draft: 
http://bit.ly/NISTcyberdraft.

Britain weighs tougher laws 
to curb corporate crime
The UK Ministry of Justice 
recently announced that 
in an effort to crack down 
on corporate misconduct, it 
plans to strengthen current 
laws and create more options 
for prosecuting economic 
crimes. It has established a 
call for evidence to determine 
“whether further reform is 
needed to combat corporate 
criminality, following 
fraudulent, dishonest activity 
by some banks and other 
commercial organisations.” 
Presently, companies can 
only be found guilty of 
misconduct if it can be proved 
that senior executives had 
condoned the misconduct. 
The Ministry will consider 
alternatives to proving such 
“directing mind” complicity, 
such as a US-style standard 
of “vicarious liability,” which 
allows companies to be found 
liable for the actions of its 
staff or through the addition 
of laws against corporate 
criminal negligence and a 
“corporate failure to prevent 
option.” Public input will 
be collected until March 24. 
For more information, see 
the Ministry’s press release: 
http://bit.ly/UKJusticeEvidenceCall.

EU proposes more 
privacy and data 
protection regulations
The EU recently proposed 
new regulations that would 
give online users more 
control over their use of 
online services. The rules 
would extend EU’s ePrivacy 
Directive from traditional 
telecom operators to include 
“new providers of electronic 
communications services, 
such as WhatsApp, Facebook 
Messenger, Skype, Gmail, 
iMessage, or Viber.”  The 
proposal would guarantee 
privacy for content and 
metadata of electronic 
communications, standardize 
the manner in which cookie 
requests are made, strengthen 
protection against electronic 
spam, and strengthen the 
enforcement of all privacy 
regulations. The Commission 
has requested the EU 
Parliament and Council have 
the regulations passed and 
operational by May 25, 2018. 
For more information, see the 
Commission’s press release: 
http://bit.ly/EUmoreprivacy.

http://bit.ly/NISTcyberdraft
http://bit.ly/UKJusticeEvidenceCall
http://bit.ly/EUmoreprivacy
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Find the latest conference information online · www.corporatecompliance.org/events

SCCE conference news

SCCE NEWS

Basic Compliance & Ethics Academy 
Netherlands
15 - 18 May 2017 | Amsterdam, Netherlands
www.corporatecompliance.org/academies

SCCE’s Basic Compliance & Ethics 
Academy comes to Amsterdam for the 
first time the 15-18 of May 2017. Centrally 

located and easily accessible, Amsterdam 
is a great destination for us to reach the 
European community. The highly sought after 
academies have been selling out nearly every 
session and location year over year. Making 
the Academy available in multiple global 
destinations around the world is helping 
to ensure the same compliance and ethics 
education is within your and your team’s 
reach. Our one-of-a-kind program features 
highly experienced faculty, consistent from 
location to location, covering the fundamental 
topics in compliance. The Academy creates an 
opportunity for our international audiences 

to not only hear the latest regarding critical 
compliance topics, but also allows participants 
to take the certification exam at the conclusion 
of the Academy.

You can register or learn more 
about the Netherlands Academy, as 
well as view a list of other SCCE Basic 
Compliance & Ethics Academies, online at 
www.corporatecompliance.org/academies. Registration 
to each Academy is limited. We accept 
only 75 participants for each to ensure 
an effective and engaged classroom with 
more access to the faculty and your fellow 
participants, thus creating an invaluable 
networking opportunity! Questions can 
be directed to the conference planner, 
Lizza.Catalano@corporatecompliance.org ✵

Advertise with us!
Compliance & Ethics Professional  is a trusted resource for compliance and  
ethics professionals. Advertise with us and reach decision-makers!

For subscription information and advertising rates, contact Liz Hergert at +1 952 933 4977 or 888 277 4977 or 
liz.hergert @ corporatecompliance.org.

SCCE’s magazine is published monthly and has a current distribution of more than 6,000 readers. Subscribers include 
executives and others responsible for compliance: chief compliance officers, risk/ethics officers, corporate CEOs and board 
members, chief financial officers, auditors, controllers, legal executives, general counsel, corporate secretaries, government 
agencies, and entrepreneurs in various industries.
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Home Page

SCCE NEWS

SCCE website news
Contact Tracey Page at +1 952 405 7936 or email her at tracey.page @ corporatecompliance.org with any questions about SCCE’s website.

Find the latest SCCE website updates online · www.corporatecompliance.org

 Get Connected

pinterest.com/ 
theSCCE

twitter.com/ 
SCCE

corporatecompliance.org/ 
google

facebook.com/ 
scce

corporatecompliance.org/ 
sccenet

[group] corporatecompliance.org/linkedin 
 [company] corporatecompliance.org/li

youtube.com/ 
compliancevideos

Top pages last month
Number of website 
visits last month

59,492About Membership Academies

Advertise with us
Do you have message or product 
that you want to present to the 
Compliance community? Try 
advertising with us. We have 
multiple ways to spread your 
message to your peers. You could 
place an ad on the website, on 
SCCEnet, in our newsletter, or 
in our magazine. We also have 
opportunities to get your name out 
at our conferences. To learn more 
about these opportunities and 
others, check out the Advertise 
tab. Each kind of advertising 
is detailed with pricing, 
requirements, contact person, and 
what the benefits to advertising 
with us are.

Video of the Month
What are some of the generational issues 
compliance and ethics programs are facing?

Paul E Fiorelli, JD, CCEP, MBA, Professor of Legal 
Studies and Co-Director, Cintas Institute for Business 
Ethics, Xavier University, discusses the conditions 
that cause tension between different generations of 
workers. See the video here: http://bit.ly/sccevotm-2017-03.

Join SCCEWhy Join?

http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://bit.ly/sccevotm-2017-03
http://bit.ly/sccevotm-2017-03
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5.	Facebook	(www.facebook.com/scce):	We’re	on	Facebook,	too!	Like	our	page	for	compliance	news	
and	networking.	Some	recent	posts	include:	

	

	

	

	

Twitter — www.twitter.com/scce

Join 14,300+ others and follow SCCE for 
breaking news and insights. Here’s a favorite 
recent tweet:

SCCE social media news
Contact Stephanie Gallagher at +1 952 567 6212 or email her at stephanie.gallagher@corporatecompliance.org with any questions about social media.

Find the latest SCCEnet updates online · www.corporatecompliance.org/sccenet

SCCE NEWS

Podcasts — complianceandethics.org/category/podcasts

Ever wish you could get compliance insights 
and expert interviews right from your phone? 
Now you can! SCCE’s podcast, “Compliance 
Perspectives,” brings the experts to you.

Facebook — www.facebook.com/scce

We’re on Facebook. Like our page for 
compliance news and networking. Here’s a 
favorite recent post:

LinkedIn — corporatecompliance.org/Linkedin

Join us on LinkedIn — a business-oriented 
network with more than 300 million active 
users. With more than 20,000 members, our 
LinkedIn group fosters many new discussion 
posts every week. Here’s a recent highlight:

Social	Media	News	–	March	2017	

1.	LinkedIn	(www.corporatecompliance.org/Linkedin):	Join	us	on	LinkedIn			 ̶			a	business-oriented	
network	with	over	300	million	active	users.	With	more	than	20,000	members,	our	LinkedIn	group	fosters	
many	new	discussion	posts	every	week.	Some	recent	highlights	include:	

	

	

2.	Twitter	(www.twitter.com/SCCE):	Join	14,300+	others	and	follow	SCCE	for	breaking	news	and	
insights!	Here	are	some	recent	favorite	tweets:			
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PEOPLE ON THE MOVE

RECEIVED A PROMOTION?  
Have a new hire in your department?

If you’ve received a promotion, award, or degree; accepted a new position; 
or added a new staff member to your Compliance department, please let us know.
It’s a great way to keep the Compliance community up-to-date. Send your updates to:

liz.hergert@corporatecomplaince.org

PEOPLE on 
the MOVE

· Balmoral Resources Ltd. in 
Vancouver, BC announced that 
Frances Petryshen has joined 
the company as an officer in the 
position of Corporate Secretary.

· Pennar Engineered Building 
Systems in Telangana, India 
announced that Gopal Ladda 
has been appointed as Company 
Secretary and Compliance Officer 
of the company.

· Lawson Products, Inc. in 
Chicago, IL, a distributor 
of products and services to 
the MRO and automotive 
marketplaces, announced 
the appointment of Rick Pufpaf 
as Chief Compliance Officer and 
Vice President of Compensation 
& Benefits.

· Jonathan Wright has received 
an internal promotion from General 
Counsel to Chief Legal Officer at 
QPharma, Inc. in Morristown, NJ.
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What’s your main responsibility at the association?
I have primary day-to-day responsibility for 
managing all financial-related activities of the 
Association. This includes responsibility for 

accounting, finance, budgeting, strategic 
planning, investments, payroll, benefits, 
and insurance.

How long have you been working here?
My employment began in August 2014.

What did you do before 
joining the association?

Immediately before joining the Association, I 
worked for Persolvent, a family-owned merchant 
payment solutions provider that focuses primarily 
on the online retail and school transaction 
payment space. I also worked for Simek’s, a 
company that markets its own brand of frozen 
meatball and lasagna products.

For much of my career, I worked for Marsden 
Holding, LLC, a janitorial and security guard 
services provider, as it grew from a local $20 million 
operation to a $200 million multi-state company. 
My first job was with Arthur Andersen & Co.

What’s the most rewarding part of your position?
I enjoy finding areas that can be improved and 
then taking the necessary action. The types of 
improvements include reducing the time to perform 
a process, finding cost savings, and making reports 
more user-friendly and meaningful. It is very 
rewarding to hear someone say, “Thanks for your 
efforts. This change is really helpful.”

What was your most memorable moment 
working with the membership?
I did have an “epiphany” of sorts during last year’s 
annual CI event as I was manning the Plinko game 

at the Association’s booth. I am a believer that 
one of the key ingredients that must be present 
for success professionally and personally is 
a good support system, as the moral and 
psychological endurance required to reach 
a personal or career goal usually takes more 
skill and resources than one single individual 
can possess.

As I was observing the conference attendees 
chatting with each other while waiting in line 
for a chance to win at my game, I realized that 
success in the compliance and ethics field is 
heavily dependent on the relationships and 
support systems built by these professionals.

The breaks between sessions are not just 
strictly for catching up on emails, checking out 
vendor booths, or winning a USB connector, 
but rather they also allow attendees the time to 
develop the needed supporting relationships.

How would you describe people  
who work in Compliance?
Energetic, courageous, and collaborative.

What do you find most motivating or 
inspiring about your work here?
I am most motivated by the fact that the 
Board, CEO, staff, and members are not just 
satisfied with what we have today, but rather 
are interested in where the Association and 
profession can get to 5, 10, and 20 years down 
the road.

What else should the members know about you?
Last year I started swimming laps as a result 
of a new family membership. My first initial 
exhausting 25-meter swim has now turned into a 
one-and-a-half mile relaxing swim 2-3 times per 
week. “Good things come in good time.” ✵

STAFF FEATURE

Gilje

GET TO KNOW SCCE STAFF
John Gilje, Chief Financial Officer
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SCCE blog highlights
Contact SCCE at +1 952 933 4977 or email helpteam@corporatecompliance.org with any questions about SCCE's blog.

Find the latest SCCE blog updates online · www.complianceandethics.org

THE COMPLIANCE & ETHICS BLOG

By Nicole Cannis-Collins

“Compliance? Compliance 
with what…?” asks everyone 
with whom I’ve engaged in 

small talk at any point in the past five 
years. I’m used to it by now, and my 
automatic explanation does little to squelch 
the questioning.

Among friends, I am jokingly referred 
to as Chandler Bing, a reference to the 
now-classic episode of “Friends” where 
Rachel and Monica lose a bet when 
they couldn’t summon a response to the 
question, “What is Chandler Bing’s job?” In 
a desperate attempt to win, Rachel exclaims 
that he is a “Transpondster”.

This has been my experience. The 
response, my perpetual monologue for so 
long that when, today, for the first time, 
someone didn’t question me, I hardly knew 
how to react. And then, something rather 
remarkable happened. It dawned on me 
that, for the first time, I was surrounded 
by people who knew what I did for living; 
that I would have a three day respite from 
giving long-winded self-explanatory 
responses regarding my career.

Thirty minutes later, Roy Snell stood 
on the stage, looked out at the CEI 2016 
attendees and said, “We understand you. 
We understand.”

I looked around the room and observed 
the many, many faces of my fellow 
compliance professionals, my peers, and, 
if I may quote the inimitable Taylor Swift, 
my #squad.

I looked around and could have sworn 
I witnessed the same sense of solace etched 
on their faces, the strength of comradery, 
the ease of knowing we were among 
our kind.

We understand you.
When I go back to the real world, 

leaving behind this safe haven of my 
fellows, when asked what I do for a living, 
I will think fondly of my days at CEI and 
proudly respond, “Trandspondster”. ✵

 
For more compliance news and insights, visit The 
Compliance & Ethics Blog at complianceandethics.
org and don’t forget to subscribe to the daily digest at 
http://bit.ly/SCCEBlogSubscribe

Chandler Bing 
and the CEI
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Ryan Meade (rmeade@luc.edu) was interviewed in 
December of 2016 by Art Weiss (art_weiss@tamko.com) 
Chief Compliance & Ethics Officer at TAMKO Building 
Products in Joplin, MO.

AW: Please give us some background 
on yourself.

RM: I am a law professor at Loyola 
University Chicago School of Law where I 
direct the Center for Compliance Studies and 
oversee the curriculum for our compliance-
related courses. We have over 40 courses now, 
between the on-campus and online programs. 
I teach a variety of classes, including a basic 
compliance course, advanced compliance, 

privacy and security, and other regulatory 
and administrative law-related courses. I also 
am a managing director at Aegis Compliance 
& Ethics Center, LLP, and I still practice law 
through Meade, Roach & Annulis, LLP. I went 
to college at Northwestern in Evanston, Illinois 
and law school at Cornell in Ithaca, New York.

AW: What positions have you held inside 
organizations?

RM: Within my law and consulting career, I 
have held the usual positions of associate and 
partner. I was an associate at Mayer Brown, a 
large international law firm based in Chicago, 
and a partner at Katten Muchin Rosenman, 

an interview by Art Weiss

Meet Ryan Meade

Meet Ryan Meade
Director, Center for Compliance Studies

Loyola University Chicago School of Law 

mailto:art_weiss@tamko.com
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another large law firm based in Chicago. 
In 2004, I helped form a boutique law firm 
and consulting firm focused on compliance. 
At Loyola I am Director of Regulatory 
Compliance Studies. I have taught at Loyola 
since 1998 when I began as an adjunct and, a 
few years ago, I transitioned to the full-time 
faculty in order to lead 
Loyola’s Compliance 
Studies initiative. I work 
with the on-campus 
JD students who are 
taking the Compliance 
concentration track, 
as well as our online 
Masters program 
students who are 
taking the Compliance 
concentration. We have 
an online Master of 
Jurisprudence (MJ) 
program for non-lawyers and a Master of Laws 
(LLM) for students who are already lawyers.

AW: Tell me a bit more about the Center 
for Compliance Studies. Students are actually 
studying Compliance for a degree?

RM: Yes! It’s remarkable how far 
Compliance has come in 20 years. We have 
dozens of on-campus law students in the 
Compliance concentration, and we have about 
150 online MJ and LLM students who are 
focusing on Compliance. Our MJ and LLM 
programs are broader than just Compliance, 
but Compliance makes up about one-half 
of our online students. If they wish, the 
compliance students can narrow their studies 
to one of five “areas of focus”: corporate 
compliance, healthcare compliance, privacy 
compliance, life sciences compliance, and 
global compliance. 

We’ve divided the courses into two types. 
The first type deals with compliance program 
structures, such as the basic elements and 

how to use the elements to manage legal and 
regulatory risk. We have a number of courses 
related to compliance and ethics programs 
that are focused on specific elements, such as 
Compliance Training, which gives students 
exposure and practice in training, and 
Drafting Policies and Procedures, which 

gives students 
training in taking 
complex regulations 
and writing them 
in plain language 
for the workforce. 
The second type of 
courses involves a 
deep dive into specific 
regulatory areas 
and tying them to 
compliance programs. 
For example, we 
have several courses 

on privacy, a number on life sciences that 
extensively teach FDA law, as well as 
securities, antitrust, and international law 
courses and a big bundle of regulatory courses 
focusing on the healthcare industry.

AW: So is the Center for Compliance 
Studies just focused on courses?

RM: Oh no, not at all. We have a lot of 
activity happening. Of course, our primary 
focus is on the students. First and foremost, I 
am a teacher, so the students come first, but 
the Center has an overall mission of making 
Compliance an academic discipline. It’s a tall 
order, but we are well on our way. Compliance 
is firmly established as a profession, and 
now it needs to be studied and be recognized 
as an academic discipline. To that end, we 
have established a law review dedicated to 
Compliance, the first of its kind. It’s called the 
Loyola Journal of Regulatory Compliance, and I’m 
Editor-in-Chief. I have a large student board 
that assists in the editing and production, the 

FEATURE

I have taught at Loyola 
since 1998 when I began 
as an adjunct and, a few 
years ago, I transitioned 
to the full-time faculty 

in order to lead Loyola’s 
Compliance Studies 

initiative.
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usual way a law review works. We publish 
scholarship on Compliance and Ethics, 
both practical and speculative, though the 
publications tend to be more focused on 
theory. We want to fill the gap in journals that 
look at regulations and compliance theory.

The Center also runs a blog, Inside 
Compliance, which the 
students maintain and 
write on. The blog 
allows the students to 
tackle timely topics, 
and they are able to 
build a public identity 
as someone on top of 
an issue. It contributes 
to compliance 
commentary and it 
helps students get 
visibility in the Compliance community.

We also have an annual symposium that 
brings together scholars from all over the 
country to discuss compliance, ethics, and 
regulations. Our first symposium was a great 
success in the fall and, as far as I am aware, it 
was the first academic symposium dedicated 
to Compliance.

AW: Why do you think there is a need for 
Compliance to be an academic discipline?

RM: That’s simple—because people want 
to make Compliance their profession, and 
they are interested in sustained study of 
Compliance. People now want degrees in 
Compliance to show their accomplishments 
and distinguish themselves. I never would 
have thought this would be the case even 10 
years ago, and especially 20 years ago, when 
I first started working with compliance and 
ethics programs. But it makes sense. Before 
there were law schools, there were lawyers; 
before there were medical schools, there 
were physicians; and so on. Compliance 
professionals are a permanent part of 

business, and now we need the academy to 
study and train for the role.

If we look over the history of professions, 
we see the same patterns. The market 
needs something and people fill that need, 
professionalize the skill, organize themselves, 
and pretty soon we see that a new profession 

has taken hold 
organically. Then 
the next question 
comes when people 
start wondering, 
“How do I enter that 
profession?” One 
way is to study the 
profession and train 
in the skills; that’s 
what we do for the 
students at Loyola 

and why Compliance needs to be recognized 
as an academic discipline. There are other 
reasons too, of course, that Compliance 
needs to develop as an academic discipline 
in that Compliance deals with speculative 
and practical ethics, organizational theory, 
psychology, finance, behavioral theory, and 
law. We need people who will help tie together 
the themes.

AW: Are Loyola’s students able to sit for any 
of the Compliance certifications (CCEP, CHC, 
CHPC, CHRC)?

RM: Yes, our program is one of the 
academic programs accredited by the 
Compliance Certification Board. Our students 
must take a certain number of credit hours 
in the accredited courses, and then they can 
sit for any of the CCB certifications. Many of 
our students take the certifications that give 
them a leg up in the job market. There is a 
fairly extensive process for accreditation. All of 
the Compliance-related courses are reviewed 
by the CCB and an on-site visit occurs. Our 
students greatly appreciate the accreditation 

FEATURE

Our students must 
take a certain number 
of credit hours in the 

accredited courses, and 
then they can sit for any 
of the CCB certifications. 
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because it gives the program instant 
recognition in the Compliance field.

AW: Does studying Compliance for a 
degree mean we are entering a new era 
of compliance?

RM: Most definitely. Everyone working in 
Compliance today has fascinating stories on 
how they got to be a compliance professional. 
Some of them are usually pretty amusing 
stories—last-person-standing, drew-the-short-
straw, the CEO-stopped-me-in-the-hallway 
type stories. I always 
tell my students the 
best way to network 
with compliance 
officers is to ask them 
how they got into 
Compliance! I think 
it’s fair to say that 
most people working 
in Compliance 
today got into their first compliance job not 
knowing what compliance was all about and 
then grew to like it, but before they liked it, 
there was probably first a lot of wandering 
in the desert. I think those ways of getting 
into the profession will always be there for 
Compliance, but now there is a new narrative 
taking shape. People are studying Compliance, 
doing internships in compliance programs, 
and getting a much better sense of what the 
job is about before they start. My students 
aren’t landing in compliance jobs by default; 
they are purposefully studying Compliance 
in order to get compliance jobs and make it 
a career.

If you turn the clock back 10 or 20 years, 
most compliance officers likely didn’t know 
if being a compliance officer was a long-term 
position for them or they were simply filling 
a corporate role for a while. We now have 
students wanting Compliance as a career. I’d 
say that is a new era for Compliance. We are 

also seeing compliance programs maturing 
enough that there are many entry-level 
opportunities for graduating students.

AW: How do you get professors who 
can teach Compliance if it has only been an 
academic discipline for the past five minutes?

RM: That’s the easiest part of my job. I 
find compliance professionals are excited 
to impart their knowledge to a younger 
generation coming into the profession. It’s 
really remarkable how much compliance 

officers like teaching 
students. Because 
Loyola’s MJ and 
LLM programs are 
online, our professors 
can be anywhere 
in the world. Our 
professors are 
mostly compliance 
professionals, some 

are compliance officers of major organizations, 
and they take the time out of very busy 
schedules to teach. Our professors don’t just 
teach compliance, they live it in their day jobs. 
We are lucky to have a talented and generous 
faculty. Professors who are not compliance 
officers are lawyers and government officials 
working in the compliance and regulatory 
space and consultants who advise companies 
on compliance. In fact, a number of my 
students are being hired by major consulting 
firms after finishing their degrees.

AW: Speaking of consultants, you’ve been 
one. What is the role of a consultant?

RM: Consultants serve a lot of roles. It’s 
probably best to list a few of the roles; the only 
way I can tie the roles all together is to say that 
consultants are helpers. The different roles 
show how a consultant provides short-term 
help. One role is to fill a gap. In Compliance 
we see organizations needing in-house 

Everyone working in 
Compliance today has 
fascinating stories on 
how they got to be a 

compliance professional. 
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compliance professionals faster than they can 
be hired or recruited, so consultants fill the 
gap by serving in interim roles. This is a big 
part of the compliance consulting business 
right now.

Another role is to be an outside voice. 
Sometimes organizations need a third party 
to take a look at a situation and give some 
advice on whether 
things are on the right 
track or adjustments 
need to be made. It’s 
the same reason we 
all need to regularly 
go to the doctor 
for a physical, even 
if we are feeling 
OK—everyone needs 
a checkup. Just like it’s 
not good to diagnose 
yourself, you also can’t 
audit yourself.

A third role is to help an organization 
implement complex rules and regulations. 
When there is a new law or regulation or 
a major corrective action that needs to be 
implemented, organizations sometimes 
need extra help in operationalizing the 
regulation—maybe that’s adjusting business 
practices to conform to the regulation or 
developing training material or helping to 
establish and write policies. As a consultant, 
you see how other organizations are trying 
to achieve compliance, and you bring 
that cumulative experience to bear on an 
engagement. My students find consulting 
a great practical training ground for going 
into in-house compliance positions, because 
they see a lot of different situations and 
organizations quickly.

AW: You tell your students to ask people 
how they got into Compliance. So, how did 
you get into Compliance?

RM: Although I have always been on the 
outside of regulated entities as their lawyer 
or consultant, I fell into Compliance the same 
way most compliance officers today got to 
their job. I was in the right meeting at the 
right time. When I was out of law school and 
an associate, I worked mainly on regulatory 
issues for healthcare organizations, especially 

health insurance 
issues and False 
Claims Act-related 
government audits 
and investigations. 
One day in 1997, I 
was meeting with 
the general counsel 
of a client on some 
regulatory issues, and 
he had just come back 
from a meeting in 
which he was asked 
to help build the 

organization’s compliance program. He asked 
me, “Do you know anything about compliance 
programs?” I said I didn’t, and he said, “It 
doesn’t seem like anyone does. Do you want to 
learn?” He gave me a project to help develop 
their compliance program, and 20 years later, 
here we are. I’ve been fortunate since then to 
serve as legal counsel or as a consultant for 
some fantastic clients who want to do the right 
thing by developing structures to help comply 
with complex regulations and establish 
business ethics frameworks.

I’ve mostly counseled or advised 
healthcare organizations, higher education 
institutions, and organizations in the life 
sciences arena. But now, with Loyola my 
portfolio is much wider, and I interact with 
just about every type of major industry from 
manufacturing to aviation to energy and 
even athletics compliance. Believe it or not, I 
have a number of students right now who are 

In Compliance we see 
organizations needing 
in-house compliance 

professionals faster than 
they can be hired or 

recruited, so consultants 
fill the gap by serving 

in interim roles.
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going into athletics compliance, mostly for 
universities.

AW: A difficult question for everyone is 
how to assess an organization’s compliance 
and ethics program? That seems well worth 
academic study.

RM: It is, indeed. The Federal Sentencing 
Guidelines and many administrative agencies 
expect “effective” 
compliance and ethics 
programs. The trouble 
is, the word “effective” 
is not defined. 
Everyone does this a 
bit differently, because 
there is a lot to debate 
over what “effective” 
means. It can’t 
mean never having 
non-compliance—
that’s an impossible 
standard. Until 
there is a good definition of “effective” 
that is measurable and either set out by the 
government or agreed upon by industry, 
we need to start with the basics of the seven 
elements. Personally, I look at whether 
the organization has the seven elements, 
whether the elements are “dynamic” in that 
they are revised and improved based on 
experience, how the organization responds to 
suspected or real non-compliance, and then 
I study the expectations of the government 
agency that regulates the entity. For deeply 
regulated organizations, this can involve 
hundreds of questions; we live in a world of 
heavy regulation and high compliance and 
ethics expectations by the government and 
the public.

AW: You mentioned earlier that ethics is 
part of the Center for Compliance Studies’ 
mission, but you haven’t talked much 

yet about that. How does ethics play into 
compliance programs?

RM: Ethics is one of the most understudied 
areas of Compliance. We shouldn’t forget 
that the Federal Sentencing Guidelines refer 
to “Compliance and Ethics Programs.” It 
puts “ethics” in the title, but we often don’t 
know what to do with the “and ethics” part. 
Ultimately, a compliance program is about 

doing the right thing, 
whether that means 
conforming to the 
law or doing right by 
the workforce and 
public. Regulations 
can be difficult to 
figure out and comply 
with, but ultimately 
there is something 
in black and white 
to analyze. The same 
goes for a policy. 
When a company 

adopts a position and issues a policy, then 
there is something in black and white—and 
hopefully it is clear enough for the workforce 
members to follow. Ethics on the other hand 
is challenging in compliance programs. 
Ethics isn’t written down anywhere, though 
I certainly hope the relevant law and policies 
are informed by ethics! Ethics fills the gap 
when law and policy do not give a compliance 
program direction.

Compliance programs and those of us 
studying and teaching Compliance need to do 
a better job of grappling with the “and ethics” 
piece. How do we know what the right thing 
to do is? The circumstances and facts change, 
but in my view, the framework of doing the 
right thing doesn’t change. In my classes I tend 
to throw out all the modern books on ethics 
and go back to the classics. In one compliance 
course I teach, we go straight back to Aristotle 
and read the Nicomachean Ethics. The course 

The Federal Sentencing 
Guidelines and many 

administrative agencies 
expect “effective” 

compliance and ethics 
programs. The trouble 
is, the word “effective” 

is not defined.
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takes age-old wisdom and then sees how 
the principles apply to modern facts. Most 
compliance programs are based on Aristotle’s 
approach to ethics, and they don’t even know 
it! Aristotle identified four basic virtues 
of ethics: justice, fortitude, prudence, and 
temperance. He and his later commentators 
broke them out into lots of sub-categories. 
Today we still know justice by its name and 
the definition that Aristotle gave to justice—
giving every person what is rightfully due 
them. We still use the other virtues today, but 
we usually refer to them with different names 
such as balancing risk, self-respect, loyalty, 
humility, courage, integrity, and honesty. We 
don’t need to make up new virtues, but we do 

need to study how they play out in our current 
age and in organizations under tough business 
and legal pressures.

Exploring ethics today is a big part of 
the Center’s mission. But when it comes to a 
compliance program, sure, the compliance 
professional needs to be ethical and advise 
ethically, but it’s just as important to develop 
a culture in which the workforce members 
are empowered and encouraged to make 
ethical choices. How we do this today is 
what we hope to study and explore in the 
coming years.

AW: Thank you, Ryan for sharing your 
insights with us. ✵

Don’t forget to earn your CCB CEUs for this issue
Complete the Compliance & Ethics Professional 
CEU quiz for the articles below from this issue:

 · 11 tips for engaging middle managers 
on compliance 

by Craig Thomas and Monica Locklear (page 29)

 · Five tactics to dramatically improve your 
Code of Conduct 
by Kirsten Liston and Meghan Daniels (page 39)

 · Product integrity: Some compliance principles 
for engineering organizations 

by Laurie Burgett (page 45)

To complete the quiz:
Visit www.corporatecompliance.org/quiz, log in with 
your username and password, select a quiz, and answer 
the questions. The online quiz is self‑scoring and you will 
see your results immediately.

You may also fax or mail the completed quiz to CCB:

FAX: +1 952 988 0146

MAIL:  Compliance Certification Board 
6500 Barrie Road, Suite 250 
Minneapolis, MN 55435, United States

Questions?  Call CCB at +1 952 933 4977 or 
888 277 4977

To receive 1.0 non‑live Compliance Certification 
Board (CCB) CEU for the quiz, at least three questions 
must be answered correctly. Only the first attempt 
at each quiz will be accepted. Compliance & Ethics 

Professional quizzes are valid for 12 months, beginning 
on the first day of the month of issue. Quizzes received 
after the expiration date indicated on the quiz will not 
be accepted.
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“Due diligence” is the buzz-word 
du jour. We need to know 
who we are doing business 

with—both as a compliance requirement 
and to protect our organization’s reputation. 
Out-sourcing and partnering are practical 

necessities for global companies. 
And when our businesses depend 
on an “ecosystem” of suppliers and 
partners, unneeded complexity is 
not welcome.

Global organizations are really 
webs of entities in many countries. 
Some of the subsidiaries may be 
legacies of acquisitions and never 

integrated into the group. Some may have 
been set up for tax purposes and never traded. 
In one company where I worked, the legal 
team undertook a rationalization project 
which weeded out dozens of companies in our 
group that no longer served any legitimate 
business purpose. Our general counsel 
recognized that simplicity is a virtue. This 
is especially true when our own customers 
have to do “due diligence” on us, and when 
our communities question the ethics of over-
engineered tax avoidance.

Why shouldn’t we also ask our partners to 
explain to us how their group of companies 
is structured, and if it is complex, why such 
complexity is appropriate?

When I first started working in Russia, 
there were many good reasons why Russians 
used off-shore companies to hold their 
investments. Years of arbitrary actions of 
governments had spawned suspicion of any 
authority, and an unstable currency drove a 
dash for dollars. And as Bill Browder learned, 
where there is wealth, there is danger.1 In the 

early days, a simple joint venture might 
involve one shareholder in Cyprus, because 
Russians could travel to Cyprus without a 
visa, and it was important to them to see and 
meet with the people who would hold their 
money. Recently, I came across a chart of the 
corporate structure of a Russian partner. I gave 
up trying to untangle the exceedingly complex 
web of companies and jurisdictions for what 
should have been a straight-forward domestic 
business. I was left wondering “What are 
they hiding? And why?” Imagine how 
your colleagues would assess a partnering 
opportunity with such red flags.

That brings up another point. We need 
to have an honest conversation about use of 
tax haven structures. The Panama Papers 
reveal the extent to which these are used 
for illegitimate purposes. We are on notice 
so, arguably, “due diligence” requires more 
than just asking who the beneficial owner is. 
Clearly we cannot dictate to our partners how 
they organize themselves, but we can always 
ask why. ✵
 
 
1.  Bill Browder is the founder and CEO of Hermitage Capital 

Management, the driving force behind the Magnitsky Act, and 
author of Red Notice: How I Became Putin’s No. 1 Enemy. Available 
at http://www.billbrowder.com

 
Sally March (sjmarch10@gmail.com) is Director, Drummond March & Co, 
in London, UK.

A VIEW FROM ABROAD

by Sally March

Simplicity is a virtue

March

When I first started working 
in Russia, there were many 

good reasons why Russians 
used off-shore companies to 

hold their investments.
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ALASKA
 · Stephanie Aicher, Cook Inlet Region, Inc
 · Kathy Merrick, Kikiktagruk Inupiat Corporation

ARIZONA
 · Lisa Ledesma, Canyon Ranch
 · Mark Rogers, ON Semiconductor
 · Laura Showalter, Arizona Public Service Company

ARKANSAS
 · Kerby Keller, University of Arkansas School of Law
 · Maria Smith, Sam's Club

CALIFORNIA
 · Christopher Chan, Avanir Pharmaceuticals
 · Sharon Cohen, Sempra Energy
 · Timothy Elliott
 · Elaine Golangco, Avanir Pharmaceuticals
 · Gregory Lynch, Corporate Finance Group, Inc
 · Karen Merritt, Avanir Pharmaceuticals
 · Amber Monroe, First American Financial Corp
 · Diana Trevley, Spark Compliance Consulting

CONNECTICUT
 · James Berklas, Barnes Group Inc
 · Dominick Modugno, CBRE, Inc

FLORIDA
 · Matthew Duffy, Bank of the Ozarks
 · Kristien Fernandez-Everett, PwC
 · Jennifer Martin, Publix Super Markets, Inc

GEORGIA
 · Joe Frazier, Jr, Georgia-Pacific, LLC
 · Vicki Hall, ClearPoint
 · Angela Long, Colonial Pipeline Company

ILLINOIS
 · Charles Kennedy, LifeWatch Services, Inc
 · Sean Leuba, Caterpillar Inc
 · Tera Miatke, State Farm Insurance
 · Brett Tilly, Caterpillar Inc
 · Robert Williams, Walworth County Health and Human Services
 · Martha Zimmerman, Caterpillar Inc

INDIANA
 · LaTonya Keaton, PNC Financial Services Group
 · Carrie Lord, OneMain Holdings, Inc
 · Jodi O'Neill, Indiana Public Retirement System

MARYLAND
 · Jessica Wightman, Northrop Grumman Corporation

MASSACHUSETTS
 · Lora Aurise, CIRCOR International, Inc
 · Kristen Elwell, Northeastern University
 · Erica Faulkner, Johnson & Johnson (J&J)
 · Karim Ghodbane, Morpho Detection, LLC

MICHIGAN
 · Traci MacDonald, ITC Holdings
 · Asyah Safdar, Emerging Markets - COBX

MINNESOTA
 · Kirsten Busse, Allianz Life Insurance Company

MISSISSIPPI
 · Philip Adams, VT Halter Marine

MISSOURI
 · Karri Ball, Veterans United Home Loans
 · Lisa Thomas, Bass Pro, LLC

NEW JERSEY
 · Stacey Barnes, South Jersey Industries
 · Joseph Lacerenza, Lonza
 · Madelyn Ritchie Hilbert, Rutgers
 · Nancy Shuster, Billtrust
 · Yesenia Velez-Torres, CompleteCare Health Network

NEW MEXICO
 · Krishan Shiva Khalsa, The Akal Group

NEW YORK
 · Andrea Abaquin, Metropolitan Transportation Authority
 · Al Lee, Colgate Palmolive
 · Kristal Lohr
 · Jeneeta O'Connor, The Research Foundation for SUNY
 · Michael Santos, Orange & Rockland Utilities, Inc

NORTH CAROLINA
 · Marianne Adams, VF Corporation
 · Christine Miller-Clarke
 · Chidi Ogene, Charlotte School of Law

NORTH DAKOTA
 · Sheila Christianson, Noridian Mutual Insurance Company

OHIO
 · Nicholas Carson, Ethicon (J&J)
 · Tamara Dennis-Herrmann, Ethicon
 · Sarah Hessel, Ethicon (J&J)
 · Robyn Sautter, Materion
 · Scott Shaffer, Kreller Group

SCCE welcomes NEW MEMBERS
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OREGON
 · Sandra Cho, Complí
 · Emi Donis, Precision Castparts Corporation
 · Khatera Mahan, Bonneville Power Adminstration
 · Holly Patterson, Bonneville Power Administration
 · Rick Ruden, Complí
 · Kynzie Sims, Complí
 · Jennifer St. George, Nike
 · Rob Warmack, Complí

PENNSYLVANIA
 · Meredith Berrier, Parsons Brinckerhoff, Inc
 · Tatiana Field, Alliance Pharma
 · Emily Kern, Erie Insurance Group
 · Einar Peters, Terumo Medical Corporation
 · Tricia Ruppersberger, Murray Securus

TEXAS
 · Christina Cardona, Dun and Bradstreet Corporation
 · Felix Castillo, Kickapoo Traditional Tribe of Texas
 · Rebecca Clausen, Aramco Services Company
 · Sara Combs, Santander Consumer USA
 · John Dimitry, Scopelitis
 · Brittany Gunter, Balfour Beatty Construction
 · Cyril Omwirhiren
 · Bruce Orr, Grant Thornton LLP
 · Linda Robertson, AFIP
 · Richard Walker, BP
 · Kelly Wintemute, Texas State University System

UTAH
 · Bruce Carmichael, L-3 Communication Systems West
 · Wayne Will, Crossroads Technologies

VIRGINIA
 · Robin Clark, Virginia529 College Savings Plan
 · Tamela Powell, Altria
 · Michael Rigg, Navy Exchange Service Command

WASHINGTON
 · Mischa Lewis, Microsoft
 · Kathryn Nadeau, Microsoft

WISCONSIN
 · Tammy Gies, Bemis
 · Todd Restel, First Supply
 · Steve Schmidt, Great Lakes Higher Education Corporation
 · Christina Vallejo, Forest County Potawatomi Gaming 
Commission

DISTRICT OF COLUMBIA
 · Elizabeth Folsom, Population Services International

AUSTRIA
 · Barbara Neiger, neiger.C advisory e.U.

BRAZIL
 · Maria Luisa Braga Mota, Embraer
 · Milena Feneberg
 · Renata Ferrari, CBMM-Companhia Brasileira de Metalurgia 
e Mineração

 · Fernanda Klamas, CBMM-Companhia Brasileira de Metalurgia 
e Mineração

 · Luciana Silveira, CBMM-Companhia Brasileira de Metalurgia 
e Mineração

 · Mariana Zuquette, Tyco International

CANADA
 · Nancy Russell, Great-West Lifeco

FRANCE
 · Jean-Baptiste Siproudhis, Electricité de France

MEXICO
 · Jonathan Manzano, Televisa

NETHERLANDS
 · Susan Du Becker, Cisco Systems BV

PANAMA
 · Humberto Leon-Fregoso, Syngenta AG

SINGAPORE
 · Kristine Eviaty, United Parcel Service

SPAIN
 · Guillermo Iribarren, Impact on Integrity

SWITZERLAND
 · Douglas Rozek, Bank for International Settlements

THAILAND
 · Rattana Nakasiri, PTT Global Chemical

TURKEY
 · Seher Sagiroglu, ICANN

UNITED ARAB EMIRATES
 · Shaibi Shamsudeen, Petrofac International
 · Thibault Tabard, Majid Al Futtaim

VIETNAM
 · Yen Nguyen, Generali Vietnam Life Insurance Company
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Since the fall of the Safe Harbor regime 
in October 2015, and notwithstanding 
Privacy Shield, we have seen a rise in 

the popularity of the EU Standard Contractual 
Clauses (SCCs). Presenting clients with Data 

Processing Agreements alongside 
SCCs has become standard practice 
for major US-based service providers.

But the SCCs are now under 
threat in the European Court of 
Justice (CJEU) and challenged by the 
same arguments that brought down 
Safe Harbor.

The legal challenge
To explain the background to the legal 
challenge of the SCCs, the European Charter 
of Fundamental Rights (Charter) gives 
individuals certain rights, such as the rights to:

 · respect for private life and family life, 
home, and communications under Article 7; 

 · the protection of personal data under 
Article 8; and

 · an effective remedy for violation of Charter 
rights under Article 47.

Safe Harbor was brought down by the 
argument that there was significant over-reach 
of indiscriminate state surveillance practices 
in the U.S. without appropriate safeguards. 
Such practices were inconsistent with Articles 
7, 8, and 47 of the Charter, and the U.S. was 
held not to provide adequate protection of 
the personal data of EU citizens. The same 
arguments form the basis of the complaint 
against the SCCs. The SCCs are a contract 

that guarantees adequate safeguards for EU 
citizens’ personal data in any country.

What can we expect next? 
Depending on what the courts decide, we 
might see the following changes to the SCCs:

 · more detailed contractual provisions 
about EU citizens’ rights and 
recourse mechanisms;

 · rights directly enforceable by EU citizens;
 · submission of the non-EEA data importer 

to the jurisdiction by EU authorities;
 · mandatory notification of SCCs and 

register of data importers; 
 · mandatory use of encryption for data 

in transit;
 · a list of countries which are deemed 

by the Commission as not providing 
adequate protection due to excessive 
surveillance; and

 · bilateral treaties in relation to the 
safeguarding of EU citizens’ personal data 
with third countries. ✵

 
Robert Bond (robert.bond@bristows.com) Partner & Notary Public, 
Bristows LLP in London, UK.

by Robert Bond, CCEP

Will the EU Model 
Clause survive?

EU COMPLIANCE AND REGULATION

Bond

Safe Harbor was brought 
down by the argument that 
there was significant over-

reach of indiscriminate state 
surveillance practices in the 

U.S. without appropriate 
safeguards.

mailto:robert.bond@bristows.com
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Ethics and compliance (E&C) 
professionals cannot create an ethical 
culture by themselves. They can 

only invite their employees to create that 
culture, and middle managers are a critical 

step in making this “ask.” The close 
relationship managers have with 
their employees makes them the 
real culture communicators in your 
organization.

Moreover, managers play a 
significant role in many key systems 
of oversight. They review timecards, 
approve expense reports, hire new 
employees, and are often the first to 
receive reports of ethical violations. 
They are the first line of defense 
against most forms of misconduct 
within an organization.

Yet compliance professionals 
often underutilize these important 
team members. Tone at the top is 

important; however, messaging from E&C 
and leadership can often ring hollow if 
not backed up by so called “mood in the 
middle.” Strong E&C messaging can even 
be seen as hypocritical and actively harm 
an organization when employees do not 
see that ethical culture reflected in their 
daily lives.

Although it can seem daunting, there are 
several simple, concrete steps that compliance 
professionals can take to enlist the help of 
managers in creating an ethical culture.

11 tips for engaging middle 
managers on compliance
 » Middle management teams have close relationships with employees and significant oversight roles that make them key 
culture communicators that compliance professionals can often overlook or underutilize.

 » Ethics and compliance professionals need to make the case to leadership that middle managers play a cost‑effective role 
in creating real culture change that can serve the business in a variety of ways.

 » The best way for Compliance to help support managers as culture and ethics ambassadors is by providing ready‑made 
training, activities, and tools that managers can easily share with their team.

 » A direct call from Compliance lets managers know Compliance is an advocate when there is pressure to be non‑
compliant and reinforces the partnership between managers and compliance professionals in preventing abuse and 
unethical behavior in the organization.

 » Middle managers are the means by which compliance objectives and company culture change can actually happen, and 
they are a key resource that organizations can’t afford to ignore.

by Craig Thomas, MBA and Monica Locklear

Locklear

Thomas

Tone at the top is important; 
however, messaging from E&C 

and leadership can often ring 
hollow if not backed up by so 
called “mood in the middle.”
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Getting started: Making the case to leadership
Engaging managers means an additional 
time investment in resources for a compliance 
program, not to mention the time busy 
managers will have to take away from 
their day-to-day work to be trained on and 
implement compliance activities. Before 
compliance professionals can unlock the 
potential of their managers, they will need 
to secure buy-in from 
leadership. Pulling 
managers away 
from their primary 
role will never be an 
easy “ask.” However, 
middle managers 
provide a cost-effective 
opportunity to create 
real culture change, 
which can serve the 
business in a variety 
of ways. Furthermore, 
involving managers 
in the process 
sooner rather than 
later will help with employee engagement 
and retention and provide development 
opportunities for these resources. Training 
these individuals could also create a pipeline 
of talent that could be used to fill other 
managerial or compliance-related roles.

When making the case to leadership, 
outline the financial benefits of an ethical 
culture. Ethical organizations enjoy fewer 
legal costs, lower employee turnover, and 
more satisfied customers. Middle managers 
can also be a powerful tool for breaking 
down departmental silos and ensuring 
compliance messaging is disseminated 
throughout an organization. In addition 
to outlining the benefits, make sure you 
outline management-specific risks in your 
risk assessment. This includes the roles 
managers play in financial oversight, hiring, 

confidential information, employee reports, 
retaliation risks, etc.

You will rarely be given all the resources 
you need. So, start with changes that 
provide the most benefit with the least 
commitment from your employees and 
managers. Usually, this means starting with 
an organizational culture assessment. This 
assessment measures employee perceptions 

of an organization’s 
program and culture. 
Assessment findings 
can often highlight 
problem areas 
and help you gain 
traction internally 
for spending more 
time and resources 
on compliance needs. 
An assessment 
can also help you 
pinpoint what areas 
you particularly need 
to focus on in the 
immediate future and 

assist in exploring whether the “tone at the 
top” is understood and accepted by managers 
and employees on the front lines.

1. Provide ready-made training and activities 
for managers
You will undoubtedly have many requests 
and initiatives you ask managers to 
undertake in their role as culture and ethics 
ambassadors to their teams. However, 
Compliance can avoid being just another 
department making demands of managers. 
Instead, E&C professionals can position 
themselves as partners by providing tools 
and ideas that help make managers’ jobs 
easier and their teams stronger. Turnkey 
training and activities are one way you can 
contribute to any E&C efforts you want 
managers to undertake. Usually, these are 

When making the case 
to leadership, outline the 
financial benefits of an 
ethical culture. Ethical 

organizations enjoy 
fewer legal costs, lower 

employee turnover, 
and more satisfied 

customers.
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short, discussion-based scenarios managers 
can talk through with their teams to help 
reinforce E&C messages. You can also 
provide managers with talking points to 
share with their teams via newsletters, group 
Q&A sessions, or one-on-one meetings. These 
tools allow E&C managers to utilize a train-
the-trainer model that ensures consistent 
messaging across the organization and 
allows a small E&C team to have a large 
impact without an exorbitant travel budget 
or countless hours 
spent training.

2. Provide tools that 
make their job easier
Ensure managers have 
the tools to make their 
day-to-day work as 
E&C ambassadors that 
much easier. Provide 
a checklist of what to 
do when an employee 
reports an ethics 
violation. This makes 
the process easier for 
them and ensures 
managers follow all appropriate steps when 
caring for an employee’s concern. Provide a 
simple and intuitive method for managers 
to submit employee concerns. Considering 
that 35% of ethics violations are reported to 
a manager first, this can be a powerful tool 
in collecting the information you need.1 E&C 
teams can also provide sample interview 
questions and scoring rubrics that help 
managers hire for integrity.

Clearly laying out expectations and 
backing them up with tools and materials 
to make life easier demonstrates a strong 
commitment from E&C and the executive 
team. Consider what managers need and 
how you can improve their day-to-day work. 
This will position Compliance as a strategic 

partner and make managers more willing to 
help with E&C requests in the future.

3. Reinforce messaging to managers 
throughout the year
Once you have trained managers in an E&C 
initiative, reinforce this and continue to 
engage those managers throughout the year 
to keep momentum going. This demonstrates 
that E&C is an ongoing effort, not something 
to simply pay attention to once in a while or 

when an issue arises. 
Staying in touch 
with managers can 
be tricky, but being 
creative about how 
and when to reach 
them can help. If you 
have the resources, 
an E&C newsletter 
for managers might 
be perfect for sharing 
Q&A, conversation 
starters with 
employees, or the 
latest on an industry 
regulation change. 

It can also offer tips on E&C webinars they 
might want to attend and other relevant E&C 
information or initiatives the organization is 
participating in. Look for articles that provide 
practical guidance you can share to help 
managers deal with the day-to-day challenges 
of leading a team ethically.

Consider providing an intranet portal or 
social media page exclusively for managers. 
This can provide a space for collaboration 
and a confidential outlet for managers to 
share and learn from each other under the 
guidance of the E&C team.

If you cannot take on all these initiatives 
yourself, consider using preexisting methods 
for reaching managers. If a newsletter is 
already in circulation, ask for space for E&C 

Ensure managers have 
the tools to make their 

day-to-day work as 
E&C ambassadors that 
much easier. Provide 
a checklist of what to 
do when an employee 

reports an ethics 
violation.
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Manager onboarding 
allows organizations to 

set the tone for managers 
right from the beginning. 
Compliance teams should 
take advantage of any set 

manager training time 
and ask to be included in 

this process.

topics. If you already have a web or intranet 
page for managers, perhaps you could add a 
monthly E&C topic.

4. Advocate to include ethics and compliance 
topics in new manager training
Many companies offer new manager 
training, ensuring that new hires as well as 
current employees moving into management 
roles live up to the expectations of the 
organization. Manager onboarding allows 
organizations to set the tone for managers 
right from the beginning. Compliance 
teams should take 
advantage of any set 
manager training 
time and ask to be 
included in this 
process. Supplement 
this training with 
an onboarding kit 
that contains links, 
documentation, and 
resources that can 
help managers in 
their role as culture 
ambassadors. 
New managers 
are attentive and 
impressionable, and this is a perfect time to 
help them understand their role as a culture 
and ethics ambassador, as well as get them 
familiar with the E&C team. Setting the tone 
with new managers from the start can pave 
the way for a partnership moving forward.

5. Provide messaging from other managers
Although messaging from executive 
leadership and the Compliance department 
is important, allowing fellow managers 
to deliver messaging can make a stronger, 
more lasting impression. Fellow managers 
can make the case that being ethical and 
compliant applies to them and that they have 

role models and resources in other managers. 
Include current managers in new manager 
training or have them walk other managers 
through “real world” scenarios and discuss 
relevant topics. You can even provide real-
life examples from your own organization, 
as long as that information is confidential 
and anonymous.

6. Have managers create their own messaging
Consider having managers create their own 
compliance messaging based on material or 
talking points you provide. Give them ready-

made talking points, 
but encourage them 
to tailor these to 
their team’s unique 
situation and 
needs. Creating 
their own content 
allows managers 
to craft messages 
that they believe in 
and will share with 
their teams with 
genuine enthusiasm. 
Furthermore, 
managers typically 
understand 

employee lingo more so than others, so 
letting them craft their own messaging in a 
way that makes sense to their employees is 
critical to their success and being trusted as 
a leader versus being considered just another 
voice from corporate.

7. Advocate for managers when there is 
pressure to be non-compliant
When pressure to meet unrealistic or poorly 
created goals is not checked by effective 
systems of oversight, managers may be 
tempted to cut corners. Rather than giving in 
to this pressure, managers can play a key role 
in preventing abuse and unethical behavior 
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Change is almost 
always difficult. Asking 

managers to be E&C 
communicators means 

asking even more of 
an already overworked 

segment of your 
workforce.

in these situations. Let managers know you 
will be an advocate and partner to them 
when there are pressures in the business to 
act unethically. Let them know they can come 
to you if they believe or see that pressure 
in the organization. This will help diffuse 
potentially disastrous situations and reinforce 
E&C’s role as a strategic partner to managers.

8. Create feedback 
channels for managers
Change is almost 
always difficult. Asking 
managers to be E&C 
communicators means 
asking even more of 
an already overworked 
segment of your 
workforce. However, 
proactively asking 
managers to provide 
input on E&C matters 
can encourage buy-in 
and reinforce that Compliance is a partner. 
Closed door sessions, survey questions, 
or intranet portals that allow managers 
to provide feedback will provide valuable 
insight and ensure that managers are more 
receptive to the changes and new initiatives 
that result. Consider having members of the 
E&C team call managers once a quarter to ask 
how things are going and how the E&C team 
can help. This will provide valuable feedback 
to your team and reinforce that Compliance 
is there to help. Chances are you will be the 
only team proactively reaching out to make 
manager’s lives easier.

9. Help create/drive messaging from 
leadership to middle managers
Petition leadership to create messaging just 
for managers. If they are already doing this, 
encourage them to include compliance topics. 
This can reinforce your message and show 

that managers have the support of leadership. 
If the CEO or other leaders can join a webinar 
or training for managers, even better. 
Again, it is important to have messaging 
to managers be consistent regardless of 
who it comes from. This consistency and 
alignment on messaging demonstrates that 
the organization is not just paying lip service 

to compliance efforts.

10. Outline clear 
expectations 
around reporting
Managers often make 
up the front line in 
any open door policy 
a company may 
have. Compliance 
teams need to ensure 
managers know 
exactly what to do if 
an employee brings 
a concern forward 

to them and, most importantly, how to spot 
potential issues based on conversations with 
employees. Ensuring managers feel equipped 
and confident to take reports can be vital to 
employees feeling confident that their report 
will be cared for in an organized, confidential 
manner and increase the likelihood they 
will report to the manager again if needed. 
Coaching, training, and education for 
managers is key, along with providing them 
tools to effectively take the report. Ensuring 
there is a clear process for submitting a report 
goes a long way in supporting managers and 
creating a consistent process for reporting 
across the organization.

11. Utilize preexisting materials
Maintaining regular messaging and 
communication with managers, especially 
if you have thousands of employees, can be 
time consuming and difficult. Compliance 
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teams often have a lot on their plate, 
even without the added responsibility of 
constantly creating new, impactful content 
for managers. Save time by leveraging 
resources that you can send to managers 
with little-to-no modification. Leverage 
industry websites and blogs for information, 
statistics, and case studies that you can send 
to managers. Share anonymized incident 
management case metrics that you are 
already reporting to leadership. Providing 
this team with insight into case volume, 
anonymity rates, and other data will make 
them feel as if they are part of the process.

Conclusion
Compliance resources are often spread 
thin in an organization. There will 
always be more risks than there are staff 
and resources to address them. In this 

context, it would be easy to see engaging 
middle managers as just another To Do 
on a long list, something that would be 
great if only compliance teams could get 
around to it. However, managers are not 
just another compliance objective. They 
are the means by which compliance teams 
can achieve their objectives. Because of 
their close proximity to employees and the 
relationship they have with their teams, 
they are a key resource that compliance 
teams cannot afford to ignore. ✵
 
 
 
1.  Ethics Resource Center: National Business Ethics Survey of the 

U.S. Workforce, 2014. Available at http://bit.ly/ethics-survey
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Hui Chen impacts 
compliance programs

Fox

by Thomas R. Fox

2016 was certainly a year for the record 
books in the international fight against  
 bribery and corruption. From 

the stunning amount of the Odebrecht 
settlement of up to $4.5 billion, split among 
the United States, Brazil, and Switzerland, 

to the forfeiture actions filed in the 
VimpelCom and 1MDB corruption 
scandals, the US government has 
once again led the global fight 
against the scourge of corruption.

The Foreign Corrupt 
Practices Act (FCPA) enforcement 
actions resolved at the end of 

2016 regarding Odebrecht and Teva 
Pharmaceutical both required corporate 
monitors. The traditional reasons for 
requiring a monitor have been that the 
Justice Department did not have confidence 
in the charged party to follow through 
with the implementation of a best practices 
compliance program it agreed to in the 
settlement documents and/or subsequent 
violation reports. However, these two cases 
and several others have raised another 
reason that has been present all along but 
is now coming back to the fore. It is that the 
Justice Department is leading the discussion 
of what constitutes a best practices 
compliance program. More importantly, by 
requiring these monitorships, the Justice 
Department and SEC are leading the 
development and implementation of more 
effective compliance programs.

I believe this newfound effort is a 
direct result of the Justice Department’s 

Compliance Counsel Hui Chen. Compliance 
professionals and lawyers who have gone 
before her to represent clients before the 
Justice Department have uniformly spoken 
about her knowledge and expertise in 
doing compliance and understanding what 
a paper program is. She is also leading the 
discussion about how best practices are 
evolving as well.

Yet this dialogue is not a one-way 
street. Companies are using new tools 
to demonstrate that effective remedial 
measures are being implemented. These 
new and innovative techniques employed 
by compliance professionals to increase the 
efficiency and the effectiveness of corporate 
compliance programs are then referenced by 
Chen and her Justice Department colleagues 
when known enforcement actions arise. 
It is a synchronous loop that provides the 
regulators with a manner to determine 
current and evolving standards and then 
communicate that information back to the 
greater Compliance community.

While this loop has certainly existed for 
some time, I do not think it is a coincidence 
that the increase in corporate monitorships 
seen in 2016 was a direct result of the hiring 
of Hui Chen as the Justice Department’s 
in-house compliance expert. The rising tide 
of compliance best practices, as set by the 
Justice Department, is certainly lifting all 
corporate compliance programs. ✵
 
Thomas R. Fox (tfox@tfoxlaw.com) is the Compliance Evangelist.   

 www.fcpacompliancereport.com    @tfoxlaw   
 tfoxlaw.wordpress.com
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Is your Code of Conduct feeling a little 
tired? Maybe you liked the graphics  
 once, but now they look kind of…dated? 

Or maybe the language seems stilted, even 
impersonal? Do you wonder if it’s really 

reaching people? You’re not alone.
Over the past five or so years, 

there’s been a quiet revolution in 
what a Code looks like and what it’s 
expected to do. When large-scale 
compliance programs were getting 
started, 10 or 15 years ago, just having 
a Code (at all!) was enough. Because 
lawyers wrote them, they looked 
like contracts, written in Microsoft 
Word with numbered sections. 
And because Codes often reflected 
the organization’s most recent risk 
assessment (formal or informal), they 
tended to be presented as a list of risk 
areas: bribery, respect, competition 
law, and so on.

The message? Here’s a lot of rules we all have 
to follow.

Perhaps not surprisingly, many 
organizations are realizing that this 
approach is less persuasive than it could be. 
And, increasingly, compliance programs at 
leading companies are borrowing tactics 
from marketing or social media to catch 
employee attention.

Five key areas
Over the past five years, Meghan and I have 
written around 25 Codes of Conduct, many 
for companies that were looking to move 
from a “check the box” Code to a more 
modern approach. Along the way, we’ve 
identified five key areas to focus on when 

 » Consider the Code a marketing project: Increasingly, companies are realizing that a Code should be an attractive, 
effective, persuasive document, not a contract look‑alike.

 » Give your Code an infrastructure: Use an inspired organization scheme to ground it in topics and ideas that are meaningful 
to your audience.

 » Talk like a human: Use clear, direct language—the simpler, the better.

 » Tell people what to do: Forget the philosophy or history of the law; focus on practical, relevant guidance.

 » Aim to connect: Above all, look for ways to engage with your audience; people are better persuaded when they feel 
connected to you.

by Kirsten Liston, CCEP and Meghan Daniels, JD

Five tactics to dramatically 
improve your Code of Conduct

Over the past five or so 
years, there’s been a quiet 
revolution in what a Code 

looks like and what it’s 
expected to do.

Liston

Daniels
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you update your Code. Implementing even 
just two or three of these can dramatically 
improve your Code and make it a far 
more attractive, effective, and persuasive 
document.

1. Rethink how your code is organized
Traditionally, the people creating 
Codes didn’t give much thought to the 
overall organization 
of the document 
beyond reflecting the 
compliance officer’s 
mental checklist of 
key topics: bribery, 
insider trading, 
conflicts of interest, 
etc. But if your goal is 
persuasion, you’ll do 
better if you ground 
the Code in language 
that’s compelling and 
relevant to employees. 
See if you can establish 
an overall theme that’s 
bigger than any one individual topic. This 
might be your values or an aspect of the 
company’s history, culture, or branding 
that really resonates with employees.

You’ll know you’ve found the right 
approach when it lends itself well to a 
tagline, like the pharmaceutical company 
whose Code tagline is: “To be as brave as 
the people we help.” Or the steel company 
that uses: “Created with integrity. Built 
to Win.”

Once you’ve picked a theme, find 
ways to tie other parts of the document 
back to that central theme. If you connect 
the Code to larger business initiatives 
or culture points, it will help with the 
positioning. Following the Code is not 
separate from doing your job well; it’s part 
of it.

2. Talk like a human
It wasn’t that long ago that corporate 
boilerplate was the norm. You know 
the kind of writing I’m talking about – 
communications written from the point of 
view of an organization, not a person, such 
as “Commitment to ethical professional 
conduct is expected of everyone” or 
“The Code is intended to serve as a 

basis for ethical 
decision making.”

These are 
sentence structures 
and words you 
would never use 
in a conversation. 
And yet, for a long 
time this was the 
acceptable way to 
approach writing 
for a mass audience. 
For people who 
have spent their 
careers creating 
legal documents, 

sentences like these can even seem 
conversational, or at least very easy to write. 
But the average person finds them dense and 
hard to read. In this digital age, we’ve all 
gotten used to a communication style that is 
far more personal, brief, and conversational.

Psychologists have even developed 
a term for this: The fluency heuristic. 
Research has found that when we can 
process information quickly and effortlessly, 
we like and trust it more. And when 
communications are harder to read, 
readers tend to tune it out. It might sound 
simple, but switching from disembodied 
formal corporate language to targeted, 
conversational “I-We-You” sentences can 
have a huge impact on whether or not 
employees engage with your Code—or even 
finish reading it.

You’ll know you’ve 
found the right 

approach when it lends 
itself well to a tagline, 

like the pharmaceutical 
company whose Code 

tagline is: “To be as 
brave as the people 

we help.”



+1 952 933 4977 or 888 277 4977  www.corporatecompliance.org 41

C
om

p
li

an
ce

 &
 E

th
ic

s 
P

ro
fe

ss
io

n
al

®
 

 F
eb

ru
ar

y 
20

17

FEATURE

3. Think in layouts
In addition to writing simple, easy-to-
follow body copy (see #2), great Codes 
amplify and expand on that material, 
using callouts, Q&As, and resource 
guides. Using this type of supporting 
material can:

 · Draw attention to specific points–
Emphasize what you really want 
to highlight, 
perhaps common 
misconceptions or 
everyday examples 
of how this 
topic applies.

 · Add visual 
interest–New, 
separate content 
elements create 
the opportunity 
to vary the visual 
styling, creating 
a page that looks 
pleasing and balanced.

 · Keep the content conversational–
Don’t include details like protected 
characteristics in the main text; break 
them out as standalone bulleted lists.

 · Bring Code standards to life–By 
giving real-life examples or answering 
FAQs, you can help employees see 
how these principles and standards 
can apply to their actual work.

Breaking the content into short, easy-
to-digest chunks creates a document 
that’s easier to read now, and that’s 
also optimized for reference later.

Finally, consider enlisting a 
professional designer for the page 
layouts. Putting visible effort into the 
Code sends a clear message that this is 
an important topic and the company 
takes it seriously.

4. Focus on practical, relevant guidance
Put simply, the purpose of a Code is to 
set standards and guidelines for how 
employees should act at work and when 
they represent the company. But, too 
many Codes focus on abstract principles 
without ever getting specific about 
how these concepts might play out in 
an employee’s day-to-day work. Yes, 

it’s impossible 
to cover every 
situation that 
might come up, 
but it is possible 
to help employees 
answer the 
question: “So, 
what does this 
mean for me?”

As a former 
colleague of ours 
used to say: “You 
don’t need to tell 

people what the law says. You need to 
tell people what the law means.” The 
more you can keep your Code focused 
on practical, relevant guidance for your 
employees, the more interested they will 
be. Some approaches we’ve found to be 
useful are:

 · Within each section, try to provide 
a bulleted list of specific actions 
employees should take or avoid, 
given the requirements in this area.

 · Try to use the word “you” when 
giving specifics. This will force 
you to give guidance, as opposed 
to just outlining legal principles.

 · If you’re explaining legal concepts 
and definitions, keep them 
separate from the main body 
text and from the guidance you 
give employees (use sidebars 
and callouts).

Put simply, the 
purpose of a Code is 
to set standards and 
guidelines for how 

employees should act 
at work and when 

they represent  
the company.
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5. Connect
Research shows people are more easily 
persuaded by people they like and 
trust. And they feel more connected to 
people who show a clear understanding 
of them and their situation. So, once 
you’ve taken the other steps here, the 
final step to take is to look for ways to 
build a connection with employees. Can 
you invite them to share input? Can 
employees submit art for potential Code 
covers and vote on the winner? Can you 
personalize some of the people in the 
compliance program, so  employees feel 
like they’re reaching out to a person and 
not a faceless department?

Another way to connect is to give 
employees an identity to feel connected 
to: “We are like this.” Or you might 
just try rewriting the communications 
that announce the elements of your 
compliance program to be simpler and 
more direct, more like the way you 
would write to a colleague.

Conclusion
As we said at the beginning of this 
article, the standards for Codes are 
changing quickly, driven in part by 
digital communication, changes in 
design and brand expectations, and 
even what regulators are looking for in 
a compliance program. Implementing 
some or all of these tactics can 
dramatically change your Code and 
turn it into a tool that can help you 
better engage employees in your 
compliance efforts. ✵
 
 
 
 
Kirsten Liston (kirsten@rethinkcomplianceco.com) is Founder and Principal 
at Rethink Compliance in Westminster, CO.

Meghan Daniels (meghan@rethinkcomplianceco.com) is Practice Leader, 
Code Rewrite Services at Rethink Compliance in Barrington, RI.

Clients often ask us what’s behind 
the change in Code standards. 
We attribute it to a few trends in 
Compliance and the wider world:

 · Proof of effectiveness: 
Increasingly, regulators/
prosecutors are looking beyond 
“perfect paper programs” and 
are asking: Are your efforts really 
working? How do you know? 
Have you measured the impact 
of your compliance efforts? Can 
you show that employees are 
responding? In turn, compliance 
teams are asking what might 
actually change behavior versus a 
tick box approach.

 · Technology-driven 
communication: In the last decade, 
the way we communicate has 
changed substantially. Attention 
spans have shortened and multi-
tasking is common. The average 
employee has acclimated to a world 
in which communication is short, 
personal, and highly engaging, and 
they increasingly tune out material 
not up to these standards.

 · Design and brand expectations: 
Technology has made design tools 
inexpensive and widely available. 
Any 11-year old can design an 
attractive website, brochure, or 
logo, and we all are increasingly 
exposed to beautiful, professional-
level design as part of everyday 
life. Consumer brand companies 
(Nike, Google) lead the way, but 
companies in all industries are 
increasingly focused on the style, 
tone, appearance, and design of 
compliance program materials.

mailto:kirsten@rethinkcomplianceco.com
mailto:meghan@rethinkcomplianceco.com
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Awise man once told me that an 
investigation needs to be the output  
 of a programmatic activity that yields 

a defensible conclusion. This means that the 
value of the investigation to the organization 
and the investigation subject is minimal when 

the inquiry consists of well-intentioned 
efforts of colleagues exploring a matter 
in some ad hoc way.

The programmatic activity of 
investigating arises from having an 
investigation infrastructure to establish 
your authority and operating standards. 
These consist of an investigation policy, 
standard operating procedures for 

report intake and preliminary assessment, an 
investigations protocol, and template documents. 
Focused investigator training completes 
the picture.

The investigator protocol is key to the 
success of an investigation’s function. The 
protocol creates the baseline standard for how 
the investigation should be conducted. It is more 
than a how-to or a nuts-and-bolts list of steps. 
It should address areas such as confidentiality, 
competence, and procedural fairness. It gives 
details about the extent of your investigations 
authority and the limits of it. To the investigator, 
the protocol gives an organizational “safe 
harbor” that essentially approves his/her actions 
within the protocol.

But this creates some challenges. Every 
investigation is unique in some way. Investigative 
issues are not widgets that get treated the same 
way, like an assembly line. Even cases within the 
same category type, such as conflicts of interest, 
will each have a nuance.

The protocol is a baseline standard. 
Investigators are generally free to select 

what seem to be the most effective methods of 
collecting, analyzing, and recording all relevant 
information. You may use any lawful method 
you think is most effective to complete your 
fact finding.

The protocol likely states that the subject of 
an investigation is generally interviewed last 
so he/she may be confronted with the proof. 
However, there are times when the organization 
requires that person to be interviewed first, such 
as when the issue is sensitive and you hope the 
subject will admit the behavior without needing 
to expose the issue to a larger group, or where you 
fear the subject will immediately quit or destroy 
proof once he/she learns of the investigation.

So if your company has an investigation 
protocol, follow it. But remember that the 
protocol is not a straightjacket. It is only a default 
set of investigation standards your company 
wants you to follow. Deviations are expected 
when a particular investigation requires them.

Be prepared, however, to defend any 
deviation from the protocol. Any deviation must 
be an informed decision that will hopefully result 
in a better investigation result for the company 
and a result which remains fundamentally fair 
to the employees involved. Sooner or later, you’ll 
have to explain your decision and justify it.

As an investigator, you remain accountable 
to the organization for following a programmatic 
activity to obtain a defensible result. Make the 
investigative infrastructure support your efforts 
and not hinder them. A religious adherence 
to the process is not more important than a 
proper result. ✵
  

Meric Craig Bloch (mbloch@shrinenet.org) is Corporate Director, 
Investigations for Shriners Hospitals for Children. He has conducted over 400 
workplace investigations of fraud and serious workplace misconduct, and 
is an author and a frequent public speaker on the workplace investigations 
process.    @ fraudinvestig8r

VIEW FROM THE FRONT LINES

by Meric Craig Bloch, CCEP‑F, CFE, PCI, LPI

Flexible investigations

Bloch
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Burgett

by Laurie Burgett, CCEP

In today’s market, the drive to be the first 
company with a new product or a product  
 enhancement is vital. Engineering cycles 

are now faster than ever, with less time to 
assess concepts and perform comprehensive 
testing. This can place engineering groups 

and individual engineers under great 
pressure to produce results. Without 
oversight and controls in place, this 
situation may lead to exaggerations in 
performance capability or even fraud 
and potential regulatory issues. Worse 
yet, promises made to customers by 
the business will not be fulfilled.

Volkswagon’s unfulfilled promises
The premier case for this is the Volkswagen 
emissions scandal, where software with 
a “defeat device” was used in the design 
verification process to manipulate data that 
made emissions appear to meet specifications 
on diesel cars. The situation at Volkswagen 

was complicated with a strong and ambitious 
managerial structure (often described as 
“empire-like” and without diversity) trying 
to break into the North American market, 
pressure for success from German government 
officials due to Volkswagen’s huge financial 
impact to their economy, and labor pressures 
for profitability. To top it off, the culture at 
Volkswagen was one where management was 
known to terrify and intimidate engineers 
with termination to get results. These external 
pressures for results influenced a small 
team of engineers to make bad decisions to 
adjust the software used to track emissions. 
They were able to do this undetected for 
many years.

Even after the realization of misdeeds 
within the company, Volkswagen management 
did not take action until tests performed 
by third parties exposed data contrary to 
Volkswagen’s performance promises. The 
details of the case are still being unraveled, 

Product integrity: Some 
compliance principles for 
engineering organizations
 » Market competition is driving faster engineering cycles and pressure for innovation.

 » Decreased cycle times and business pressures may inhibit product realization that meets promises to consumers and 
regulatory requirements.

 » ISO standards or engineering processes may not be enough to prevent fraudulent behavior or misleading promises about a 
product’s capability.

 » Diligence in reviewing engineering designs includes the concept of a separation of duties.

 » An environment where engineers and technicians can and will express concerns in meeting promises to customers or 
regulations is critical.
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because not just one, but two groups of 
engineers at different sites appear to have 
created or used a software program to 
fraudulently make emissions seem within 
specification. As Fortune magazine describes:

“…instead of telling management that 
they couldn’t meet the parameters, the 
decision was taken to manipulate. No 
one had the courage to admit failure. 
Moreover, the engine developers felt 
secure because 
there was no way 
of detecting the 
deceit with the 
testing technology 
that existed at the 
time. It was, the 
whistleblower 
said, “an act 
of desperation.”1

Volkswagen is 
blaming a team of rogue 
engineers, but there is strong evidence that the 
Volkswagen culture from the top was one of 
success at any price and an unwillingness to 
copy known technologies, thus putting serious 
pressure on their engineering staff for difficult 
technological breakthroughs.

The role of culture
Even in large companies, many Engineering 
departments are somewhat insular, 
especially in business sectors where design 
verification, such as qualification testing, 
may be determined by the same organization 
involved with creating the design. Issues 
may be undetected due to the nature of the 
beast where the staff on the business end is 
often unable to interpret highly technical 
engineering processes or results. There may 
even be product already promised or sold 

to customers with a new technology that is 
actually still in development, thus putting 
the expectation on technical staff to perform 
rapidly. It is, however, important that this 
rush to perform does not compromise the 
product integrity.

Engineering groups are not immune to 
enabling or reacting to the “seven deadly 
sins”2 that are often precursors to unethical 
behavior. A few of the dangers in the 
engineering environment are that some 

engineering groups 
perceive themselves 
as state of the art or 
best in class, and some 
are eager to be seen 
as innovators. This 
can lead to “conceit” 
and “cult” qualities 
in engineering 
organizations where 
arrogance can lead 
to exaggeration of 
accomplishments 
rather than objective 

results based on statistically sound data. 
In companies, such as Volkswagen, where 
there is strong pressure to perform, “dread” 
and “desperation” may be felt by individual 
engineers who know about or participate in 
abuses or short cuts, because they feel they 
can’t speak up or even that they may lose 
their jobs. They may falsify information or 
kludge the design or testing in extreme cases. 
Other engineers may know that something is 
wrong or doesn’t make sense, but they keep 
silent due to fear of retaliation or reaction 
from the greater group. Perhaps they are never 
asked by management as to their opinion 
about the quality of the design parameters, 
the design itself, or the testing quality and 
assume their opinion would not be valued. 
Sales and other management structures may 
promote “cronyism” for their supporters in the 

Engineering groups 
are not immune to 

enabling or reacting 
to the “seven deadly 

sins” that are 
often precursors to 
unethical behavior.
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technical world who are prematurely willing 
to say that the design is great and ready to go 
to market. “Disregard” or perhaps “distain” 
may be shown for those who disagree that the 
product has been shown to meet requirements 
when there is an eager market waiting.

So, as compliance professionals, what can 
we do to understand risks in meeting our 
company’s code of conduct and our promises 
of integrity and quality regarding product 
performance? Although 
many companies 
follow ISO standards 
or other basic processes 
in fulfilling designs, 
this may not be enough 
to ensure compliance, 
because evaluating 
designs relies on 
human interaction and 
evaluation. Therefore, 
a deeper scrutiny may 
be mandated of the engineering process, 
including assurance of a distinct separation of 
duty in reviewing and validating designs.

As in most topics regarding compliance, 
process is king. Risk is greatly reduced if 
critical thought and oversight are exercised 
throughout the design cycle(s). Designing 
a product is a complex process, because 
engineering a new innovation or product, 
even if based on an existing product design, 
is iterative. Knowledge is gained through 
cycles of requirement development, design 
proposals, modeling/prototyping, and 
testing to refine a design; through those, 
the product is advanced and improved. A 
Compliance function, working with the 
business, can oversee and periodically audit 
that a documented process with appropriate 
separation of duty is in place and followed 
for product realization. Ideally, the designers 
and design reviewers would have enough 
separation that an independent review of the 

design, unfettered by politics, expectations, 
or relationships, would be ongoing at points 
along the design journey.

The engineering process
Many companies have robust engineering 
processes, but it is important for the sake of 
speed that these are not shortchanged. In fact, 
it’s not uncommon to overrun the design cycle 
schedule and then compress the schedule 

as other functions 
such as tooling, 
manufacturing, and 
testing, are engaged 
to do their part of the 
build and verification 
cycle. With full system 
testing at the end of 
the cycle, it’s critical 
that some minimum 
standards are adhered 
to with a subsequent, 

thorough design review. There are many 
philosophies on successful design processes, 
but the following are some fundamental steps 
that should be included in any design process.

Requirements
Clear and detailed requirements and criteria 
are the basis for any good design. What is the 
problem that the company is solving through 
the design and what will customers ultimately 
be promised if they buy a company’s solution?

Test plan
From the detailed requirements, a qualification 
test plan should be designed to evaluate the 
ability of the product to meet those objectives. 
Depending on the type of product, this test 
plan should be statistical in nature and show 
that the product works to specification within 
any promised environmental tolerances (e.g., 
temperature, humidity, altitude). Once in 
production, an acceptance test criteria may 

Many companies 
have robust engineering 

processes, but it is 
important for the sake 
of speed that these are 

not shortchanged.
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be necessary to show that the product still 
meets design requirements as manufacturing 
variations are introduced.

Design review process
Evaluations held through design reviews are 
needed at various intervals throughout the 
design process. As the design progresses, 
assumptions, calculations, logic, and other 
factors should be reviewed periodically but, 
at minimum, through a preliminary and final 
(or end state) design review. It’s important 
for engineering groups to validate that 
individual engineers did their homework, 
that they performed 
necessary calculations 
upon which to base 
assumptions, and that 
they did not guess 
or blindly copy other 
designs. Especially in 
insular engineering 
groups, exuberance or 
pressure to perform 
can be a potential 
conflict of interest 
that leads to an overly 
positive and optimistic 
interpretation of a 
small data set or 
single test.

This is where a second set of eyes by 
technical experts who do not work directly 
on that project are critical. For a more 
complex product, different types of engineers 
may need to evaluate the thoroughness of 
the design at interfaces and throughout 
different systems. This would also include 
the ability to physically build the design 
into a viable product and may include 
suppliers. Companies should do their best 
to find knowledgeable but neutral third 
parties to oversee major reviews. Where the 
government is the customer or in highly 

regulated industries, such as aerospace, this 
separation of duties is usually a robust part 
of the process. In commercial markets where 
due diligence is internally developed, neutral 
reviews will need to be built into the design 
process to ensure the product’s ability to meet 
requirements—no more and no less. Some 
body of test results will likely need review 
as well.

Documentation
Detailed documentation by engineering 
should be kept of assumptions, calculations, 
and tests— both qualification and acceptance 

tests. This is especially 
important in 
companies that tend 
to replicate or scale 
elements of designs for 
new designs.

There should 
be an organized 
configuration 
management structure 
to the product. 
Configurations should 
be tracked in some 
manner, such as by 
serial number or by 
production date, so 

that any product issues may be resolved with 
a fix or a recall, especially if product safety 
is a factor. If a part number is called out in 
an assembly, then any part with that part 
number should be interchangeable in that 
assembly, if it meets the specifications of the 
engineering drawing. If a part does not meet 
the engineering drawing specification and is 
used in a product, there should be additional 
documentation by a qualified internal 
organization as to why the part was acceptable 
for use (i.e., a material review process). This 
insures the design intent will be preserved for 
customer satisfaction.

As the design 
progresses, assumptions, 
calculations, logic, and 
other factors should be 
reviewed periodically 

but, at minimum, 
through a preliminary 
and final (or end state) 

design review.
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Although a compliance 
organization should 

not be a watchdog for 
engineering a product, it 
can facilitate review and 

audit of engineering 
processes and 

documentation in order 
to evaluate process 

integrity and adherence.

Raising concerns
Although it may be difficult with business 
pressures, as well as other cultural aspects, 
there should be a means for engineers or 
technicians who feel the design does not 
meet regulations or performance promises 
to customers to feel comfortable raising their 
concerns. This may include reservations 
about the quality of the design requirements, 
the design, or the 
testing quality. 
Management must 
make these engineers 
and technicians feel 
their opinion is being 
solicited and is valued 
by the business and, 
at minimum, their 
concerns will be 
answered or addressed. 
This essential element 
is another reason why 
a diverse group should 
be invited to design 
reviews, which should 
be a forum for such 
items to be considered. 
Design reviews should be documented 
and open items tracked for follow up.

If an engineer or technician is not 
comfortable speaking up in a public setting, 
private meetings, hotlines, or other means 
should be encouraged. The third-party 
aspect of working through the Compliance 
function may help facilitate honest feedback 
if the environment in a company has cultural 
qualities that inhibit employees from speaking 
up. It is essential to make sure there is follow 
up and response to any concerns.

Conclusion
The financial effects of the fraud at 
Volkswagen are currently estimated at 
$20 billion to compensate consumers and for 

fines and, clearly, Volkswagen’s business and 
reputation have sustained ongoing negative 
publicity and public outrage. It’s also clear 
that, while a set of rogue employees is blamed 
for the problems, the whole culture, starting 
at the top, was a factor in this situation. 
Volkswagen says they are taking steps to 
change the culture away from blind obedience 
and have brought in new outsider executives 

to promote dialog 
and alternative points 
of view.

Although 
a compliance 
organization should 
not be a watchdog 
for engineering a 
product, it can facilitate 
review and audit of 
engineering processes 
and documentation 
in order to evaluate 
process integrity and 
adherence. Compliance 
organizations can 
validate that there is 
segregation of duty 

for those reviewing the design versus those 
creating or validating the design. It can 
also provide a forum for whistleblowers if 
the corporate culture does not allow public 
discussion. Risk of not meeting customer 
and regulatory expectations can be reduced 
with a strong and inclusive process so that all 
critical aspects of the design are considered 
and verified. ✵
 
 
 
 
1.  Geoffrey Smith and Roger Parloff: “Hoaxwagon: How the massive 

diesel fraud incinerated VW’s reputation” Fortune magazine, 
March 7, 2016. Available at http://bit.ly/vw-diesel-fraud

2.  John Cross: “The seven deadly sins of unethical organizations” 
Compliance & Ethics Professional, April 2014, pp. 19-23
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by Scott Killingsworth

Don’t get me wrong, I’m all for nudges. 
But it’s time for a closer look, and a 
broader perspective.

What are nudges?
Nudges are simple interventions designed to 
promote desirable choices, such as compliance 

choices, by taking advantage of 
psychology. (The term “nudge” 
was popularized by Richard Thaler 
and Cass Sunstein.)1 Researchers 
have identified a growing list of 
mental shortcuts, cognitive biases, 
and psychological quirks that 
subconsciously influence, and often 
sabotage, our decisions. Nudges are 

designed to either harness or neutralize these 
tendencies and help us make better decisions 
by subtly altering the decision-making process 
or the mental context in which the decision 
is made.

Probably the best-known example of a 
compliance nudge is the use of employee 
certifications with a signature at the top, rather 

than at the bottom.2 For example, in your 
antitrust or contracting integrity compliance 
process, you might ask an employee to certify 
that she has properly followed a list of do’s and 
don’ts for competitive bidding. You’re more 
likely to get honest answers if the signature 
is at the top of the form rather than at the 
bottom. Researchers tell us that signing the 
certification amplifies awareness of one’s 
honesty or dishonesty just at the moment when 
it’s needed—before the form is filled out—and 
that small mental nudge towards truth can 
influence what the employee reports. If the 
signature and certification are at the bottom 
of the form, then by the time the employee is 
ready to sign, the damage may already have 
been done: the ink may be dry on fudged 
responses. At that delayed “moment of truth” 
the employee is more likely to rationalize what 
she’s already written than to correct the form.

Behavioral ethics
Nudges are probably the best-known 
products of the new field of behavioral 

Behavioral ethics: From 
nudges to norms

 » Nudges are simple interventions designed to promote desirable choices—including compliance choices—by taking 
advantage of psychology.

 » Nudges are products of the new field of behavioral ethics, which studies how people make ethical decisions in real 
life as systematically fallible human beings who are easily swayed by social and situational factors.

 » Effective compliance nudges require predictable risk situations where a small psychological push can be applied at 
just the right time to encourage ethical decision‑making.

 » Unlike nudges, organizational culture is “always on,” and it influences behavior pervasively and on a large scale.

 » Laser‑targeted nudges are fascinating and can be useful, but applying behavioral science at the level of 
organization culture is a more efficient way to improve overall compliance.

Killingsworth
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economics and its even newer spinoff, 
behavioral ethics: the use of behavioral 
science to understand ethical and 
unethical behavior and to promote the 
former. The core principle of behavioral 
ethics is that most misconduct is 
not committed by the stereotypical 
“bad apples,” but by people who are 
psychologically normal, who value 
morality and consider 
themselves ethical, 
and yet regularly fail 
to resist temptation, or 
even to recognize that 
particular decisions 
have moral or legal 
implications.3 The 
recipe for misconduct 
by ordinary people is 
simple: Start with an 
everyday motivator like 
temptation, pressure, the 
desire to fit in with a group, or the quest 
for money, recognition, or power. Combine 
with a situational factor (such as a conflict 
of interest), stir in a cognitive bias (such as 
motivated reasoning), and simmer until 
you’ve rationalized, justified, or overlooked 
behavior you would normally be ashamed 
of. For most of the workforce—those 
who are neither incorruptible saints 
nor irredeemable sinners—context is 
as important as character and morality 
is malleable.

The promise of behavioral ethics is 
that understanding how good people end 
up doing bad things can point the way to 
more effective countermeasures. If small 
differences in the social or psychological 
framing of a situation can change 
behaviors, the door is open to taking 
advantage of or overcoming psychological 
traits so as to promote ethical choices in 
predictable compliance-risk situations.

Strengths and limitations of nudges
Nudges come in various forms based on 
different methods of influence. They may use 
economic or social incentives to encourage 
beneficial choices, pre-commitment strategies 
to enforce a person’s adherence to their own 
good intentions, built-in defaults that make a 
decision for you unless you make the effort to 
opt out, or timely reminders of accepted values 

(like honesty) or of 
group norms. Nudges 
have already proved 
effective in increasing 
organ donations; 
decreasing teen 
pregnancies; improving 
saving habits; stopping 
smoking; encouraging 
exercise and weight 
loss; increasing tax, 
license fee, and fine 
payments; and reducing 

energy usage. Based on these successes, 
it is easy to get excited about potential 
compliance applications: the experimental 
evidence is compelling, the interventions are 
simple, the effects are substantial, and their 
promise for compliance seemingly unlimited. 
And there is no taint of coercion either. 
With a well-designed nudge, no mandate, 
argument, or restriction is required; the brain 
persuades itself.

Nudges are a nice addition to the 
compliance toolbox, but it’s a big toolbox 
for good reason. No single tool does the 
whole job. Every tool (i.e., policies, controls, 
monitoring, training, audits, and deterrence) 
has its strengths and all have their limitations. 
Nudges are no exception. The signature-at-
the-top example is a useful illustration of 
both the value and the limitations of nudge 
techniques. This technique is effective only 
because the situation is completely predictable: 
You are asking someone to fill out and sign a 

Nudges are a nice 
addition to the 

compliance toolbox, 
but it’s a big toolbox 
for good reason. No 
single tool does the 

whole job.
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It follows that nudges 
are most promising 
in situations that are 

highly structured, 
recurring, and can be 
predicted or detected 

and manipulated 
consistently by the 

organization.

standardized certification in connection with 
a recurring type of event that has identifiable 
compliance risks, and the manipulation is 
simply to locate the signature where it is most 
likely to have an effect on behavior—in this 
case, the truth of the certification.

But the situation-specificity of nudges 
is also a weakness that makes it difficult to 
apply them broadly to promote compliance in 
the workplace. The major implication of the 
fact that situational 
details strongly 
influence behavior 
is this: In order for 
a psychological 
intervention to be 
effective, it has to be 
applied with surgical 
precision, in the right 
circumstances, and 
at the right time. 
Signing a certification 
at the top is an easy 
application, because 
the compliance 
officer is creating the 
certification process, controls it, and has the 
opportunity and the power to manipulate its 
characteristics.

It follows that nudges are most promising 
in situations that are highly structured, 
recurring, and can be predicted or detected 
and manipulated consistently by the 
organization. The situation must also involve 
the opportunity to engage in misconduct, and 
there must be a known psychological principle 
or cognitive bias that can be exploited to 
encourage good conduct or that needs to be 
neutralized in order to reduce the motivation 
to misbehave. And the intervention has to be 
somehow built into the system so that it will 
be presented at the right time. This just-in-time 
application of cognitive manipulations that 
are just right for a particular situation is an 

extraordinarily difficult task. Consider that the 
typical first-time embezzler, inventory thief, 
or kickback recipient has had the opportunity 
to commit these offenses for months or years 
without previously having done so. How 
would you know when a nudge is needed? In 
sum, it is hard to find situations that meet all 
the required criteria for an effective nudge. 
In most organizations, most of the time, the 
situational target doesn’t stand still.

Even for routine 
transactions, nudge 
architecture has its 
limitations. One of 
the most promising 
fields for applying 
decisional nudges may 
well be the financial 
services industry, 
where transactions are 
highly replicable and 
very often automated 
through transaction-
processing systems. 
The potential clearly 
exists to modify these 

systems to incorporate behavioral nudges. 
But consider the following: First, if the 
situation (including the specific temptation 
to misbehave) is that predictable, you have to 
ask whether it might be easier to implement 
conventional “hard” controls that simply 
prevent the misconduct or pointedly monitor 
for it. If so, that probably beats trying to get 
inside the employee’s head so you can re-wire 
his decision-making process. Second, if the 
situation is predictable and replicable, and you 
insert an equally predictable and replicable 
behavioral nudge, how long will it take before 
that nudge becomes stale and completely 
ineffective, just another mindless click-
through, another useless bureaucratic step on 
the way towards completing the transaction? 
Not long, I would guess. (I would love to see 
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some research on the ongoing effectiveness 
of the “signature-at-the-top” technique in 
contexts where the certification is obtained 
weekly or monthly, as is likely to be the case 
with a competitive-bidding checklist.)

One overlooked distinction between 
the realm of compliance and those of the 
governmental, employment, and social 
contexts, where nudges have been notably 
successful, is that misconduct usually occurs 
in secret. The familiar 
nudge success stories 
tend to occur in 
transparent contexts 
where others know 
whether you’ve paid 
your taxes, lost weight, 
or stopped smoking. 
The fact that people 
are watching these 
behaviors (and may 
be controlling your 
incentives) is part of the 
nudge system. Needless 
to say, monitoring for 
compliance is an imperfect and costly process. 
If we always knew when misconduct had 
occurred, Compliance would be a much less 
challenging field, deterrence would work a 
whole lot better, and we wouldn’t be worrying 
about subtle psychological interventions.

Finally, while many discoveries in the 
psychology of compliance identify and explain 
increased risks of misconduct, not all of 
these nuggets point to an obvious remedial 
intervention. In part, this is because many 
of the environmental elements that amplify 
compliance risks are standard features of 
the business setting, such as competition, 
performance pressure, authoritarian chains of 
command, binary risk/reward situations with 
high stakes, and diffusion of responsibility 
and of harm. For example, Dan Kahneman 
and Amos Tversky won a Nobel Prize for 

explaining the lopsided behavioral impact of 
our irrational aversion to losses: We typically 
hate a loss about twice as much as we love an 
equivalent gain, and we take extraordinary 
risks, including legal and moral risks, to avoid 
what we perceive as losses.4 But while it is easy 
to understand how excessive loss aversion 
can fuel and escalate misconduct, it is hard to 
figure out how to keep people from thinking 
of their long-expected bonus as an “asset” that 

may be “lost” if a sale 
doesn’t go through by 
next Tuesday.

Behavioral ethics, 
compliance, and 
organizational culture
Because of these 
practical limitations 
on the use of laser-
targeted mental shoves, 
I believe that the most 
important compliance-
program benefits 
of behavioral ethics 

research can be found elsewhere. I believe 
that at our current state of the art, it is more 
useful if we shift our analysis (and our efforts 
to apply behavioral science to compliance) 
upwards a couple of levels in the psychological 
hierarchy, away from the cognitive-processing 
level to the levels of social group effects 
and organizational culture. At those levels, 
behavioral science is easier to apply and the 
results are more pervasive.

Experimentally and experientially, we 
know the effects of group commitment and 
conformity to group norms, and we know how 
powerfully the right kind of leadership can 
promote employee engagement and establish 
strong norms of conduct within work groups. 
At the culture level, we have large-population 
studies5 that show a powerful linkage between 
compliance outcomes, ethical-culture markers, 

The familiar nudge 
success stories tend to 
occur in transparent 

contexts where others 
know whether you’ve 
paid your taxes, lost 
weight, or stopped 

smoking.
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Behavioral ethics can 
also play a big role in 

securing corporate 
leaders’ commitment to 
any needed reshaping 

of organizational 
culture.

and leadership behaviors. Specific practices 
that can contribute to these outcomes have 
been identified and their effects measured.6,7 
We can encourage those practices, especially 
with organizational leadership and managers.

And the great strength of group norms 
and cultural “how we do things around 
here” signals is that they’re turned on almost 
all the time. They 
are expressed by 
everyday feedback; 
by pats on the back 
or disapproving 
glances; by inclusion 
or exclusion; and most 
of all, by the day-in, 
day-out conduct 
of group members 
and leaders. These 
are the everyday 
backdrops that frame 
expectations and behavior in the workplace. 
They define what it means to belong in the 
group, and group members reinforce those 
signals when norms are violated. Unlike 
precise cognitive interventions, group norms 
and cultural expectations don’t have to be 
artificially injected into a specific, predictable 
situation in order to affect behavior; they 
are the very context in which behaviors are 
conceived and carried out. They are, in fact, 
cognitive bias manipulations on a grand 
scale. Because we are social animals, they 
influence our behavior without our even 
being aware of it. And they are ubiquitous. 
The healthier the culture, the stronger the 
group norms, the more ever-present they are, 
and the more likely they are to be present 
and influential at the very moment they 
are needed. There is no need to aim them 
at a moving situational target; they’ve got 
it surrounded.

Behavioral ethics can also play a big role 
in securing corporate leaders’ commitment 

to any needed reshaping of organizational 
culture. It can help leaders understand how 
easy it is for good people to fall prey to 
temptation or pressure; how misconduct can 
occur anywhere, at any time; and how the 
person behind it may well be someone who 
has justly earned the organization’s trust right 
up to the moment of betraying it. Business 

leaders need to know 
that compliance is 
not all about rooting 
out a few inherently 
“bad apples,” but is 
more about creating 
an environment where 
good apples are less 
likely to rot and will 
have an opportunity 
to thrive. The growing 
body of solid science 
in this field provides 

the kind of compelling, objective evidence that 
can persuade boards and executives to support 
ethical-culture efforts based on principles 
more ambitious than “hire good people.” That 
support, both in terms of leaders’ commitment 
of their own time and energy and in terms of 
institutional resources, is a prerequisite for 
any meaningful program of culture change.

Now, no set of norms and no culture 
can prevent misbehavior by a determined 
criminal. Someone who plans and executes a 
scheme to enrich themselves or gain power, a 
true rational calculator whose only constraint 
is the likelihood of getting caught, is not going 
to be deterred by culture any more than by 
a cognitive intervention. Likewise, someone 
who originally made a small misstep (such 
as “borrowing” company funds with the 
intention of repaying) and has become trapped 
in a vicious cycle of escalating misconduct is 
not likely to confess just because they’re in a 
good culture. For these people, we will always 
need a bigger toolbox than culture alone.
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Conclusion
But one of the great things about an ethical 
culture is that whether or not it is effective 
against a particular wrongdoer, it still has 
the power to influence the much larger 
group who work with the wrongdoer. We 
know that in an organization with a strong 
ethical culture, people are much more 
likely to report misconduct that comes to 
their attention. And that’s the secret sauce 
of culture: what it doesn’t prevent, it can 
help uncover. We can never prevent all 
misconduct, but with ethical leadership 
and a strong ethical culture, we can build 
a workplace where people feel comfortable 
speaking up when they know something 
is wrong. If we succeed, it not only reduces 
the damage from the particular misconduct 
that is reported; on a broader scale, it creates 
a risky and inhospitable environment for 
bad apples.

So let’s use nudges when the situation 
is right. But we’ll miss a much larger 
opportunity if we fail to take advantage of 
what psychology tells us about building an 
ethical workplace. We know what it takes to 

put a compliance-positive culture in place; 
we know that it’s efficient and works across 
a wide variety of compliance situations; 
and when it doesn’t prevent misconduct, 
it can function as its own backstop by 
encouraging whistleblowing. It’s hard 
work, it takes time, and it requires complete 
commitment from leadership, but the 
rewards are enormous. ✵
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Signaling governance
by Erica Salmon Byrne

BYRNE ON GOVERNANCE

“Governance”—a word originally 
derived from Middle 
English—is broadly defined 

as “the action or manner of governing.” In 
a business context, it generally means the 
framework by which a board balances the 

company’s relationship with all 
of its stakeholders. It will usually 
include rules on distribution of 
rights and responsibilities, processes 
for addressing conflicting interests, 
and procedures for supervision, 
information flows, and other tools 
that ensure a system of checks 
and balances.1

There are obviously a number of ways 
that a board can choose to “signal” its 
governance structure. The one that gets 
less attention than it is due, however, is 
the organizational chart. It is a clear signal 
to anyone reviewing it of who—or which 
roles—truly matter inside the company, and 
the reporting lines are governance channels, 
whether they are intended to be so or not.

Think about this. In cultural survey 
after cultural survey, employees say their 
manager is their most important ethical role 
model. In our 2016 data, employees who 
witnessed misconduct raised it with their 
manager approximately 74% of the time 
(compared to only 2% who took their concern 
to the hotline). That makes sense; they know 
their manager, and they are respecting the 
organizational hierarchy transmitted to them 
via the organizational chart. Misconduct 
occurring inside the organization is a key 
piece of the “information flow;” therefore, by 
setting up reporting lines, you have set up 
information flows.

If you look at this issue through the 
eyes of the regulators, you can see that 
they too see an organizational chart as a 
kind of signal. Why else ask whether a 
compliance officer can be fired without the 
board being notified, as Seth Cohen (then 
of the SEC) and Andrew Weissman of the 
DOJ both noted they always consider in 
public keynote remarks last year. Those 
kind of governance signals—often sent 
via the “who reports to whom” lines in an 
organizational chart—matter tremendously 
when an outside set of eyes is evaluating 
your program.

Now, an organizational chart is not 
going to tell you everything; we’ve all 
worked at companies where there were 
back-channel reporting lines, long-standing 
relationships between colleagues that meant 
information flowed in unexpected ways, 
or “dotted line” reporting structures that 
were anything but fragmented. But they are 
a good place to start. So pull yours out and 
ask: “Am I sending the right signals?” ✵
 
 
 
1.  Read more: http://bit.ly/corp-gov

 
Erica Salmon Byrne (erica.salmonbyrne@ethisphere.com) is the 
Executive Vice President of The Ethisphere Institute.    @esalmonbyrne

Salmon Byrne

Think about this. In cultural 
survey after cultural survey, 

employees say their manager 
is their most important 

ethical role model.
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Become a Certified  
Compliance & Ethics 
Professional (CCEP)®

There’s never been a tougher or better time to be 
a part of the Compliance and Ethics profession. 
Budgets are tight, governments around the world 
are adding new regulations, public trust  
in business is low, and employees are tempted to  
cut corners.

As a Certified Compliance and Ethics Professional 
(CCEP) you’ll be able to demonstrate your ability 
to meet the challenges of these times and have the 
knowledge you need to help move your program 
and your career forward.

Learn more about what it takes to earn the CCEP at 
www.compliancecertification.org/ccep

• Broaden your professional qualifications

• Increase your value to your employer

•  Gain expertise in the fast-evolving 
Compliance field

Hear from 
your peers
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Eileen Sanchez, CCEP 
Compliance Specialist 
University of New Mexico 
Albuquerque, New Mexico, USA

1)  Why did you decide to get certified?

After starting a new compliance office 
and researching best practices in the 
Compliance field for over a year, the next 
logical step was to study for the certification 
test and become a Certified Compliance 
and Ethics Professional. Being part of a 
professional organization that values the 
Compliance and Ethics field and provides 
access to the tools to be effective is 
essential for success.

2)  How do you feel having the CCEP 
certification has or will help you in 
your career?

Preparing for and having the CCEP 
certification enables a compliance and ethics 
professional the opportunity for continuous 
learning. There are a multitude of learning 
opportunities offered to enhance knowledge 
and incorporate new ideas while earning 
credits to maintain certification. Keeping up 
with changes in the Compliance field and 
understanding the importance of compliance 
within our organizations can help develop 
a career as a compliance and ethics 
professional.

3)  Would you recommend that your 
peers get certified?

I would definitely recommend that anyone 
in the Compliance field or wanting to get 
into the Compliance field take the exam 
and become certified. Becoming certified 
acknowledges your commitment to become 
part of an organization of professionals who 
are dedicated to compliance and ethics. 
The opportunity to network with those 
professionals and gain the knowledge they 
have to offer is an invaluable experience.
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Compliance renaissance in 
the federal government?
 » OMB’s recently revised guidance on risk management and internal controls in the Executive Branch requires federal 
agencies to implement ERM programs and policies similar to those found in the private sector.

 » Risks must be analyzed and managed in relation to an agency’s strategic, operational, reporting, and compliance 
objectives in a formal manner that provides reasonable assurance that agency objectives will be achieved.

 » Few agencies will have to start from scratch, but many will need to devise and implement a compliance program, 
because comparatively few agencies currently have such programs in place.

 » OMB gives agencies wide latitude in determining how best to implement ERM, but it’s likely that there will be a 
growth in the number of compliance programs throughout the government.

 » Government should and will look to the private sector for help and guidance in establishing compliance programs.

One of the small ironies of the 
Compliance profession is that, 
although the United States Sentencing 

Commission’s Sentencing Guidelines provide 
a foundation for judging the adequacy 
of corporate compliance programs, the 

Guidelines don’t apply to the federal 
government itself. That’s not to say 
that the government has no internal 
controls, codes of conduct, or oversight 
mechanisms. On the contrary, the 
government, as we would expect 
of any institution founded upon 
a constitutional system of checks 
and balances, has a wide variety of 

such measures. Executive Branch employees, 
for example, are subject to a detailed code 
governing personal and professional conduct 
in the Standards of Ethical Conduct for the 
Executive Branch,1 and there are comprehensive 
financial disclosure reporting requirements 
covering most senior employees in all three 
branches of the federal government. But 

some features common to most corporate 
compliance programs, such as compliance 
risk assessments, are not found in many 
government agencies. That, however, is about 
to change.

That’s because, on July 15, 2016, the Office of 
Management and Budget (OMB) issued revised 
Circular No. A-123, titled “Management’s 
Responsibility for Enterprise Risk Management 
and Internal Control” (A-123).2 A-123 requires 
federal agencies to implement an “Enterprise 
Risk Management (ERM) capability 
coordinated with the strategic planning and 
strategic review process established by [the 
Government Performance and Results Act 
Modernization Act] and the internal control 
processes required by [the Federal Managers’ 
Financial Integrity Act].” The goals of this 
“integrated governance structure” are to 
“improve mission delivery, reduce costs, and 
focus corrective actions towards key risks.”

Technically, A-123’s requirements 
apply to federal “agencies,” which are 

by Patrick W. Kelley, JD, LLM, MBA

Kelley
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typically large departments, such as 
the Department of Justice, not to its 
components. But to implement the 
circular’s requirements, the various 
departments of the Executive Branch will 
certainly expect their many components 
to both cooperate in the department-wide 
implementation of ERM and to implement 
ERM within their respective management 
structures. Thus, for all intents and 
purposes, most components are bound by 
A-123’s dictates.

OMB requirements
A-123 requires agencies to 
integrate risk management 
and internal controls at 
the enterprise level and to 
implement an assessment 
process based on Government 
Accountability Office (GAO) 
standards in order to assess 
and improve operations, 
reporting, and compliance. 
The basic requirements are 
to: (1) establish a governance 
structure to implement, direct, 
and oversee ERM in the 
enterprise; (2) leverage existing 
offices and capabilities; (3) 
develop a “maturity model” 
approach to build capabilities 
over time; and (4) annually 
evaluate the effectiveness 
of internal controls using 
GAO standards.

A-123 further requires 
risks to be analyzed in relation 
to an agency’s strategic, 
operational, reporting, and 
compliance objectives, as 
described below (see Table 1).

Agencies are given wide latitude 
in how to satisfy these mandates, but 

A-123 does promulgate some specific 
requirements. (see Table 2).

Agencies are encouraged (not required) to 
develop an approach to implement Enterprise 
Risk Management (ERM), which may include:

 · a planned risk management governance 
structure,

 · a process for considering risk appetite and 
risk tolerance levels,

 · a methodology for developing a 
risk profile,

 · a general implementation timeline, and
 · a plan for maturing the comprehensiveness 

and quality of the risk profiles over time.

Agencies must complete their initial 
risk profiles in coordination with agency 
Strategic Reviews. Key findings should 

Risk Areas/Objectives Relating to:

Strategic The strategic goals aligned with and support‑
ing the agency’s mission US

Operational

The effective and efficient use of agency 
resources in support of administrative and 
major program operations, including financial 
and fraud objectives

Reporting The reliability of agency reporting

Compliance The agency’s compliance with applicable 
laws and regulations

Table 1: Risk Areas

Deliverable Due Date

Develop Implementation 
Approach As soon as practicable, but prior to June 2017

Develop Initial Risk Profile June 2, 2017

Integration with Management 
Evaluation of Internal Control September 15, 2017

Updated Risk Profile Annually by June 3rd

Table 2: Requirements
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be made available for discussion with 
OMB by June 2, 2017 as part of the agency 
Strategic Review meetings. This initial 
risk profile will inform the development of 
each agency’s new strategic plan and the 
President’s FY 2019 Budget.

For those risks for which formal 
internal controls have been identified as 
part of the initial risk profile in FY 2017, 
all agencies must 
present assurances 
on internal control 
processes in the FY 
2017 Agency Financial 
Report (AFR) or the 
Performance and 
Accountability Report 
(PAR), along with a 
report on identified 
material weaknesses 
and corrective actions. 
Until an agency has 
fully implemented 
an ERM approach to risk management, 
it may continue to provide the existing 
risk assurance statements to its Inspector 
General’s Office and/or private accounting 
firms, as appropriate. No less than annually, 
all agencies must prepare a complete 
risk profile and include required risk 
components and elements required by the 
OMB guidance.

Central to successful implementation of 
ERM is the creation of a risk register (i.e., 
a comprehensive listing of all substantive 
agency risks) and a risk profile to assist 
with identifying, assessing, and managing 
risks across the enterprise in a formal 
manner that provides reasonable assurance 
that agency objectives will be achieved. 
The primary purpose of a risk profile is 
to provide a thoughtful analysis of the 
risks an agency faces toward achieving its 
strategic objectives arising from its activities 

and operations and to identify appropriate 
options for addressing significant risks.

The risk register and risk profile are used 
in the annual strategic review process and as 
a basis to determine the overall risk appetite 
and risk tolerance of the agency. Risk appetite 
is defined as the broad-based amount of risk 
an organization is willing to accept in pursuit 
of its mission/vision. It is established by the 

organization’s most 
senior leadership 
and serves as the 
guidepost to set 
strategy and select 
objectives. Risk 
tolerance means 
the acceptable 
level of variance in 
performance relative 
to the achievement 
of objectives. It is 
generally established 
at the program, 

objective, or component level and aligns risk 
tolerance with risk appetite.

Implementation
Thus, A-123 requires agencies to build an ERM 
governance structure that leverages existing 
risk-management offices and processes using 
a model that will mature over time while 
simultaneously using GAO standards to 
evaluate the effectiveness of internal controls 
on an annual basis. Put simply, agencies have 
to work with what they have and start where 
they are.

Few agencies will have to start at “ground 
zero” since, as noted above, all have some 
elements of an ERM system, even if they don’t 
call it that. On the other hand, many agencies 
do not have systems in place to identify and 
mitigate strategic, operational, reporting, and 
compliance risks. All agencies, for example, 
have ethics programs because they are 

The risk register and 
risk profile are used in the 

annual strategic review 
process and as a basis 

to determine the overall 
risk appetite and risk 

tolerance of the agency.
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mandated by law and regulation, particularly 
the Ethics in Government Act of 1978, but 
relatively few have a compliance program. 
Those that do will, consequently, be well along 
the path to ERM implementation.

The Federal Bureau of Investigation 
(FBI), for example, has a number of divisions 
and offices, including an Office of Integrity 
and Compliance (OIC), which individually 
and collectively 
perform a variety 
of risk-management 
functions that cover 
the four areas of 
objectives/risks 
identified by A-123. 
The FBI Resource 
Planning Office (RPO) 
has a Performance 
and Strategy Section 
that develops the 
enterprise strategy 
for achieving the FBI 
mission and assists 
divisions with developing and coordinating 
their individual strategies to advance the 
overall FBI strategy. RPO also helps ensure the 
FBI’s operational resources are dynamically 
aligned against threats.

Similarly, the FBI Finance Division 
develops the FBI’s annual assurance statement, 
which assesses the adequacy of internal 
controls against GAO standards; prepares 
continuously for annual audits of FBI financial 
systems, statements, and processes; and uses a 
variety of means to ensure the integrity of FBI 
financial reports. The office of the FBI Chief 
Information Officer, through its “life-cycle 
management” program, manages the risks 
inherent in the development and deployment 
of major IT systems. And, OIC manages a 
robust compliance program that regularly 
presents senior FBI management with 
compliance risk analyses and mitigation plans.

Even if an agency has a solid foundation 
for establishment of an ERM governance 
program, it will need to ensure that the 
various discrete elements of that foundation 
are merged into a unified, integrated whole. 
Agencies will find that they need a process 
by which the varied outputs of any existing 
risk-management offices and functions 
can be measured, presented, and reviewed 

in a consistent, 
repeatable, and 
unified manner. 
Agencies that lack 
such offices and 
functions will have 
to create them.

A-123 gives 
agencies wide 
latitude in 
determining how 
best to implement 
its mandates, so 
different agencies 
will adopt different 

methods as the deadlines specified by OMB 
approach. A-123 does not, for example, require 
creation of any new positions, but it strongly 
recommends designation of an agency chief 
risk officer (CRO), both to serve as a focal 
point for implementation of the program and 
to repose responsibility for its day-to-day 
operation in an executive.

Similarly, A-123 recommends, but does not 
require, the creation of an agency risk council. 
The council would be responsible for:

 · providing the overall strategic direction for 
the agency’s risk-management efforts;

 · defining the agency’s organizational 
risk tolerance;

 · reviewing the totality of enterprise 
risks (the risk register) in the four 
areas identified by OMB (i.e., strategic, 
operational, reporting, and compliance);

 · prioritizing them in a risk profile; and

A-123 gives agencies wide 
latitude in determining 
how best to implement 

its mandates, so different 
agencies will adopt 

different methods as the 
deadlines specified by 

OMB approach.
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 · overseeing mitigation or avoidance of, or 
other response to, the greatest risks in a 
coordinated, enterprise-wide manner.

Establishment of a council also encourages 
open and candid conversations about the 
organization’s 
risks and allows 
executive leadership 
to understand the 
overall risk profile and 
how it impacts their 
respective areas of 
responsibility.

Conclusion
Whether or not 
agencies choose 
to appoint CROs and create risk councils, 
it seems reasonably safe to predict that we 
will see a growth in compliance programs 
throughout the Executive Branch. This 
development may be greeted by some in the 
profession with an utterance of “It’s about 
time,” but we should view it from a more 
nuanced perspective. We should expect, of 
course, that agency compliance programs will 
reduce—not totally eliminate, but reduce—
the number of government non-compliant 
practices, programs, and incidents. That alone 
will be worth the effort.

In the author’s view, however, OMB’s 
mandate will, over the long haul, have three 
consequences that aren’t readily apparent 
from a quick read of A-123. First, the number 
of compliance professionals in the federal 
government will significantly increase. 
Compliance has been a growth profession 
in the private sector for a number of years; 
we can expect that trend to continue in 
the government sector now that OMB has 
mandated compliance risk management to 
become part of the fabric of the governance 
of government.

Second, government, in a bit of an ironic 
twist, will look to the corporate sector for 
help and guidance in establishing robust 
compliance programs. The corporate sector 
has, after all, had well-established and 
well-run compliance programs for years. 

And, if the author’s 
personal experience 
is indicative of 
how the Corporate 
Compliance 
profession 
will react to 
such requests 
for assistance, 
government will 
find corporate 
compliance 

professionals extremely generous with their 
time, talent, knowledge, and experience and 
be happy, if somewhat bemused, to help 
their government counterparts institute 
compliance programs in their taxpayer-
funded agencies. Third, government 
compliance practitioners will find what their 
private sector peers have known for years: 
There’s great satisfaction in doing well while 
doing good. ✵

Disclaimer: The views expressed in this article do 
not necessarily represent the views of the FBI or the 
United States.

Special Thanks: The author wishes to thank Timothy 
Growley, Management Program Analyst at the FBI, for his 
assistance in preparing this article.
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An essential element of every 
compliance program is guidance. 
The U.S. Sentencing Guidelines and 

common sense both call for it. Best practices 
generally include a central repository 

for an organization’s policies 
and procedures. This includes 
guidance on how the policy is 
applied, to whom it’s particularly 
applicable, who “owns” the 
policy, its last revision date, and 
to whom employees should go for 
guidance or help in interpreting 
or following the policy.

Some organizations are able to meet 
this need simply by publishing detailed 
information accessible to all. Others give 
a brief summary and list a contact person 
to whom employees go, or whom to call, 
for answers to questions.

Whichever system, combination of 
systems, or something totally different 
you use, you must make certain your 
route to answers to employee requests 
for help is clear and useful. This calls 
for a system far better than most offered 
by companies for customers to receive 
help. Don’t let your employees fall into 
this type of convoluted black hole of 
“customer service”:

Ring, ring, ring…
Company: “Press one to continue.” (If 

I didn’t want to continue, I wouldn’t have 
called, you moron!)

Company: “For identification purposes, 
please insert your PIN.”

Company: “What street did your third 
grade teacher grow up on?”

Company: “What is the name of your 
parole officer’s favorite pet?”

Company: “Which of the following 
banks turned you down for a credit card 
in 1973?”

Company: “Did your prom date let you 
kiss him/her on your first date?”

Company: “What is your great, great 
grandmother’s maiden name?”

Company: “What are the last ten 
transactions that have posted to your 
bank account?”

Get the picture? While these are 
(slightly) exaggerated, you get the idea. I’m 
sure you’ve all had frustrating experiences 
trying to get through to someone for 
help answering your question. Unlike 
most of these telephone black holes, 
hitting “0” over and over again won’t 
help. Have a comprehensive and easy-to-
navigate method for your employees to 
seek guidance. ✵
 
 
 
 
Art Weiss (art_weiss@tamko.com) is Chief Compliance and Ethics Officer 
at TAMKO Building Products in Joplin, MO.

by Art Weiss, JD, CCEP‑F, CCEP‑I

HELP…Is anyone listening?

Weiss

THE ART OF COMPLIANCE 

Whichever system, 
combination of systems, or 
something totally different 

you use, you must make 
certain your route to answers 
to employee requests for help 

is clear and useful.
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The Compliance community needs 
to understand that a Trump 
Administration is not the end 

of compliance. The reason is that good 
compliance is good business, and any process 

that helps businesses to be more 
efficient and do business more 
profitably is not going to diminish 
in size or importance. Companies 
understand that compliance and 
business ethics have a role in not 
only driving business strategies and 
initiatives, but that more compliant 

companies are better run companies and, at 
the end of the day, more profitable because 
they have better controls.

The Compliance profession is where the 
magic happens in a corporation. Whether it 
is the specific tasks of making sales, vetting 
relationships, or the spade work of creating 
policies and procedures, it is compliance that 
drives the discussion of how we should do 
business. The corporate Compliance profession 
fulfills the business obligation in doing things 
the right way for, at the end, it will be the 
Compliance profession that implements the 
requirements of compliance, whether those 
requirements are anti-corruption laws such 

as the Foreign Corrupt Practices Act (FCPA), 
the UK Bribery Act, Anti-Money Laundering 
(AML), export controls, anti-trust regulations, 
or any other regulation that you can name. 
Equally importantly, the Compliance 
profession is teaching corporations how to 
evaluate risks, and the Compliance profession 
leads that discussion. It is the Compliance 
profession that is the most innovative in 
not only protecting corporations, but in 
actually helping corporations do business, 
do business more efficiently, and do business 
more profitably.

Doing compliance increases return on equity
The most bottom-line of all business reasons 
for the continuation of compliance is that 
doing compliance is good for business 
profitability. This was aptly proven by Paul 

How doing Compliance 
makes companies great

 » Doing compliance makes businesses run more efficiently.

 » Doing compliance brings better return on investment.

 » Doing compliance makes businesses more profitable.

 » Doing compliance improves business processes.

 » Doing compliance is doing business.

by Thomas R. Fox

The most bottom-line of 
all business reasons for the 

continuation of compliance is 
that doing compliance is good 

for business profitability.

Fox
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M. Healy and George Serafeim in a paper 
entitled, “An Analysis of Firms’ Self-Reported 
Anticorruption Efforts.”1 The authors looked 
at the issue of not simply profitability of 
companies that had more robust anti-
corruption compliance programs, but also 
the direct effect on their return on equity 
(ROE) in countries that were perceived to 
have a high incidence of corruption.

Having been raised in an academic 
household, when 
quantitative types say, 
“The magnitudes of the 
estimated coefficients 
are economically 
interesting,” it is a huge 
deal. These findings 
are equally large and 
important for the 
Compliance profession 
for three reasons. First, 
the authors demonstrate 
that companies 
with more robust 
compliance programs 
are from countries 
that have more robust enforcement and 
monitoring by government authorities 
and regulators. Second, the more robust 
your compliance program is, the lower 
your sales growth may be, but your 
overall return in a high-risk country will 
be higher going forward. Finally, even if 
a company sustains high sales growth in 
a high-risk country, if it does not have a 
robust compliance program, the sales will 
drop off dramatically and may well lead to 
negative ROE.

Doing Compliance improves 
business processes
The evolution of compliance programs 
arises from both the business and 
legal enforcement perspective. Just as 

compliance programs sprang up, grew, and 
began to evolve and mature in the middle 
of the last decade, the sophistication of the 
regulators has also increased. We most 
clearly see this in the appointment of the 
Department of Justice (DOJ) Compliance 
Counsel Hui Chen.

With her initial public remarks, in 
November 2015 at the New York University 
Program on Corporate Compliance and 

Enforcement, 
Chen provided 
insight into how 
she would consider 
the effectiveness 
of a compliance 
program. Her key 
point was that your 
company should 
operationalize 
its compliance 
program by tying 
it to functional 
disciplines within 
your company. 
This means 

that Human Resources (HR), Payment, 
Audit, Vendor Management, and similar 
corporate disciplines should be involved in 
the operation of your compliance program 
in their respective areas of influence. 
Then, in April 2016, under the remediation 
prong with the initiation of the DOJ Pilot 
Program around FCPA enforcement, 
the DOJ once again emphasized the 
operationalization of a company’s 
compliance program as a key metric in 
determining benefits under the program. 
You must actually be doing compliance 
going forward.

This evolution in the DOJ’s thinking 
and its sophistication of compliance 
program analysis is in clear response to 
how the market initially responded to 

Having been 
raised in an academic 

household, when 
quantitative types say, 

“The magnitudes of the 
estimated coefficients 

are economically 
interesting,” it is a 

huge deal.

http://aaapubs.org/doi/abs/10.2308/accr-51191
http://aaapubs.org/doi/abs/10.2308/accr-51191
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the requirement to have a compliance 
program back in the 2004 timeframe. 
Each deferred prosecution agreement 
(DPA) in Schedule C, under the details 
of a best practices compliance program, 
has required the company to take “into 
account relevant developments in the 
field and evolving international and 
industry standards” in upgrading their 
compliance program. This requirement 
has led companies 
to keep abreast of 
best practices and 
continually evolve 
their compliance 
program forward. 
The DOJ in turn 
has upped its 
game and now 
requires companies 
to operationalize 
compliance.

Doing compliance 
means doing business
There are multiple 
types of risks in a 
business: operational, 
regulatory, and reputational, just to 
name a few. The effort to measure and 
then manage each of these risks can 
be led by the Compliance function. 
The more efficiently these risks are 
measured (i.e., assessed), the more 
easily and efficiently these risks can 
be managed. This means that the 
business is not faced with a binary 1/0 
or Go/No Go decision on risk, but if 
Compliance moved into measuring 
and managing risk through the 
operationalization of compliance into 
the business unit, the process would 
help you to do business more efficiently 
and with greater profitability.

Compliance is a platform to make 
your company not only a better run 
organization, but can also demonstrate 
the thoughtfulness and effectiveness of 
your compliance program if a regulator 
ever comes knocking. This is because if 
you operationalize compliance into the 
fabric of your organization, compliance 
internal controls will touch every aspect 
of the employment experience in a way 

that is not 
obtrusive and 
will not slow 
down what 
you are trying 
to achieve.

In the 
discipline of HR, 
at every point 
in the talent 
management 
cycle, HR 
can insert 
compliance. 
Those points 
include the 
pre-employment 
interview 

and screening; the interview process 
with progressively higher senior 
management; the initial on-boarding 
process; the quarterly, semi-annual, or 
annual performance review; annual 
bonus review, assessment, and award; 
promotions; and even the employee exit 
interview. The platform of Compliance 
can record each of these touch points, 
and you now have an internal compliance 
control burned into HR internal controls. 
Further, if there is any attempt to 
circumvent or over-ride one of these HR 
internal controls that involves hiring the 
son or daughter of a foreign governmental 
official, a red flag can be raised and 

Compliance is a 
platform to make your 

company not only a 
better run organization, 
but can also demonstrate 
the thoughtfulness and 

effectiveness of your 
compliance program 

if a regulator ever 
comes knocking.
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sent to the Compliance function for 
further review.

Compliance is a marketing platform. 
Some attention has been paid to the use 
of Compliance as a recruiting and hiring 
tool for millennials. One of the facts of 
their generation is they want to work at 
companies that are seen to be doing business 
ethically, all the while making money. 
Moreover, as the 
Ethisphere Institute 
demonstrates 
annually with its 
World’s Most Ethical 
Company awards, 
businesses that win 
those awards, on 
average, exceed the 
New York Stock 
Exchange (NYSE) 
blue chip average for 
profitability. 

Compliance 
embraces public 
advocacy. The 
Volkswagen (VW) 
emissions-testing 
scandal is one of 
the largest corporate scandals of the past 
few years. One thing that makes the VW 
scandal so unique is that it is one of the 
few scandals where a company’s actions 
were so transgressive, it damaged the 
reputations of its competitors. As a response 
to the VW scandal, Ulrich Grillo, President 
of the German manufacturing industry 
association BDI, recognized that compliance 
is the answer. He urged companies to check 
their management processes, including 
compliance and control systems. He 
suggested one of the key questions to ask 
should be: “Are we doing everything right?” 
When you have the president of a national 
industrial association saying compliance 

is the answer, you need to sit up and 
take notice.

Conclusion
As we move from the legal-based model 
of compliance to the more mature 
understanding that compliance may best be 
thought of as a business process, we begin to 
see how compliance can fit seamlessly into 

a business. This 
integration will 
allow a business 
to move more 
nimbly and with 
greater acumen. 
Compliance 
has been driven 
largely by legal 
requirements. The 
enactment of the 
FCPA in 1977, the 
implementation of 
the 1992 Federal 
Sentencing 
Guidelines, 
the passage of 
Sarbanes-Oxley 
(SOX) in 2002, 

and Dodd-Frank in 2010 have all led to 
development and innovation in compliance. 
Now the DOJ is upping the bar again by 
talking about the operationalization of 
compliance, and this shift will continue to 
advance the corporate Compliance function. 
When the regulators come to recognize and 
indeed advocate the business application of a 
legal solution, that solution will not go away, 
but will continue to grow. ✵
 

 
1.  Paul M. Healy and George Serafeim: “An Analysis of Firms’ Self-

Reported Anticorruption Efforts” The Accounting Review, March 2016, 
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In July 2016, the health technology company 
Theranos made news when it hired a 
chief compliance officer and created a 

Compliance and Quality committee after 
being sanctioned by federal regulators.1

It is a familiar outcome for companies 
on the wrong side of a government 

investigation, and a situation that 
many of our compliance colleagues 
find themselves addressing as the 
professionals brought in to get the 
house in order. As the Director of 
Policy and Compliance at a Berkeley, 
California-based startup company, 
I’d like to share my perspective about 
developing a compliance program at 

a technology startup and offer some tips to 
others who may join startups in the future.

Everlaw is a legal technology startup 
dedicated to developing cutting-edge 
technologies that improve the practice of law, 
including a litigation platform that combines 
intuitive design and advanced computer 
science to help lawyers win their cases. In 
January 2016, Everlaw landed $8.1 million in 
Series A funding led by Andreessen Horowitz. 
I joined as employee number 25 in May 2016, 

and now we are up to a staff of 34. In this 
article, I will share my experience in creating 
and implementing a compliance program at a 
small but growing tech company.

Getting into the tech industry
When I joined Everlaw, I didn’t come from 
another startup or larger tech company. I 
built my career in the oil and gas industry, 
serving in regulatory, compliance, and project 
management roles at Direct Energy and BP. 
Although software development and the 
SaaS business model were new to me, I had 
lots of experience working as a functional 
partner in a fast-moving business faced with 
the challenges that many compliance leaders 
and teams grapple with—tone from the top 
and compliance culture (or a lack thereof), 

Compliance at a tech startup
 » If you are considering joining an early‑stage startup in a compliance role, make sure you know why they are hiring for this 
role and whether you have the support of the CEO and team.

 » Do not assume that the staff understands your compliance role and why you are there—be approachable, explain what 
you are doing, and learn about their roles.

 » The importance of spending time with the team in order to establish camaraderie, trust, and credibility can’t be overstated.

 » Don’t be afraid to reflect the company culture and tone in the materials you create as part of the compliance program; 
observe what is effective in other business contexts.

 » Be prepared to do a bit of everything!

by Lisa Hawke, JD, CCEP, PMP

Hawke

I built my career in the oil 
and gas industry, serving in 
regulatory, compliance, and 
project management roles at 

Direct Energy and BP.
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internal and government investigations, 
and developing strong relationships with 
commercial teams while maintaining the 
necessary independence of a compliance 
professional.

So, if you are interested in getting into 
the tech industry in a compliance role, it 
is likely that your “old guard” industry 
experience will be applicable if you are game 
for learning a new business model. If you are 
considering joining an early-stage startup, 
my first tip is to make sure that you know 
why they are hiring for the role and establish 
whether you will have access to external 
resources (e.g., outside counsel, independent 
auditors) when required. Is the position open 
to fix something that is already broken, or is 
it a proactive move in support of growing the 
business the right way?

In my case, it was the latter. Although 
some corners of the tech industry have a 
temerarious reputation, it is not the case 
with all startups. Everlaw had already 
successfully become certified by an 
independent auditor as SOC 2 Type I 
compliant in Security and Availability 
(an evaluation concerning policies and 
procedures in operation at a specific moment 
in time).2 By hiring a compliance director, 
the company would be able take the next 
step in the SOC 2 framework of testing 
the operational effectiveness of its security 
policy infrastructure, as well as broadening 
the compliance program in support of its 
business goals.

What about the tone from the top? I knew 
that whether or not I could be successful 
in starting a compliance program from the 
ground up would be dependent on the CEO 
and his view on compliance. Everlaw’s CEO 
(and my boss), AJ Shankar, made it quite clear 
that the new role was squarely tied to the 
company’s established values. In an Everlaw 
policy, Shankar states:

We do not “move fast and break things.” 
We don’t release a feature before it’s 
ready. We don’t overpromise to make 
a sale. This is a normative position. 
It’s a stance that puts us in contrast 
to most startups—most successful 
startups, even. But we’re in a space 
where the challenges and the customers 
demand long-term attention. Long-term 
planning makes good business sense, 
reduces the variance in our outcomes, 
and gives us the deep satisfaction of 
building something of lasting value.

I also met with four additional team 
members prior to starting and was able to 
sense-check their interpretation of Everlaw’s 
values. I encourage anyone considering 
joining a tech startup to talk to as many 
potential team members as possible to better 
understand their commitment to company 
values, how they observe the values operating 
on a daily basis, and their openness to 
improving policies and procedures.

OK, I’m here for the right reason. 
Where do I start?
Once you’ve determined that a compliance 
role in a startup in tech aligns with your 
interests and expectations, there are a 
few things you can do to set yourself up 
for success.

Get to know the team
This is really important. At an early-stage 
technology startup, there are a few things to 
remember. First, most of the staff are probably 
going to be engineers. Other functions likely 
to be up and running are operations and sales 
teams. As a department of one, you will be 
heavily reliant on your wider team to learn the 
product, industry, and company culture.

Many of your colleagues may not know 
what goes into a compliance program, 
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because they haven’t been exposed to a 
compliance team before. This is the biggest 
difference from a large company where your 
colleagues see you coming and have notions 
about what the Compliance department 
will ask of them (for better or worse). The 
importance of spending time with the team 
in order to establish camaraderie, trust, and 
credibility can’t be overstated. It will be 
tempting to want to hit 
the ground running 
and start delving 
into how you’ll build 
the program, but my 
advice is to first focus 
on relationships with 
the team.

Take every 
opportunity you can to 
ask questions and learn 
from everyone, ask for 
their input regarding 
your plans and ideas, 
and eat lunch with 
them as often as possible! This will help you 
communicate the value of setting up the 
compliance program to the broader team, 
as well as provide you the opportunity to 
gain support. At Everlaw, I learned quickly 
that just mentioning what I was working on 
over lunch garnered interest in compliance 
and risk management in general (especially 
from those very early in their careers) and 
also led to team members volunteering to 
assist me with audit preparation and other 
documentation tasks.

Take advantage of the ability to design 
from the beginning
If you’ve ever thought that you would have 
done things differently when setting up a 
compliance program—well, at a startup, 
this is your chance. Although it may seem 
daunting at first, it is a really exciting 

opportunity for a compliance professional 
to create a new program from scratch. If you 
have many years of experience, you will be 
able draw on and use it. If you are newer to 
the field or entering a new industry, it is a 
great opportunity to do research on what 
has and hasn’t worked for other companies 
and use your network for ideas. I was 
already a SCCE member, but I recently 

joined Tech Ladies 
and Women in 
Security and Privacy 
(WISP) to expand 
my network in the 
tech, security, and 
privacy fields.3

Once you’ve 
spent some time 
with your colleagues 
learning about what 
they do, the product, 
and how the 
business operates, 
you’ll be ready to 

start brainstorming. In my case, Everlaw 
had some short-term priorities, including a 
SOC 2 Type II certification audit, as well as 
pre-existing policies and procedures that I 
could use as a starting point. One thing that 
really helped me get started in the program 
design process was a 30/60/90-day plan that 
AJ asked me to put together prior to starting 
at Everlaw. Of course, it changed drastically 
as I got going and learned the business and 
regulatory environment for SaaS providers, 
but it functioned as an overarching 
framework that I could return to and helped 
me focus and prioritize all of my ideas.

Know your risks and make a plan
Many resources can provide guidance 
on how to set up a compliance program, 
including Compliance 101 by Debbie Troklus 
and Sheryl Vacca. I drew upon my past 

Take every opportunity 
you can to ask questions 
and learn from everyone, 

ask for their input 
regarding your plans 

and ideas, and eat lunch 
with them as often 

as possible!
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experience as well as referencing Compliance 
101 and other SCCE resources, but quickly 
determined that a risk assessment needed 
to be my first step. In previous roles, I had 
experience contributing to risk registers, 
rankings, and responses, but never led 
the assessment.

At a startup, you learn by doing! 
When it comes to assessing risks, what is 
important is that you have the right people 
in the room to discuss 
potential and actual 
vulnerabilities and 
risk response actions. 
At Everlaw, I include 
the heads of each 
department in the 
assessment meetings 
(e.g., Engineering, 
Sales, Operations), 
but also make sure 
the whole team has 
the opportunity to 
raise and document 
potential risks. I 
tailored the risk 
register to our 
business, and each quarter we reassess 
the risks we’ve recorded as well as the 
assessment method so that it can grow and 
change with the business.

The initial risk assessment helped 
me to clarify Everlaw’s critical needs 
and the “nice to haves.” It led to several 
policy and procedure updates, as well 
as creation of new policies, procedures, 
and training documents. We recently had 
our first face-to-face team compliance 
training, which highlighted all the new 
and updated information. I also sit down 
one-on-one with each new hire for a policy 
and compliance onboarding session. 
There is still a lot to do, but now we have 
a compliance roadmap.

Be prepared to wear all the hats
If you are a regular reader of this magazine, 
you’ve heard before that compliance requires 
a working knowledge of about seven or eight 
professions (e.g., audit, education, risk, legal, 
investigations, ethics, policy development). 
At a startup, expect to do all of that and 
more, and come ready take initiative and 
be a leader. It will be up to you to chart 
a course, educate the team, and gain the 

support you need 
to implement 
your plan. My 
role at Everlaw 
includes privacy 
and information 
security, as well 
the “traditional” 
side of corporate 
compliance. This is 
a great opportunity 
to grow your own 
subject matter 
expertise, but 
remember to speak 
up when you need 
help and make 

it clear when you need assistance from 
external resources such as outside counsel.

In addition to spending time with the 
team in order to learn before you do, don’t 
be afraid to reflect the company culture 
and tone when you are designing and 
implementing the compliance program. 
Everlaw’s values of Attention to Detail, Belief 
in Process and Commitment to Growth, 
Deep Not Broad, Respect for Users, and 
Egoless Communication and Mutual Respect 
align with my goals and objectives for the 
compliance program, and it was easy to 
weave them into educational materials. 
Instead of the types and methods of training 
I had experience with at my previous 
company, I used my observations on how 

At Everlaw, I include the 
heads of each department 

in the assessment meetings 
(e.g., Engineering, Sales, 

Operations), but also 
make sure the whole 

team has the opportunity 
to raise and document 

potential risks.
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the Everlaw team takes in and learns new 
information to develop the material, which 
consists of a mix of conversational, written 
narratives with examples, and also face-
to-face meetings with a gaming element. 
Would I have taken this specific approach 
at a bigger company? Probably not, but it is 
effective here, and that is what matters!

Conclusion
In my first eight months at Everlaw, I 
developed the risk assessment and register, 
updated our information security policies 
and procedures, created a Security Wiki 
website, created new business policies 
and investigation guidelines, developed 
and rolled out training, presented to our 
board of directors, completed a third-
party independent audit, created an online 
system for tracking compliance and audit 
documentation, and learned how to play 

One Night Ultimate Werewolf.4 I now have a 
plan and roadmap, and although I have a 
lot more to do at Everlaw as we continue to 
grow, we believe that building in a robust 
compliance program early can be a strategic 
advantage for a startup.5 By having a scalable 
program in place now, we will be able to 
adapt as we grow, respond to the security and 
compliance needs of our clients, and respond 
to the changing regulatory environment for 
cloud-based SaaS companies. ✵
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LEARN THE ART AND SCIENCE OF 
INVESTIGATIVE INTERVIEWING

By Meric Craig Bloch, Esq, CCEP, PCI, CFE

A Q & A Guide
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Author Meric Bloch has been training 

workplace investigators for years—as a 

faculty member at SCCE’s Basic Compliance 

and Ethics Academies, as a trainer at 

countless other conferences, and as coach 

to  his own staff.

In this book, Meric has gathered the most 

useful questions posed to him and provided 

his expert answers. He covers seven key areas 

of investigative interviewing:

1.  PRELIMINARY CONSIDERATIONS

2.  FINE-TUNING YOUR APPROACH

3. THE INTERVIEW PROCESS

4.  INTERVIEWING THE REPORTER

5.  INTERVIEWING THE SUBJECT

6.  ASSESSING CREDIBILITY AND 
DETECTING DECEPTION

7. WRITING THE INTERVIEW MEMO

It offers effective strategies and tactics that 

can help you become a better workplace 

investigator.
NOW AVAILABLE 

FROM SCCE

Visit corporatecompliance.org/Interviewing

or call +1 952 933 4977 or 888 277 4977
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This is the second installment of a three-part series. The 
first part appeared in our January 2017 issue. Part I of this 
article addressed the functions corporate values serve, 
benefits they provide and the challenges in working with 
corporate values.

As mentioned in Part 1 of 
this article, companies 
are challenged with 

communicating their values to their 
workforces. A recent survey by Eagle 
Hill Consulting found that 47% of 
American workers do not know 
or are unsure of their employers’ 
core values.1 Clearly, unnoticed or 
misunderstood values have no real 

chance of making the impact that leadership 
would want. To borrow from marketing 
theory, leaders should promote values with 
their employees along a continuum—through 
awareness, knowledge, understanding, 
appreciation, and finally, application. 
Expecting employees to immediately 
apply values that they do not understand 

or appreciate is both unproductive and 
disingenuous.

Early exposure to organizational values
My first experience with corporate values 
came early in my career. Three years 
before I joined Goldman Sachs in the mid-
1980s, Institutional Investor profiled the 
firm’s culture and its impact on the firm’s 
success.2 According to the article, central to 
the firm’s strong culture were Goldman’s 
fourteen Business Principles, written by 
one of its longtime senior partners, John 
Whitehead. My own experience mirrored this 
assertion. The firm provided the Business 
Principles to all prospective and new hires. 
Leadership frequently communicated about 
them in management pronouncements. I 
often observed management, in company 
memos or policy documents, describe how a 
Principle reinforced the firm’s commitment 
to certain business practices. (Goldman was 
well known for eschewing services related 

Managing values: A vital 
element of culture, ethics, 
and success, Part 2

 » Early experiences with an employer that promote and support corporate values can have a profound influence on 
an employee.

 » Corporate values come in many types, each with a unique role in a company.

 » Common values types are reflective, aspirational, historical, and connectedness.

 » One values type an organization should avoid are “window dressing” values that serve no useful purpose.

 » Corporate values also have a profound role in reinforcing ethics and compliance management.

by Jason L. Lunday

Lunday
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to hostile takeovers at this time.) I found 
that the Principles served as touchstones 
for conducting business and were handled 
with reverence. The Business Principles 
were a source of pride for my colleagues and 
certainly for myself. Because I worked in the 
Compliance function, the fourteenth principle 
resonated the most to me: 

Integrity and honesty are at the heart 
of our business: We expect our people 
to maintain high ethical standards in 
everything they do, both in their work 
for the firm and in their personal lives.3

I found it not insignificant that this 
was the final listed Principle—as if to say, 
if we don’t get integrity right, nothing else 
matters. Several times I watched leadership 
take action against staff who appeared to 
violate this tenet.

Much has changed at Goldman Sachs 
since I left in 1991, and I cannot speak to 
the changes over the intervening years: 
a public offering, Wall Street’s scandals, 
and significant shifts toward proprietary 
trading. But I imagine that with each 
new challenge it faces, Goldman’s people 
ultimately still measure their success against 
how they do or do not demonstrate the 
Business Principles.

Types of values
Values come in different forms. I have 
identified five basic types of values. 

Reflective values
Reflective values are echoed in a 
company’s activities through its employees’ 
commensurate behaviors. (These are similar 
to what Freeman and Auster term as historical 
values.4) Reflective values typically are easier 
to manage than others, because employees 
have traditionally acted according to them, 
so less effort is needed to ensure operational 
congruence with them. Consider DuPont’s 
value of safety: Early catastrophic problems in 
manufacturing gunpowder led the company 
to commit to an almost religious fanaticism 
on safety. Today, the company’s preeminent 
mantra is safety above all else—a commitment 
endemic in the company’s culture and, as I 
learned in talking with company employees, 
one that is always top of mind. Sit down for a 
meeting in a company facility and typically 
the first agenda item is the location of fire 
exits—for your safety.

Aspirational values
Aspirational values are those that leadership 
finds as critical to the company’s continued 
success, but they are not necessarily well 
ingrained into the company culture. An 
aspirational value may be relatively new 
to the company’s culture, but it will be one 
that the organization has shown by recent 
example to hold in high regard. When I 
worked at healthcare group purchasing 
company Premier, Inc., our CEO Rick Norling 
clarified that the company’s fourth value 
of “innovation,” while important to the 
company’s success, was not fully ingrained in 
our culture—in effect, innovation was a value 
that we aspired to imbue. For many years, 
Levi Strauss & Co. promoted its “Statement of 
Aspirations” (a listing of several core tenets at 
the company). Although one tenet, diversity, 
had been a hallmark of Levi Strauss for 
many years, this aspirations statement also 
demonstrated the company’s recognition that 

Values are like fingerprints. Nobody’s 
are the same, but you leave them all 
over everything you do.

– Elvis Presley
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diversity still was a principle that the company 
continually aspired to achieve. 

Introspective values
Freeman and Auster identify two additional 
value types, introspective and connectedness 
values. Introspective values are those that, 
after leadership’s thoughtful reflection, are 
determined as important to the company’s 
success. Identifying introspective values 
involves taking a step back from daily 
business and giving careful thought to what 
works for or detracts from the company 
meeting its long-term objectives.5 In doing 
so, leadership may find that certain beliefs it 
has held dear for many years actually do not 
promote the company’s interests; or vice versa, 
it should adopt new beliefs that will foster the 
company’s success.

Connectedness values
Connectedness values involve beliefs 
that recognize and promote a company’s 
connections with others—often, but not 
always, its recognized stakeholders—that 
help to build the company’s success. Freeman 
and Auster clarify that this involves a 
sharing among parties, with each interested 
in encouraging the others’ development and 
success. This important concept reinforces 
an idea I have heard Prof. Freeman promote 
for many years—that fundamentally, 
business success is about cooperation more 
than competition.

Window dressing values
A final type of corporate values can be labeled 
as window dressing, or those articulated values 
that have no semblance to anything that 
employees’ actions truly reflect or want to 
aspire to, but rather are intended to create a 
“public relations face” for the company. The 
danger with window dressing values is that 
they likely will engender employee skepticism 

about leadership’s management style and 
cynicism about leadership’s integrity. And 
as other stakeholders watch the company 
act in contrast to these values, distrust and a 
diminished reputation are likely to follow. My 
former colleague Frank Navran tells the story 
of, when visiting a prospective client, he was 
impressed by banners in the office lobby that 
trumpeted the company’s values. When he 
mentioned this to his host, she remarked that 
the banners really were “just for show,” since 
employees used the back entrance near the 
parking lot; the lobby was for visitors.6

Values’ role in ethics and compliance
A central function for corporate values is 
reinforcing and strengthening a company’s 
ethics and compliance efforts. Values do this 

Aspects of Strong Corporate Values

 · The values are deeply and widely 
shared by employees. Employees 
throughout the organization 
would list the values as highly 
regarded by company staff.

 · The values are regularly and 
meaningfully demonstrated in 
employees’ actions and company 
operations.

 ·  The values support the 
company’s mission and other 
core objectives.

 · Practice of the values is 
reinforced and even pronounced 
during the company’s difficult 
times or decisions.
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in many ways. First, most values statements 
include at least one ethics-related value. 
The Booz Allen Hamilton/Aspen study7 
found that 89% of responding executives 
noted that their corporate values statement 
included a value akin to ethics, integrity, 
honesty, or openness. Interestingly, among 
financial leader companies, 98% include an 
ethics-related value. A Notre Dame Deloitte 
Center for Ethical Leadership survey8 of 
the university’s business school alumni 
working in 150 multinational companies 
found that “integrity” was included in 111 of 
the companies’ values statements, the most 
often-included value by a large margin. Ethics-
related values are the most prevalent of any 
category of value.

Second, values, ethics, and compliance 
standards work interdependently. Ethical 
standards ultimately are based on principles 
of good conduct, a commonality with at least 
some of the company’s values. This idea of 
overarching principles as guiding employee 
conduct is paramount. Even such values as 
innovation, excellent customer service, and 
financial strength come from and serve larger 
principles concerning responsible business 
practices. As with ethics and compliance, 
this heightened focus on principles-based 
management promotes a more holistic, 
accountable, and long-term perspective 
of business.

Third, values reinforce the aspirational 
nature of ethics and compliance—that it is not 
just about following the law; it also can be about 
higher-level conduct. Consider codes of conduct 
for The World Bank (“Living Our Values”)9 
and the Millennium Core Values handbook 
(now part of Takeda Pharmaceuticals).10 Both 
publications structure the organizations’ 
standards around their values. The standards 
then describe how adherence to them 
demonstrates commitment to the values. I have 
found many other codes of conduct designed 

to support their companies’ values. When an 
ethics & compliance program leverages the 
company’s strong values initiative, it sets a tone 
that ethics and compliance are about principled, 
aspirational conduct, not just about following 
rules or legal minimums. It encourages 
employees to consider the overriding value, not 
just the policy. In doing so, the values help to 
keep employees away from the legal minimum, 
because the goal is not simply compliance, but 
higher-order conduct.

Finally, strong values can help a company 
to avoid overly detailed policies to manage 
employee conduct, because employees are 
guided by a value’s overriding principle and 
its rationale and less by the precise letter 
of the policy. The corporate values serve as 
“touchstones” that employees use to check 
potential actions with. Even where a company 
may adopt more detailed policies, likely less 
time is spent on quibbling over whether an 
employee breached the letter of the policy if it 
is clear that he/she did not live up to a value.  
And when an employee cannot easily access 
the code of conduct or other policies, an easily-
remembered value provides guidance. ✵

Part 3 of this article will appear in our April issue.
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by Leona Lewis

Building a company culture in which 
business executives and operational 
teams take ownership in compliance 

can begin with how these same individuals 
experience working with the compliance team 

on a routine basis. In this article, 
I do not discuss the interaction 
with Compliance that business 
people have during a (hopefully) 
rare compliance emergency or 
government investigation. Rather, 
this article clarifies how regular 
compliance reporting can be 
leveraged to build a company culture 

of business leaders who take ownership in the 
compliance program.

Actions and decisions
Company culture is based on actions, not on 
intentions. Many are familiar with a corporate 
workshop exercise where participants show 
support for a set of company values, or a 
project charter, or a list of principles by 
signing their name to a poster emblazoned 
with the “core values” or “top ten principles” 
of the group. Most recognize that this 

exercise does not create company culture. 
Similarly, if executives state an intention to 
support compliance, that does not mean any 
culture of engagement with the compliance 
program exists. Executives need to take 
action, regularly, to create an engaged 
compliance culture.

How executives take action is by 
exercising their decision-making role in 
the company. Once an executive decides 
the specifics of the company compliance 

 » Reporting can be designed towards building trust with executives.

 » Executives need to trust the Compliance department to be engaged.

 » Executives take ownership over things they make decisions about.

 » Design reporting to make executives feel smart and supported.

 » Design reporting to show that the compliance team is a resource.

Design reporting for executive 
compliance ownership

Once an executive decides 
the specifics of the company 

compliance program will 
apply to the operations and 
they take responsibility for 

those specifics, the executive 
has a stake in the success 

of those decisions.

Lewis
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program will apply to the operations and 
they take responsibility for those specifics, 
the executive has a stake in the success 
of those decisions. 
Executive ownership 
is built, decision-by-
decision, over time. 
No single whiteboard 
session or abstractly 
stated “support” is a 
substitute.

To some degree, 
compliance reporting 
escalates decisions 
that need to be made 
by executives. As information about 
compliance is escalated to executives, 
they settle on choices that are basic for the 
compliance program to work. By making 
decisions, executives take ownership. 
Sounds simple. However, decision-
makers need to trust the information and 
proposals they get from the compliance 
team and operations. Executives may 
attend a presentation, but trusting the 
people and information is a different 
matter. Ultimately, decision-making cannot 
be forced. Building understanding and 
trust between the compliance team and 
executives requires clear communication 
and time.

Reporting needs to be deliberately 
designed by the compliance team toward 
engagement with decision-makers. Reporting 
is the most routine way that company leaders 
experience the Compliance function and their 
role in it. Beyond valuable education about 
compliance risks the company faces, trust can 
also be built by: 

 · designing reporting to build trust that the 
compliance team is helpful; 

 · designing the reporting process to 
build trust, allowing executives to make 
decisions; and 

 · designing reporting to give executives 
confidence in the compliance team as 
a resource.

Building trust that 
the compliance 
team is helpful
The first step 
in designing 
compliance 
reporting for 
engagement is to 
understand how 
executives feel about 
compliance and 

how the compliance program can be 
helpful. Below are a sample of some of the 
statements that business executives may 
say, and how the statements translate to 
how executives feel about the compliance. 

 · “Compliance takes too much time 
from my job running the business.” 
(Translation: “Compliance is not my 
job. The compliance team does not 
understand how valuable my time is.”)

 · “I don’t like surprises!” (Translation:  
“I don’t like being asked questions I 
cannot answer. I don’t like looking 
stupid.”)

 · “Why can’t I just have a list of all the 
rules?” (Translation: “The compliance 
team is not helpful to me.”)

 · “There are too many laws 
to comply with them all.” 
(Translation: “Compliance is mysterious 
and scary.”)

Elements of the reporting experience 
can be designed to be helpful to the 
executives. Position regular meetings with 
executives, not simply to inform them, but 
to help them with something in their jobs 
that they could be concerned about, such as 
looking good to superiors.

Reporting is the 
most routine way 

that company leaders 
experience the 

Compliance function 
and their role in it.
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No one likes looking stupid. Compliance 
reporting should make people feel like they 
have answers to questions they may get about 
risks in their operations. One of the easiest 
meetings that many compliance professionals 
can get with operational executives is 
before the information goes to higher levels 
in the organization. 
The best and most 
useful time to report 
to executives is before 
information about 
compliance issues that 
impact their operations 
is reported to their 
higher-ups (i.e., C-suite 
executives or the board 
of directors). In many 
companies, compliance 
reports are part of quarterly reports. The 
specifics about the risks, controls, and projects 
that are relevant to each executive should 
be discussed with them before reporting is 
finalized to go to the board.

Building trust, allowing executives to 
make decisions
Executives need to trust that the decisions on 
proposals that are brought before them are 
“ready” to consider, because their teams have 
vetted the proposals and they are important 
to the company as a matter of compliance risk. 
Compliance departments have reputations 
that they are “chicken littles,” claiming that 
the sky is falling at every opportunity. It is 
common for business people to be peppered 
with problems continually. The reputation of 
Compliance as a continual distraction erodes 
executives trust in what the compliance 
team proposes. 

The executive cannot know what 
the most important and urgent issue to 
be attended to is when every issue is an 
“emergency du jour.”  Having pre-scheduled, 

regular meetings on the calendar with 
decision-makers allows the compliance team 
to create an experience with executives that 
is more global, looks at risks with greater 
context, and avoids an “emergency du jour” 
approach to compliance issues. Emergencies 
will still happen, but most issues that need 

decision-making 
from executives 
can be put into 
the one quarterly 
meeting. Creating 
and limiting 
matters that need 
executives’ attention 
shows the value the 
compliance teams 
place on their time.

Encourage 
people lower than the executive to solve as 
many issues as possible before the annual 
meeting, so they can be seen resolving 
issues and escalating only those which the 
executive needs to consider.

Building confidence in the  
compliance team as a resource
Executives do not feel as exposed to 
unwanted surprises when they can rely 
on the compliance team to have the latest 
information. It may sound too simple, 
but often compliance teams can increase 
engagement with executives with more 
frequently updated reports. If a company 
creates reports annually or on an ad hoc 
basis, increasing the frequency of reports 
to quarterly increases the compliance 
team’s ability to have quality discussions 
with executives more often and on short 
notice. Annual or ad hoc production of 
presentation materials and reports does 
not have the same impact. 

Updated, presentation-ready materials 
support the compliance team as a resource 

Compliance 
departments have 

reputations that they are 
“chicken littles,” claiming 
that the sky is falling at 

every opportunity.
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for executives. Keep reports and 
presentation materials up to date and use 
graphs and charts as much as possible. It 
also instills confidence when presentation 
materials are routinely updated and are 
good looking.

Some qualities of well-designed reports:
 · At-a-glance: Design reports with 

diagrams and tables whenever possible. 
Also, give underlying detail in a 
concise, easy-to-
read manner with 
the diagrams and 
charts. Materials 
do not just relay 
information; they 
also need to be 
a visual aid for 
discussion with 
the business.

 · Specific actions: 
The report 
needs to provide 
specifics on what 
actions are being 
taken. Use every 
communication as an opportunity to 
educate executives on the specifics of 
risks and their impact on the company. 

 · Consistency: Use the same report 
format for every quarter to avoid 
training executives’ multiple times to 
read and understand the changing 
report formats. Ensure that risks that 
appear in working documents appear in 
the final report. 

I prefer mapping compliance risks 
with a “heat map” reporting template 
that serves as an excellent visual aid to 
discuss with high-level executives how 
high risks may be managed and lowered. 
(Samples of reporting templates can be 
obtained by contacting me directly at 

leonalewis@complyethic.com.) A heat map does 
not simply document information; graphic 
depiction of what you want the audience to 
understand helps viewers visualize their 
role in risk priorities. Risks can be added 
as regulations change or the business 
changes. The underlying documentation 
of risk registers is important to provide for 
status information, but is less useful for 
discussion purposes.

Conclusion
Empathy with 
business executives’ 
feelings about 
compliance is 
important to 
improve executive 
engagement with 
the compliance 
team. Designing 
executives’ 
experience with the 
compliance team to 
address these fears, 
preconceptions, and 

needs goes a long way toward increasing 
the effectiveness of the compliance team 
to make meaningful progress within the 
company. Executive ownership is built 
through executives making decisions about 
compliance in their operations, giving them 
a stake in the success of the program. Often, 
simple measures, such as designing the 
process of delivering reports to business 
executives in a manner they find helps 
them do their jobs, increases trust and 
confidence in the compliance team. ✵

 

 

 
Leona Lewis (leonalewis@complyethic.com) is Founder of ComplyEthic 
Consulting LLC in Richfield, MN. She also hosts the weekly podcast 
Masters of Disaster ® which features interviews with risk, ethics, and 
compliance experts.

I prefer mapping 
compliance risks with 

a “heat map” reporting 
template that serves as 

an excellent visual aid to 
discuss with high-level 

executives how high 
risks may be managed 

and lowered.

mailto:leonalewis@complyethic.com
mailto:leonalewis@complyethic.com
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How to build instant rapport
by Kristy Grant‑Hart

The dictionary defines rapport as an 
“especially harmonious or sympathetic 
relation.” A study from the Georgia 

Institute of Technology found that job seekers 
who created rapport early in their interactions 

with the interviewer scored higher 
overall than those who performed 
equally as well in the technical part 
of the interview but failed to generate 
an early sense of connection. So how 
does one build that elusive sense 
of rapport?

Find common ground
The fastest way to build rapport is to find 
common ground. Let’s say you are meeting 
the new manager of sales and you need to 
find a way to interest her in compliance. Prior 
to the meeting, you can view her LinkedIn, 
Facebook, or Twitter profile to find out 
information about her history and preferences. 
Where did she go to school? Where did 
she grow up? Does she list any volunteer 
activities that might show her interests? Do 
you have any connections in common? Any 
of these small pieces of information can build 
an instant connection between you and the 
person you’re meeting, especially if you bring 
them up early in the conversation.

Notice the details
When you meet someone in person, look for 
details which could conjure commonalities. 
What photo is the person using for his 
screensaver? Is it his children, pets, or vacation 
photo? Are there mementos or pictures in her 
office which show that she has an interest in 
a certain sports team, outdoor activity, or the 

arts? Try to find something to comment on 
where you have a shared interest or passion. 
This will immediately give the listener the 
feeling that you understand them, which 
immediately builds rapport.

Compliments
If you can’t easily find something in common 
to discuss, try starting with a compliment. 
For example, “I heard from [name of boss 
or co-worker] that you did a great job on 
[thing], well done!” If you’re in a new office 
or location, try praising the city, building, 
artwork, or anything else that catches your 
eye. Beginning with a compliment or positive 
statement lets the listener know that you have 
already associated good things with them.

Rapport-building is the art of making 
someone feel at ease and as if they already 
know you. Highlighting common experience 
or interests, noticing the little details, and 
giving genuine compliments can ensure 
that the listener comes away from your 
conversation saying, “I like you. You remind 
me of me.” ✵
  
 
Kristy Grant-Hart (KristyGH@SparkCompliance.com) is the Managing 
Director of Spark Compliance Consulting, and author of the book, How 
to be a Wildly Effective Compliance Officer.    ComplianceKristy.com   

 @KristyGrantHart    bit.ly/li-KristyGrantHart

HOW TO BE A WILDLY EFFECTIVE COMPLIANCE OFFICER

Grant-Hart

Are there mementos or 
pictures in her office which 

show that she has an interest 
in a certain sports team, 

outdoor activity, or the arts? 
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by Joe Murphy, CCEP, CCEP‑I

Factors to consider in 
imposing discipline

THE LAST WORD

In a previous column, I discussed the 
range of options for discipline. In this  
 column, I address factors to consider in 

imposing discipline.
The prior column mentioned that there is 

value in toning down the inherently emotional 
aspect of disciplinary decisions. 
Considering a range of disciplinary 
options helps with this process. But how 
do you know which options to choose? 
This column adds some elements to 
consider in determining the level of 
discipline. Again, the idea is not to have 
a rigid formula or to limit the process; 
quite the contrary, it is to stimulate the 

thinking process in dealing with the difficult 
issue of imposing discipline.

These are all aggravating factors:
 · Seriousness of violation
 · Damage caused by violation
 · Level in management – The higher the level, 

the higher the penalty. This can be tough for 
people to understand but is essential. Leaders 
set the tone for others, and more should be 
expected of them.

 · Role in the violation (e.g., initiated, 
assisted, etc.)

 · Knowing violation – But ignorance of the rules 
is not a defense or mitigating factor. Ignorance 
in this context needs to be carefully assessed. 
It is fair to expect people in responsible 
positions to ask first before engaging in new 
activities. But given the complex nature of 
some regulations, there may well be instances 
when ignorance was legitimate. Always be 
skeptical on this point; you do not want to 
provide an incentive to avoid training.

 · Lying during or otherwise obstructing 
investigation

 · Pattern of misconduct
 · Retaliation against whistleblowers – This one is 

especially serious and merits severe treatment, 
given employees’ inherent fear of retaliation.

 · Prior violations
 · Deliberately or carelessly failing to obtain 

advice to determine if conduct was permissible
 · Deliberately or carelessly failing to get 

compliance training

There are also mitigating factors to apply:
 · Voluntarily reporting violation – This is a 

key consideration, and one the government 
certainly understands. It is essential to learn 
about problems, so there is value in mitigation 
for those who report.

 · Cooperation in investigation
 · Isolated, one-time violation

One other factor to consider is what happens if 
you fail to discipline an executive. Under SEC rules 
implementing Sarbanes-Oxley, failure to discipline 
senior financial officers (which includes the CEO) 
for code violations constitutes a reportable waiver. 
So this is one factor also to be considered at the 
executive level for publicly-traded companies.

It is also worth noting factors not to consider, 
such as the person being likeable or having 
achieved sales objectives.

I am always interested in learning from others’ 
experiences. If you have other factors you have 
used effectively, please pass them along. ✵
 
Joe Murphy (joemurphyccep@gmail.com) is a Senior Advisor at Compliance 
Strategists, SCCE’s Director of Public Policy, and Editor-in-Chief of 
Compliance & Ethics Professional magazine.

Murphy

s
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11 tips for engaging middle 
managers on compliance
Craig Thomas, and Monica Locklear 
(page 29)

 » Middle management teams have close relationships with 
employees and significant oversight roles that make them 
key culture communicators that compliance professionals 
can often overlook or underutilize.

 » Ethics and compliance professionals need to make the case 
to leadership that middle managers play a cost-effective 
role in creating real culture change that can serve the 
business in a variety of ways.

 » The best way for Compliance to help support managers as 
culture and ethics ambassadors is by providing ready-made 
training, activities, and tools that managers can easily share 
with their team.

 » A direct call from Compliance lets managers know 
Compliance is an advocate when there is pressure to be 
non-compliant and reinforces the partnership between 
managers and compliance professionals in preventing 
abuse and unethical behavior in the organization.

 » Middle managers are the means by which compliance 
objectives and company culture change can actually 
happen, and they are a key resource that organizations 
can’t afford to ignore.

Five tactics to dramatically 
improve your Code of Conduct
Kirsten Liston and Meghan Daniels 
(page 39)

 » Consider the Code a marketing project: Increasingly, 
companies are realizing that a Code should be an attractive, 
effective, persuasive document, not a contract look-alike.

 » Give your Code an infrastructure: Use an inspired 
organization scheme to ground it in topics and ideas that 
are meaningful to your audience.

 » Talk like a human: Use clear, direct language—the simpler, 
the better.

 » Tell people what to do: Forget the philosophy or history of 
the law; focus on practical, relevant guidance.

 » Aim to connect: Above all, look for ways to engage with 
your audience; people are better persuaded when they feel 
connected to you.

Product integrity: Some 
compliance principles for 
engineering organizations
Laurie Burgett (page 45)

 » Market competition is driving faster engineering cycles and 
pressure for innovation.

 » Decreased cycle times and business pressures may inhibit 
product realization that meets promises to consumers and 
regulatory requirements.

 » ISO standards or engineering processes may not be enough 
to prevent fraudulent behavior or misleading promises 
about a product’s capability.

 » Diligence in reviewing engineering designs includes the 
concept of a separation of duties.

 » An environment where engineers and technicians can and 
will express concerns in meeting promises to customers or 
regulations is critical.

Behavioral ethics: From nudges to 
norms
Scott Killingsworth (page 51)

 » Nudges are simple interventions designed to promote 
desirable choices—including compliance choices—by 
taking advantage of psychology.

 » Nudges are products of the new field of behavioral ethics, 
which studies how people make ethical decisions in real 
life as systematically fallible human beings who are easily 
swayed by social and situational factors.

 » Effective compliance nudges require predictable risk 
situations where a small psychological push can be applied 
at just the right time to encourage ethical decision-making.

 » Unlike nudges, organizational culture is “always on,” and it 
influences behavior pervasively and on a large scale.

 » Laser-targeted nudges are fascinating and can be 
useful, but applying behavioral science at the level of 
organization culture is a more efficient way to improve 
overall compliance.

Compliance renaissance in the 
federal government?
Patrick W. Kelley (page 61)

 » OMB’s recently revised guidance on risk management and 
internal controls in the Executive Branch requires federal 
agencies to implement ERM programs and policies similar 
to those found in the private sector.

 » Risks must be analyzed and managed in relation to an 
agency’s strategic, operational, reporting, and compliance 
objectives in a formal manner that provides reasonable 
assurance that agency objectives will be achieved.

 » Few agencies will have to start from scratch, but many 
will need to devise and implement a compliance program, 
because comparatively few agencies currently have such 
programs in place.

 » OMB gives agencies wide latitude in determining how best 
to implement ERM, but it’s likely that there will be a growth 
in the number of compliance programs throughout the 
government.

 » Government should and will look to the private sector for 
help and guidance in establishing compliance programs.

How doing Compliance makes 
companies great
Thomas R. Fox (page 69)

 » Doing compliance makes businesses run more efficiently.

 » Doing compliance brings better return on investment.

 » Doing compliance makes businesses more profitable.

 » Doing compliance improves business processes.

 » Doing compliance is doing business.

Compliance at a tech startup
Lisa Hawke (page 73)

 » If you are considering joining an early-stage startup in a 
compliance role, make sure you know why they are hiring 
for this role and whether you have the support of the CEO 
and team.

 » Do not assume that the staff understands your compliance 
role and why you are there—be approachable, explain what 
you are doing, and learn about their roles.

 » The importance of spending time with the team in order 
to establish camaraderie, trust, and credibility can’t 
be overstated.

 » Don’t be afraid to reflect the company culture and tone in 
the materials you create as part of the compliance program; 
observe what is effective in other business contexts.

 » Be prepared to do a bit of everything!

Managing values: A vital element 
of culture, ethics, and success, 
Part 2
Jason L. Lunday (page 79)

 » Early experiences with an employer that promote and 
support corporate values can have a profound influence on 
an employee.

 » Corporate values come in many types, each with a unique 
role in a company.

 » Common values types are reflective, aspirational, historical, 
and connectedness.

 » One values type an organization should avoid are “window 
dressing” values that serve no useful purpose.

 » Corporate values also have a profound role in reinforcing 
ethics and compliance management.

Design reporting for executive 
compliance ownership
Leona Lewis (page 83)

 » Reporting can be designed towards building trust 
with executives.

 » Executives need to trust the Compliance department to 
be engaged.

 » Executives take ownership over things they make 
decisions about.

 » Design reporting to make executives feel smart and 
supported.

 » Design reporting to show that the compliance team is 
a resource.
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