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Letter from the CEO

New year, new address for HCCA
by Gerry Zack

T

hink of this month’s letter
as part two of the letter I
started last month. As we
begin 2021, many of us are optimistic
that better days lie ahead. When
the COVID-19 pandemic became a
serious threat last March, we did what
many organizations did; we made
a lot of quick decisions to protect
our employees and our members,
resulting in a remote workforce,
the cancellation of in-person
conferences, and gradual conversion
to or development of virtual events.
I discussed many of these changes
last month.
Along the way, HCCA faced
another decision. We were already
well along in the development of a
new headquarters we had purchased,
having significantly outgrown our old
and very outdated building. Should
we have stopped immediately? The
alarmists were saying things like,
“COVID-19 changes everything.
People will never return to an office
environment.” Should we have
followed that logic and abandoned the
build-out of the new office?
We decided to move ahead and
finish the work, and the result is
the new office address you’ll see in
this magazine, on our website, and
on all of our materials beginning
January 1. When people ask why, the

answer is rather simple. First, people
will want to return to an office. We’ve
learned that remote working can be
efficient, so there will be greater use
of remote-working options. But there
will be a desire and need for working
together in an office once it becomes
safe to do so.
And this leads me to the second,
and more important, reason. When
our employees return, whenever
that is, we want them to be in an
environment they enjoy, so they will
be happy, productive, and proud of
their organization. Our old office
was over-crowded and inefficient in
every respect. The new office will
lead to improved productivity and
increased capacity. In addition, we
were able to incorporate several
COVID-19 considerations into the
design, enabling greater capabilities
for social distancing and other health
and safety measures.
The pandemic has been a setback
for all of us. But rest assured that
HCCA was well positioned to deal
with it, and we have continued
to take action so that when the
craziness subsides and we gradually
return to something resembling
normal, this association will be
stronger than before and able to
serve the profession better for many
years to come.

Gerry Zack

CCEP, CFE, CIA
Please feel free to contact me
anytime to share your thoughts:
+1 612.357.1544 (cell)
+1 952.567.6215 (direct)
gerry.zack @ corporatecompliance.org
@Gerry_Zack
/in/gerryzack
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“

My personal belief
is creativity without
structure is an
exceptional mess.

See page 13
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News

Statement by Gerry Zack,
SCCE & HCCA CEO, on the
passing of John “Jack” T. Boese
(January 8, 1947 –
November 26, 2020)
Jack was a valued and
long-time contributor to the
Health Care Compliance
Association who presented at
our conferences and instructed
many compliance professionals
about liability under the False
Claims Act and how to manage
that risk. Jack was considered

a national expert regarding the
False Claims Act long before he
began sharing his expertise with
the Health Care Compliance
Association members. Jack was
a friend to anyone, and he was
certainly a friend to HCCA.
As his obituary notes, “His big
voice, big laugh, and big heart will

be greatly missed by his family,
his many friends and his extended
family members.” To read Jack’s
obituary, visit: https://bit.ly/2L7Ggfj.

Physician sentenced to prison for fraud that
led to deaths
A Houston-area physician
was sentenced to seven years
in prison for healthcare fraud
that resulted in the deaths
of multiple patients due to
opioid overdoses, as well as the
death of an entire family in a
car accident involving one of
the patients.

The physician, Rezik Saqer,
prescribed powerful opioid
painkillers to vulnerable patients
and then required they undergo
unnecessary and expensive
procedures that he then charged to
healthcare providers. According to a
Department of Justice news release,1
Saqer made fraudulent claims of at

least $14 million. He was ordered to
pay restitution of $5 million, along
with the prison sentence.
Healthcare fraud is a huge
problem, and the recent Sackler
case2 demonstrates a renewed
vigor to hold responsible parties
accountable for the opioid
addiction crisis.

Citigroup pays $400 million and must overhaul
internal controls
Just a few months before
Jane Fraser takes over as chief
executive officer — the first
woman to run a major Wall Street
bank3 — Citigroup agreed to pay
$400 million to settle an Office of
the Comptroller of the Currency
(OCC) investigation of its risk
management and internal controls
processes.

4 Compliance Today | January 2021

In an October 7 release, 4 the
OCC cited a “long-standing
failure to establish effective
risk management and data
governance programs” and
generally unsound business
practices as the reason
behind the investigation
and fines. The agreement
between the OCC and

Citigroup also requires
Citigroup to vet acquisitions
with the OCC before they
can proceed, as well as other
oversight measures.
Citigroup settled a similar
investigation conducted by the
Federal Reserve Board, which
was announced5 the same day.

News

HHS enforces patients’ right to access
medical records
The Office for Civil Rights
(OCR) at the U.S. Department
of Health & Human Services
(HHS) has been vigorously
enforcing patients’ right to access
their medical records under the
Health Insurance Portability and
Accountability Act (HIPAA).6
According to an October 9 notice,
the OCR has settled nine such

investigations in its HIPAA Right
of Access Initiative.7
In a blog post8 put together by
Waller law firm professionals, the
initiative is discussed alongside
other rules affecting an individual’s
right to access their records,
specifically the 21st Century
Cures Act’s interoperability and
information-blocking rules:

“Under these Rules, a patient’s
request for records (as well as
others) must be provided in
compliance with the Information
Blocking Rule requirements
or the Health IT developer
and healthcare providers risk
enforcement…[or potentially be
subject to] penalties of up to
$1 million per violation.”

Cybersecurity agency issues alert for
healthcare facilities
The newly created Cybersecurity
and Infrastructure Security Agency
issued a joint alert with the Federal
Bureau of Investigation and the U.S.
Department of Health & Human
Services regarding “an increased
and imminent cybercrime threat
to U.S. hospitals and healthcare
providers.”9
The alert, released October 28,
also includes information on tactics,
techniques, and procedures used to
penetrate networks, such as details
on specific malware TrickBot,
BazarLoader, and Conti.10 The
alert provides specifics on how
the malware makes its way into
systems, hides from administrators,
and replicates itself to infect other

systems. The information is very
useful, especially as resources

are stretched thin due to the
ongoing pandemic.
CT
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VIRTUAL

Healthcare Compliance
Essentials Workshop
Be a more effective member of your
compliance team. Attend our new virtual
Healthcare Compliance Essentials Workshop
for an introduction to compliance and ethics
taught by industry leaders. The workshop
curriculum focuses on the core elements of
an effective compliance program to help you
build a foundation for your career.
Workshops are limited to 150 participants.
Register early to secure your spot!
In addition to the valuable education this
program provides, participants also will be
able to earn all of the continuing education
units (CEUs) required to sit for the Certified
in Healthcare Compliance (CHC)® exam.
Interested in elevating your career? To learn
more about eligibility and other Compliance
Certification Board (CCB)® exams, visit
hcca-info.org/certification.

Topics include:

•

Introduction and background to
compliance and ethics programs

•
•
•
•
•
•
•
•
•
•
•

Standards and procedures

•

Key skills necessary for compliance professionals

Governance, oversights, and authority
Risk assessment
Due diligence in delegation of authority
Communication and training
Incentives and enforcement
Monitoring, auditing, and reporting systems
Investigations
Response to wrongdoing
Program improvement
HIPAA, Stark Law, Anti-Kickback Statute,
and False Claims Act

UPCOMING WORKSHOPS
January 11–14, 2021 March 1–4, 2021
■

Learn more
hcca-info.org/essentialsworkshops

HCCA news

HCCA association news
Healthcare Compliance Essentials Workshops
hcca-info.org/essentialsworkshops

H

CCA’s Healthcare
Compliance Essentials
Workshops provide a
comprehensive introduction to the
elements of a compliance program.
These virtual programs are ideal
for individuals with less than two
years of experience in compliance,
including those that have just
entered compliance for the first time.
The four days of training are
designed to help new compliance
professionals develop and improve

their compliance skills and
become more effective members of
the compliance team.
Attendees will have the
opportunity to earn 21.6 live
Compliance Certification Board
(CCB)® continuing education units
(CEUs) from their desk — enough to
sit for the Certified in Healthcare
Compliance (CHC)® exam.*
Workshops are limited to
just 150 participants. Don’t wait
to enroll!

Upcoming workshops:
◆ January 11–14, 2021
◆ March 1–4, 2021
Learn more:
www.hcca-info.org/essentialsworkshops
*To see all the requirements to sit
for the certification exam, including
work experience, please visit
https://www.hcca-info.org/certification.
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Celebrate
25 years
of HCCA’s Compliance Institute
The Compliance Institute is HCCA’s flagship conference.
While we have changed and grown in the past
25 years, the CI remains the primary conference
for healthcare compliance professionals.

A LOOK BACK IN TIME

1997

First ever Compliance Institute held as a special interest group
under MGMA’s annual event in Hawaii

1999

The Compliance Certification Board was introduced at the CI

2004

Society of Corporate Compliance and Ethics was founded

2006

The 10th annual CI was held with over 200 speakers

2010

HCCA reached 2,000 members

2018

SCCE & HCCA introduced a new CEO, Gerry Zack

2019

SCCE & HCCA reached over 20,000 members

Don’t miss your chance to attend the
25th anniversary of the Compliance Institute!
April 19–22, 2021 • Virtual Conference
Learn more
hcca-info.org/2021CI

PEOPLE on
the MOVE

◆ Adrienne Chase was recently named
as the corporate compliance officer
and director of risk management at
Dickinson County Healthcare System
in Iron Mountain, MI.
◆ Butler Health System in Butler, PA, has
named Hillary Harlan, BSRN, JD, CHC,
chief compliance officer and vice president
of professional services.
◆ Healthcare technology and consulting
firm CODY, based out of Tampa, Florida,
has appointed Julie Hughes chief
compliance officer.
◆ Jamie Pinkham, MJ, CHC, was recently
promoted to chief compliance officer/
manager regulatory affairs at Northwestern
Medical Center in St. Albans, VT.

WHERE’S YOUR CAREER
TAKING YOU?

If you’ve received a promotion or award, earned a degree
or certification, accepted a new position, or added staff
to your compliance department, please let us know. It’s a
great way to keep the compliance community up to date.

To submit your news, email

margaret.dragon@corporatecompliance.org

COMPLIANCE TODAY
is also available online on

compliancecosmos.org
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Cover Feature

A COMPLIANCE

‘ROCK’
STAR
Meet
LaQuenta Clarke

MBA, CHC, CLM, CSSBB
Corporate Compliance
Education Manager at
Shriners Hospital for Children
International Headquarters
in Tampa, Florida

an interview by
Adam Turteltaub

This interview with LaQuenta Clarke
(lclarke@shrinenet.org) was
conducted in September 2020 by
Adam Turteltaub (adam.turteltaub@
corporatecompliance.org),
Chief Engagement & Strategy Officer,
SCCE & HCCA.

Feature

AT: Thanks for taking the time
to talk with us. You serve as
corporate compliance manager for
Shriners Hospitals for Children.
Before we start exploring your
work there, I think it would be
good if you could tell people
a bit about Shriners. Can you
give us some background on
the organization?
LC: Shriners International was

founded in 1872 as a fraternal
organization built upon the principles
that guided Freemasonry.1 These
principles are improving character
and strengthening communities.
The first hospital was constructed in
1922 in an underserved community
of Shreveport, Louisiana. 2 Shriners
Hospitals for Children (SHC)
opened as a place where “children
suffering from the crippling
effects of polio, clubfoot and other
orthopaedic conditions could receive
life-changing medical care.” Today,
SHC has 22 locations serving
children as hospitals, ambulatory
surgical centers, telehealth
sites, outreach programs, and
community clinics.

AT: So, what led to the creation of
the first hospital?
LC: The primary focus of the

first hospital was to treat children
with polio. SHC has historically
become aware of the lack of
medical expertise in areas such as
orthopedics, pediatric burn care,
spinal cord injury, and cleft lip and
palate. These and other related
pediatric specialties are treated at
SHC’s locations.

AT: What does the SHC look
like today?
LC: Today, our facilities treat

pediatric patients from around the

world. In addition to our mission of
providing exceptional healthcare,
SHC provides professional
education and innovative research.

AT: How is the compliance
team structured to serve so
many facilities?
LC: Our compliance team is

structured around the concept that
each workforce member must own
their individual responsibility for
compliance. Our team is designed
in a manner to partner with the
workforce and empower its leaders
to be champions for compliance.
The corporate compliance team’s
managers support our facilities’
compliance awareness and risk
readiness while each manager also
specializes in a key functional area
of compliance. Additional members
specialize in areas of need such as
policy and procedure maintenance
and privacy and security.
What is key to any compliance
department’s effectiveness is the
communication and education
structure. This is where the
partnership with the facilities
and the compliance team
thrives. Adequately designed
communication channels
will support an effective risk
identification and response
system. You can design the best
program complete with education,
training, auditing and monitoring
tools, and job aids, but if it is
not shared with the workforce
in a manner that confirms their
understanding and promotes
continuity of expected practices,
it becomes less effective. In order
to lessen the risk of inadequate
communication to the workforce,
we have empowered our leaders
to embrace their roles as facility
compliance officials (FCOs) and
facility compliance liaisons (FCLs).

FCOs are responsible for
oversight of the adherence to the
compliance program expectations at
their facility. These individuals are
administrators and administrator
direct reports. FCLs are
responsible for communicating and
disseminating compliance education
and promoting compliance
awareness for their assigned areas.
These individuals include managers
and supervisors. You may notice,
the roles represent basic compliance
expectations of each named job
title in most work environments.
However, granular tasks of each
are documented in policy and
procedure. When the expectation
is outlined and supported, the
likelihood that each individual
will embrace ownership of the
roles’ expectations is increased.
Accountability can be encouraged.

When the expectation
is outlined and
supported, the
likelihood that each
individual will embrace
ownership of the
roles’ expectations
is increased.
Accountability can
be encouraged.
This communication structure
is the foundation of the education
program and risk mitigation
practices. Our FCOs and FCLs are
a pertinent partner in fostering
compliance awareness throughout
the organization. Information
regarding risks and preventive
January 2021 | Compliance Today 11
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measures can be disseminated
through these channels upward,
downward, and peer to peer.
Auditing and monitoring functions
are coordinated among the FCOs,
FCLs, and compliance openly,
allowing for ongoing feedback
within the existing structure.

AT: Let’s talk about your work.
First, what led you to Shriners?
LC: The mission, of course! It is my
pleasure to serve at an organization
that does so much to help the
community and children who may
not otherwise receive the care they
need. The warmth of the mission
is prominent in the culture of
the organization.

AT: You came to Shriners with
a great deal of experience in
healthcare compliance, auditing,
and project management. That
experience is reflected in the work
you do at Shriners. I’m struck
by how much of it is focused on
analytics. Many find developing
adequate metrics and tracking
against them to be very difficult.
First, let me ask, what are good
rules of thumb for determining
what should be measured?
LC: When determining what

should be measured, you must first
understand your goal, have a clear
understanding of the customer
scope and objective, know the
risks being evaluated, and obtain
an understanding of the industry
standard of measurement for the
item. Know how value is measured.
For example, if conducting
a project for the Office of
Inspector General, my object
of measurement would be
concerned with effectiveness in
terms of the existence and proper
implementation of program

12 Compliance Today | January 2021

elements. If conducting a project
for the Centers for Medicare &
Medicaid Services, I would measure
effectiveness by billing results in
terms of accuracy, completeness,
and timeliness.
Data analysis can be daunting
because there is so much to consider
and many different metrics that can
be used. Narrowing your focus up
front and aligning your goal with the
stakeholders’ goal and risk appetite
will be key to adding value. Assess
your risks in relation to your project
before you develop your plan to
include the metrics that will be used.

AT: What do you find is the best
way to determine what data are
most useful for assessing where a
compliance program truly is?
LC: When determining which data

elements to use, one should consider
how the program would be assessed
for effectiveness. In this instance,
the U.S. Department of Justice’s
Criminal Division indicates three
key questions in its guidance for the
evaluation of compliance programs
updated in June 2020:3 (1) Is the
program well designed? (2) “‘Is the
program being applied earnestly
and in good faith?’” and (3) Does the
program work in practice? With this
in mind, the data that would be most
effective would measure program
impact on operational change, the
culture of compliance, and include
evaluations from outside sources.
The true measure of effectiveness
is assessing impact by its effect on
change. Let’s discuss the three items
I mentioned.
The first measure was the
program’s impact on operational
change. The foundation for the data
collected in this category would
be risk assessments. Any analysis
showing how the risks have been
adequately addressed and tracked

would be beneficial. Data should
answer whether compliance is
adequately resourced, implemented
within functional operations, and
monitored to assess whether risks
addressed are mitigated to the point
where they are visibly lessened.
This is where data analysis tools are
very beneficial.
The second measure would
be the company’s culture of
compliance. The culture of
compliance can be described as
the workforce having an adequate
understanding of the organization’s
commitment to compliance and
behaving accordingly. This applies
to the entire workforce, from the
board to the employee levels.
Interviews, questionnaires, surveys,
and educational assessments are
good data measures for this element.
The third is evaluations from
outside parties. During evaluations,
the Department of Justice may give
preference to evidence developed
by independent parties. One should
consider having the effectiveness of
the program evaluated by an outside
party. For example, an independent
internal audit department would
deliver pertinent information
regarding the condition of the
program and the controls needed to
strengthen it.

AT: Are there any data that you
have found can be a distraction?
LC: I have not found data to be a

distraction, but using data without
a defined methodology can create a
distraction, especially when the user
has large amounts of data. A risk
assessment must be done first. One
must define the risk, goal, available
resources and their limitations,
intent of use, and define the unit of
measure for the assessment. Only
then will the data produce results
that can have practical applications.

Feature

AT: You also have responsibility
for the softer areas of the program,
including training and the code of
conduct. Training has been a part
of compliance programs for a lot
of years, if not decades, now, but
organizations continue to struggle
with it. What do you find is most
effective for communicating
key information and ensuring
that people retain what they
have learned?
LC: Repetition. It sounds simple,

but the methodology to deploy
education in this way is not.
The education plan is based on
a risk assessment performed
specifically for this purpose. At
SHC, we use a combination of
educational strategies to encourage
willful learning. This is done in a
creative manner using branding,
microlearning, 4 modules, and
interactive sessions. My personal
belief is creativity without structure
is an exceptional mess. So, let’s
discuss the structure of the
educational program.
Branding
SHC compliance is also known
as “The ROCK.” The compliance
department likens itself to the
foundation that supports the
system. We provide guidance
and oversight related to the
governing rules, regulations, and
guidelines for behavior. What
better representation of stability
than a rock?
This name is a mnemonic and
a part of a motto that is designed to
reinforce each workforce member’s
awareness of their individual
responsibility for compliance by
displaying a list of actions. The
mnemonic is deployed throughout
the program in communications,
trainings, and corrective and
preventive guidance.

◆ R (report): Be alert to suspicious
activity and report it accordingly.
◆ O (observe): Observe policies
and procedures. Abide by SHC
behavioral standards.
◆ C (confirm): Confirm information
you provide or receive.
◆ K (know the why): Have a
comprehensive knowledge of
your job. Know the mission.
Our motto is: “Remember to ROCK
(report, observe, confirm, and know
the why)!”
Microlearning
A weekly video message from
compliance serves as an avenue to
publicize compliance standards,
educate staff, incentivize learning,
and communicate the compliance
department brand.
Each week, the system
workforce receives a two- to
four-minute message in a
designated risk area or matter of
compliance. The messages follow
a focused, recognizable order
in series format. Department
branding is reinforced through
motto, colors, mascot, and
repetition of use. The helpline,
compliance contacts, and
resources are publicized weekly.
In addition, the videos are
accessible and relatable to the
workforce.
It is also interesting to note
that I host the series in my animated
form. We try to incorporate relevant
and interesting current events as
well as humor and competitions to
keep the workforce engaged and
interested in what’s next.
Modules
Annual training and new workforce
training are deployed via our
learning management system. This
is also an avenue for corrective and
preventive education.

Interactive sessions
In addition to the avenues above,
we visit our facilities to partner
with management in providing
in-person sessions to promote
compliance awareness. This is a very
effective way to encourage a culture
of compliance while obtaining
feedback from the workforce in a
manner that is personable. With the
new challenges brought about by
COVID-19, virtual sessions are also
a popular format.
These avenues are complemented
by communications such as
handbooks, newsletters, memos,
and posters.

We try to
incorporate relevant
and interesting
current events
as well as humor
and competitions
to keep the
workforce engaged
and interested
in what’s next.
AT: Along those lines, what
do you find makes for a code of
conduct that people treat as a true
guide for their behaviors?
LC: People do not do as they

are told — they do as they feel.
Individuals must feel that abiding
by the code of conduct (the code)
is “their” right thing to do. Two
things must occur to prompt an
emotional connection between the
individual’s actions and the code.
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One must understand the why and
know how abiding by the code will
affect them personally. You have to
solicit an emotional response. This
cannot be done in a once-a-year
high-level training.
The code should be reinforced
creatively in many different
formats and the relevance should
be explained in relation to risks
relevant to individual roles and
functions within the organization.
This is why a risk assessment
is key for compliance, and it
should include an assessment
specific to educational needs
within functional areas.
With this in mind, develop
training that is varied, pointed,
engaging, trackable, and fosters
behavior change in addition to
knowledge retention.

AT: Finally, how do you see
compliance evolving over the
next five years?
14 Compliance Today | January 2021

LC: I think compliance will have

to become more involved with
regard to culture and technology.
Compliance will also have to
make a more concentrated effort
to methodically track their
value-added initiatives.
We will need to ask ourselves,
“Does our compliance program work
in practice?” A standard of measure
for this is the organization’s culture
of compliance. It is important
that the organization, from board
members to staff, have a common
understanding of compliance,
how it operates, and their role in
encouraging compliant operations.
As I mentioned earlier, people react
according to how they feel. Guiding
behaviors will require a more active

role in shaping the culture of the
organization. We may see ourselves
working with human resources more
than in the past to coordinate efforts.
Technology is ever-changing,
and it will constantly be in the
forefront of risks. Compliance must
expand their footprint in monitoring
and auditing this area as it evolves.
Compliance must not only have
a seat at the table; we must prove
why we need to be there. Value
matters. Compliance will have a
greater demand to demonstrate
value in areas of need.

AT: Thank you, LaQuenta!
LC: Thank you, Adam! It was my
honor and pleasure.

CT

Endnotes
1. “Masons and Shriners,” Shriners International, last accessed November 2, 2020, https://bit.ly/2HWVYZ4.
2. “About us,” Shriners Hospitals for Children — Shreveport, last accessed November 2, 2020, https://bit.ly/3oSebrs.
3. U.S. Dep’t of Justice, Criminal Div., Evaluation of Corporate Compliance Programs (Updated June 2020),
http://bit.ly/2Z2Dp8R.
4. “Microlearning,” Wikipedia, last edited September 9, 2020, at 12:51 (UTC), https://bit.ly/3eontXr.

Exhale

‘Help me prove we are doing this right’
by Catherine Boerner

I

like to approach compliance
audits with the “Help me
prove we are doing this
right” mindset. I think gathering
information from various
departments or seeking help
understanding how a process works
can go much smoother when you
are asking employees at various
levels of the organization to help.
The proactive nature of
conducting audits and looking
at samples of compliance risk
areas in order to verify that we are
compliant is a nice place to be. It
is so refreshing as a compliance
professional to get out of a
reactive mode.
Many audits can develop scope
creep, so it is important to have
a good audit plan for each audit
to make it clear, for example, the
purpose of the audit, the scope,
size and sample selection, and
documents reviewed. At the end, the
audit report can include the project
summary with elements from the
audit plan. It should also try to
include a regulatory summary,
summary of audit findings, risks
identified, and conclusions and
recommendations.
Part of the recommendations
might be to provide examples
or suggestions on what would
have made the audit easier and
more straightforward to confirm
compliance. Oftentimes, helping

operations see processes from an
auditor’s perspective will allow
for changes to make an area more
transparent to ensure compliance.
Additional policies and procedures,
as well as ongoing training, can also
often help departments prove they
are doing it right and are aware of
the regulatory requirements.
Internal monitoring also is a
great way for departments to help
prove they have a compliance risk
area covered. The compliance
department can offer to do the
monitoring or suggest ways
the department can monitor
and, perhaps, report the results
of internal monitoring to the
compliance committee. It is
reassuring when the compliance
committee can see compliance risk
areas that are being monitored up
front. This can become an effective
way to catch potential problems
early. I have found that the risks
that staff turnover presents can be
mitigated by a good monitoring
and auditing program. The last
thing an organization wants is to
think they have a compliance risk
well controlled only to find out, due
to staff turnover, it has become a
higher risk again.
A collaborative culture between
operations and compliance can
really create the best compliance
culture. It is nice when we can help
each other.

Catherine Boerner

JD, CHC
(cboerner@boernerconsultingllc.com)
is President of Boerner Consulting LLC
in New Berlin, WI.
/in/catherineboerner
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ffective compliance programs
serve to prevent and detect
criminal conduct and promote a
culture of ethics and compliance with
the law. Conducting investigations
on allegations of misconduct is
integral to this process. The current
worldwide pandemic has altered
the normal investigations process
by requiring creative solutions to
unforeseen roadblocks. Nevertheless,
compliance officers can still conduct
thorough investigations by being
flexible and remaining committed to
high standards.
The requirements for an effective
compliance and ethics program are
outlined in the Federal Sentencing
Guidelines.1 The Federal Sentencing
Guidelines are recommendations set
by the U.S. Sentencing Commission
that outline voluntary guideposts for
federal courts in criminal cases. The
guidelines stipulate that an effective
compliance and ethics program can
reduce sentences for a company’s
federal offenses. The historical
diligence of a company’s compliance
program has a “direct bearing” on
the penalties and probation should
the company be sentenced for a
criminal offense. Specifically, the
guidelines task prosecutors to assess
the company’s process for handling

investigations of noncompliance,
including whether the company
directs complaints to the appropriate
personnel, completes investigations
in a timely and thorough manner,
and conducts the proper follow-up
and discipline. 2 It therefore remains
highly important to uphold the
quality of compliance investigations
throughout this prolonged period of
new challenges.
Best practices, no matter what
The ability to conduct an effective
and fair internal compliance
investigation is critical to the success
of the employer. Not only are these
internal investigations scrutinized by
the government if you find yourself
in their crosshairs, but internal
compliance investigations can resolve
internal matters, help build a culture
where employees feel heard, and shape
the general strategy on compliance
matters. The goal of all investigations
should be to determine the facts of
the case. In the fact-finding process,
identifying, implementing, and
executing a methodical practice on
internal compliance investigations
is imperative for a well-functioning
compliance department. These best
practices remain applicable regardless
of the size of the institution. Deviating
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from protocols on how to investigate
compliance matters may not just
risk credibility with the government
upon external review, but also can
lead to the compliance department
itself losing credibility within its
own institution. If a compliance
department follows protocol
while investigating a junior level
staffer for a policy violation and
human resources/management
terminates their employment,
then regardless of any negative
emotions, the department can
say they completed a fair and
comprehensive investigation.
However, what happens when a
senior executive is investigated
for the same policy violation, but
the compliance department, under
pressure from management, fails
to do the same document review,
interview protocol, and offers
guidance to make exceptions to the
policy? It’s not just bad optics; it
also leads to a bad culture. Uniform
enforcement is the pinnacle of a
well-developed compliance program.
There are some tools that can assist
compliance departments in shaping
an investigative system to be as
consistent as possible, as much
as possible.
Policies and standard
operating procedures
Policy writing is a challenging
task for compliance professionals.
Each institution/organization
approaches policies differently.
Some prefer simple policies with as
few words as possible, while others
prefer lengthy policies that outline
procedures for every possible fact
pattern. A middle ground is likely
the best, as with most concepts.
Tip: It’s okay if policies
are simple.
Your organization investigates
all credible allegations of
suspected or known violations
of internal policy and/or

applicable federal or state law.
A good way to ground these
investigations is to create a
compliance investigations policy
that will lay the groundwork for
the methodology and purpose
of compliance investigations.
A well-written, well-publicized
policy gives the compliance
staff a direction and a goal, with
concrete steps and boundaries,
and more importantly, the
compliance staff can use
the policy as a way to justify
actions taken as part of an
investigation. You can expand
that policy to note the fairness,
consistency, and integrity of the
investigation process. Another
option to consider is whether your
institution actually investigates
all reports, or only all credible
reports. If there is a distinction,
this should be noted either in
the policy statement or in the
policy procedures. We regularly
use a simple example to explain
how a compliance program may
not investigate all claims of
wrongdoing: an employee calls in
complaining that their supervisor
only wears green shirts on
Wednesdays, and it is annoying
to them. Does the compliance
office need to investigate that?
Careful language will help
keep your office in scope. Most
compliance offices are not so
large that any comment can
be thoroughly investigated.
Additionally, compliance offices
have different scopes around the
country. Does your compliance
department cover privacy and
data security? Foreign Corrupt
Practices Act? Is it limited to
fraud, waste, and abuse? These
distinctions may be helpful when
writing a broad policy.
In policy procedures, consider
items that would apply to all
employees of the organization.

How does an investigation become
initiated? Do your employees
have an affirmative duty to
report wrongdoing? What level of
confidentiality can you commit
to providing those involved? Do
your employees have an obligation
to be truthful and to cooperate?
Some recommendations may
also be to add in a line about how
investigations are documented
and about working with your legal
office, human resources, or any
other assurance function that may
work with you frequently on these
types of matters.

A well-written,
well-publicized
policy gives
the compliance
staff a direction
and a goal, with
concrete steps
and boundaries.
Standard operating procedures
are important to consider, especially
if you have a large investigations
unit. Describing the steps you take
for each investigation can get very
granular. Compliance management
may want to do this to assist with
succession planning, or to address
general time concerns. If your head
of investigations took a leave for
a few weeks, would the staff know
what to do? Where do they start?
Do they notify a supervisor prior
to initiating an investigation into
a particular employee? Are there
certain types of investigations
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that require upper management or
board notification? When does the
compliance department call the
legal team? What is the process
for interviewing employees? What
do reports look like? What event
triggers a corrective action? All
of these questions — and plenty
more — are important to discuss at
the management level.
Systems: Leveraging technology
How does a compliance office ensure
that your own policies and standard
operating procedures are being
followed? That investigations are
handled in a timely manner? How
can a compliance officer, who is
not involved in each investigation,
actually provide oversight? These
questions can be answered simply
by investing in a good investigation/
case management system. A system
that tracks your cases and your
activity can allow you to not only get
a handle on what your compliance
team is doing, but will also give
you data to report to your own
leadership and board. Access to this
kind of data will help you answer
questions relating to how many
cases you handle in a quarter, your
frequent topics of investigations,
and your average length of time to
close a case. One example where
this is particularly helpful is in
defining how to close a case. Is a
case closed when compliance is
finished and reported out? Is it when
the corrective action plan is issued?
What about when all the corrective
action plan items are resolved? This
question, in particular, is extremely
helpful for planning: Are you seeing
a significant uptick in conflict-ofinterest investigations? Maybe
you should consider auditing the
Centers for Medicare & Medicaid
Services Open Payments data, 3
or maybe launch an educational
initiative. From a management
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perspective, a system that tracks
all current (and closed) matters is
helpful. At any given moment, you
can log in and see the status on all
cases. You can decide how you want
that to look — some programs are
very customizable, some are not;
some departments use the same
system they use for the hotline,
some use something else. The key
is to document what you are doing
and report on what you are doing.
When you look at all of your cases
together, it is easy to see where you
are diverting from the established
process, even accidentally. Systems
also help you keep your records
in compliance with your own
policies and the requirements by
the managed care companies and
the government.
Tips for avoiding
pandemic-related pitfalls
We are collectively experiencing a
massive disruption, not only in our
normal day-to-day lives, but also in
the regulatory realm. The COVID-19
pandemic has dramatically shifted
the working environment and
forced us to face new challenges.
Regardless, throughout these
difficult times, there are a few basic
tips that will help alleviate the
disruption and ensure high-quality
compliance investigations.
Be flexible
When institutions are operating
with fewer resources, constraints on
physical locations, and a sense of
uncertainty, institutional leadership
will rely on competent employees
to do more than the basics. As a
respected compliance leader, you
may be asked to investigate areas
that may be out of your typical
focus. You may be asked to sit in
meetings that are slightly out of the
norm for your department. You may
be asked to cut costs within your

own department, or review financial
plans to cut costs elsewhere in the
organization. Ultimately, as long
as you can do so ethically, you
should remain flexible and assist
your institution as it navigates the
murky waters of a global pandemic
and recession.
It is no different when
investigating compliance matters.
You may receive a report on a
frontline healthcare worker, where
it would be unreasonable and
detrimental to patient safety to
remove them from the front line
to ask them questions about a
compliance matter.
Tip: If you can do so legally
and ethically, it is okay to wait to
interview an employee if they are
critical to the health and safety of
the community.
Not only could taking time
away from the front lines affect the
patients that employee sees, but it
could have a snowball effect, where
the entire emergency response for
the pandemic at your institution
may be affected. There are, however,
some types of issues that cannot
wait and must be addressed. It is
critical that when compliance must
investigate, we do so with the least
disruption possible.
The flexibility in investigations
can be demonstrated in a number of
ways. Perhaps, instead of in-person
interviews, you are willing to
do video-conference interviews.
You may need to do these at “off”
hours to accommodate healthcare
workers or administration that are
already stretched thin. A reduction
in force may be necessary in this
environment, and you may need
to shift employees around to have
enough to properly investigate a
case and have two people in the
(virtual) room during investigations.
Additionally, you may need to
grant more time in investigations
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for other individuals to collect
and return necessary documents.
It may be helpful to, instead of
asking a physician to send you a
document by a particular date, to
ask the physician to set their own
deadline, based on their clinical
schedule and family needs. This not
only promotes goodwill but makes
it more likely that you will receive
the documents that you need to
investigate thoroughly.
Finally, compliance leaders must
recognize that executive leadership
may be extremely preoccupied
with the finances of the institution
and operationally handling the
pandemic response. The need for
executive leadership to be aware
of the compliance program does
not stop in a pandemic, but the way
that compliance leaders present
to executive leadership should be
considered. Perhaps presentations
can be shortened; present the
need-to-know information in an
easy-to-understand format without
extras and “fluff.” The executive
leadership will be grateful for you
telling them what they need to
know without taking too much
attention away from the critical
management work.
Don’t forget the basics
Investigations are always
scrutinized, whether by an
enforcement agency, employees that
are affected, or the institution itself.
When decisions are made based
on a compliance investigation, it is
critical that compliance performed
the investigation fairly, ethically,
and within the guidelines and
policies approved by the institution.
This does not change during a
global pandemic.
If you ask employees to sign a
confidentiality memorandum prior
to interviews, continue to do so,
even electronically. If you usually

present interviewed employees with
your nonretaliation policy, again,
continue to do so — you can send
it electronically. When collecting
documentation, interviewing, or
speaking with your own team
about the case, do so using
approved tools and technology.
In some respects, it may seem
easier to protect the confidentiality
of investigations in a remote
environment, since those “elevator
discussions” are not happening.
Regardless, technology can be
hacked, emails can be forwarded,
and it is our responsibility to
protect confidentiality to the
best of our abilities, no matter
the environment.
Investigations can be serious.
Sometimes, there is an issue
that may implicate an employee
with breaking a federal law.
Sometimes, it is high profile or
involves sensitive topics. Even
in the pre-pandemic times, it
could still be challenging for
compliance to connect with
individuals on a personal level
to explain that compliance is
not punitive — we are merely fact
finders. However, when you can
sit in a room, have a pastry, and
make small talk, it is easier to
keep the interviewees relaxed.
In the remote environment, the
virtual conferences may seem more
formal. It is harder to have small
talk, to seem human, or to make
people feel at ease. However, it is
not impossible. It is as important as
ever to remain engaging — connect
with people, try to not intimidate
employees. We are not supposed to
be scary; we’re just supposed to help
figure out what happened.
Assuming makes…
One of the biggest mistakes
compliance officers can make during
this time is to assume that the

pandemic has halted prosecutions
of fraud, waste, and abuse. Quite
the contrary: the Department
of Justice continues to pursue
criminal charges4 against entities
that implicate the False Claims Act5
and the Anti-Kickback Statute.6
Compliance with these laws remains
extremely important, especially as
the regulatory landscape is now
temporarily altered. There have
been many changes to regulatory
requirements in every aspect of
healthcare that has been affected
by the pandemic, which very well

One of the
biggest mistakes
compliance officers
can make during
this time is to
assume that the
pandemic has
halted prosecutions
of fraud, waste,
and abuse.
may be every aspect of healthcare,
period. Among the regulatory
flexibilities available during the
public health emergency are the
Centers for Medicare & Medicaid
Services blanket waivers,7 which
waive a wide variety of healthcare
regulation requirements for the
duration of the emergency, and
the Office of Inspector General’s
administrative enforcement
frequently asked questions, 8 which
provide guidance on the Office
of Inspector General’s potential
judgment on scenarios that would
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otherwise implicate regulatory
concerns. These allowances
may cause your organization’s
administration to overlook the
importance of compliance — there
are definitely other pressing matters
at hand for them to address — but
nevertheless, it remains your job
to ensure the company follows
the rules.
Conclusion
Throughout the current hardships,
compliance departments can remain
effective through dedication and
flexibility. While it may be difficult
to get others to recognize the
importance of compliance in an
ever-changing regulatory landscape,
it is crucial to help your organization
navigate this new territory correctly.
Stick to the basics of an effective
program, use the resources
available to you, and continue to
be a resource to others. Eventually,
the practices we develop now may

become lasting procedures, but
this also may be good practice for
the next unforeseen hurdle. The
best practices for investigations
in a nonpandemic situation are
the same best practices for the
new normal, and it is even more
important to have your processes
standardized. Policies and standard
operating procedures regarding
your investigation process will
keep you on track, being flexible
will help the organization continue

in the right direction while still
striving for compliance, and
leveraging technology is critical
when employees are sitting at
home or spending their time in an
on-call room near the emergency
room. Compliance is critical to
the infrastructure of healthcare
organizations, and being at our best
(doing more with less) and staying
ethical and fair will help compliance
be part of the solution, not be seen
as a problem.
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Takeaways
◆ Write easy-to-understand policies. Policies set boundaries, goals, and scope for the investigative process and
provide justification for compliance activities.
◆ Use your resources judiciously. We have to do more with less, so understand what needs to be done and
make it work.
◆ Be flexible. Be willing to conduct activities that may not normally fall within your scope and be ready to adjust
procedures to fit the circumstances.
◆ Remain consistent. Consistency in investigative procedures validates credibility and can directly affect your
company culture.
◆ Compliance remains essential. The government still prosecutes violations; it is still important to uphold the
requirements (and values) of your institution.
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Compliance Resources
ON DEMAND
Whether you are
looking for analysis
of the last regulatory
updates, or guidance
on how to improve
your compliance
program – COSMOS
search can help. Search
across our growing
archives of member magazines, newsletters,
books, conference presentations, and session
recordings to provide the trusted answers you
need – when you need them most.

compliancecosmos.org

Healthcare Compliance Academies
Learn to effectively manage a compliance program
and mitigate risk at your organization

Each Academy provides three-and-a-half days of classroom-style training. They are ideal for professionals with some
compliance knowledge and experience who are ready to support, enhance, and manage a comprehensive compliance
program in a healthcare setting. Class size is limited to encourage interactions with the faculty and other attendees, facilitate
group discussions, and to provide opportunities to experiment with putting key principles into practice. Earn the continuing
education units (CEUs) required to sit for the optional Compliance Certification Board (CCB)® exam on the last day.

Basic
Privacy
Research

Immerse yourself in the seven elements of an effective compliance program,
emerge with a better understanding of how to help your organization manage
compliance risks, and become a more valuable member of the compliance
team. Optional CHC exam

Privacy is becoming a risk area of ever greater proportions as both regulatory
requirements and public expectations increase. Our privacy compliance experts
will teach you how to navigate and comply with the growing body of laws and take
more control over your organization’s privacy program. Optional CHPC exam

Research poses its own unique set of compliance challenges. Discover
emerging risks and solutions to increase the effectiveness of your institution’s
research compliance program. Optional CHRC exam

Optional Certification Exam

With the right credentials, you can advance your career in the compliance industry. Every Academy provides an

opportunity for you to sit for an optional Compliance Certification Board (CCB)® exam. To see if you qualify and have
the practical work experience that’s essential for certification, visit: hcca-info.org/certification/become-certified .

View dates and register online
hcca-info.org/academies

Managing compliance

The year ahead
by Margaret Hambleton

H

appy New Year!
I’m not going to
break any news here,
but compliance professionals are
going to have a lot of work to do in
2021. With implementation of the
information-blocking rules,1 Centers
for Medicare & Medicaid Services
event notification requirements, 2
preparing for Provider Relief Fund
audits, price transparency rules, 3
review of expanded services such
as telehealth, and transitioning staff
back to a safe workplace, compliance
professionals will have a lot of new
work on their desk. It all may seem
a bit overwhelming, but take a deep
breath, remember the fundamentals,
and think of all the opportunities to
advance your compliance program.
It may seem like every new
initiative, rule, or regulation needs
to be your highest priority. Don’t
get too caught up in chasing every
new shiny object. You are going
to want to assess these new risks
along with the other potential
risks and vulnerabilities your
organization faces and prioritize
the work appropriately. As you
are prioritizing the work and your
resource requirements, you will want
to consider both these new risks
as well as risks you have identified
throughout the year based on your
internal audits, investigations,
reports, and enforcement activities.

Make sure you think about
where you can leverage existing
program initiatives and activities
to address some of the new work.
For example, can you add content
related to the information-blocking
rules to your current training
program? Can you incorporate the
terms and conditions required for
Provider Relief Funds into other
preestablished audits? Can you
address policy development and/or
revisions needed along with your
routine policy review process?
Likewise, you will probably want
to leverage the skills and expertise
of others in your organization to
help with the work. This is where
you have a great opportunity to
advance your compliance program.
Most of the new initiatives, rules,
regulations, and risks will require a
“organization as a whole” approach
to address. You will likely want to
bring together work groups from
across the organization to tackle
these new programs. These work
teams can both extend the resources
you have and become advocates for
your compliance program.
Given the diversity of the work
that we will have to address in 2021,
you have a great opportunity to
learn, grow, and work with a new set
of individuals. It may take you out
of your comfort zone a bit, but enjoy
the journey. Have a great year!

Margaret Hambleton

MBA, CHC, CHPC
(margaret@hambletoncompliance.com)
is President of Hambleton
Compliance LLC in Valencia, CA.
bit.ly/in-MargaretHambleton
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he nursing home industry is
subject to numerous federal
and state statutes, rules, and
regulations, and skilled nursing
facilities (SNFs) are required to
investigate and report occurrences
and events that meet defined criteria.
Federal and state criminal and
civil enforcement actions related
to substandard quality of care can
also lead to various governmental
investigations. SNFs that have an
established compliance and ethics
program that includes robust
investigation and reporting are in a
better position of meeting fiduciary
duties to provide quality care while
navigating the challenges of evolving
regulatory and enforcement actions.
SNFs are accustomed to conducting
investigations, but most of these
investigations are related to different
clinical, financial, and administrative
functions, or in relation to selfdisclosed reports to federal and state

agencies. Most of these investigations
are handled by the SNF’s management
team; occasionally, human resources
management and/or legal counsel
become involved when the subject
of the investigation is beyond
the purview of the nursing home
administration. In contrast, compliance
investigation and reporting are
relatively new and require more
structuring in terms of policies and
procedures, tools, and training.
Compliance investigation may be
defined as an internal investigation,
“often conducted by compliance
officers, internal audit departments,
[and/or] outside counsel,” and
designed to conduct “factual review
and legal analysis of potential
problems,” significant wrongdoing,
misconduct, or ethical lapses.1 In
SNFs, these investigations may result
from reports of wrongdoing from
the compliance hotline learning of
whistleblower complaints, information
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that the insurance carrier or
fiscal intermediary is conducting
an audit, or notification from a
governmental agency in a form of
request for documents, subpoena,
or search warrant.
Government oversight
Quality of care in SNFs has always
been a matter of public concern and
policy attention. Despite a complex
regulatory system that consists
of state licensure and federal
certification, there appears to be an
endemic problem of poor quality
of care and abuse and neglect of
residents. 2 On March 3, 2020, the
Department of Justice launched
a National Nursing Home
Initiative to investigate and bring
enforcement actions against
some of the worst-performing
nursing homes and skilled care
professionals for providing
“grossly substandard care” to their
residents.3 The department will
consider several factors to identify
the most problematic nursing
homes, such as systemic failures
in providing “adequate nursing
staff to care for [the] residents,”
consistent failures “to adhere to
basic protocols of hygiene and
infection control,” not providing
residents with enough food, and
withholding pain medication.
The Centers for Medicare &
Medicaid Services (CMS), in
conjunction with state agencies,
oversees Medicare and Medicaidfunded nursing homes/nursing
facilities to ensure they meet
requirements of participation
(RoP) in federal healthcare
programs. State survey agencies
investigate SNF complaints on
behalf of CMS, and problems
raised about the SNF operations
and compliance are addressed
through the nursing home
complaint process. 4

Platforms for addressing
quality deficiencies
In general, SNFs have internal
mechanisms for identifying,
investigating, reporting, and
addressing quality deficiencies
through ongoing quality
assessment and performance
improvement (QAPI) activities.5
Before the mandate for QAPI
activities, the Omnibus Budget
Reconciliation Act of 1987
required SNFs to maintain quality
assurance committees as vehicles
for improving the quality of life
and quality of care in nursing
homes.6 At a minimum, the
quality assurance committees
were to meet at least quarterly,
identify quality deficiencies
through multiple sources of
data, and correct and improve
care through implementation of
performance improvement plans.
Although CMS determined SNFs
generally met those requirements,
governmental studies showed
issues with staff shortages and
lack of knowledge by the quality
assurance committees on how
to use available information
to formulate effective plans of
actions.7 In 2010, the Affordable
Care Act required SNFs to have an
effective QAPI program designed
to prevent adverse events, promote
safety and quality, and reduce risks
to residents and caregivers. 8 Under
Section 6102 of the Affordable Care
Act, SNFs were also required to
create and maintain compliance
programs that would, by design,
prevent and detect criminal, civil,
and administrative violations
and promote quality of care.9
Although the Affordable Care
Act requirements were passed
in 2010, CMS did not enforce
the RoP related to QAPI until
November 28, 2016, and the
requirement to implement a

compliance and ethics program
pursuant to 42 C.F.R. § 483.85 was
implemented on November 28, 2019.10

Governmental studies
showed issues with
staff shortages and
lack of knowledge by
the quality assurance
committees on how
to use available
information to
formulate effective
plans of actions.
Compliance and ethics program
Designing an effective compliance
and ethics program that will
detect and prevent criminal, civil,
and administrative violations
and promote quality of care may
be one of the biggest challenges
faced by nursing home operators.
Fortunately, in 2000, the Office of
Inspector General (OIG) published
a voluntary guidance notice for
SNFs to consider when developing
a compliance program.11 In 2008,
OIG issued a second notice that
included additional compliance
program guidance for SNFs.12 For
SNFs that have an existing program
or are already in the process
of implementing a compliance
program, the written guidelines
provided by OIG may serve as
a benchmark against which to
measure their ongoing efforts. For
other SNFs, whether standalone
or part of a regional or national
system, that are under a mandated
corporate integrity agreement
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with the Department of Health &
Human Services, establishment of
a compliance program is required
and part of the corporate integrity
agreement obligations.13
The RoP on implementing a
compliance and ethics program
are not detailed and do not make
specific references about compliance
investigation and reporting.
However, the RoP do require
that “after a violation is detected,
the operating organization must
ensure that all reasonable steps
identified in its program are taken
to respond appropriately to the
violation and to prevent further
similar violations, including any
necessary modification to the
operating organization’s program
to prevent and detect criminal,
civil, and administrative violations
under the Act.”14 In order for SNFs
to adequately respond and prevent
further similar violations, the
SNFs need to have the ability to
conduct a thorough investigation
that will identify what, why, where,
and how things went wrong. The
thoroughness and adequacy of
the investigation is essential to
26 Compliance Today | January 2021

complete the compliance process;
after the violation is identified and
investigated, areas for process
improvement and unacceptable
business risk are identified, and
the results are reported to the
operating organization.15
Written policies and procedures
One of the compliance program
elements listed in the OIG written
guidance is the “development of
policies and procedures with respect
to the investigation of identified
systemic problems, which include
direction regarding the prompt
and proper response to detected
offenses.”16 The OIG recommends
that policies and procedures are
“developed under the direction
and supervision of the compliance
officer, the compliance committee,
and operational managers” and
provided to all employees as well
as other individuals and agents
who are affected by these policies.
Federal sentencing guidelines define
“agent” as “any individual, including
a director, an officer, an employee,
or an independent contractor,
authorized to act on behalf of the

organization.”17 The OIG written
guidance expects that SNFs develop
policies and procedures to address
not only individuals but contractors
or other entities who have violated
federal, state, or private-payer
healthcare program requirements.18
Policies and procedures are more
than pieces of paper that provide
employees with instructions or a
road map to day-to-day operations;
a SNF’s policies and procedures can
help foster compliance and create a
positive culture in the SNF.
To assist SNFs in navigating
the complexities of internal
investigations, perhaps it will
be useful to differentiate those
investigations and reporting that
arise from the SNF’s day-to-day
operations from investigations and
reporting that arise from potential
violations of compliance and ethics,
although these investigations can
have overlapping components.
For example, SNFs can have
written policies and procedures
addressing investigation and/or
reporting of resident grievances,
allegations of abuse and neglect,
falls, elopement, and other unusual
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occurrences and events, and these
investigations may be assigned to
department managers, including
the nursing home administrator
and director of nursing services.
SNFs can also have written policies
and procedures related to internal
investigation and the exercise of
due diligence to prevent and detect
inappropriate conduct and violations
and take necessary actions to
remedy any wrongdoing as soon as
it is uncovered. Examples of these
types of investigations include,
but are not limited to, alleged
violations of the code of conduct,
reports of substandard quality of
care, potential for a government
overpayment (e.g., claims denial,
allegation of improperly filed
cost report), potential for an
overpayment by any third-party
payer, hotline calls, vendor relations
and conflicts of interest, physician
transactions (Stark Law), AntiKickback Statute, False Claims Act,
potential for whistleblower activity,
Health Insurance Portability and
Accountability Act rules, and
government subpoenas (OIG,
attorney general, Department
of Justice).
Audit and monitoring as
precursor to investigations
Most SNFs, through their QAPI
program, use an array of data
sources to assess the care they
provide, as well as other aspects
of the SNF’s operations. These
sources may include CMS’s quality
measures/indicators, licensing and
certification survey results, resident
satisfaction surveys, employee
surveys, and staffing data. SNFs also
collect information from various
audits and monitoring of quality
of care areas considered high risk
for scope and severity of outcomes
by state survey agencies, such as
falls and other types of accidents,

pressure injuries, unplanned weight
losses, dehydration, medication
errors, unnecessary drugs,
unusual occurrences, infections,
and allegations of abuse and
neglect. With the emergence of
the COVID-19 pandemic, SNFs
started monitoring and collecting
information on symptomatic
and asymptomatic cases of the
virus to comply with required
tracking and reporting.19 On the
financial side, SNFs have always
been encouraged to monitor
billing and claims reporting and
determine potential concerns with
fraud, waste, and abuse. 20 With
the federal government injecting
significant amounts of money into
the healthcare system due to the
COVID-19 crisis, SNFs can expect
more stringent and extensive
review processes to ensure the
accuracy of all COVID-19–related
claims; proactively monitoring and
reviewing these claims is prudent
and should be part of the compliance
audit and monitoring process.
OIG has developed a list of
potential risk areas affecting
SNFs that can be monitored and
audited to identify incidences of
noncompliance. “These risk areas
include quality of care and residents’
rights, employee screening, vendor
relationships, billing and cost
reporting, and record keeping and
documentation.”21 The list is not
all inclusive but can be used as a
starting point for an internal review
of potential issues affecting the SNF.
For those SNFs under a mandated
corporate integrity agreement, the
SNF’s compliance committee is
required to ensure the establishment
and implementation of a quality
of care review program that
determines whether the residents
are receiving the quality of care
and quality of life consistent with
recognized standards of care and

applicable federal and state statutes
and regulations. 22

SNFs can expect
more stringent and
extensive review
processes to ensure
the accuracy of all
COVID-19–related
claims; proactively
monitoring and
reviewing these
claims is prudent.
Investigative guidelines
The nature, scope, and responsibility
of the compliance investigation
will require an initial analysis and
evaluation of the alleged violation.
The compliance officer, human
resources management, legal
counsel, and other individuals may
(individually or collectively) bear
the responsibility of conducting
the investigation and required
reporting that may arise following
the investigation.
An effective and properly
conducted investigation is critical
in detecting and preventing
misconduct and violations,
identifying areas of improvement
for internal operations, and
ensuring an appropriate response.
The investigation itself should
be objective and thorough to
determine what happened with
respect to a particular incident,
what the circumstances were, who
was involved, why it happened (root
cause), and whether a violation of
laws and regulations or company
policies occurred. More importantly,
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the investigation process should
be timely, independent, and
conducted with utmost privacy and
confidentiality, integrity, fairness,
and diligence. 23
Controlling and tracking
information obtained during the
investigation is also critical, since
the investigation findings must
be supported with facts to allow
the SNF management to decide
what action, if any, should be
taken in response to substantiated
allegations. The investigative file
should contain documentation of
the alleged violation (including
how and when it was received); a
description of the investigative
process (including the objectivity of
the investigators and methodologies
used); copies of interview notes
and key documents; a log of
individuals interviewed and the
documents reviewed; the results of
the investigation; and the corrective
action implemented, including any
disciplinary action taken.
Responding to detected violations
and noncompliance
SNFs should take all reasonable
steps identified in their compliance
programs to respond appropriately
to the detected violation
and/or noncompliance. Response
to detected violations includes,
but is not limited to, enforcement
of disciplinary action, immediate
remediation of the violation or
the noncompliance, return of
any overpayments, reporting to
the appropriate state and federal
government agency, referral
to criminal and/or civil law
enforcement authorities, and making
necessary modifications or changes
to the policies and procedures as
well as the compliance program to
prevent further similar violations. 24
Depending on the scope and
degree of risk to the SNF (e.g., if the
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compliance investigation detects
potential fraud and violation of
federal healthcare programs), a
bigger scope of investigation may
be warranted and may include
outside counsel, auditors, or
healthcare experts to assist with
the investigation. In the SNF’s
response to a detected violation,
taking corrective actions is critical
because nonaction increases the risk
for greater financial penalties and
government sanctions, harm to the
residents, and irreparable damage to
the SNF’s reputation.
Role of the compliance officer
The OIG guidance expects SNFs
to designate a compliance officer
to serve as the focal point for
compliance activities and lists the
primary responsibilities of the
officer. Two listed responsibilities
are “independently investigating
and acting on matters related
to compliance, including the
flexibility to design and coordinate
internal investigations…and any
resulting corrective action,” and
“participating with facility’s counsel
in the appropriate reporting of
self-discovered violations.”25
When designing and/or
coordinating internal investigations,
the compliance officer should review
the circumstances that formed
the basis for the investigation
to determine whether similar
problems have been uncovered or
modifications to the compliance
program are necessary to prevent
and detect other inappropriate
conduct or violations. The
compliance officer may delegate
the investigation responsibilities
but will retain ultimate supervision
and responsibility for all
compliance investigations.
Depending on the scope
and complexity of the alleged
violation, the compliance officer

may recommend the SNF work
with outside experts, including
outside legal counsel, to assist in
the investigation. If the compliance
officer believes the integrity
of the investigation may be at
stake because of the presence of
employees under investigation
(e.g., CEO/president, board member,
nursing home administrator, or
other high-ranking officers), the
compliance officer can recommend
the removal of those individuals
from their current responsibilities
until the investigation is completed.
In addition, the compliance officer
should take appropriate steps to
secure or prevent the destruction
of documents or other evidence
relevant to the investigation. If the
SNF determines that disciplinary
action is warranted, it should be
promptly imposed in accordance
with the facility’s written standards
of disciplinary action.
Role of the board of directors
In 2004, the United States
Sentencing Commission’s
Guidelines were amended and
included making boards of directors
and executives more accountable for
the oversight and implementation
of a compliance program. 26 The
RoP for a compliance and ethics
program includes assigning
high-level personnel within
the operating organization the
overall responsibility to oversee
compliance with the organization’s
compliance and ethics program’s
standards, policies, and procedures.
Because the RoP emphasize direct
involvement from high-level
personnel, it is incumbent on the
SNF’s management and board of
directors to take an active role in
exercising their fiduciary duties
to protect the facility against
unreasonable risks and to maintain
compliance oversight.
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Conclusion
As SNFs navigate the constant
regulatory changes and increasing
scrutiny from governmental
agencies, only the implementation of
a dynamic, thorough, and effective
compliance and ethics program
will enable SNFs to meet their
fiduciary duties as a healthcare
provider to improve the quality
of resident care and substantially
reduce fraud, waste, and abuse.
In its written guidance, the OIG
requires the development of policies
and procedures with respect to the
investigation of identified systemic
problems and taking prompt and
proper action to detected offenses. 27
SNFs that endeavor to conduct
formal and effective investigations
as part of their compliance program
into reports of wrongdoings or
violations are better positioned to
mitigate risks of noncompliance and
government sanctions. The SNF’s
response to detected violations
and noncompliance articulates the
facility’s commitment to compliance
and sends a strong message
of commitment to honest and
responsible conduct.
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Takeaways
◆ Compliance investigations in skilled nursing facilities may result from reports of wrongdoings and violations of
policies and regulations, financial audits, or notification of governmental inquiries.
◆ Skilled nursing facilities were required to establish a compliance and ethics program effective
November 28, 2019; the Office of Inspector General has valuable guidance on how skilled nursing facilities
can implement a compliance and ethics program.
◆ The many benefits to implementing a compliance and ethics program include having the procedures that
allow prompt and thorough investigation of alleged misconduct and procedures for early detection and
reporting, which minimizes loss to the government from false claims, and reducing the skilled nursing facility’s
exposure to civil damages and penalties, criminal sanctions, and administrative remedies.
◆ The compliance officer serves as the focal point of all compliance activities, including compliance
investigation and reporting.
◆ The skilled nursing facility’s board of directors has a fiduciary duty to protect the facility against unreasonable
risks and maintain compliance oversight.
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Regional Healthcare
Compliance Conferences
HCCA’s Regional Regional Healthcare Compliance Conferences provide updates
on compliance enforcement, regulatory requirements, risk management as well as
strategies to develop and maintain an effective compliance program. These one-day
events include general and specialty sessions, as well as opportunities to network with
industry peers. Visit the HCCA website for current dates and conference agendas.
Attendees will have the opportunity to earn live Compliance Certification Board (CCB)®
continuing education units (CEUs).

2021 VIRTUAL CONFERENCES
Charlotte, NC • January 15

Atlanta, GA • January 22

Orlando, FL • January 29

Portland, OR • February 5

Dallas, TX • February 12

Anchorage, AK • February 25

St. Louis, MO • February 26
Washington, DC • March 5

New Orleans, LA • April 9

Visit the website for more information
hcca-info.org/regionals

Training tips

New year, new training
by Donnetta Horseman

2

020 has finally come to an
end. Although it is a year we
will likely never forget, it is
time to look forward to a new year
and a fresh start. There is no better
time to review and refresh your
organization’s compliance and ethics
training. Below are a few tips to start
the year off on the right foot.
Review and update content
Compliance training content should
be reviewed and updated at least
yearly. Be sure to include any new
or revised policy changes and
regulatory requirements. Tailor
the training based on the results of
prior audits or major investigations.
Don’t forget to review and update
compliance intranet pages, digital
signage, posters, and other media.
Take advantage of technology
Most training is now virtual, using
tools like Zoom and Webex. Consider
recording your training sessions and
adding them to your organization’s
learning management center for
later viewing. Make the most of
the technology by using features
such as anonymous questions and
answers, surveys, polling, and
breakout rooms.
Consider creating training
plans/calendars
Use this time at the beginning of the
year to create one or more training
calendars. Use the calendar to

document recurring training, such
as new hire orientation, as well as
to plan ad hoc training events and
communications, such as a recurring
compliance newsletter. Don’t forget
to plan for Corporate Compliance &
Ethics Week, Data Privacy Day, and
other national recognition weeks.
It is also a good idea to customize
calendars based on the audience. For
example, the training plan/calendar
for employees may be different than
the plan/calendar for senior leaders
or board members.
Coordinate with other departments
Talk to your colleagues in
cybersecurity, risk management,
and human resources to identify
opportunities to partner on joint
training efforts. Compliance issues
often overlap with these areas, and it
is a good idea to ensure consistency
in messaging. Coordination can
also lead to better advertising and
attendance for ad hoc training
opportunities.

Donnetta Horseman

(donnetta.horseman@moffitt.org) is
Chief Compliance Officer at H. Lee
Moffitt Cancer Center and Research
Institute in Tampa, FL.
bit.ly/in-DonnettaHorseman

Know your audience
When it comes to compliance
training, one size does not fit all.
Make sure your training plan is
inclusive of your entire workforce,
but several versions may be needed.
Be sure your plan includes training
tailored for board members,
senior leaders, faculty, employees,
volunteers, vendors, and students,
if applicable.
CT
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in the February 2021 issue of
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nvestigations are essential
to running an effective
compliance program. A
well-defined investigation sets forth
how individuals report potential
compliance concerns and mentions
any remedial measures once the
investigation has concluded. These
practices also create a culture of
compliance within an organization
by assuring employees and
surrounding community members.
The organization’s commitment to
corporate integrity and creating a
thorough investigative process can be
challenging and exhaust a number of
limited resources. In order to create
a strong investigative process, an
organization should look internally to
determine what processes they have in
place and whether any new processes
should be implemented.
The strength of an effective
investigation is determined by
breaking the process into two parts:
(1) receiving/triaging a concern and
conducting the investigation and
(2) benchmarking and reporting.
In this two-part article, we
will illustrate how to implement a
well-defined investigative process.
Our mission is to provide compliance
departments looking to adopt their
own processes with a road map of

how to build a strong and reliable
investigation system.
Receiving and triaging a concern
A compliance department may initiate
an investigation once a concern has
been raised. Anyone from within or
outside an organization may raise a
concern as long as it is presented in
good faith. An effective investigative
process involves well-defined
policies and procedures to address
these concerns.
Investigation policy and procedure
It is important for an organization to
have a well-publicized and accessible
reporting policy regarding potential
good-faith compliance concerns. A
well-defined policy should include
the following:
◆ Types of issues to report,
◆ Where/how to report an issue,
◆ Good faith/nonretaliation, and
◆ Investigation process.
Investigation policies should
outline rules and regulations
(e.g., Health Insurance Portability and
Accountability Act, Anti-Kickback
Statute, Stark Law) related to potential
concerns and provide examples of
critical issues.
After identifying the types of issues
that should be raised, a comprehensive
policy should outline how the
issues should be reported. Typically,
compliance concerns can be reported
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through a compliance hotline,
directly to compliance (in person or
by email or phone call), or through
the chain of command (in person or
by email or phone call).
It is also important to outline
any additional ways the compliance
program receives and manages
these concerns. This involves
publicizing all applicable avenues
through which the program is able to
receive a concern.
All investigation policies should
include how issues are brought in
good faith and the organization’s
commitment to nonretaliatory
behavior — neither the government
nor an organization will discipline or
retaliate against any individual who
raises an issue in good faith. Issues
not brought in good faith leave the
reporter open to disciplinary actions,
which could include suspension
and/or termination.
Those who report issues in good
faith are protected against potential
retaliatory action. It is imperative
the investigation policy clearly
outlines the reporter’s right to
nonretaliation and the importance of
reporting any retaliatory behavior.
Aside from outlining the steps
on reporting and a reporter’s
protections, a well-defined
investigation policy will also
include the investigative process,
as well as any remedial measures
taken if the concern is found to
be valid. An investigation policy
should outline how compliance
will conduct the investigation and
any follow-up measures once an
investigation has been completed.
This would likely allow a reporter
to feel comfortable with raising a
potential compliance issue. The
policy should outline how concerns
will be handled by the compliance
department and the expected
amount of time an investigation
may take to complete. Additionally,
it should direct the reporter on

how to provide any additional
information they may want to
provide during the investigation, or
establish guidelines regarding how
compliance personnel may connect
anonymously with a reporter for
additional information.
The investigation policy
should also set out the possible
remedial measures the compliance
department may take after an
investigation has been completed,
including closure, disciplinary
actions, and any applicable reporter
follow-up. The investigation
policy should also outline an
organization’s stance on what
information will be conveyed
back to a reporter once an
investigation has been completed
and refer to the organization’s
confidentiality policy.
Finally, it is important that the
compliance department handling
the investigation educate its
members. This education can
be offered annually or ad hoc,
depending on the organization’s
calendar. Training should
emphasize the importance of
reporting all identified compliance
concerns, how to report,
nonretaliation, the general policy,
and any remedial measures that
may occur.
Having a clear and organized
investigative process is
paramount to running an effective
compliance program. It is also
important to have a process in
place to educate members about the
types of eligible issues to raise and
how to bring them forward.
Conducting the investigation
Once an investigation process has
been established, the compliance
department must follow up and
appropriately investigate all
concerns that have been introduced.
To ensure effectiveness, the
following steps should be taken:

1.

Document all necessary/
required information and attach
any applicable documents
within a central repository
(e.g., an occurrence reporting
system or Microsoft Excel).
2. Alert all individual
stakeholders related to the
concern, including human
resources, leadership
(if necessary), and any other
individuals with interest in the
investigation.
3. Prepare and conduct the
investigation.
4. Review all collective
information and determine
the next plan of action.

Training should
emphasize the
importance of
reporting all identified
compliance concerns,
how to report,
nonretaliation, the
general policy, and any
remedial measures
that may occur.
Documenting necessary
information
To accurately track and complete
an investigation, it is important to
document all of the information
under an occurrence reporting
system or the organization’s
investigation tool. We have
discussed the process of receiving a
concern and documenting necessary
information gathered during the
intake process. Collecting all of
the information received during
the investigation and attaching
January 2021 | Compliance Today 33

Feature

the documents used is of equal
importance. The objective is to have
a central location for all information
related to an investigation in the
event there is need for an additional
review or if a new concern is raised
related to the reported issue. Also,
it is best practice to document and
attach all documents to prepare for a
potential external review.
Alerting stakeholders
It is imperative to alert all individual
stakeholders of any concerns.
Stakeholders include the individual
accused of the concern, human
resources, applicable manager/
director, and senior leadership, if
applicable. Confidentiality must be
communicated when all stakeholders
are contacted to protect the integrity
of the ongoing investigation.
In anticipation of a stakeholder
meeting, it is important that
compliance is prepared to ensure
all issues are interpreted the same
and that the most effective questions
are presented. Moreover, not
understanding the reported concern
will often lead to an inadequate
interview and prevent pertinent
information from being shared. The
objective of a structured outline is to
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generate questions to effectively
communicate with the stakeholder.
Preparing and conducting
the investigation
Normally, an investigation will
include interviews with all interested
parties or ones with knowledge
of the concern. Additionally,
compliance will review all applicable
policies and procedures related to
the concern. Below is an effective
road map to conducting an
interview:
1. Prepare prior to the interview,
2. Go over the concern reported
and confidentiality policy,
3. Take thorough notes, and
4. Recap discussion and provide
contact information for any
follow-up.
Prior to a conversation with
an interviewee, the investigator
should outline the goals of the
interview and prepare the interview
questions. Increased preparation
will help capture all related points
to the concern and prevent any
follow-up due to missed questions
in an initial interview. Also, an
investigator should review the
organization’s confidentiality

policy. A lack of confidentiality
during an investigation can lead
to rumors within a department or
cause stakeholders to collaborate
on information that would likely
compromise the integrity of the
investigation. Also, providing
a synopsis of the concern will
help the interviewee understand
the purpose of the interview and
what information the interviewee
shall provide.
Next, it is important to
record accurate and complete
notes. During this process, the
investigator must remain attentive
of the interviewee and ensure the
notetaking does not interfere with
the flow of the conversation.
Finally, it is important to
summarize your discussion at
the end. Ensuring that all major
points were addressed will keep
the process on pace without the
need for a second interview. Also,
a recap may invite additional
information from the interviewee
and confirm all issues have been
discussed. It is wise to exchange
contact information at the end of
the session.
Reviewing information and
determining next steps
Once the investigation has been
conducted, stakeholders have
been interviewed, and documents
have been reviewed, it must be
determined whether there has been
an actual violation and whether any
additional steps need to be taken.
If at the end of all of the interviews
there is still no clarity surrounding
the concern, it is wise to refer back to
the outline to find what information
is lacking and to collect it. Though at
times an investigation may require
more information at its completion,
it is important to document what
information was lacking to avoid
future omissions.
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If all pertinent
information has been
provided and is enough,
ensure that all remedial
measures follow your
organization’s policies
and procedures. Best
practice is to consult
with human resources
to ensure appropriate
disciplinary steps are
taken while documenting
all those steps. For all
concerns not resulting
in disciplinary actions,
the reporter must
be contacted and
informed of the status
of the investigation
and outcome, which
may be in the form of a
letter, email, or phone
call. While compliance
must be prepared to
answer any questions,
it is also important
to communicate
to all stakeholders
the outcome of the

investigation, including
the individual accused
and any leadership or
manager/director.
As a final step,
the case should be
closed down after
a summary of the
outcome is composed for
tracking purposes. It is
important to document
this information to
effectively communicate
within the organization
and to detect
consistency among any
future concerns.
When a concern is
raised, an organization
must follow its unique
investigation process.
Abiding by your
company’s policies
and procedures will
aid in organizing the
investigation while
offering a guide on
how to investigate
accurately.
CT
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Monitoring compliance

Self-monitoring
by John Falcetano
A critical element of any effective
compliance program is monitoring. As
a service to our members, each month
this column focuses on potential
monitors for specific business lines.

O

ne thing many compliance
professionals never think of
monitoring is themselves.
Since my first compliance conference
more than 20 years ago, I have had the
pleasure to interact with thousands of
compliance professionals. One common
trait compliance professionals seem
to have is that they are constantly
working, even when off the clock.
Compliance professionals constantly
worry about potential compliance
concerns, employee complaints, hotline
calls, compliance audit findings,
pressure to perform, and a never-ending
workload. Today, COVID-19 has been
added to the list, and working remotely
has become the new normal.
Today’s compliance professional may
find themselves not getting enough
sleep, and even when they do get the
opportunity to catch a few minutes of
rest, insomnia sets in as their minds
are in constant overdrive. So, what are
some of the things that spin around
in their minds, constantly in flux?
Compliance professional must be
continually planning what compliance
functions, systems, and resources will
be required to achieve compliance. To
start with, compliance professionals
must stay on top of applicable laws and
regulations that govern their particular
industry. This includes the compliance
professional needing to identify what
policies and procedures must be created
and implemented to address those
regulatory requirements. It is important
to note that when creating policies and
procedures, compliance professionals
must ensure they are written at the
appropriate reading level so employees
can easily understand them and the

organization can achieve compliance.
Once policies and procedures have
been created, compliance professionals
must ensure employees receive
the necessary compliance training
and education, including testing
and providing remedial education
when necessary.
These and many other
responsibilities of compliance
professionals are why work-life balance
is so important. Some of the physical
and emotional signs compliance
professionals can monitor include:
◆ Feeling anxious
◆ Fatigue
◆ Losing interest
◆ Depression
◆ Trouble concentrating
◆ Constantly feeling irritable
◆ Short temper with family and friends
◆ Headaches
◆ Muscle aches
◆ Stomach problems

John Falcetano

(john.falcetano@brooksrehab.org)
is Director Corporate Compliance
at Brooks Health System in
Jacksonville, FL.

If compliance professionals
identify any of these signs during
monitoring, it is important that they
take necessary actions to reduce stress.
Some of those stress relievers include:
◆ Getting a good night’s sleep
◆ Eating a balanced meal
◆ Exercising
◆ Prioritizing workload and delegating
◆ Not overcommitting
◆ Leaning on others
◆ Taking time off to recharge
In conclusion, compliance
professionals should continue to
monitor for stress. While I have not
discussed staff stress, compliance
professionals should monitor for
staff stress as well. In the busy world
of compliance, stress can be easily
overlooked. Even the most experienced
compliance professionals can become
overwhelmed and experience stress in
this world of regulatory compliance.
CT
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hile information blocking
was solidified as a
legally defined term and
compliance effort in the 21st Century
Cures Act of 2016,1 it wasn’t until the
Office of the National Coordinator
for Health Information Technology
(ONC) released the 21st Century Cures
Act: Interoperability, Information
Blocking, and the ONC Health IT
Certification Program final rule that
the industry received a framework
on which to base compliance efforts.2
Currently, compliance dates are
April 5, 2021, for requests related to
data elements in the U.S. Core Data
for Interoperability (USCDI) version 1
and October 6, 2022, for all electronic
health information (EHI).3
The information-blocking
framework (IBF) may shift as the
U.S. Department of Health & Human
Services Office of Inspector General
(OIG), which has enforcement
authority over the IBF, 4 begins
investigating cases and releasing its
findings. OIG has not yet released its
final rule on civil monetary penalties,
which will dictate the enforcement
date for information blocking. The
enforcement date and compliance
dates may be different.
Understanding the IBF is not
completely settled; we present the

top ten compliance concerns, in
no particular order, for all actors
(healthcare providers, health
information technology developers,
and health information networks/
health information exchanges)5 subject
to the IBF.
Extensive scope of the IBF
Regardless of which actor definition
you meet, or if you meet multiple,
the IBF is expansive in nature and
covers any EHI the actor may store/
maintain or transmit in any platform
or product the actor may be using to
store/maintain or transmit the EHI.
Actors must understand the impact
of the IBF across their organization to
determine the best manners through
which to respond to and track requests
and provide education across the
organization. All actors within the
IBF differ in size, services offered, and
actor roles met within the IBF and the
EHI they store/maintain or transmit;
however, scoping compliance efforts
to your organization’s situation is an
activity that must be addressed from
the beginning.
This can be done through the
creation of a group of individuals
representing relevant areas across
the organization that meet on a
regular basis. This group will vary
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in size and representation based
on the size of the organization and
what actor types the organization
meets. However, this group
and/or discussion from the areas
across the organization will be
key to understanding impact to
the organization, needs of the
organization, and to assist in
identifying next steps for the
organization to move toward and
maintain compliance. Generally,
the group should consist of legal
and/or compliance representation,
release of information/privacy
representation, information
technology and/or security
representation, and, ideally,
those within the organization
that can assist with training and
process improvement.
Tracking requests for EHI
The IBF is structured to create
a need to monitor and review
requests to access, exchange,
or use USCDI/EHI. The IBF
itself does not create new rights
of access or requirements to
share information and is instead
built upon currently existing
rights of access to USCDI/EHI
and preexisting requirements
to share information. Nothing
codified in the IBF requires
actors to proactively push out
USCDI/EHI.6 However, there are
other regulatory requirements
to proactively share data and
information that may create
unique information-blocking
complexities, including:
◆ Centers for Medicare &
Medicaid Services conditions
of participation requirements
to share admission, discharge,
or transfer notifications,7 and
◆ Centers for Medicare &
Medicaid Services promoting
interoperability program
requirements8 to share
required sets of information.9

The IBF requires actors to
handle and respond to requests
for access, exchange, or use
of USCDI/EHI within its set
guidelines. This requires actors to
track requests for access, exchange,
or use of USCDI/EHI that are
received by the actor and how the
actor responds to the request to
ensure compliance. The IBF does
not distinguish requests received
through formalized processes and
procedures vs. requests received
informally. This makes compliance
with the IBF an administrative and
operational task that can be difficult
to tackle for any organization
or actor type and can become
increasingly difficult to track as the
organization becomes larger and
meets more actor types.
Ideally, organizations can identify
methods already in use today
related to release of information
requests that can be modified
as necessary to incorporate
IBF considerations. Some
organizations are also looking
to proactively push the USCDI
information out, such as a patient
portal or health information
exchange, in order to avoid
receiving additional requests for
the USCDI data elements once IBF
compliance begins. Either way,
the IBF creates additional work to
track requests received, ensure
any requests that are denied are
done so within the allowances of
the IBF, and any requests fulfilled
are done so within the allowance
of the IBF to the extent possible
by the actor.
Training and education
One area of compliance that
can easily be overlooked is
training and education. Training
and education are increasingly
important within the IBF because
it is a new compliance effort with
new terminology and requirements

that people from across each
organization will need to have some
level of understanding. As noted,
the IBF, and specifically the content
and manner exception,10 does not
differentiate between requests
received through formal vs. informal
processes, meaning that even
requests received in unpredicted
manners by the employees of the
actor organization could ultimately
result in an information-blocking
complaint if they are not addressed
timely. Additionally, EHI can live in
a variety of products and platforms
across an organization, making the
IBF something that can affect nearly
all areas of an actor’s organization.
Employees in many areas of an
actor’s organization need to have at
least a baseline understanding of
what the IBF is.

The IBF, and
specifically the
content and manner
exception, does
not differentiate
between requests
received through
formal vs. informal
processes.
The IBF education and training
will be similar to Health Insurance
Portability and Accountability Act
(HIPAA) training and education.
It affects a large portion of the
actor’s organization at a general
level and affects certain areas of the
organization in more specific ways.
As a result, there is a need to have
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multiple training pathways: one
focused on more general education
for the areas of the organization that
are likely to encounter a request
or potential complaint and need
familiarity with specific terms, the
other focused on more team- and
individual-specific education for
those who are specifically affected in
their day-to-day work.
The general education campaign
will be easier to assemble and
should be rolled out quickly to kick
off the overall education campaign.
Detailed and team/departmentoriented education needs to include
specifics to updated policies and
procedures, if any, and as such will
likely occur after a review of the
policy and procedures. Ongoing
education and training will be
required as the IBF changes, as the
IBF is affected by OIG cases, or as
the actor organization’s policies and
procedures are updated.
Determining your
organization’s role in the IBF
The IBF applies to three sets
of actors within the healthcare
40 Compliance Today | January 2021

industry. The IBF does not change
based on the actor type handling a
request; however, the considerations
and capabilities of each actor type
may affect their role within the IBF
itself. A single entity may meet
the definition of multiple actor
types within the IBF. Compliance
considerations could also vary
depending on what role the entity
is playing for a specific request. As
a result, actor organizations need
to understand what actor type they
fall under within a specific scenario
and what role they are playing
in fulfilling the request within
that scenario.
For example, a healthcare
provider that operates its own
local health information exchange
product would be considered
a health information network/
health information exchange actor
when reviewing actions of the
health information exchange.11
If the request came through the
health information exchange, the
organization would need to evaluate
it as a health information exchange
and what capabilities they have

there to respond. If the request came
in through a healthcare provider’s
release of information department,
the request would be evaluated from
the healthcare provider’s perspective
and their capabilities.
The various roles an organization
can play within the IBF will also
affect the need for training and
education and policy and procedure
development in those areas.
Certain actors will be covered
entities under HIPAA and need to
consider compliance requirements
with HIPAA while others will not
be covered entities and will need
to consider compliance with their
business associate agreements. The
role of the organization in fulfilling
a request affects the organization’s
compliance requirements under the
IBF and is vital to understand.
Technical capabilities to provide
access, exchange, or use
The IBF does not dictate the use of
any specific technical capabilities or
formatting and exchange standards
to provide access, exchange, or use
of EHI. ONC included the content
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and manner and infeasibility12
exceptions to allow most actors to
comply with the IBF with whatever
technical and product capabilities
the actor has available to them.
The content and manner exception
explicitly allows the actor to offer
alternate manners if the actor cannot
provide the EHI in the manner
requested.13 This means the actors
do not need to purchase a patient
portal or application programming
interface (API) capabilities if they
don’t already have them and there
are other methods available to
provide access, exchange, or use
of requested EHI. If the actor does
not have an agreeable manner
through which to provide access,
exchange, or use of EHI, then the
infeasibility exception14 is a viable
option; however, the intent of the IBF
is to have some manner of fulfilling
requests for access, exchange, or use
of EHI and not to fall back on the
infeasibility exception.
Any interoperability elements or
products the actor has implemented
or made available may be used
to meet the IBF. These technical
capabilities or products could be
a release of information or health
information management product,
a patient portal, an API, or other
technical capability that enables
access, exchange, or use of EHI.
These interoperability elements
or products could present as the
manner requested or alternate
manners under the content and
manner exception, depending on
the request.
Different manners of access may
also create different expectations
as to how quickly information
should be made available, as ONC
indicates actors should fulfill
requests without unnecessary
delay. For example, a patient
logging into a patient portal or
accessing information through an

API may be considered a request
for electronic access15 and that
access should occur as quickly as
possible, which may be immediate.
If a payer or provider makes a
request for information through
another manner, the timeline
will likely be less immediate,
depending on manner, availability
of information, and potential
sensitivity and security of the
information requested.
As a result, actors need to
understand the manners through
which they can provide EHI upon
request and which manners are
technically unavailable. While
the IBF does not require actors to
purchase, create, or implement new
technical capabilities, as actors
enable new technical capabilities,
these capabilities will need to be
incorporated into the available
manners through which EHI can
be made available.
Tight turnaround timelines
Most of the IBF does not call
out specific timelines that must
be met; however, there are two
exceptions that do contain
specific time-based conditions:
the infeasibility and the licensing
exceptions. The infeasibility
exception requires any actor
wanting to claim infeasibility to do
so, in writing, within 10 business
days of receiving the request
for access, exchange, or use of
EHI.16 The licensing exception
requires an actor to enter into
good-faith negotiations with a
requester within 10 business
days of a request and close the
negotiations within 30 business
days of the request, when
fulfilling a request would require
use of licensed products and/or
functionality.17 Additionally, the
content and manner exception
sets an expectation that requests

for EHI will be fulfilled without
unnecessary delay.18
The infeasibility exception
contains an ability to deny a
request if it is infeasible under
the circumstances; however,
this condition requires an actor
to consider six specific factors,
including whether the actor was
unable to meet the content and
manner exception. The content
and manner exception outlines the
process through which an actor and
requestor can move between the
specific format/manner requested
and alternative formats/manner
through which the actor can enable
access, exchange, or use of EHI
and ultimately allows the two to
reach agreement upon format to
deliver the EHI. The back and forth
required to meet the content and
manner exception can take longer
than 10 business days to complete,
which would make it impossible to
claim the infeasibility exception.
Additionally, an actor also does
not have complete control over
its ability to complete license
negotiations within 30 days of
receiving a request, and in some

The intent of the
IBF is to have some
manner of fulfilling
requests for
access, exchange,
or use of EHI and
not to fall back on
the infeasibility
exception.
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circumstances, an actor also may
not have enough information to
enter licensing negotiations within
10 business days.

While meeting an exception is not
required to prove compliance with
the IBF, it is still better to meet the
exception and avoid additional
questions if a complaint is filed.

The actor’s
definition of the
DRS will affect
their response
to requests
and whether
they need to
be fulfilled
under the IBF.

Designated record set
The IBF connects the definition
of EHI to the designated record
set (DRS) from HIPAA. 21 The DRS
defined under HIPAA includes:22
1. A group of records
maintained by or for a covered
entity that is:
i. The medical records and
billing records about
individuals maintained
by or for a covered health
care provider;
ii. The enrollment, payment,
claims adjudication, and
case or medical management
record systems maintained
by or for a health plan; or
iii. Used, in whole or in part,
by or for the covered entity
to make decisions about
individuals.
2. For purposes of this paragraph,
the term record means any
item, collection, or grouping
of information that includes
protected health information
and is maintained, collected,
used, or disseminated by or for
a covered entity.

In the case of the infeasibility
and licensing exception, the actor
must act in good faith and attempt
to meet the time restrictions;
however, in both cases, the
requestor or third parties involved
may not be as responsive as
necessary for the actor to meet
the required deadlines to claim
the exceptions. ONC19 and OIG20
have both indicated there is a level
of intent required for an actor to
violate the IBF. This means that
while failure to meet the timelines
will prevent an actor from meeting
the exceptions, it will not make the
actor an information blocker. While
proving intent can be a difficult
task, documentation of an actor’s
response to the specific request
becomes important in showing a
good-faith effort. Additionally, any
policies and processes the actor has
designed around the IBF will help
to show the actor had an overall
intent of compliance with the IBF.
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This definition of the DRS
does not provide a distinct list
of data that must be included.
The definition leaves room for
interpretation, allowing healthcare
providers to work within and
determine their organization’s
definition of DRS. The IBF raises
the stakes on how organizations
and actors define their DRS. The
actor’s definition of the DRS will
affect their response to requests
and whether they need to be
fulfilled under the IBF.

Policy/process updates/
development
As noted above, policy and
process can be important in
showing an organization’s overall
intent to comply with the IBF.
Policy and process can also
affect training and education for
specific teams and individuals
that may be uniquely affected
by the IBF. The policies and
processes most immediately
affected are those related to
how an organization receives,
processes, and responds to
requests for EHI. Depending on
the type of organization, those
policies and processes may live in
multiple areas, and organizations
that play the role of multiple
actor types may need to develop
multiple and/or multifaceted
policies and processes to ensure
proper coverage.
Generally, organizations
are going to have processes
developed around release of
healthcare information and
policies for privacy and security.
These policies and processes
may need to be updated to
reflect the IBF. Processes and
policies may also need to be
developed around how the
organization will handle each
exception and documentation
around responding to requests.
Organizations will need to
consider processes related
to documenting how the
organization works to ensure
compliance with exceptions or
documents when an exception
cannot be met. Organizations
should also consider performing
tabletop exercises to walk
through processes and how
requests may flow through in an
attempt to identify issues before
the issues have the potential to
create complaints under the IBF.

Feature

Tension between
privacy restrictions and
information blocking
Privacy concerns related to HIPAA
and similar federal and state laws
have dominated the discussions
around what and when health
information can be shared. To
this point, HIPAA has been the
main framework in developing
an overarching strategy on what
health information can be released,
to whom, and whether consent is
required, along with other federal
and state privacy laws. However,
there are many scenarios under
HIPAA, such as treatment, payment,
and healthcare operations, 23 in
which the covered entity can release
health information without consent
but is not required to release that
health information.
The IBF does not require an actor
to violate HIPAA or any other state
or federal privacy law; however,
when those laws include optionality
to share information or do not
prevent the sharing of information,
the IBF steps in and requires the
information to be shared. Under the
IBF, if EHI can be released (meaning
there are no privacy, security, or

other reasonable and necessary
restrictions), then the EHI must be
provided to the requestor. 24 This
creates a tension between privacy
restrictions and ensuring the EHI is
released as it should under the IBF.
This tension will continue to
present itself to actors under the
IBF, especially to those who are
also covered entities under HIPAA
and have some level of control
over the release of the information.
Actors will need to find the balance
between releasing information that
can be released and withholding
information that should be withheld.
This tension will vary depending
on actor type and, for healthcare
providers, by venue of care and the
state the organization operates in.
Licensing and charging fees for
access, exchange, or use
The IBF does not require actors
to provide EHI or interoperability
elements for free; however, the
IBF does create guidelines for
what an actor can charge as a fee
for provision of EHI. In the same
vein, the IBF creates guidelines
and restrictions on what actors can
include in licensing agreements for

interoperability elements that enable
access, exchange, or use of EHI.
Reasonable fees can be charged
for the development of technology
and the provision of services, as
long as there is an acceptable and
reasonable profit margin. 25 These
fees cannot be opportunistic
or exclusionary. The ONC
does not define “reasonable” or
“opportunistic” but indicated these
fees would need to be in alignment
with other fees charged by actors.
Fees must be provisioned across all
EHI requests the same and cannot
prohibit one type of requestor more
than another requestor.
Licensing is also allowed so an
actor can protect the value of their
innovation and charge reasonable
royalties to earn return on their
investment. 26 ONC does not seek
to stop market innovation by
removing any licensing of new
technology or services, but it do
es seek to keep these fees within
a reasonable degree compared to
the marketplace.
The content and manner
exception also contains a provision
allowing an actor that provides
USCDI/EHI in the manner
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requested to create fees and
licensing terms that are not bound to
the fees and licensing exceptions. 27
The information blocking definition
and general requirements of fair
play of the IBF would still apply;
however, this caveat allows the actor
greater flexibility to set their own
terms for certain services and/or
interoperability elements.

April 5, 2021, is the compliance date of the
IBF, and...many organizations across the
nation are looking to their EHI partners for
confirmation of capabilities and assurances
their data will be available.

Conclusion
While massive in scope and impact,
this rule can be broken down
into manageable pieces, as we
have defined above. Earlier, it was
stated there are no civil monetary
penalties implemented by the OIG
at this time; however, there is still
an urgent need for organizations to
review, plan, and act on those pieces.
April 5, 2021, is the compliance
date of the IBF, and while we
don’t yet know the enforcement
date, many organizations across
the nation are looking to their
EHI partners for confirmation of
capabilities and assurances their
data will be available. Proactively
addressing these concerns and
avoiding complaints should be
an organization’s priority when
addressing this rule.
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Takeaways
◆ Compliance date for requests related to the U.S. Core Data for Interoperability data elements is April 5, 2021.
◆ Information blocking does not require information to be shared when there was not already a preexisting
right of access to that health information.
◆ Information blocking does not require an actor to purchase or implement any specific products or
functionality.
◆ Information blocking does not require information to be pushed out proactively and is a request-driven
process.
◆ Information blocking will create a need for updates to policy/process and additional documentation, even if
the actor is always compliant, in order to prove compliance in case of an investigation.
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Research reflections

I am Batman
by Kelly M. Willenberg

E

ffectively communicating
with your connections is an
important part of engaging
team members and customers. Finding
the best way to show emotion is a
universal challenge for all of us right
now, as we are working via technology
or with a mask on. Some of these
challenges of communicating emotion
with a face mask on were described in
The New York Times in June.1 Those
interviewed for the article lamented
about how face masks make the
ability to convey facial expressions
problematic, prompting one to find
alternate ways to communicate
positively. Nonverbal cues, such as
using eye contact or body language,
may help someone to feel more
comfortable. Even though we are not
face to face, direct eye contact can
show compassion while establishing
an intention for a conversation. Being
genuine in that approach will provide
clarity when needed.
Part of our job as compliance
professionals is relationship building.
Bringing in new compliance
professionals to Health Care
Compliance Association or conveying
concern to a colleague who has
recently lost their job is more difficult
behind a mask.

It is possible people may use a
mask to create another persona,
which can help us at times as well.
Tyler Cowen explored the emotional
reaction to masks in June. 2 “If we
look to popular culture, mask-wearing
is again associated with a kind of
transgression. Batman, Robin and the
Lone Ranger wear masks, not just to
keep their true identities a secret, but
to enable their ‘ordinary selves’ to step
into these larger-than-life roles.”
Touchless communication with
a mask on may be our new normal
for quite some time. How do you
build confidence and connection
with research colleagues now? Try
using hand gestures and produce a
big smile behind the mask. Listen to
your colleagues and customers while
responding with concern. Send a note
or an email to someone to encourage
them. Call a colleague today and check
on them. The research compliance
professional needs to be larger than
life and realize that mask wearing,
although difficult for some, is here for
the immediate future. In the movie
Batman Begins, Batman said, “It’s not
who I am underneath, but what I do
that defines me.” Remember that all
compliance professionals could use a
little Batman right now.

Kelly M. Willenberg

DBA, RN, CCRP, CHRC, CHC
(kelly@kellywillenberg.com)
is President and CEO of
Kelly Willenberg LLC in Greenville, SC.
bit.ly/in-KellyWillenberg
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he business case for cyber
risk management is clear.
A cyber incident can lead to
consequences that threaten the care
and safety of patients. Cyber incidents
can also result in financial, reputational,
compliance, and legal consequences
that threaten the viability of an
organization. Healthcare organizations
have begun to understand that cyber
risk management is a critical part of
overall enterprise risk management.
That is why many healthcare
organizations are establishing
enterprise cyber risk management
(ECRM) programs.
ECRM is not defined by a specific
product or service. Instead, ECRM
describes an approach to cyber
risk management that engages
the entire organization instead of
leaving this task solely in the hands
of the information technology (IT)
department. It addresses cyber risk
management from the enterprise
perspective and involves taking

comprehensive steps to manage cyber
risk and, in so doing, protecting data
privacy and security across the entire
organization.
A less obvious, but equally
important, benefit of ECRM is that
it can help healthcare organizations
manage compliance efficiently.
Healthcare is one of the most
regulated industries in the US, making
compliance a challenging task. A study
by the American Hospital Association
found that hospitals must comply with
341 distinct regulatory requirements,
23% of which are directly related to
privacy and security.1 When you add
in health systems and post-acute care
providers, the number of regulatory
requirements increases to 629. Privacyand security-related regulatory
requirements make up 13% of this
broader scope of regulations.
It is likely that the American
Hospital Association study, which was
published in 2017, underrepresents the
number of regulations related to data

Article

privacy and security in effect today.
Additional regulations, such as the
General Data Protection Regulation
(GDPR), which became effective in
May 2018, and the implementation
of California Consumer Privacy Act
in January 2020, have been adopted
since the American Hospital
Association study was completed.
Research and advisory firm Gartner
notes that since the GDPR went into
effect, “More than 60 jurisdictions
around the world have enacted or
proposed postmodern privacy and
data protection laws.”2
Managing the numerous — and
growing — number of mandates
related to privacy and security can
be overwhelming for healthcare
organizations. One way to simplify
cybersecurity management
compliance is to address
commonalities across regulations.
This is where a comprehensive
ECRM program can help.
HIPAA: Where compliance and
cyber risk management meet
The most well-known law that
addresses cyber risk management
within the healthcare industry is
the Health Insurance Portability
and Accountability Act of 1996
(HIPAA). HIPAA required the
secretary of the Department of
Health & Human Services (HHS)
“to publicize standards for the
electronic exchange, privacy and
security of health information.”3 The
final omnibus version of HIPAA,
which was published in the Federal
Register in 2013, includes detailed
requirements that specify how any
organization that “creates, receives,
maintains, or transmits” protected
health information must protect
the “confidentiality, integrity, and
availability” of that information. 4
Key components of HIPAA
include the HIPAA Privacy Rule
(45 C.F.R. § 160 and Subparts
A and E of 45 C.F.R. § 164);

the HIPAA Security Rule
(45 C.F.R. § 160 and Subparts
A and C of 45 C.F.R. § 164); and
the HIPAA Breach Notification
Rule (45 C.F.R. §§ 164.400–414).
Between them, these three rules
include more than 80 standards
(what organizations must do) and
more than 100 implementation
specifications (how organizations
must comply). These standards
and specifications lay the
groundwork for what HHS expects
of organizations with respect to
protecting patient data, including
electronic patient data. These
rules specify how HHS — and the
Office for Civil Rights (OCR),
which enforces HIPAA — expect
healthcare organizations to
address cyber risk.
The role of risk analysis
One of the required actions
spelled out in the HIPAA Security
Rule is that every organization
subject to HIPAA regulations
must conduct a risk analysis. The
final rule states this requirement
as follows: “Risk analysis
(Required). Conduct an accurate
and thorough assessment of the
potential risks and vulnerabilities
to the confidentiality, integrity,
and availability of electronic
protected health information held
by the” organization.5
Guidance published by the
OCR states that the purpose
of risk analysis is to “provide
the organization with a detailed
understanding of the risks to
the confidentiality, integrity, and
availability of e-PHI [electronic
protected health information].”6
In addition, OCR guidance notes
that “the Security Rule does not
prescribe a specific risk analysis
methodology….Instead, the Rule
identifies risk analysis as the
foundational element in the process
of achieving compliance.”

Risk analysis is not just
an essential task for HIPAA
compliance; it is a foundational
step for any ECRM program and
most privacy- and security-related
regulations. Every organization
has a unique set of information
assets to protect. Information
assets include not only data, but
also systems and devices. These
assets are associated with unique
vulnerabilities and unique threats.
An organization cannot implement
an effective ECRM program without
conducting a risk analysis (i.e.,
identifying and documenting the
organization’s unique information
assets and addressing the unique
vulnerabilities and threats
associated with those assets).

Risk analysis is not
just an essential
task for HIPAA
compliance; it is a
foundational step for
any ECRM program
and most privacyand security-related
regulations.
Compliant risk analysis
methodology
With respect to methodology, OCR
points to guidance established by
the National Institute of Standards
and Technology (NIST). NIST, a
federal agency, has developed and
published extensive resources on
cyber risk management.7 NIST’s
resources are in the public domain
and therefore freely available. OCR
guidance notes, “Although only
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federal agencies are required to
follow guidelines set by NIST, the
guidelines represent the industry
standard for good business
practices with respect to standards
for securing e-PHI. Therefore,
non-federal organizations may
find their content valuable when
developing and performing
compliance activities.”8
OCR guidance specifically
mentions NIST Special Publication
800-30, Guide for Conducting Risk
Assessments.9 (Note that NIST
uses the term “risk assessment”
synonymously with “risk analysis.”)
The guide provides comprehensive
direction, including information
about the purpose of conducting
a risk assessment, definitions of
terms and concepts important to
understanding risk assessment, and
detailed guidance regarding the
risk assessment process.
OCR expectations regarding
compliance with HIPAA rules,
including the requirement to
conduct a risk analysis, can also
be determined by examining OCR
enforcement action documents
(e.g., resolution agreements,
corrective action plans, notices of
final determination). Resources
and documents related to OCR’s
enforcement actions can be
accessed through the HIPAA
enforcement section of the
HHS website.10
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It is interesting to note that our
company’s analysis of 60 OCR
enforcement actions involving
ePHI found that 88% of the cited
organizations had not completed
a comprehensive, enterprise-wide
risk analysis acceptable to OCR.
In addition, 80% of the organizations
had adverse findings related to
steps taken to address the risks
documented in the risk analysis.
Unfortunately, many organizations
are caught off guard, believing
they have conducted an adequate
risk analysis or that they have an
adequate ECRM program in place,
only to find out that OCR does
not agree.
Additional laws and regulations
that require risk analysis
HIPAA is not the only law that
addresses data privacy and security
within the healthcare industry.
There are many other laws and
regulations that apply to specific
types of data and/or specific kinds of
data transactions that are applicable
to the healthcare industry. Many of
these laws and regulations include
language, requirements, and
standards related to risk assessment.
Some of them are listed below.
◆ GDPR. The GDPR, a data
privacy law designed to
protect individuals in the
European Union, went into
effect in 2018.11 US healthcare

organizations that offer goods
or services to individuals in
the European Union may be
subject to the provisions of
the GDPR.12 GDPR requires
organizations to conduct a data
protection impact assessment.
This provision requires “an
assessment of the risks” and
“the measures envisaged to
address the risks, including
safeguards, security measures
and mechanisms to ensure the
protection of personal data and to
demonstrate compliance with this
Regulation.”13
◆ Gramm–Leach–Bliley Act
(GLB Act).14 The GLB Act
requires organizations that offer
consumers financial products or
services (e.g., loans) to “explain
their information-sharing
practices…and to safeguard
sensitive data.”15 The GLB
Act specifically addresses the
safeguarding of “‘nonpublic
personal information,’” which
includes “any ‘personally
identifiable financial information’
that a financial institution
collects about an individual
in connection with providing
a financial product or service,
unless that information is
otherwise ‘publicly available.’”16
◆ The Federal Trade Commission
issued a Safeguards Rule
(16 C.F.R. § 314) as part of its
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implementation of the GLB Act.17
Among the requirements of the
rule are that each company must
“identify and assess the risks to
customer information in each
relevant area of the company’s
operation, and evaluate the
effectiveness of the current
safeguards for controlling
these risks.”
◆ Payment Card Industry Data
Security Standard (PCI DSS).
The PCI DSS articulates global
standards that apply to any
organization that stores,
processes, or transmits credit
card information. Guidance
from the PCI Security Standards
Council identifies assessment
as the first step in adhering
to PCI DSS standards.18 PCI
Security Standards Council
guidance describes assessment
as “identifying all locations
of cardholder data, taking an
inventory of your IT assets and
business processes for payment
card processing and analyzing
them for vulnerabilities that could
expose cardholder data.”
Additional guidance from
the PCI Security Standards
Council defines risk analysis/
risk assessment as the “process
that identifies valuable system
resources and threats; quantifies
loss exposures (that is, loss
potential) based on estimated
frequencies and costs of
occurrence; and (optionally)
recommends how to allocate
resources to countermeasures so
as to minimize total exposure.”19
◆ Family Educational Rights
and Privacy Act (FERPA).
The FERPA statute and
accompanying regulations give
parents access, and some control,
over the disclosure of personally
identifiable information found

in education records. 20 When a
student enters postsecondary
education or turns 18 years
old, FERPA rights transfer to
the student.
The FERPA statute and
regulations do not directly
address the need to conduct
a risk analysis. However,
the National Center for
Education Statistics, within
the Department of Education,
published specific guidance on
managing personally identifiable
information in electronic student
education records, in which it
effectively outlined all the steps
for conducting a risk analysis. 21
Conducting a risk analysis is
important to complying with
FERPA requirements. 22
◆ Genetic Information
Nondiscrimination Act
(GINA) of 2008. GINA
protects individuals from
discrimination based on their
genetic information. The specific
areas of discrimination GINA
addresses are employment and
health coverage. 23 When the
HIPAA Omnibus Final Rule
was published in 2013, the
Privacy Rule was modified to
encompass the protections
specified in GINA. 24 Genetic
information, as part of a
patient’s health record, is
protected by both HIPAA and
the more specific protections
spelled out in GINA.
How ECRM can facilitate
compliance efficiency
As these examples illustrate,
laws and standards that address
the privacy and security of data
are embedded in many different
regulations that affect healthcare
organizations. The examples
cited above focus specifically on

language related to risk analysis/
risk assessment. But the fact is,
conducting a risk analysis is but
one aspect of a comprehensive
ECRM program. An effective ECRM
program includes, but is not limited
to, the following activities:
◆ Evaluating whether or not the
organization has adopted a
cybersecurity framework, such
as the NIST Cybersecurity
Framework, and evaluating the
maturity of the organization’s
implementation of the framework;
◆ Conducting an enterprise-wide
risk analysis that identifies all
of an organization’s information
assets (data, systems, and
devices), documents the threats
and vulnerabilities associated
with each of those assets, and
documents the organization’s
approach to addressing each of
those risks;
◆ Assessing the organization’s
compliance with the requirements
of the HIPAA Security Rule;
◆ Assessing the organization’s
compliance with the requirements
of the HIPAA Privacy and Breach
Notification rules;

The fact is,
conducting a
risk analysis
is but one
aspect of a
comprehensive
ECRM program.
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◆ Establishing ongoing processes
for identifying and treating risks
as the organization evolves and
the risk landscape continues to
change; and
◆ Assuring ongoing maturity of
the ECRM program through
continuous process improvement.
An effective ECRM program will
execute these tasks in a way that
complies with HIPAA requirements
and meets OCR expectations. A
comprehensive ECRM program,
which meets these goals, can
provide the foundation for meeting
the data privacy and security
requirements of many different
mandates and regulations. In other
words, a comprehensive ECRM
program not only serves to protect
the organization from cyber risk, but
it also helps simplify compliance
with myriad regulations related to
data privacy and security.
Getting started with ECRM
to simplify compliance
ECRM is a journey, not a destination.
It takes time to establish and
implement a comprehensive ECRM
program. However, once such a
program is in place, it can help make
compliance activities more efficient
and more effective. By implementing
a single, comprehensive ECRM
program, organizations can not only
have confidence that they will meet
HIPAA’s requirements, but also have
confidence that they have a program
in place that will meet the data and
privacy requirements of many other
statutes and regulations.
The following three action steps
can help compliance professionals
move toward leveraging the power
of ECRM to manage privacy and
security mandates efficiently and
effectively:
1. Identify the information
security and privacy
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regulations that affect your
organization. HIPAA’s
Privacy, Security, and Breach
Notification rules are likely
at the top of the list. But what
about the other regulations
mentioned in this article?
Do any of them apply to your
organization? Are there other
regulations (e.g., state-specific
regulations) that control the
way your organization manages
cyber risk?
2. Analyze the specific
requirements of the data
security and privacy
regulations that affect your
organization. For example,
how many of the regulations
require a risk analysis or risk

assessment, as described
in this article? What other
common requirements related
to cyber risk management can
you find across the breadth
of data privacy and security
regulations your organization
is subject to?
3. Find out whether your
organization has implemented
an ECRM program. Share
the information you have
gathered about how cyber
risk management affects your
organization with respect
to compliance. Make sure
compliance has a seat at the
table as the organization
establishes, or matures, its
ECRM program.
CT
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Takeaways
◆ Cyber risk is a business risk issue and a compliance issue for healthcare organizations.
◆ An enterprise cyber risk management (ECRM) approach to cyber risk can protect patients and
the organization.
◆ The most effective way to achieve compliance with the Health Insurance Portability and Accountability
Act’s Privacy, Security, and Breach Notification rules is by establishing and maturing a comprehensive
ECRM program.
◆ Many statutes and regulations (e.g., General Data Protection Regulation, the Gramm–Leach–Bliley Act,
Payment Card Industry Data Security Standard, Family Educational Rights and Privacy Act, Genetic
Information Nondiscrimination Act) include cyber risk analysis/risk assessment requirements that align with
the ECRM approach.
◆ A mature ECRM program can help organizations efficiently and effectively manage multiple, diverse
mandates related to data privacy and security.
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Basics of internal investigations

Planning and preparing to conduct
the investigation
by Mike D. Sandulak

B

ased on my experiences as an
investigator working in both
the public and private sectors,
one key takeaway I learned was that
there is no way to conduct the perfect
investigation. You can spend countless
hours working on a case, but regardless
of your good efforts, mistakes can
be made. However, with the proper
planning and preparation, the
likelihood of these mistakes and their
potential risks to your organization can
be significantly reduced.
Investigation planning is
beneficial to your program because
it saves you time, allows you to
develop contingencies for when an
investigation is delayed for reasons
beyond your control, and prepares
you for potential litigation. Planning
the investigation allows you to define
the scope early on to prevent scope
creep, ascertain what information and
evidence is needed, identify the initial
list of potential witnesses to assure
that interviews are scheduled timely,
and start leveraging the resources
needed to conduct your investigation.
Creating the investigative plan
The first step in an investigation is
the creation of an investigative plan.
This plan should be objective and
should not reflect any preconceived
notions you may have based upon the
reporter’s allegations. In this plan,
you should:
◆ List the specific allegations;
◆ Identify all relevant policies,
procedures, and regulations;

◆ Define the scope of the
investigation;
◆ Prepare an evidence list (evidence
to obtain);
◆ Prepare an interview list and
determine the order of interviews;
◆ Develop a timeline of the
alleged events;
◆ Formulate questions to ask
witnesses, which may change
depending on the type of
witness; and
◆ List an expected completion date.
If your investigations program
uses a standard investigation report
template, a good rule of thumb is to
use this template to help create your
investigative plan, as it includes
many of the items listed above. This
investigative report can then be
filled in as the investigation moves
forward, further saving you time
and giving you the opportunity to
learn what additional information
may be needed and to identify
any potential gaps that need
to be resolved.
Over time, the creation of an
investigative plan at the start
of your investigation provides a
number of benefits that will help
further strengthen the standards
and processes for conducting
investigations at your organization.
In addition, developing the habit of
writing an investigative plan will make
your investigations more consistent
and build a strong foundation for your
investigations program.

Mike D. Sandulak

(mike.sandulak@providence.org)
is Director of Investigations at
Providence St. Joseph Health
in Portland, OR.
bit.ly/in-MikeSandulak
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D

William E. Lucas

PAHM, MBA
(william.e.lucas@kp.org) is Ambulatory
Care Lead at Kaiser Permanente
in Portland, OR.

54 Compliance Today | January 2021

o you consistently find
reoccurring compliance
deficiencies in your
organization? Have you ever
considered staff habits as the reason
you may continue to see repeated
noncompliant behavior?
Many books examine the power of
habits and identify strategies to break
bad ones and build good ones. Among
them is Charles Duhigg’s The Power
of Habit: Why We Do What We Do in
Life and Business.1 In it he explores
habits and how they can drive certain
behavior. Jud Brewer, an associate
professor at Brown University School
of Public Health, also discusses
habits in his Harvard Business Review
article, “How to Break Up with Your
Bad Habits.”2 Both authors reference
the habit cycle as a key ingredient
for understanding habits. These two
authors did not discuss healthcare
compliance in their writings, but their
explanation of how habits function

presents an interesting opportunity to
view noncompliant behavior.
Neuroscientists have conducted
many clinical studies on how the
brain responds to stimuli or cues, and
what drives people to engage in bad
and good habits. Studies abound with
details on the brain and how it changes
as habits are formed and broken. This
article will not attempt to dissect
any of these clinical studies, but it
will leverage the understanding that
comes from them and explore possible
implications for healthcare compliance.
The power of habit
In The Power of Habit, Duhigg breaks
habits into three elements (Figure 1).
According to Duhigg, we have cues
that trigger a routine or action, which
leads to a reward. This very simplified
but effective explanation demonstrates
what drives habits.
Applying this model lets us
examine our addiction to social
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media. Our smartphones include
applications such as Facebook,
Instagram, and Twitter, and our
phones ping to signal a notification
that someone has either posted a
picture or liked our posted picture or
status. We then look at our phones to
receive updates. Figure 2 illustrates
this habit cycle.
Many of these habits are driven
by our subconscious. Try tracking
one day of your own social media
activity. How often do you check
your phone to either respond to a
ping or check what happened with
your friends and family? Another
example, if you are a sports fan, is
you may receive a ping from your
ESPN app with updates on your
favorite team’s final score or other
team activity. You then look at your
phone to read the updates or watch a
video highlight of the game.
To find an example of the
power of habits in healthcare
compliance, you need look no
further than celebrity-related
privacy and security breaches
that have transpired over the past
17-plus years. In its 2020 Healthcare
Compliance Benchmark Survey, 3
SAI Global reported that 58% of
the respondents had encounters
with government authorities
because of Health Insurance
Portability and Accountability
Act (HIPAA) privacy breaches.
In the same report, more than
half of all respondents identified
HIPAA security and privacy as the
top high-risk priority. Celebrities
such as Drew Barrymore, Arnold
Schwarzenegger, Tom Hanks,
George Clooney, Britney Spears,
and Michael Jackson have had their
medical records inappropriately
accessed in various medical
facilities. 4 If you search online for
celebrity privacy breaches, you
can see the stream of names of
celebrities that trusted healthcare

Figure 1: The three elements of a habit

Figure 2: The habit cycle
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Figure 3: Habit cycle of an employee improperly accessing celebrity PHI

Figure 4: Habit cycle of an employee improperly accessing PHI of a
family member

56 Compliance Today | January 2021

organizations to protect their
information, as well as the list of
organizations that violated that
trust. These breaches may be a
one-time occurrence by these
individuals working at those
organizations, but something
caused them to access information
inappropriately.
The HIPAA Privacy and
Security rules are not new, and
staff routinely complete HIPAA
privacy and security compliance
training. It is standard practice to
ensure that all staff with access to
medical records complete HIPAA
compliance training and are tested
on their understanding after
the training. Yet we as a society
continue to have celebrity HIPAA
breaches and, more often, breaches
of protected health information
(PHI) of family, neighbors,
or friends.
Let’s look at these breaches
using the habit cycle. We will
exclude those scenarios where
staff impermissibly accessed a
celebrity’s PHI for monetary gain.
For our discussion, we will assume
that employees are just curious
and have no business need to look
at the medical records in question.
Figure 3 illustrates how this looks
on the habit cycle.
In this scenario, staff members
are satisfying their curiosity by
reviewing the celebrity’s medical
record, and the unique information
about the celebrity is their reward.
The same habit cycle applies to
explain what drives the staff to
review the medical record of family
members. Figure 4 illustrates how
this looks on the habit cycle.
Although the staff member’s
intent to review the medical
records may differ between a
family member and a celebrity,
both are impermissible uses under
HIPAA. Despite the trainings on
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permissible and impermissible uses
under HIPAA, staff continue to
improperly access the PHI.
Many clinical studies show how
the brain is wired and the role of
dopamine in the brain. So much
of what we do is subconscious. If
our subconscious is the culprit for
some of these behaviors, how do we
combat these actions?
Traditionally, organizations have
used warning flags in the medical
record of celebrities that ask staff
if they have a compliant reason
for reviewing this medical record
(“break glass” approach5). Some
publicize within their organization
that they audit medical record
access to ensure that staff are
not inappropriately accessing
medical records. Some publicize
acts of noncompliance and the
corresponding consequences
to educate staff. Despite these
common tactics, acts of HIPAA
noncompliance continue.
In The Power of Habit, Duhigg
relates the story of Anthony Dungy,
the former head coach of the
Indianapolis Colts, a football team,
and how he transformed them into
Super Bowl champions. He did not
introduce a new sophisticated game
plan, but he took their existing
habits formed over years of playing
football and changed the routine
as a response to the cues they see
when they play. He did not have the
players focus on a different cue; he
just changed how they responded to
existing cues to get the same reward.
The final reward was a Super Bowl
championship in 2006.
Can we do the same, as related
to HIPAA breaches or other
noncompliant actions? The cues
or temptations are not going away.
People are naturally curious, and we
worry about our family and friends.
The situation is more complex than
just stating that the violator is a bad

Table 1: Steps to mitigate bad habits
Action
Map out your
habit cycles

Description
Find out what triggers the habit. Pay attention to
what is happening when you engage in the habit.

See what you actually Find out what you feel when you engage in this
get out of those actions habit. How rewarding is this activity?
Replace reward
with curiosity

Find a new reward that is more rewarding than
the existing behavior.

person. What if we focused on the
routine that comes after the cue?
Changing habits
In his Harvard Business Review
article, professor Brewer also
references the habit cycle. He
identifies the steps he uses in his
clinical practice to help patients
mitigate some of their bad habits.
These steps are broken out
in Table 1.
According to Brewer, the brain
is always looking for a better offer.
Therefore, he suggests replacing
the habit with another habit. For
example, someone who smokes
during their work break may walk
instead. The trigger, which is
taking a break, is the same;
however, smoking is replaced
with another habit selected after
careful self-reflection on what is
happening when they engage in
their smoking habit. This is easier
said than done. As reflected in the
Aesop’s fable “Belling the Cat,”6
it is one thing to have excellent
ideas, but it is another to execute
on those ideas. How can this help
us with our understanding of
why staff may violate what we see
are clear lines of what is and is
not permissible?

Considerations for
the organization
What if we look at HIPAA breaches
through the lens of the habit cycle?
Can we use the same method
Tony Dungy employed with the
Indianapolis Colts and replace
staff routines after they see the
cue of a celebrity, family member,
or neighbor in the hospital?
Can we design our compliance
training in a manner to help staff
change their habits when they
are triggered by cues? This habit
cycle approach does not excuse
breaches of patient privacy or
other acts of noncompliance but
represents another way to look at
those instances.
Perhaps we can replace the
bad habit with a good habit, like
Brewer suggests? Can you design a
compliance training that includes
Brewer’s habit-breaking steps to
have learners think about their habit
that may result in noncompliant
behavior? When you conduct your
investigations behind HIPAA
breaches, do you ask staff to walk
through the steps Brewer suggests
to help them identify their triggers?
Or do you focus on the investigation
to validate that the individual
inappropriately accessed a medical
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record? As noted, the breaches
happen not because of the lack of
understanding of HIPAA. This
represents an overly simplified view
of HIPAA breaches.
As compliance professionals
with a duty to ensure that our
organizations protect patient
information, we should consider
a fresh perspective to meet this
responsibility. The HIPAA Privacy
Rule is one example. We can also
apply these approaches to other
areas of compliance and ethical
breaches. As Duhigg states in The
Power of Habit, “Habits are not as
simple as they appear. As I’ve tried
to demonstrate throughout this
book, habits — even once they are
rooted in our minds — aren’t destiny.
We can choose our habits, once we
know how. Everything we know

‘Habits are not as simple as they
appear....We can choose our
habits, once we know how.’
about habits, from neurologists
studying amnesiacs and
organizational experts remaking

companies, is that any of them can
be changed, if you understand how
they function.”
CT
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Takeaways
◆ Charles Duhigg and Judson Brewer break habits into three components: cue, routine, and reward.
◆ Reviewing Health Insurance Portability and Accountability Act privacy breaches is an example of a
noncompliant activity you can use to understand how habits may influence noncompliant behavior.
◆ Despite the well-publicized consequences of privacy breaches, they continue to occur.
◆ The given example of employees inappropriately accessing a celebrity’s or loved one’s protected health
information is simpler than many of the scenarios healthcare compliance professionals face, but the same
habit-based approach can be helpful in more complex situations as well.
◆ Going beyond just identifying the noncompliant behavior and trying to understand what causes an individual
to engage in noncompliant behavior is worth considering.
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or months, our world, our
country, our healthcare systems,
and our lives have been
drastically altered by the COVID-19
pandemic. It has been impossible
to hide from the realities of the
pandemic as news, social media,
and conversations with friends and
colleagues have frequently centered
on the continuously developing
COVID-19 stories. At the same time,
our healthcare systems have not
been able to hide or be sheltered
from the course-altering effects of
the pandemic. Healthcare providers
around the country have been rocked
in multiple ways, including their
financial health, their ability to take
care of patients, and the new normal
of taking both small and drastic
measures to help prevent COVID-19
transmission. While pandemics are
no “black swan” events,1 very few in
our country were fully ready for the
effects of one. Households rushed to
hoard pantry supplies and toilet paper,
and healthcare systems clamored to
reorganize operations and try to guess
and react to what was coming next.
Businesses and organizations around
the country and around the world are
wondering what they could have done
to be more prepared. Should they
have known this was coming? Could
they have more intentionally planned

for and forecasted this event in order
to be better equipped to handle the
sequelae of the pandemic, or even
been able to flourish through it and
come out stronger on the other side?
These are questions that our country’s
healthcare leaders should be asking.
And many of the answers can be found
in the discipline of enterprise risk
management (ERM).
ERM overview
While ERM programs are not new
to healthcare, many healthcare
organizations may not have a good
understanding of ERM either because
they do not have an ERM program
or because their ERM functions
are not structured or have not been
updated in an industry-standard way.
Past iterations of risk management
roles or programs may have included
only a slice of an organization’s
risk profile, such as insurance or
malpractice risk, or patient safety or
quality risk. Modern ERM, however,
includes all risks that could affect an
organization, from the boardroom to
the storeroom, as well as everything
in between within an organization
and risk adjacent or external to the
organization. Any risk that could affect
an organization is considered in ERM.
The best practice of ERM provides a
framework by which all organizational
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risks are identified, thoroughly
analyzed and prioritized, and
appropriately mitigated in order
to allow the organization to make
thoughtful and informed business
decisions. Modern ERM does more
than protect value; it also creates
value. The business decisions
resulting from a best practice
ERM framework can create value
by looking for risk mitigation/
treatments that are both protective
and beneficial for the organization’s
bottom line by providing a financial
return on risk and compliance
management investments. In
addition, ERM helps enhance
compliance effectiveness, ensures
interdepartmental understanding
and collaboration, promotes
proactive mitigation of risk instead
of reactive responses, and helps
strengthen organizations during
events that create uncertainty.
ERM will be most successful
when those involved in the
ERM process all speak the same
language, have a similar set of
risk perspectives, and have a
common way of viewing the risk
management process. This can
be achieved by developing the
organization’s risk management
framework and processes. At a
high level, an ERM framework
helps an organization define
how it will survey the universe
of risks, prioritize and select the
risks to mitigate, and then allocate
appropriate resources to address
the risks. There are two alternative
main frameworks popularly used in
ERM: International Organization
for Standardization guidelines2
and Committee of Sponsoring
Organizations of the Treadway
Commission guidance.3 Both
frameworks have been updated
recently, displaying continued
growth and evolution in the field of
risk management. A simple internet
search shows how much has been

written about each framework and
how each could be more beneficial
in different contexts. Organizations
pursuing risk management should
explore both frameworks and
develop a pragmatic solution
based on one or a combination of
the frameworks.
In order to ensure that all of the
organization’s risks are considered,
it is important to consider whom
to involve in the ERM program.
There is no one right answer as to
who should lead ERM activities.
Large organizations may have a
chief risk officer whose primary
responsibility is to oversee ERM.
Organizations with fewer resources
or varying organizational dynamics
may appoint the chief compliance
officer, chief financial officer, vice
president of internal audit, or
another executive to oversee ERM.
In the authors’ view, it makes little
difference who “owns” it, as long as
the owner has sufficient authority to
lead the program and the purview of
the program is truly enterprise wide
and ensures input of all risks from
around the organization.
When deciding who should
provide input on risk and collaborate
with the ERM function, the phrase
“from the boardroom to the
storeroom” will again be helpful.
Ensure that each operational
area has a conduit to direct its
risks into the ERM process.
Even if assessed informally
or without much structured
thought, understanding,
prioritizing, and mitigating
risk is not new to operational
areas. A normal part of doing
business and running operations
is continual understanding and
mitigation of risks.
In essence, all operational
areas in a healthcare organization
have some sort of micro
risk-management processes
going on to manage specific

business processes and outcomes.
Throughout this article, we will use
the terms “micro risk” and “micro
risk management” to describe risk
management efforts that occur
within a specific operational area
that are in place only to address
those risks that are relevant for
that specific area. By contrast, we
will use the terms “macro risk”
and “macro risk management”
to describe enterprise-wide risk
management efforts that are in
place to address risks that are
applicable to and potentially
significant for the organization
as a whole. In some operational
areas, like compliance and finance,
the micro risk management, or
selection and management of
relevant risks, may be intentional,
well defined, and documented.
In other operational areas, like
supply chain or food or interpreter
services, the management of
pertinent risk may not be formalized
or documented, yet it occurs
as the operations ebb and flow
and as issues arise and require
solutions. In many healthcare
organizations, each area’s micro
risk-management efforts occur in

ERM...ensures
interdepartmental
understanding
and collaboration,
promotes proactive
mitigation of risk...,
and helps strengthen
organizations during
events that create
uncertainty.
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silos and in disparate ways that are
specific to each department. While
multiple and often informal micro
risk-management efforts may be
occurring around the organization,
there may be little to no effort on the
part of the organization as a whole to
understand the micro risks of each
area, and understand how the micro
risks may affect the organization as
a whole. ERM programs provide a
framework for the enterprise and its
leadership to understand not only
the micro risk-management efforts
taking place disparately, but also
provide a forum for those micro
risks to be evaluated at the macro,
or enterprise-wide, impact level.
Many risks will remain primarily
relevant for only the operational
area to address, but some risks,
as assessed through the ERM
framework, will become larger and
more complex macro risks that
must be understood and addressed
at the enterprise level. Thus, ERM
capitalizes on the expertise, risk
knowledge, and risk management
efforts from partnerships around
the organization and ensures that
relevant risks that could reasonably
affect the organization as a whole
are identified, prioritized, and
addressed. Additionally, ERM can
help organizations standardize risk
assessment processes in the various
operational areas in order to more
efficiently and effectively prioritize
enterprise-wide risk.

operations are driven by assessment
and prioritization of compliance
risk. ERM helps the organization as
a whole understand and evaluate
compliance risk and other micro
operational risks that affect the
whole in order to develop an
accurate and cohesive picture of
the organization’s risk profile. Best
practice organizations develop
micro and macro risk-management
structures that ensure consistency
between micro risk-management
efforts, resulting in standardized
information flow into the macro
ERM framework. Compliance
and ERM should be speaking the
same risk management language
and working from the same risk
management playbook, just from
different ends of the spectrum.
Compliance is the subject matter
expert and risk owner of the
compliance micro risks, and
ERM is the risk jack-of-all-trades
and collaborative organizer that
brings together the organization’s
micro risks for ERM coordination
and assessment. Successful ERM
programs understand the value of
collaboration and the subject matter
expertise of each of the managers of
micro risk, including the compliance
officer. And compliance officers can
best help their organizations by not
only appropriately assessing and
managing compliance risk but also
being an active contributor to the
organization’s ERM efforts.

ERM and compliance
So how should managers of micro
risk interface with ERM? More
specific to this audience, how should
compliance officers interface with
ERM? Whether or not compliance
officers realize it, compliance and
ERM have more in common than
they have different. Like peanut
butter and jelly, compliance and
ERM work on risk together, but in
complementary ways. Compliance

ERM and COVID-19
Returning to the questions from
the introduction, could an ERM
program have helped a healthcare
organization be better prepared
for the COVID-19 pandemic, and
how can an organization be better
prepared for the next big risk
management challenge? Many
thought leaders across various
industries have debated whether
the pandemic was a black swan
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event — an event with devastating
consequences that was almost
impossible to predict and almost
impossible to be ready for — others
yet argue that the pandemic
was more of a “gray swan”
event — predictable and subject to
risk management controls. While
there are very good arguments on all
sides of this debate, one thing rings
true in all of the arguments: A robust
enterprise-wide risk management
program is essential. Healthy and
maturing ERM programs do more
than just assess risk and help
allocate resources for risk treatment.
With time, investment, and data
analysis, ERM programs evolve
into sophisticated systems that are
nimble and proactive, novel and
even groundbreaking, where leaders
come together to evaluate real-time
issues and predict and prepare for
what is likely to come next. So the
real value in ERM is not only in the
ongoing assessment and treatment
of risk, but in the growth and
evolution of the ERM program that
draws on a wide cache of leadership
expertise to plan strategy and
response and help the organization
weather any storm that comes.
It is in this evolved and advanced
view of ERM that we see several
lessons emerging out of the
COVID-19 crisis. These lessons
are being learned even as we
write this article, and they deserve
additional exploration by healthcare
leaders and developing ERM
programs. To that end, we briefly
introduce these ideas and provide
resources for further exploration by
risk professionals.
Lesson one: Using decision
science to make decisions in
hyper-uncertain situations
Unfortunately, healthcare
organizations have had to make
countless challenging decisions in
the face of uncertain situations and
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uncertain outcomes created by the
pandemic. Decision science helps
organizations take what data they
have available — though potentially
limited — and other decision-making
tools to help predict the best
possible outcomes for decisionmaking in the face of uncertainty.
Managers of risk are directed to
Peter McNamee and John Celona’s
seminal work: Decision Analysis for
the Professional: Fourth Edition.
Lesson two: ‘Sensemaking’
The pandemic saga has resulted
in scientific, social, and political
information coming from multiple
directions, resulting in what some
have coined as an “infodemic.”
The challenge has been that the
information and reported data
do not always align or point
an organization in a consistent
direction. Sensemaking, as
introduced by Karl Weick in the
1970s, helps an organization take in
data and then make sense of them. 4
This is especially important in new
situations and as circumstances
rapidly change. ERM programs have
the benefit of bringing groups of
leaders together, so sensemaking
can occur not only on the individual
level but on the collective level
as a group.
Lesson three: Antifragility
Antifragile organizations are more
than just resilient and do more than
merely stay afloat during crisis;
they actually grow stronger in
crisis situations.5 ERM programs
can evolve to help position
organizations to not just survive in
extremely challenging times but
actually thrive.
Lesson four:
The Cynefin framework
The Cynefin framework is a type
of sensemaking device. Developed
by Dave Snowden in 1999 while

working at IBM, this framework
allows leaders and managers of risk
to make risk-management decisions
based on the situation in which the
decision takes place.6 The Cynefin
framework helps with decisionmaking by first classifying the
situation, whether clear, complicated,
complex, chaotic, or disorderly, to
help the decision maker know how to
better respond.
Value-driven ERM
Along with these emerging
lessons to help challenge ERM
programs to evolve to the next
level has been an increased
focus on the value creation, or
the upside of ERM. While ERM
has traditionally been viewed
purely as a value-protection
function, it has been recently
redefined as a function that
can create value as well. And
now more than ever, healthcare
organizations need both sides
of the ERM coin. Instead of
relegating value protection to
compliance, risk management,
and internal audit and assigning
value creation responsibility to
strategy and finance, modern ERM
brings together both the downside
and upside of risk as it helps
organizations creatively identify
solutions for risk treatment. Among
the many potentially devastating
effects of the pandemic have
been the financial ramifications
experienced by our nation’s
healthcare providers. Actions
taken to help limit the spread of
the virus, including prohibitions
on many types of nonemergent
medical care, have resulted in
poor financial situations for the
lucky, and bankruptcy and closure
for others. As such, attention
has turned to ERM to not only
protect value but create value by
providing financially beneficial
risk mitigation innovations. By

quantifying and monetizing risk
mitigation with decision analysis
based on data, cutting-edge ERM
programs marry value protection
and value creation. The resulting
ERM message communicates how
a risk treatment plan can both
protect value and create value by
calculating the monetary benefits of
addressing the risk.

By quantifying and
monetizing risk
mitigation with
decision analysis
based on data,
cutting-edge ERM
programs marry
value protection
and value creation.
Making the case for ERM
We do not yet know what the
post–COVID-19 healthcare
landscape will look like, but one
could guess that the current
financial, compliance, and other risk
challenges will continue to abound.
Considering the collective benefits
of risk protection, collaboration
between silos, advanced decision
analysis, and value creation,
one could argue there has never
been a better time for healthcare
organizations to pursue ERM. So,
if your organization has no ERM
function, where can you start?
While board and C-suite support
is the ultimate goal, ERM efforts
frequently start from grassroots
efforts of those who are already
managing the organization’s
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department-specific micro risks.
Compliance officers can help get
the ERM conversation started.
A great place to start is selfeducation. Begin reading about
ERM, including thought leadership
and details around the Committee
of Sponsoring Organizations of
the Treadway Commission and
International Organization for
Standardization frameworks.
Research different professional
organizations that are talking about
ERM; many have great articles and
thought leadership available on
their websites. Then begin having
conversations about ERM, risk
collaboration, and the upside of risk
management with other operational
risk managers. It could be that
your peers in other departments
are having similar thoughts on
the value of a big-picture risk
management strategy. Because
many of the operational managers
of risk should already be on the
compliance committee, early ERM
conversations, planning, and
strategy could begin there. Begin
discussing the why and how of ERM
with the CEO and other executive
leaders and provide them with
education not only about the value
protection aspect of ERM, with
which they are probably already
familiar, but also the value creation,

collaboration, and decision analysis
features of modern ERM. As these
ERM ideas begin to take shape
and take off, be sure the board is
introduced to the ERM strategy, as
ERM should ultimately be overseen
by the board and aligned with
corporate strategy overall.
Practical next steps
in pursuing ERM
An ERM plan and program is a
worthy investment not only in light
of the COVID-19 pandemic, but
also to help future risk mitigation
and decision analysis for whatever
storms come next. Whether your
organization needs to start an
ERM program or tune up a current
program to help it be more effective,
take advantage of this interesting
time in history to focus on and

pursue ERM. There are multiple
ERM resources available to help in
the journey. A few publicly available
resources to get started include:
◆ “Creating and Protecting Value:
Understanding and Implementing
Enterprise Risk Management”7
◆ “Enterprise Risk Management:
A Framework For Success” 8
◆ “Value-Driven ERM: Making
ERM an Engine for Simultaneous
Value Creation and Value
Protection”9
◆ “Enterprise Risk Management:
Defining the Concept; Getting an
ERM Program Started; The Role
of the Chief Risk Officer”10
◆ Steven Minsky’s RIMS Risk
Maturity Model,11 an ERM
program maturity self-assessment
for organizations looking for an
ERM tune-up.
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Takeaways
◆ Healthcare organizations should revisit enterprise risk management (ERM) in response to the pandemic,
either to start ERM programs or retool current ERM efforts.
◆ Managers of operational risk should not just work in silos to address relevant risk but instead work
collaboratively as part of an ERM framework.
◆ Compliance officers should participate in ERM and collaborate with those leading ERM programs.
◆ Ultimately, the board and senior leadership should set the tone for ERM and should encourage ERM work.
◆ Healthcare organizations should consider what learning lessons come out of the pandemic risk to help the
organization become more resilient.
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VIRTUAL CONFERENCE

Applying the COSO ERM
Framework to Compliance
Risk Management
January 21, 2021

SCCE & HCCA partnered with Committee of Sponsoring Organizations of the
Treadway Commission (COSO) to create a guidance on the application of COSO’s
Enterprise Risk Management framework to the management of compliance risk.
Published in November 2020, the guidance is based on current practices and
expectations for effective compliance and ethics programs.
To assist in understanding and applying the guidance found in the publication,
SCCE & HCCA has developed a one-day virtual conference.

Register online
corporatecompliance.org/2021coso
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he year 2020 will certainly be
remembered for at least two
events: the COVID-19 pandemic
and the far-reaching and sustained
movement against racial inequality
in America. These two events
metaphorically intersect in guidance
from the U.S. Department of Health
& Human Services (HHS) Office for
Civil Rights (OCR) designed to help
providers ensure that their COVID-19
testing and treatment services do not
discriminate on the basis of race, color,
or national origin.
Racial disparities in
healthcare in the US
It has been strongly argued that
healthcare is one of several US
systems whose origins include
elements of institutional racism.1
As a consequence, this institutional
racism begets racial disparities in
healthcare delivery and outcomes. 2
Although these inequities have been
observed, studied, and the subject
of discussion, research, policies, and
even laws, 3 the COVID-19 pandemic
is a crisis that provides a devastating,
firsthand, real-time case study of
how this institutional racism — not
race itself — results in disparities
in healthcare access, treatment,

and outcomes for racial and ethnic
minorities in our country.
Providers, members of Congress
called upon HHS for action
Healthcare providers and members
of Congress encouraged HHS to
address the racial disparities in
America’s COVID-19 response since
data4 emerged demonstrating those
differences early in the pandemic.
Five members of Congress wrote a
letter to HHS Secretary Alex Azar
on March 27, 2020, urging him
to order the Centers for Disease
Control and Prevention (CDC) to
begin collecting and reporting racial
and ethnic demographic data from
patients receiving COVID-19 tests.5
The letter requested these data so that
policymakers and researchers could
identify and address racial disparities
in America’s response to the pandemic,
which the CDC reportedly began
doing at least by April 8, 2020.6 The
letter also outlined several risk factors
for COVID-19 that disproportionately
affect communities of color, including
comorbidities such as obesity, diabetes,
and asthma; lack of insurance
coverage; shortages of quality
providers in the local communities;
and socioeconomic factors such as
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unemployment, food insecurity,
and housing issues. Further, the
congressional letter stated that
“a history of discrimination and
marginalization has left some people
of color distrustful of the medical
system, making them less likely to
seek out timely care.”
The American Hospital
Association, the American Medical
Association, and the American
Nurses Association also wrote a
joint letter to Secretary Azar on
April 16, 2020, citing “alarming”
reports that communities of color
had disproportionately higher levels
of COVID-19 infections and deaths
than the general population.7 These
associations urged, on behalf of
their members, that the secretary,
among other things, (1) have the
CDC collect additional information
about COVID-19 patients of color,
such as comorbidities and ventilator
usage, so that the causes of the racial
disparities can be better understood,
and (2) establish a toll-free, nursestaffed hotline so that patients
without insurance can discuss
their symptoms and receive direct
referrals for COVID-19 testing when
appropriate without going through
a primary care physician, given the
documented disparities in insurance
coverage and access to care for
patients of color.
Providers must provide
nondiscriminatory care
under current law
Healthcare providers and hospitals
that participate in federal healthcare
programs such as Medicare must
comply with Title VI of the Civil
Rights Act of 1964, which states that
“[n]o person in the United States
shall, on the ground of race, color,
or national origin, be excluded
from participation in, be denied
the benefits of, or be subjected to
discrimination under any program

or activity receiving Federal
financial assistance.”8
According to Title VI’s
implementing regulations,
providers who receive federal
funds cannot discriminate against
federal healthcare patients
based on race, color, or national
origin either intentionally or
through policies or practices that
disproportionally and adversely
affect patients on the basis of
those traits.9 The regulations
further explain providers’
obligations to provide care free
of discrimination: “[Providers
who receive Federal healthcare
funds] may not, directly or
through contractual or other
arrangements, utilize criteria or
methods of administration which
have the effect of subjecting
individuals to discrimination
because of their race, color, or
national origin, or have the effect
of defeating or substantially
impairing accomplishment of
the objectives of the program
as respect individuals of
a particular race, color, or
national origin.”10 A “recipient”
is also defined to include any
private agency, organization, or
individual who receives federal
financial assistance, such as
Medicare payments.11
Moreover, the Patient Protection
and Affordable Care Act of 2010
prohibits healthcare providers who
receive federal financial assistance
from HHS from discriminating on
the bases of race, color, national
origin, sex, age, or disability in
providing those services.12
Medicare’s conditions of
participation also incorporate
Title VI’s mandate that healthcare
providers who treat Medicare
beneficiaries must do so without
discrimination based on race, color,
or national origin.13

Under this existing body of law,
providers clearly have a legal duty
to provide treatment and testing
during the COVID-19 pandemic that
is free from discrimination based
on race, color, national origin, sex,
age, or disability. Because the US’s
response to COVID-19 has had a
disproportionate impact on people
of color, the bulletin later released by
OCR focused only on Title VI and
discrimination based on race, color,
or national origin.
HHS’ response to COVID-19
racial disparities
Data collected during the pandemic
show a disturbing trend of
disparities in COVID-19 infections
and deaths among people of color.
For example, the CDC COVID Data
Tracker shows that even though
African Americans make up 13.4%
of the United States’ population,14
15.7% of COVID-19 cases and
19.7% of COVID-19 deaths have
been African American patients.15
Similarly, Hispanic/Latino
Americans comprise 18.5% of the
country’s population,16 but 26.4%
of America’s COVID-19 cases have
been Hispanic/Latino patients.17
On July 20, 2020, OCR issued
a bulletin for hospitals, other
healthcare providers, and state and
local agencies that receive federal
financial assistance to address
“Civil Rights Protections Prohibiting
Race, Color and National Origin
Discrimination During COVID-19.”18
OCR’s bulletin provides valuable
guidance for compliance officers
and all healthcare providers to
ensure they comply with Title VI
and provide COVID-19 testing and
treatment in an equitable manner.
In this bulletin, OCR reminds all
healthcare providers and state and
local agencies that receive federal
financial assistance that they must
comply with Title VI. The bulletin
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then recaps some of the actions
HHS had taken to date to enhance
COVID-19 prevention, testing, and
treatment for racial and ethnic
minority groups that the pandemic
has affected on a disproportionately
negative basis. HHS concluded that
the racial and ethnic demographic
data the CDC began collecting in
April “‘suggest a disproportionate
burden of illness and death among
racial and ethnic minority groups,’”
such as the African American,
Hispanic, and Native American
populations. In response, the CDC
appointed a COVID-19 chief health
equity officer and further expanded
COVID-19 data collection.
In addition, the National
Institutes of Health provided
funding opportunities for urgent
research regarding the pandemic’s
disproportionate impact on these
minority populations. HHS Office
of Minority Health executed a
$40 million cooperative agreement
with the Morehouse School of
Medicine to build the National
Infrastructure for Mitigating the
Impact of COVID-19 within Racial
and Ethnic Minority Communities
Initiative. HHS has also funded
expansions of testing opportunities
in vulnerable communities.
The bulletin’s specific
recommendations
The bulletin advises that
healthcare providers and state
and local agencies that receive
federal funds should take several
actions to continue to combat
racial disparities in America’s
COVID-19 response and to “help
ensure Title VI compliance
during the COVID-19 public
health emergency.” Those
recommendations address
providers’ policies and procedures,
assignment of staff and resources,
and internal governance.
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Also, several of the OCR’s
recommendations specifically
address patients’ access to care.
Policies and procedures
OCR recommends that providers
“[a]dopt policies to prevent and
address harassment or other
unlawful discrimination on the
basis of race, color, or national
origin” and verify that their internal
policies and procedures pertaining
to COVID-19 treatment and testing
“do not exclude or otherwise deny
persons on the basis of race, color, or
national origin.”
In so doing, compliance officers
and committees should vigilantly
assess whether routine policies may
negatively and disproportionately
affect patients of color to guard
against discrimination. Accordingly,
committee members should consider
risk factors that disproportionately
affect racial and ethnic minorities
in America, such as comorbidities,
lack of insurance coverage, and
socioeconomic factors, when
adopting and evaluating their
policies and procedures, particularly
regarding COVID-19 treatment
and testing.
Assignment of staff and resources
OCR also advises that providers
should not assign staff, beds, or
rooms in a discriminatory manner.
Specifically, staff assignments
should be made regardless of
race, color, or national origin, and
providers “should not honor a
patient’s request for a same-race
physician, nurse, or volunteer
caregiver.” Similarly, providers
should assign hospital beds and
rooms without consideration of race,
color, or national origin and should
not honor patients’ racial preferences
regarding roommates.
Compliance officers should
incorporate these specific

recommendations within their
compliance plans and annual
compliance training modules for
providers and staff, especially for
personnel most likely to receive
patients’ requests to accommodate
their prohibited racial preferences.
Internal governance
For internal governance, OCR
recommends that healthcare
providers appoint individuals to
serve on a planning or advisory
body, such as a board or a
committee, without excluding
potential members on the basis
of race, color, or national origin.
The advisory body should be “an
integral part” of the provider’s
operations. OCR also recommends
that providers make information
available to patients discussing
their compliance with the law by
not discriminating on the basis of
race, color, or national origin.
Compliance officers should
evaluate whether membership on
their compliance committees, for
example, is racially representative
of the practice’s community.
Also, compliance officers should
consider including a COVID-19
nondiscrimination policy statement
with patients’ first visit registration
paperwork, particularly if a patient
is seeking treatment for COVID-19
or its symptoms.
Access to care
Finally, three of OCR’s
recommendations directly
address access to care for
minority patients. First, providers
who operate community-based
testing sites and alternate care
sites should ensure that racial
and ethnic minority patients
can access those resources. The
bulletin suggests walk-in testing
sites in urban areas and home
visitation testing services in
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rural areas to provide assistance
to racial and ethnic minorities
to overcome any transportation
obstacles.
Second, the OCR recommends
that providers ensure that they
do not subject racial and ethnic
minority groups to excessive
wait times or greater rejections
for hospital or intensive care
unit admission in comparison to
nonminority patients in similar
situations.
Third, if a healthcare
provider offers ambulance
services, nonemergency medical
transportation, or home health
services, the bulletin provides that
those services must be provided
to all neighborhoods within
the applicable service area and
without consideration of race,
color, or national origin.
Compliance committees should
take action on OCR’s bulletin by
evaluating their organization’s
policies, procedures, and outcomes
to avoid discriminatory impacts
upon racial and ethnic minorities
generally. Compliance officers
should also ensure that the specific
provision of ambulance services,
medical transportation, and home

healthcare, along with wait times
and hospital or intensive care unit
admissions, are similarly evaluated.
Conclusion
Racial and ethnic disparities in
the delivery of healthcare in the
United States are highlighted in the
COVID-19 pandemic. In addition
to existing laws, OCR’s bulletin
provides vital guidance to help
healthcare providers and state and
local agencies that receive federal
financial assistance to ensure that

their delivery and compensation
for healthcare services, including
treatment and testing for COVID-19,
are free from discrimination based
on race, color, or national origin.
By following the bulletin and
implanting its recommendations
as discussed above, compliance
officers can take important steps to
minimize the risk of discriminatory
impacts upon minorities in
the delivery of healthcare
services — both generally and in the
provision of COVID-19 treatment.
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Takeaways
◆ The COVID-19 pandemic has highlighted racial and ethnic disparities in healthcare in the United States
and reflected a disproportionate impact in COVID-19 testing and treatment for racial and ethnic
minority populations.
◆ Risk factors such as comorbidities and socioeconomic factors disproportionately affect racial and ethnic
minorities in America, contributing to higher COVID-19 infection and death rates in those populations.
◆ Healthcare providers, hospitals, and state and local agencies that receive federal financial assistance
(e.g., Medicare) have a legal obligation not to discriminate in their provision of healthcare services.
◆ U.S. Department of Health & Human Services’ Office for Civil Rights has issued guidance to address racial
disparities in America’s response to COVID-19.
◆ Compliance officers should review and follow the Office for Civil Rights’ guidance to avoid discrimination in
the provision of healthcare services to COVID-19 patients.
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ncorrect billing to government
programs, such as Medicare
and Medicaid, can result in
substantial liability under the
federal False Claims Act (FCA).1
Any person found to violate the
FCA is liable for treble damages
plus a civil penalty between
$5,000 and $10,000, adjusted for
inflation, per claim, and each line
item submitted to the government
may constitute a separate claim.
Appropriate use of billing
audits can help you avoid the
submission — or allow the timely
correction — of incorrect and, at
least potentially, false claims.
However, in our experience, many
companies conduct billing audits
only as a response to a crisis. A
more proactive approach would
be beneficial, allowing healthcare
companies to identify and correct
errors prior to being called to
task. Even where unsuccessful in
identifying errors, the existence
of such a program may be useful
to demonstrate a commitment to
compliance, which could result in
lower penalties in the event of a
prosecution for an FCA violation.2
What is more, when they do
conduct audits, many healthcare
companies fail to audit effectively.
Below we provide guidance on how
to build an audit program into your
compliance efforts.

Adopt a proactive
approach to auditing
A proactive approach requires
identification of when billing audits
should be conducted. It is advisable to
conduct audits at least in the following
circumstances.
You become aware of a systemic
error in approach
In circumstances where you know or
should know (i.e., essentially, have a
reasonable suspicion)3 that something
is wrong with your billing and coding
practices, you will need to investigate
your approach to billing and coding
so as to guard against repeating the
error. This knowledge can arise in
any number of ways; for example, an
employee may voice a concern about
your company’s billing practices,
or you may receive a letter from a
recovery audit contractor identifying
a handful of claims with problems,
asserting a suspicion of a more
systemic problem.
Problems come in different
flavors, with different consequences
and implications. You may uncover
intentional fraud, or you may simply
find a good-faith mistake. While it is
true that claims that are submitted in
true error are not fraudulent, once you
become aware of a systemic error, any
subsequent submissions involving
the same problem could be fraudulent.
For example, an erroneous claim that
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was submitted unwittingly because
it was miscoded by billing software
might not be fraudulent, but a claim
submitted with the same error, once
you are aware of the defect in the
software, might be fraudulent. Also,
once you are aware of a systemic
error, you may be required to
evaluate whether you have received
an overpayment.
When you may have received
an overpayment
In a circumstance where you
become aware that you have
received an overpayment, you will
have to conduct a billing audit. The
FCA applies not only to affirmatively
false claims but also to “reverse false
claims.” A reverse false claim arises
whenever a person “knowingly
conceals or…avoids…an obligation to
pay or transmit money or property
to the Government.”4 This law has
been interpreted to mean that when
you are in possession of credible
information that you may have
received an overpayment, you have
a duty to investigate if you have,
indeed, received an overpayment.
(The discussion in this section
is predicated on the regulation
applicable to Medicare Parts A
& B. It is possible that different
obligations exist with respect
to different programs.) Absent
extraordinary circumstances, you
have six months from the receipt
of the information to conduct the
investigation.5 If you identify6 any
overpayments, you must promptly 7
return them to the government.
As part of your
compliance program
Even in the absence of any
suspected problem, billing audits
are useful compliance monitoring
tools. A robust compliance program
will help you avoid errors and can
reduce culpability when errors occur
(such as requiring reduced damages

if the court finds the defendant
has self-reported and cooperates
with any investigation). 8 Billing
audits can also be useful to give
you information that will inform
you on how best to interact with
outside auditors.
How to conduct the audit
It is important that you think
carefully about how the audit will
be conducted. What questions
are relevant, who should conduct
the audit, and what data should
be reviewed are all important
questions to answer before
you start the audit. Failure to
create a proper audit plan can
result in significant negative
consequences.
Only some errors result
in an overpayment
You should audit against
standards that are both material
and substantive.9 It is not
uncommon for auditors to audit
against standards that are not
legally required (e.g., derived
from subregulatory guidance), are
gleaned from the wrong programs
(e.g., fee-for-service rather than
managed care), or are so immaterial
that deviations from them could
not possibly create overpayment
liability or be a predicate for a false
claim. In other words, billing audits
should be focused on identifying
deviations that are of a nature that
could reasonably have affected the
government’s payment decision (i.e.,
that could reasonably have resulted
in an overpayment).
In evaluating your findings, it
is important to understand that
not all mistakes that you identify
amount to billing fraud or result
in an overpayment obligation.
Some are simple, unintentional
errors. Whether the error was
false or merely a mistake, if it is
substantive and material, you will

have to pay back the amounts
received on account of erroneous
claims. However, consequences
and penalties for true mistakes
are substantially less than those
for fraud.10 The FCA only applies
to “knowingly” false claims, so
the FCA’s treble damages and
steep penalties do not attach to
true mistakes.

In evaluating
your findings, it
is important to
understand that
not all mistakes
that you identify
amount to billing
fraud or result in
an overpayment
obligation.
Consider whether the audit should
be conducted under privilege
You should also consider whether
the audit should be conducted
through legal counsel and
protected by the attorney-client
privilege and work product
doctrine. Considerations in this
regard include whether you are
investigating misconduct or if you
believe the billing mistakes could
lead to regulatory enforcement
or civil or criminal litigation.
In such situations, where you
have a reasonable belief that the
conduct could lead to litigation,
the audit should be directed
by counsel. Generally, routine
audit reports (and work papers)
prepared in the ordinary course
of business are not protected by
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the attorney-client privilege or
work product doctrine and are
discoverable. However, when
audits are conducted at the
direction of counsel to investigate
potential misconduct or for any
reason that could reasonably
lead to any type of litigation, the
audit reports, underlying work
papers, and communications
with counsel regarding the
audit would be protected by the
attorney-client privilege and work
product doctrine.
In the event a healthcare
company identifies or suspects a
billing impropriety or error that
could reasonably lead to any type
of litigation, internal counsel and
then perhaps external legal counsel
should be engaged to direct the
audit, usually through the initiation
of an internal investigation so that
counsel can provide the company
with legal advice, leading to audit
results and related communications
being protected by a legal
privilege. If the investigation is
conducted by internal counsel,
counsel should ensure that the
internal auditors understand that
their audit is being conducted
at the direction of legal counsel
and for the purpose of providing
legal advice to the company. All
documentation regarding the
internal audit should be marked

as being created at the direction
of legal counsel. Additionally,
the auditors should not disclose
any of the privileged material
without the consent of counsel.
If external counsel is conducting
the investigation, external counsel
should formally retain an outside
consultant to conduct the audit and
should instruct the consultant to
communicate any findings directly
with counsel, not the company.
As an agent of external counsel,
an outside auditor should invoice
the external counsel for the work,
not the company. Companies
should develop a policy on how
and when internal auditors or
other personnel should seek the
assistance of counsel to ensure that
the company’s audit reports and
findings are adequately protected.
Refunding overpayments
At the conclusion of the audit, you
will have to decide whether you
have identified any errors, and
if so, whether they constitute an
overpayment.

When is a refund required?
If you discover that you have
received an overpayment,
depending on the payer, you may
be required, or it may be prudent, to
refund the overpayment. Depending
on how long has passed and the
nature of the underlying issue,
you may be able to simply adjust
the claim in the electronic billing
system. Sometimes, however, it may
be necessary to avail yourself of
more formal repayment processes,
such as a self-reported refund.
When should you make
self-disclosure?
In addition to returning the
payment, consider whether it is
prudent to make a self-disclosure.
There may be strategic reasons for
making a self-disclosure, in as much
as it can establish the organization’s
commitment to the rule of law and
underscore that the problematic
behavior was an aberration or
the result of a rogue actor. Proper
self-disclosure also can result in
lower penalties under the FCA.
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Takeaways
◆ Appropriately timed and tailored billing audits help prevent the submission of false claims to government
programs such as Medicare and Medicaid.
◆ Conduct audits when you (1) become aware of a systemic error; (2) think you received an overpayment; and
(3) intermittently, supporting the monitoring component of your compliance program.
◆ Audits should focus on billing practices that are likely to affect the government’s payment decision, not
immaterial or legally irrelevant deviations that are unlikely to create False Claims Act liability.
◆ Conduct audits through legal counsel to gain attorney-client privilege and work product doctrine if you
suspect the audit might uncover conduct resulting in litigation.
◆ If an audit uncovers an overpayment, do not ignore it. Self-disclosing and refunding the overpayment
may be necessary.
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Transform your compliance training
Creating Great Compliance Training in a Digital World can help you to “sell compliance”
to your workforce through proven strategies and tactics.
■

■

■

■

■

Focus on what the law means,
not what the law says
Think like a lawyer, talk like a human
Aim for persuasion,
not just information
Master the nuts and bolts
Measure and manage
your impact

Order online today
corporatecompliance.org/compliancetraining

ENHANCE YOUR CAREER
Gain credibility, show dedication to excellence.

• Expand your job skills
• Demonstrate compliance knowledge
• Invest in your profession
• Show your dedication to excellence
Follow these 5 steps to certification:

Take Exam
Schedule Your Exam
Apply to Take Exam
Earn & Submit CEUs
Gain Work Experience

Learn more
corporatecompliance.org/certification

BECOME CERTIFIED
Become a compliance resource for your company.

Ways to earn continuing education units:

ATTEND
• Events hosted by SCCE
& HCCA
• Events hosted by other
organizations
• University courses
related to compliance
• Live or recorded web
conferences

STUDY
• Take magazine quizzes
in CEP or Compliance
Today Magazine
• Complete book quizzes
in SCCE & HCCA
publications
• Read approved articles in
our premium newsletters
• Complete approved selfstudy activities

CONTRIBUTE
• Present a topic at an
SCCE or HCCA event, or
outside events
• Present a web conference
• Teach a university course
• Publish an article in CEP,
Compliance Today, or
outside publications
related to compliance
• Publish a guest post on
SCCE & HCCA’s blog

Better candidates.

Better hires.
Fill your open positions with HCCA’s Job Board
The HCCA Job Board is designed to connect organizations with job seekers
in the healthcare compliance field. Reach professionals from across the globe
with varying levels of experience.

Get started
hcca-info.org/all-jobs/post-job

Takeaways
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Tear out this page and keep for reference, or share with a colleague. Visit www.corporatecompliance.org for more information.
Healthcare compliance
investigations during a
global pandemic

Alyssa Lawrence and Hannah Kent
(page 16) CEU
» Write easy-to-understand policies. Policies
set boundaries, goals, and scope for the
investigative process and provide justification for
compliance activities.
» Use your resources judiciously. We have to do more
with less, so understand what needs to be done and
make it work.
» Be flexible. Be willing to conduct activities that may not
normally fall within your scope and be ready to adjust
procedures to fit the circumstances.
» Remain consistent. Consistency in investigative
procedures validates credibility and can directly affect
your company culture.
» Compliance remains essential. The government still
prosecutes violations; it is still important to uphold the
requirements (and values) of your institution.

Compliance investigation
and reporting in skilled
nursing facilities
April Bernabe (page 24)

» Compliance investigations in skilled nursing facilities
may result from reports of wrongdoings and violations of
policies and regulations, financial audits, or notification
of governmental inquiries.
» Skilled nursing facilities were required to establish
a compliance and ethics program effective
November 28, 2019; the Office of Inspector General has
valuable guidance on how skilled nursing facilities can
implement a compliance and ethics program.
» The many benefits to implementing a compliance and
ethics program include having the procedures that
allow prompt and thorough investigation of alleged
misconduct and procedures for early detection and
reporting, which minimizes loss to the government from
false claims, and reducing the skilled nursing facility’s
exposure to civil damages and penalties, criminal
sanctions, and administrative remedies.
» The compliance officer serves as the focal point of all
compliance activities, including compliance investigation
and reporting.
» The skilled nursing facility’s board of directors has a
fiduciary duty to protect the facility against unreasonable
risks and maintain compliance oversight.

The ABCs of an effective
investigative process: Part 1
Ahmed Salim, David M. Rapasadi,
and Palak Desai (page 32)

» Compliance programs should have an updated
investigation policy that outlines the program’s process
for conducting an investigation.
» Investigations should be carefully planned and well
thought out prior to interviewing potential stakeholders.
» Investigators should document conversations and any
applicable documentation related to potential concerns.
» Remediation and follow-up should be consistent with
organizational policies to avoid potential issues.
» Outcomes, as well as identified educational
opportunities within the organization, should be
reported to stakeholders.

Ten compliance concerns related
to information blocking
Josh D. Mast and Cheri Whalen
(page 38) CEU

» Compliance date for requests related to the U.S. Core
Data for Interoperability data elements is April 5, 2021.
» Information blocking does not require information to be
shared when there was not already a preexisting right of
access to that health information.
» Information blocking does not require an actor to
purchase or implement any specific products or
functionality.
» Information blocking does not require information to be
pushed out proactively and is a request-driven process.
» Information blocking will create a need for updates to
policy/process and additional documentation, even if the
actor is always compliant, in order to prove compliance
in case of an investigation.

Driving compliance efficiency
through enterprise cyber
risk management
Bob Chaput (page 46)

» Cyber risk is a business risk issue and a compliance
issue for healthcare organizations.
» An enterprise cyber risk management (ECRM) approach
to cyber risk can protect patients and the organization.
» The most effective way to achieve compliance with
the Health Insurance Portability and Accountability
Act’s Privacy, Security, and Breach Notification rules
is by establishing and maturing a comprehensive
ECRM program.
» Many statutes and regulations (e.g., General Data
Protection Regulation, the Gramm–Leach–Bliley Act,
Payment Card Industry Data Security Standard, Family
Educational Rights and Privacy Act, Genetic Information
Nondiscrimination Act) include cyber risk analysis/
risk assessment requirements that align with the
ECRM approach.
» A mature ECRM program can help organizations
efficiently and effectively manage multiple, diverse
mandates related to data privacy and security.

Understanding the power of
habits and how it may drive
noncompliant behavior
William E. Lucas (page 54)

» Charles Duhigg and Judson Brewer break habits into
three components: cue, routine, and reward.
» Reviewing Health Insurance Portability and
Accountability Act privacy breaches is an example of a
noncompliant activity you can use to understand how
habits may influence noncompliant behavior.
» Despite the well-publicized consequences of privacy
breaches, they continue to occur.
» The given example of employees inappropriately
accessing a celebrity’s or loved one’s protected health
information is simpler than many of the scenarios
healthcare compliance professionals face, but the same
habit-based approach can be helpful in more complex
situations as well.
» Going beyond just identifying the noncompliant behavior
and trying to understand what causes an individual to
engage in noncompliant behavior is worth considering.

Emerging ERM lessons from
COVID-19: Considerations
for compliance officers and
managers of risk
Jeffrey Driver and Sarah Couture
(page 60) CEU

» Healthcare organizations should revisit enterprise risk
management (ERM) in response to the pandemic, either
to start ERM programs or retool current ERM efforts.
» Managers of operational risk should not just work
in silos to address relevant risk but instead work
collaboratively as part of an ERM framework.
» Compliance officers should participate in ERM and
collaborate with those leading ERM programs.
» Ultimately, the board and senior leadership should set
the tone for ERM and should encourage ERM work.
» Healthcare organizations should consider what learning
lessons come out of the pandemic risk to help the
organization become more resilient.

HHS guidelines address racial
disparities in COVID-19 testing
and treatment

Jeremy P. Burnette and Sidney S. Welch
(page 66)
» The COVID-19 pandemic has highlighted racial and
ethnic disparities in healthcare in the United States and
reflected a disproportionate impact in COVID-19 testing
and treatment for racial and ethnic minority populations.
» Risk factors such as comorbidities and socioeconomic
factors disproportionately affect racial and ethnic
minorities in America, contributing to higher COVID-19
infection and death rates in those populations.
» Healthcare providers, hospitals, and state and local
agencies that receive federal financial assistance (e.g.,
Medicare) have a legal obligation not to discriminate in
their provision of healthcare services.
» U.S. Department of Health & Human Services’ Office
for Civil Rights has issued guidance to address racial
disparities in America’s response to COVID-19.
» Compliance officers should review and follow the Office
for Civil Rights’ guidance to avoid discrimination in the
provision of healthcare services to COVID-19 patients.

A proactive and targeted approach
to billing audits
Sheva Sanders, Jessica Wheeler,
and Habib Ilahi (page 70)

» Appropriately timed and tailored billing audits help
prevent the submission of false claims to government
programs such as Medicare and Medicaid.
» Conduct audits when you (1) become aware of a
systemic error; (2) think you received an overpayment;
and (3) intermittently, supporting the monitoring
component of your compliance program.
» Audits should focus on billing practices that are likely
to affect the government’s payment decision, not
immaterial or legally irrelevant deviations that are
unlikely to create False Claims Act liability.
» Conduct audits through legal counsel to gain attorneyclient privilege and work product doctrine if you suspect
the audit might uncover conduct resulting in litigation.
» If an audit uncovers an overpayment, do not ignore
it. Self-disclosing and refunding the overpayment
may be necessary.
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HCCA upcoming events
JANUARY

January

7

January

11–14

January

15

FEBRUARY

February

1–3

February

5

February

12

COVID-19 Essentials for
Healthcare Compliance Programs
VIRTUAL

Healthcare Compliance
Essentials Workshop
VIRTUAL

Regional Compliance & Ethics
Conference
CHARLOTTE, NC • VIRTUAL

Managed Care Compliance
Conference
VIRTUAL

Regional Compliance & Ethics
Conference
PORTLAND, OR • VIRTUAL

January

21

January

22

January

29

February

25

February

26

SCCE’s Applying the COSO
ERM Framework to Compliance
Risk Management
VIRTUAL

Regional Compliance & Ethics
Conference
ATLANTA, GA • VIRTUAL

Regional Compliance & Ethics
Conference
ORLANDO, FL • VIRTUAL

Regional Compliance & Ethics
Conference
ALASKA • VIRTUAL

Regional Compliance & Ethics
Conference
ST. LOUIS, MO • VIRTUAL

Regional Compliance & Ethics
Conference
DALLAS, TX • VIRTUAL

2021
Healthcare Compliance
Essentials Workshops
January 11–14 • VIRTUAL
March 1–4 • VIRTUAL

SCCE’s Applying the
COSO ERM Framework
to Compliance Risk Management
January 21 • VIRTUAL

Managed Care Compliance Conference
February 1–3 • VIRTUAL

25th Annual Compliance Institute
April 19–22 • VIRTUAL

Research Compliance Conference
June 13–16 • Anaheim, CA

Healthcare Basic
Compliance Academies
July 19–22 • New York, NY
August 2–5 • Seattle, WA

Healthcare Privacy
Compliance Academies
July 19–22 • New York, NY
August 2–5 • Seattle, WA

Regional Healthcare
Compliance Conferences
January 15 • Charlotte, NC - VIRTUAL
January 22 • Atlanta, GA - VIRTUAL
January 29 • Orlando, FL - VIRTUAL
February 5 • Portland, OR - VIRTUAL
February 12 • Dallas, TX - VIRTUAL
February 25 • Alaska - VIRTUAL
February 26 • St. Louis, MO - VIRTUAL
March 5 • Washington, DC - VIRTUAL
April 9 • New Orleans, LA - VIRTUAL
April 30 • Columbus, OH - VIRTUAL
May 7 • New York, NY - VIRTUAL

Event dates are subject to change.
Please visit hcca-info.org/events or corporatecompliance.org/events for event details.
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Accountable care organizations
◆ Taking the risk out of risk
adjustment: Managing exposure
for ACOs. October, A. D. Kelly
and H. Lopez
Ambulance services
◆ Non-emergency ambulance
services and hospital providers:
Evaluating institutional
compliance. January,
L. J. Campbell
◆ Chasing ambulance compliance.
May, P. K. Kennedy
Appeals
◆ Retain payment for your services!
Claiming offsets in overpayment
appeals. November, A. V. Harris
Auditing and monitoring
◆ Recent developments affecting
strategies for challenging
extrapolated contractor
overpayments. January,
S. F. Johnson and L. S. Gennett
◆ Trends in recent FCPA
enforcement actions: An audit
perspective. January, S. Skeldon
◆ Observing the consent process:
Building trust by being present.
March, D. Staley and H. Gilbert
◆ Eliminating the fear of the audit.
April, S. Hopkins
◆ Research compliance audits:
Where to begin? May, S. Fakhr,
D. Forte, and N. Visyak
◆ How to project manage a
successful risk adjustment data
validation audit. September,
A. Salim and P. Desai

Behavioral health/substance abuse
◆ Proposed updates to
42 C.F.R. Part 2: Substance
Use Disorder Privacy Rule.
January, R. N. Benkoff
Board and compliance
◆ Compliance officer and
compliance committee:
Your first 100 days. March,
J. Elezian and G. Roy
◆ Training and education:
The role that compliance
officers play with governing
boards. March, Z. Simjanovski
◆ Board of directors oversight
of skilled nursing facility
compliance programs. April,
T. J. Selby and S. Fahey

◆

◆
◆
◆

◆

◆

Coding, billing, and claims
◆ 2020: Abuse, misuse, and
misunderstandings of modifiers
-25, -59, and -62. August, S. Patel
◆ Comparative Billing Reports:
Tools to support Medicare Part B
providers. August, K. Hrehor and
A. Barnaby

◆

Compliance
◆ Compliance-driven risk
reduction strategies for medical
devices. January, C. Hewitt and
C. Blacketer
◆ Highly compensated physicians
and compliance: Considering the
complexities. January, J. Aguilar
and N. Bell
◆ Separating compliance and legal:
Part 1, Best practices for defining
expectations and responsibilities.
January, J. Rovner
◆ Compliance lessons from
Operation Varsity Blues.
February, M. Scavotto
◆ Separating compliance and
legal, Part 2: Best practices for an
effective compliance program.
February, J. A. Rovner
◆ Brainstorming conflicts of
interest management in

◆

◆

◆

◆

◆

academic medicine. March,
B.L. Musselman
Combating fraud, waste, and
abuse with limited internal
resources. March, C. Matsiga
Primer on informed consent.
March, E. Cameron and T. Ealey
Smile for compliance. March,
T. M. Moga
Eliminating Medicare fraud
and enhancing analytics. April,
M. Berls and R. Munson
Helping organizations achieve
compliance in the wake of the
coronavirus. August, K. Gillespie
and H. C. Fader
The Provider Relief Fund:
Welcome relief or compliance
minefield? August, A. B. Wachler
and S. J. Shaver
A compliance framework for
evaluating medical directorship
need. September, K. Culver,
T. Kugler, and L. Oelrich
What healthcare organizations
can do to stay compliant in the
era of marijuana legalization.
October, D. Irizarry and
C. Schwalbach
Show me the money, and I’ll show
you whom the government is
watching. November, B. Daniel
and E. Klein
The importance of due diligence
in healthcare. November,
H. Marsh and J. Acevedo
Challenges of maintaining
compliant provider arrangements
during and after a public
health emergency. December,
W. J. Spratt, Jr., and D. C. Gordet
Investigating violations of your
organizational code of conduct.
December, C. Davenport

Compliance 101
◆ Compliance 101: Using a
distribution analysis as a
compliance tool. August,
M. Spake
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◆ Compliance officer and
compliance committee: Your first
100 days. March, J. Elezian and
G. Roy
Compliance programs
◆ Making your policies POP:
A policy operationalization
process. April, C. London,
R. Comeros, and A. Nguyen
◆ Using communities of practice
to establish effective compliance
and ethics programs. April,
W. E. Lucas
◆ Managing COI and foreign
influence in research: strategies
for success. May, T. Saunders,
G. Jodhan, and T. M. White
◆ Real-time data will transform
compliance program
effectiveness. May, B. H. Wade
and T. Wagner
◆ A simple revolution: Rethinking
an effective code of conduct.
June, D. Contreras
◆ Compliance program (and officer)
effectiveness in a time of crisis.
August, M. D. Vogelien
◆ Compliance as a customer service
agent: Divergent interpretations.
September, J. Freeman
◆ DOJ updates its guidance on
corporate compliance programs.
September, G. L. Imperato and
A. Novick Branan
◆ How to communicate your
compliance message. September,
B. Friedman and R. Bowen
◆ Breaking down the walls:
Strategies to reduce compliance
risk in the revenue cycle. October,
D. E. Crump and E. R. Sturm
◆ Is your hotline ‘hot?’ Approaches
to improving and promoting your
compliance hotline. October,
J. V. Xu
◆ Using SMART goals to measure
the effectiveness of your
compliance program. October,
C. Chung
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◆ M.A.R.S.: A process for
establishing consistent
standards. November, C. London,
V. L’Allemain, and D. Shokunbi
◆ Measure your compliance
program effectiveness and apply
what you learned. November,
E. E. Lee
◆ Using the seven elements
as a common framework for
effective compliance and quality
programs. November, M. Findley,
J. Rabaglia, and K. Murphy
◆ Trust the numbers: Risk-based
work prioritization for
compliance programs. December,
C. A. Gideon and J. A. Luna

◆ Proactively addressing revenue
integrity in the era of COVID-19.
July, V. Nassiopoulos
◆ Helping organizations achieve
compliance in the wake of the
coronavirus. August, K. Gillespie
and H. C. Fader
◆ The Provider Relief Fund:
Welcome relief or compliance
minefield? August, A. B. Wachler
and S. J. Shaver
◆ Where do I fit in? The role of the
CCO in a pandemic. August,
J. A. Boxer
◆ Compliance for medical facilities
in the age of COVID-19.
December, D. Herring

Compliance professionals
◆ Advice for new compliance
professionals. April, R. E. Foster
◆ The role of the compliance
professional in healthcare
transactions. April,
T. E. Monaghan
◆ Moving forward with positivity.
November, D. Schneider
◆ Compliance and top
management: One team or
grudge match? December,
K. P. Danehower

Electronic health/medical records
◆ EHRs are a DOJ priority: Recent
cases may explain why. July,
C. C. Sabis
◆ New compliance threat: Data
breach class action lawsuits. July,
J. Houston
◆ Are we there yet? Delivering
on the promise of digitizing
healthcare information. October,
J. Moore

COVID-19
◆ COVID-19 and long-term care:
Best practices and lessons
learned. June, L. Perling and
J. Gelfman
◆ Legal and compliance
developments and the
coronavirus. June, G. L. Imperato
and R. Balard
◆ Mitigating risks in prescribing
and dispensing chloroquine
and hydroxychloroquine for
COVID-19. June, S. M. Hall,
S. A. Block, and J. T. King
◆ Compliance with the new
COVID-19 business assistance
loans. July, G. L. Imperato and
R. Balard

Ethics
◆ Civil debate: A path to greater
integrity. June, R. J. Snell
Foreign Corrupt Practices Act
◆ Trends in recent FCPA
enforcement actions: An audit
perspective. January, S. Skeldon
Fraud and abuse laws
◆ CMS finalizes hospital price
transparency requirements;
delays start date until 2021.
February, J. Krause and B. Fee
◆ CMS issues long-awaited Stark
proposed rulemaking. February,
H. L. Cross
◆ OIG proposed rule revises federal
Anti-Kickback Statute and CMP
Law. February, J. B. Gelfman and
T. S. Wombles
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◆ Proposed Stark and AKS valuebased overhauls present new
challenges. February, V. Wallin
Governance
◆ Training and education: The role
that compliance officers play
with governing boards. March,
Z. Simjanovski
◆ Board of directors oversight
of skilled nursing facility
compliance programs. April,
T. J. Selby and S. Fahey
Government enforcement,
regulation
◆ Trends in recent FCPA
enforcement actions: An audit
perspective. January, S. Skeldon
◆ CMS finalizes hospital price
transparency requirements;
delays start date until 2021.
February, J. Krause and B. Fee
◆ CMS issues long-awaited Stark
proposed rulemaking. February,
H. L. Cross
◆ OIG proposed rule revises federal
Anti-Kickback Statute and CMP
Law. February, J. B. Gelfman and
T. S. Wombles
◆ Proposed Stark regulations have
an immediate compliance impact.
March, C. B. Oppenheim and
A. M. Joseph
◆ The role of compliance in
government enforcement.
November, D. W. Ogden,
S. N. Sumner, and E. Aiken
HCCA
◆ First winners of Roy Snell
Award for compliance writing
announced. November,
A. Turteltaub

Hospitals, health clinics,
and healthcare systems
◆ Compliance-driven risk
reduction strategies for medical
devices. January, C. Hewitt and
C. Blacketer
◆ Compliance priorities in practice
acquisitions. May, J. Junger and
L. Coon
◆ Ten questions to ask when
structuring a compliant call
coverage agreement. May,
B. B. Warner and C. Dean
◆ What to consider when
structuring a hospital-based
coverage agreement. June,
J. Aguilar
◆ Compliance for integrated
provider-payers. July, R. E. Seigel
and C. C. Rundell
Interviews
◆ Meet Jeff Driver: Asking why and
what if? January
◆ Meet Marjorie K. Maier:
Gathering the goods from
experts. February
◆ Meet Don Riggs: Build trust
before problems arise. March
◆ Meet Roger Severino: The
intersection of civil rights and
compliance. April
◆ Meet Larry Harrison and
Dr. Robert Adler: Building an
effective compliance program
one dyad at a time. May
◆ Meet Mike Sandulak: What a
former FBI agent can teach us
about compliance. June
◆ Meet Andra M. Popa:
Approaching compliance with a
focus on design. July
◆ Meet Gabriela Behn: Prioritizing
healthcare access. August
◆ Meet Barbara J. Vimont:
A lifetime of compliance.
September
◆ Meet Jordan Muhlestein:
Keeping a hand on compliance’s
pulse. October

◆ Meet Mary Jo Gray:
The pandemic drill. November
◆ Meet Betsy Wade: A lifelong
learner. December
Investigations
◆ Dos and don’ts of internal
investigations for healthcare
organizations. September,
D. Pierre Bishop
◆ Investigating violations of your
organizational code of conduct.
December, C. Davenport
Long-term care/skilled
nursing facilities
◆ CMS proposes delay and
revisions to long-term care
regulations. January, L. J. Perling
and J. B. Gelfman
◆ Revisiting effectiveness of your
SNF compliance programs:
Thoughts and tips. February,
C. Dorfschmid and A. Rose
◆ Skilled nursing facilities: Are you
ready to meet federal program
mandates? February, T. W. Brewer,
D. Alexander, and J. Braun
◆ Board of directors oversight
of skilled nursing facility
compliance programs. April,
T. J. Selby and S. Fahey
◆ Open lines of communication
in a skilled nursing facility.
September, A. Bernabe
Management
◆ Creating an effective open-door
policy. May, S. Carter
◆ Congratulations, you’re the
boss! Considerations for moving
from peer to manager. July,
M. Hambleton
◆ Compliance and top
management: One team or
grudge match? December,
K. P. Danehower
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Managed care, Medicare
Advantage
◆ Medicare Advantage downstream
compliance: What physician
practices should know. July,
R. Shah and S. J. Gleason
◆ Preparing for the era of provider
network transparency. August,
M. Adelberg and J. Weis
Medical devices
◆ Compliance-driven risk
reduction strategies for medical
devices. January, C. Hewitt and
C. Blacketer
Medicare and Medicaid
◆ Recent developments affecting
strategies for challenging
extrapolated contractor
overpayments. January,
S. F. Johnson and L. S. Gennett
◆ CMS finalizes new program
integrity rules. May, T. Owsley
◆ Evaluating Medicare Fee-ForService payment patterns for
post-acute care. May, C. L. Hunter,
K. S. Sabharwal, and J. Crosson
◆ Comparative Billing Reports:
Tools to support Medicare Part B
providers. August, K. Hrehor and
A. Barnaby
◆ Emergency preparedness:
Medicare and Medicaid provider
and supplier requirements.
November, M. Kotch and
J. Elezian
Physician/group practices
◆ Highly compensated physicians
and compliance: Considering the
complexities. January, J. Aguilar
and N. Bell
◆ Compliance priorities in practice
acquisitions. May, J. Junger and
L. Coon
◆ Medicare Advantage downstream
compliance: What physician
practices should know. July,
R. Shah and S. J. Gleason
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Privacy and security regulations
◆ Proposed updates to 42 C.F.R.
Part 2: Substance Use Disorder
Privacy Rule. January, R. Benkoff
◆ Noticed your Notice of Privacy
Practices lately? March, F. Ruelas
and T. Daha
◆ ‘Low-hanging fruit’ and other
recent HIPAA compliance items.
May, R. V. Rose and P. Ouellette
◆ 21st Century Cures Act:
Avoiding information blocking
for treatment purposes. June,
E. MacLean
◆ Breach incident management:
Providers should anticipate
an OCR investigation. June,
J. Elezian and N. Lipman
◆ Establishing a best practice
approach for your compliance,
privacy, and security programs.
June, K. McLendon
◆ Considerations for incident
response: What changes during a
national healthcare disaster? July,
M. Arvin
◆ Follow the money … to your
business associates. July,
T. Holman
◆ Tackling health IT challenges
with a proven risk management
strategy. September, G. Blass and
J. Tahaney
◆ The impact of the final ONC and
CMS interoperability rules on
health information. September,
M. Andrawis, L. Correa, and
M. R. Swedlow
◆ Monitoring for privacy
compliance with the use of AI
in healthcare organizations.
October, R. Singh
◆ OCR’s COVID-19 regulatory
relief: Changing how we deliver
care. October, J. Quinn and
V. Edmondson
◆ HIPAA at home: Remote workers
and the Security Rule. November,
N. Weil

Quality and patient safety
◆ Compliance as a quality
challenge: Working together
to improve the organization.
September, D. A. Atwood and
N. J. Ward
Regulatory bodies
◆ CMS finalizes hospital price
transparency requirements;
delays start date until 2021.
February, J. Krause and B. Fee
◆ CMS issues long-awaited
Stark proposed rulemaking.
February, H. L. Cross
◆ OIG proposed rule revises
federal Anti-Kickback
Statute and CMP Law.
February, J. B. Gelfman and
T. S. Wombles
◆ Proposed Stark regulations
have an immediate
compliance impact. March,
C. B. Oppenheim and
A. M. Joseph
◆ CMS finalizes new program
integrity rules. May, T. Owsley
◆ Evaluating Medicare Fee-ForService payment patterns
for post-acute care. May,
C. L. Hunter, K. S. Sabharwal,
and J. Crosson
◆ The impact of the final ONC
and CMS interoperability
rules on health information.
September, M. Andrawis,
L. Correa, and M. R. Swedlow
Research
◆ Managing information and
compliance for responsible
research. February, G. Boyd
◆ Observing the consent process:
Building trust by being present.
March, D. Staley and H. Gilbert
◆ Managing COI and foreign
influence in research: strategies
for success. May, T. Saunders,
G. Jodhan, and T. M. White
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◆ Research compliance audits:
Where to begin? May, S. Fakhr,
D. Forte, and N. Visyak
◆ Conventional care: A compliance
challenge for research services.
October, L. N. Asher
◆ Solid as a ROC: Strengthening
your research operations core.
October, S. M. Couture and
B. D. Annulis
◆ Tips for optimizing life sciences
board oversight over clinical
trials. October, J. Barker
◆ Fraud and abuse risks associated
with research misconduct.
December, L. J. Campbell and
R. P. Weitzel
Risk
◆ Revenue integrity crisis
management: Be ready. July,
K. M. Willenberg
Telehealth/telemedicine
◆ Telehealth trends and tips for
2020. April, A. Frey and J. Sherer
◆ Integrating telehealth into
compliance programs:
Best practices for compliance
professionals. August, N. Merkin
and E. MacLean
◆ Telemedicine and the coronavirus
crisis: Key legal issues for
providers to consider. August,
R. M. Singh
◆ Is your telehealth environment
ready for 2021? December,
C. L. Amick
◆ The future of telehealth may
hinge on healthcare compliance.
December, M. Braham
Third-party risks
◆ Third-party vendor management:
Getting started. January,
C. London, R. Comeros,
and A. Nguyen
Training
◆ Training and education: The role
that compliance officers play

with governing boards. March,
Z. Simjanovski
◆ Rethinking conflict of interest
training. December, S. Pritt
Whistleblowing
◆ Best practices for responding to
internal whistleblowers. April,
M. A. Morse
Columns
Letter from the CEO, G. Zack
◆ The risk of getting nothing done.
January
◆ Don’t forget to look for the dumb
stuff. February
◆ The risk of “over-complying.”
March
◆ The whack-a-mole approach to
risk. April
◆ How many calls? May
◆ Managing the unmanageable.
June
◆ Let’s keep doing that. July
◆ The power of persuasion. August
◆ ‘Obedience to the unenforceable.’
September
◆ Three lines model gets
it — almost. October
◆ Some things will return to
normal. November
◆ Turning the page on 2020 for
HCCA. December
Exhale, C. Boerner
◆ Risk assessments: Likelihood and
impact scoring. January
◆ Employee turnover creates
compliance risk. February
◆ Compliance risk areas: Approved
RAC topics and SMRC current
projects. March
◆ The ‘circle of trust’: A supportive
compliance department. April
◆ Conflict of interest. May
◆ Be ready to change priorities.
June
◆ COVID-19 emergency
preparedness kit. July
◆ How to mentor the next
generation of compliance
officers — millennials? August

◆ How do we know we are ok?
Audit! September
◆ Back to basics: OIG Supplemental
Compliance Program Guidance
for Hospitals — Risk areas.
October
◆ Compliance officers are never
caught up, and that is OK.
November
◆ Can you see the big picture?
December
Managing compliance,
M. Hambleton
◆ How independent is independent?
January
◆ Compliance effectiveness and
maturity. February
◆ Generative questions can
improve compliance committee
effectiveness. March
◆ Compliance generalist or
specialist? April
◆ Review of systems. May
◆ The compliance community. June
◆ Compliance professional’s role in
ethical leadership. July
◆ Risks versus controls. August
◆ Audits are not corrective action.
September
◆ The compliance budget. October
◆ ’Tis the season. November
◆ Onboarding new compliance
professionals during the
COVID-19 pandemic. December
Samantha says, S. Kelen (column
ended July 2020. Training tips
replaced it September 2020)
◆ Strategic timing can have a big
impact. January
◆ Know when to communicate and
when to train. March
◆ Training your contingent
workforce. May
◆ Training metrics: Overrated,
outdated, or more relevant than
ever? July
Training tips, D. Horseman
◆ Training your newly remote
workforce. September
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◆ Enhancing privacy training for
remote workers. November

◆ Emergency preparedness: The
never-ending story. December

Research reflections,
K. M. Willenberg
◆ Are you ready for January 21?
January
◆ Exit interviews. March
◆ The year of the nurse. May
◆ Who moved my cheese? July
◆ Changes. September
◆ Remote eConsent. November

Monitoring compliance,
J. Falcetano
◆ Change monitoring. January
◆ EMTALA monitoring. February
◆ Home Health monitoring. March
◆ Retaliation monitoring. April
◆ Telemedicine monitoring. May
◆ High-risk privacy monitoring.
June
◆ IRF monitoring during
COVID-19. July
◆ Virtual monitoring. August
◆ Compliance monitoring.
September
◆ Human resources monitoring.
October
◆ Risk management monitoring.
November
◆ DME monitoring. December

Notes on post-acute care,
N. J. Beckley (column ended
December 2020)
◆ Disruptive changes bring
compliance opportunities.
February
◆ The best of times, the worst of
times: Compliance opportunities.
April
◆ Taking the bridge over troubled
waters. June
◆ Comfortable comfort in
compliance. August
◆ The intersection of civil rights
and the end-of-life care. October

Privacy ponderings, J. P. Anstine
◆ DEA suit against Colorado’s
Pharmacy Board: A case to watch.
February

How ethical is
your workplace
culture?
Unethical decisions and behaviors can
impact your organization’s reputation,
credibility, and bottom line.
Understand what fuels unethical
workplace behavior and how to build
a culture that prevents it.

Learn more
corporatecompliance.org/books
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◆ Sentara Hospitals: Walk a mile in
their shoes. April
◆ What federal regulatory changes
are on the horizon? June
◆ COVID-19: Into the unknown.
August
◆ Data breaches: Don’t lose sight of
the individual. October
◆ Leverage resiliency during
challenging times. December
The compliance-quality
connection, S. Parsley
◆ Preventing and detecting
surgical-site infections. January
◆ Leaning in to change. March
Basics of internal investigations,
M. D. Sandulak
◆ From uncertainty to opportunity:
The importance of investigations
in a compliance program.
September
◆ Five steps to building an
effective investigations program.
November

Safeguard
patient privacy

HEALTH CARE

HEALTH CARE PRIVACY COMPLIANCE HANDBOOK | THIRD EDITION

PRIVACY
COMPLIANCE
HANDBOOK
THIRD EDITION

Stay up to date on the changes in privacy
regulations regarding electronic healthcare
records, cloud storage, and so much more.
The third edition has new chapter on how
and why to do privacy risk assessments,
plus updated guidance on:
•

HIPAA Privacy and Security

•

Breach Notification

•

Vendor Relations

•

Research Privacy Issues

•

Payer Privacy Issues

•

FERPA Federal Privacy Act

•

42 C.F.R. Part 2

•

Auditing & Monitoring for Privacy

This valuable guide is available now
in softcover print, online digital,
and a print+digital bundle.

Learn more
hcca-info.org/hcpch

Managed Care
Compliance Conference
Feb 1–3, 2021

|VIRTUAL CONFERENCE

The first-ever virtual Managed Care

Trending topics

Compliance Conference will provide

Building and Evolving Your Program
Integrity Compliance Program

vital information you need to

Medicaid Fraud Trends & Best Practices
for Reporting and Partnering with
State Medicaid Regulators

effectively manage compliance for
health plan providers in an online
and interactive learning experience.

Educational sessions

Managed Care: OIG Priorities and
Identified Risk Areas
What You Don’t Know Will Hurt You:
Managed Care Enforcement Trends
and Key Risk Areas

Knowledge levels

will provide you with the

Mix or match basic, intermediate, or advanced

opportunity to earn live

sessions that best fit your educational needs.

Compliance Certification
Board (CCB)® continuing
education units (CEUs).

Still time to register
hcca-info.org/2021managedcare

